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Abstract:

The purpose of this work is to assign codes to the fingerprints images stored in large databases / Data
warehouses, the images require large amount of storage as compared to a numeric code. Moreover,
when fingerprint images are compared to other fingerprint images, the process is more time
consuming as compared to the numeric codes. It is proposed to keep up all fingerprint images in a
separate database file along with their codes. This file may be a supplementary file with respect to
Master database file. In addition to this, the codes of fingerprint images may be stored in Master
Database/ Data warehouse for all records. The search queries can be processed using the numeric
codes. In this manner, the Time Complexity and Space Complexity are reduced considerably.
Whenever, any fingerprint image is received for searching its record, first its code is obtained by
proposed algorithm and then this code is used to search the record from database/Data Warehouse
making entire procedure faster and efficient.

Keywords: Forensic, Biometrics, Image processing, coding fingerprint images, criminal history,
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1. Introduction to facilitate further discussion and background,
following explanation is provided.

In criminal Information Systems, the Digital Forensic is science related to

particulars regarding physical appearance such | étrieving ?”_d f|nd|r.19 out the mfor-matlon

as face prints, fingerprints, DNA code and Iris found in digital devices related to crime or

Code etc are of very important nature. In order cybercrime. It helps to access information
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available in mobiles, computers or any other
storage media. This field is advancing and
progressing rapidly. It also helps to uncover and
interpret the information electronically. Its
objectives are to process and store the
information obtained from scene of offence or
other sources for further analysis and use.

The Cloud Computing involves
machines learning techniques and managed
plate form and uses tools to build application
with ease. It is called a subset of broad Network
Forensic. The robustness and quality can be
ensured with application of cloud computing.
Cloud forensic plays a pivotal role in between
Cloud Computing and digital cloud forensic.

The Elastic Bunch Graph Matching
(EBGM) [9] algorithm is used in Computer
Vision to recognize the objects of an image on
a graph representation derived from other
images. The Elastic Bunch Matching returns
the similarity value, the positions of the nodes
in image, which helps in creating an image
graph. Gabor Filters [10] are used in image
processing with Gaussian envelop function for
texture analysis. The Gabor filters are
extensively used in the situations where
fingerprint matching and enhancement is
processed. They are called band-pass filters and
possess the following properties:

o frequency-selective
e orientation-selective

The Biometrics Technology is
extensively and commonly used in forensic to
analyse for measurement and examine the
characteristics of humans like DNA, Irises,
voices and face images. The related
information can be converted into digital form,
encrypted and stored in a database/data

warehouse. This is thesis of this paper.
2. The applications of biometrics

There are mainly three categories in the
field of biometrics:

» Commercial sector

« Government applications such as
national ID card, driver’s license,
social security, welfare disbursement,
border control, and passport control.

« Forensic applications such as corpse
identification, criminal investigation,
terrorist identification, parenthood
determination, and missing children.

3. Review

There exist several techniques to
analyse and synthesise the fingerprint images.
The fingerprint images are analysed for quality;
then sometimes may be improved. [1] Proposed
& devised an efficient algorithm for Coding
Person’s Names in large Databases/ Data
warehouses to enhance Processing speed,
Efficiency and to reduce Storage Requirements.
[1] Allocates numeric codes to Names (First
name, Middle name, Last name) using three
numeric characters for each, instead of 40
Alpha-Characters, which are normally reserved
for one complete name.

A similar approach has been employed
for facial image coding by first author of this
paper [2] describes how to generate code for
facial prints and to use them in databases and
data warehouses to reduce Time and Space
Complexity and to make the image processing
more efficient. In this paper, the philosophy of
[1] and [2] is applied to fingerprint images to
reduce Time Complexity and Space
Complexity. The images [2] also
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clarify the points of measurements of distances
in case of facial image processing figure 1;
similar strategy can be applied to fingerprint at
minutiae point as shown in Figure 1.

[3] Describes uses and procedures of
OpenCV. It provides built in Library functions
for real time image processing. The module
imgproc provides basic and important image

Techniques/Algorithms for
image

processing
filtering,
conversions.

transformations and

Figure 1!
Voila Jones Algorithm is discussed in

[4], which identifies and detects various parts
of the facial image, the eyes, nose and mouth
using common characteristics of the face. [5]
Claims that 99% accuracy in image processing
can be achieved in front-pose face image.

Different patterns to code the
fingerprints have been presented in [6] inorder
to use these codes in the software for storage
and retrieval of criminal information. [7]
Discusses the techniques for Software for
Storage and Retrieval of Criminal Information
for Police based on physical data.

There are several biometric systems
designed to identify humans by matching the
characteristics from the database or Data
warehouse. The employee’s roll call system is
one such example; others in daily life are
computer login and internet access. The ATM
forensic applications such as used in Criminal

Information system are elaborated and designed
in [6] and [7]. The Face Recognition by Elastic
Bunch Graph Matching has been discussed in
[11]. A grid of points is launched as shown, then
a bunch graph is constructed for recognition, it
works with Instructions on getting FERET
database. The purpose of FERET is to design
automatic Face Recognition System. For
Enhanced Security of Digital Images [13] and
[14] have been used and developed by the
second author of this paper.

4. Brief Analysis of Finger Prints

The relevant algorithms can translate the
given image (facial image or fingerprint) into a
digital code. The minutiae are important
features in fingerprint used to make comparison
between 2 images; it has Ridge ending and
sudden end of ridge dividing it into

two ridges. The following figure 2 shows the
split of ridge in Figure 2(a), (b):

—  Z

(a) (b)
Figure 2

The Minutiae Points
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Figure 3a
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To process the criminal information
regarding storage and retrieval, Cloud
Computing and digital forensic are of immense
importance. Similarly, these two areas also
apply to cyber—crime investigations.

In this paper, main focus will be on
storage and retrieval of information based on
fingerprints. The structure of fingerprints is
unique. In fingerprint, there are spirals, whorls,
parabolas, arches, ridges, tented arches, dots
and dashes. All fingers have unique code.
Therefore, fingerprints are used to retrieve
human data from a Database or Data warehouse
as unique key like Id-card Number or
Employee Number.

5. Fingerprint Patters

The Fingerprint pattern recognition
system is being extensively used in identity
marching and access control. Most of the
systems are designed to match fingerprints
image with stored image of fingerprints for
authentication  using image processing
algorithms. The design of the proposed system
of the work of this paper depends on assigning
fingerprints a unique code.

The usual patterns in fingerprints are
whorls, loops and arches which are not
sufficient for identification and coding. The
important feature is ridge endings termed as
“hooks” and “eyes” to determine the identity of
a fingerprint. However, other features such as
line shapes, pores and breaks plays an
important role in shape of the fingerprint and
hence the coding process. Following pattern
indicate [16] minutiae image features (figure 3a
and 3b):

A

@ | @ | ® ® | [ @@ 0| ® (9)

-~

|

Figure 3b

A live-scan sensor is required in case
of digital image processing of fingerprints. In
the Automated Fingerprint Identification
Systems (AFIS), such devices have been used.
The optical and solid state is also commonly
used [15] ,[18].

Fingerprint Shapes and Patterns:

The figures 4a and 4b show arches,
loops, whorls and composites of fingerprints.

Arches

Source: Sagem Morpho

Figure 4a
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Composites

Source: Sagom Morpho

Figure 4b
6. Assumptions

The assumptions for the proposed system
are that only neat and visible images are
considered. The damaged images are first
repaired by image processing techniques before
entry. Fake or severely damaged fingerprints
are avoided.

Complete and well defined fingerprint
images are used.

7 Biometric Requirements
The  characteristics  of  biometric
identifiers include Universality, Uniqueness,

Permanence and Collectability.

The feature of collectability means that

the characteristics can be  measured

quantitatively.

While, designing biometric system care
must be taken regarding above characteristics,
as well as, the verification system must be able
to identify an individual by comparing the pre-
stored characteristics and the one entered for
verification.

8. Steps in Fingerprint coding
Scheme

The fingerprint is the query point which
can be taken directly from database, if already
stored; otherwise it is entered through the
scanner.
Step 1: Enrolment and identification of
fingerprint

Step 2: Conversion of image into digital form

Step 3: Process of marking and extraction of
unique minutiae points

Step 4: Saving minutiae information regarding
location and direction

Step 6: Storing the criminal history, physical
data, modus operandi and Personal or criminal
information is stored along with fingerprint in
Database.

Step 7: The match score between the query
print and stored image is compared which must
be high for same fingerprint low for different
prints.

Step 8: Process of conversion of fingerprint
image into a (numeric) / digital code and
fingerprint image. There is also provision for
the 14 Digit code returned by the Algorithm.
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9. Graphical User Interface

The Graphic User Interface contains
personal information about the person whose
image is being processed such as First Name,
Middle Names, Last name, gender, occupation,
Date of Birth, face image.

10. Sequence of operation on
fingerprint

The fingerprint image passes through

the following operation upon entry:

e Resizing

e Lightening

e Smoothing

e Edge detection

e Binarisation

e Thinning

e Final code generation

2. Design:

| Scanner

I [

Import

—4: Matching
Image

: Preprocess

_L —

[ Generate
'._\ Code

Database

Figure 5

11. Calculation Methodology

Using direction vectors, the orientation
image is calculated in the form of a matrix. Its
vectors represent ridge orientation at every
location. The gradient based approach is
employed to determine the gradient, because
the orientation vector is orthogonal to gradient.

The Fingerprint image is divided into
square-blocks. This is how the gradient is
calculated for every pixel. For every block, the
orientation vector is computed leading towards
averaging procedure using Sobel operator
horizontally and vertically.

MATLAB provides bwmorph function
to “Thin” the image. The example of matrix SO
formed is shown in Figure 7.

Figure 6

Example of Calculation Methodology
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Figure 7
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On the basis of proposed design diagram, the DFD is given in figure 8

Data Flow Diagram

Preprocessing

:l:::amr:index FingnerPrintimag | FingnerPrintimag ‘
ee— scan(); indexing();
s pathl); matching(;
ngly fi rint(); " :
Matching
FingnerPrintimag ::::::’:ﬂmlmg
match(); e Import();
P existingcodegeneration();

FingerPrint

enhancedfingerprint

featuredetect();
codegeneration();

Figure 8

Use cases for Fingerprint images
Use case 1:

Enter or Import fingerprint Image from
database.

Description:

° A prompt to either Enter image-file from

a file path to import image from existing

database.
Use case 2:

0 Extracting minutia, ridge ending,
bifurcation and all other features in order
to produce initial pattern and generate
Code

O pattern and generate Code

Use case 3: Conversion into numeric code
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Description: Description:
. Apply Thinning on binarised output. [ Match the converted code attached tothe
. Extract Fingerprint features and an initial images in Database.
code block | Extracting minutia and other features
e Secure code block from fingerprint images.
Use case 4:
Fingerprint code Matching

Screenshort of Fingerprint Code Generation

A e Datnd Roton sasiits

File Eda View Insent Tools Desktop Window Help »

Figure 9
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12. Conclusion

The searching the database / Data
warehouse using a numeric unique key is faster
as compared to searching by comparing images
with images. In case of searching the large data
base by entering image consumes excessively
more time because the comparison of stored
image with the entered image involves pixel to
pixel and region to region comparison for
which the Time Complexity and Space
Complexity is very high. In case the database is
sorted the relevant record is directly accessed
by numeric key. In case the images are stored
in an auxiliary file instead of Master Database
file.
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