
pal Component Analysis (PCA) and the resul-
tantly achieved accuracy is 95%. [12]. A 
campus health information system is 
introduced that consist of multiple IOT devic-
es, cloud database and personal cloud Pod. It 
can detect and record the identity and real-time 
body temperature and it sends that data to the 
cloud automatically. Then, the centrally 
managed data is distributed to the personal 
cloud Pod. The personal cloud Pod holds all 
data. To activate the decentralized data 
management, the decentralized data manage-
ment model permit students to control the 
server. [10] Covert Human Intelligence Source 
(CHIS) and its structure is proposed. Covert 
Human Intelligence Source (CHIS) consist of 
plural face recognition and body temperature 
detection devices, group of decentralized 
personal cloud data models and two cloud 
databases. CHIS consist of the Face Recogni-
tion Temperature Detection Device (FRTDD) 
part, cloud database part and the personal 
cloud Pod part. The FRTDD is basically the 
data collection part which is constructed by 
Raspberry Pi camera and infrared sensor 
AMG8833. The main processes are initializa-
tion, Daily Processing and nightly updated. 
Two JSON data objects named User Data 
Object and IoT Data Object are created in the 
cloud database to run with FRTDD. The user 
data object saves the user information and the 
IoT data object saves the detected information. 
[13]. For the identification of faces in online 
attendance, web-based tool is developed. Two 
algorithms are used to propose this system, one 
is Local Binary Pattern Histogram (LBPH) and 
the other one is Convolutional Neural Network 
(CNN) for recognizing face. Also Haar 

cascade classifier is used for boosting the 
detection. LBPH visual descriptor is used for 
classification in computer system. In CNN, 
deep learning method used to input image or 
assign relevance make up Multiple Layers of 
artificial neurons. Accuracy found in CNN is 
95% while in LBPH is 78% [15]

2.2. Touch-less fingerprint/Palm scanning 

A device is developed which uses a method 
achieving contactless fingerprint scanning, 
precisely and enhancing the correlation 
factors. The proposed method consist of high 
precision of acquisition process of fingerprint 
as well as effective fingerprint architectural 
technique. Two proximity sensors of infrared 
have been used with contactless fingerprint 
scanner microcontroller (using Arduino IDE). 
It synchronize the sensors by using laser beam 
and the aperture of camera in scanning process. 
In scanning, the distance of 3.5 cm was found 
optimal between camera and targeted finger 
having correlation factor of 59.9%. Reports 
has revealed that the white light and other 
radiations having longer wavelength are 
absorbed by the layer of skin. So blue light is 
used as an alternative which is less absorbed by 
the skin. It results in enhancing the correlation 
factor and generating in high resolution finger-
print image. Then the highest correlation factor 
achieved is 78.12% at 280 lm [3]. Shao & 
Zhong [18], proposed a system for open set 
touch less palm print recognition. They use 
novel deep metric based method W2ML [34]. 
To improve the ability of generalization, deep 
metric learning feature extractor is learned in 
Meta way. To define query and support sets, 

recognition system was registered in 1994 and 
unique features are revealed which can be used 
for authentication [1]. In 1999, Southern 
Minnesota Beet Sugar Cooperative (SMBSC) 
was the first organization which used an iris 
based time and attendance solution. They 
wanted to modern and automate their punch 
card based time and attendance solution and 
they go for biometrics. They decided that hand 
free approach will be suitable for meeting their 
needs. As a solution they integrated iris based 
method [2]. By 2000s, hundreds of biometric 
authentication and recognition systems and 
algorithms were registered in USA. Research 
in biometric is still advance and continued [1]. 

Before biometrics, manual attendance system 
was used for employees and students. By using 
this approach, many drawbacks which include 
error, time consumption, ineffectiveness, 
inconsistency and difficulty to maintain large 
records has been observed. To overcome these 
issues, we switched to biometrics based atten-
dance systems which included finger print 
scanning, thumb scanning, palm scanning, 
facial recognition, iris recognition and signa-
ture based systems. These systems verify the 
input data in database and confirm identity 
according to information defined by admin and 
mark record of authorize person. By using 
biometric system, users can achieve accuracy 
and consistency in a simplified manner. It has 
also enhanced user security and privacy.
In COVID-19 Pandemic, physical interaction 
is restricted and avoided. Biometric attendance 
system which includes thumb scanning or 
fingerprint and signature-based system 
involves physical touch which is risky for 
human health and it increases chance to be 

infected by corona virus. So in COVID-19 
pandemic we move to those biometric systems 
and methods which are touch-less such method 
are facial recognition, touch-less fingerprint 
scanning and iris recognition. By adopting 
these touch-less technologies in any organiza-
tion include schools, offices, universities and 
factories in order to provide safe and secure 
environment and to reduce the causes of 
spreading COVID-19. Our review is on 
biometric methods and techniques adopted in 
COVID pandemic. This will help the lay man 
to understand which technique is more suitable 
for its work or organization to prevent it-self or 
employee from corona virus.

2. Biometric Based Techniques 
Adopted in Covid-19 Pandemic

2.1. Face Recognition Systems      
 
AI (Artificial Intelligence) has powered 
contactless system which is developed for 
marking the student attendance automatically 
by recognizing their faces. An attendance 
report has been generated which is customized. 
Machine Learning algorithms and neural 
networks are used in this system. Neural 
networks are composed of artificial neurons 
having set of algorithms. Convolutional Neural 
Network (CNN) applied to monitor the 
contact-less attendance system. Pre- trained 
models which are basis of computer vision are 
used. For faces, feature extraction is concluded 
and is stored separately. The proposed system 
method is compared with other methodologies 
including Radio Frequency Identification 
(RFID), Support Vector Machine (SVM), 
Linear Discriminant Analysis (LDA), Princi-

multiple sets are sampled which then 
combined into Meta sets.  Hard sample mining 
and weighting are conducted to select informa-
tive Meta sets in order to improve efficiency. 
The accuracy is increased by 9.11% and the 
EER is decreased by 2.97%.

2.3. Face recognition with mask          

A smart attendance system is developed by 
using face recognition algorithm, deep learn-
ing techniques, open CV, python and caffe 
layer network. Mainly two tasks are performed 
by this system. Firstly, face mask detector is 
trained to check if the person is wearing mask 
or not. It will be classified as with mask or 
without mask. Secondly, the person identifica-
tion will be identified with mask. The variabili-
ty changes in human faces such as expression, 
mask, scarf, difficulty will be faced in this 
model [5]. A US health center ‘Client’ decided 
to move to the face recognition time atten-
dance system for eliminating the spread of 
corona virus. The tools and technologies used 
in this system include pytorch, python, 
OpenCV, faiss, and augmentations. The main 
focus is to detect face with mask. The system is 
trained to detect the employee identity who is 
wearing mask by recognizing facial attributes 
(forehead, eye, facial hair etc). Time clock 
entry is also added into the system. Different 
experiments are concluded by using different 
masks with multiple people and the system 
accuracy achieved is 91% [6]. KENT RO 
Systems Limited, announced Kent Cam Atten-
dance, a Next-Gen Touch-less Attendance 
System based on Facial Recognition and 
Artificial Intelligence (AI). This system is the 

extension of AI product portfolio which was 
introduced with KENTCamEye. The system 
used computer vision which is AI based for 
capturing and recognizing the face of an 
employee and attendance will be marked. The 
records are managed by secured cloud applica-
tion. It includes extra features like inbuilt 
algorithm for optional mask detection and have 
a smart alert in case of any person not wearing 
a mask. Also this system include patented 
algorithm for real person detection. The face 
recognition takes less than a second achieving 
accuracy of 99.9 % [7]. Keshavdas, M. [8] 
proposed a contact less system which uses 
facial recognition technology for identifying 
the student facial features and marking atten-
dance automatically. This system can work 
with cloud or on local server or can provide 
hybrid solution. However, this system also 
have features for detecting mask and thermal 
sensors are integrated for checking fever of the 
scanned person. The system can identify four 
thousand unique faces. Depending on the need, 
it can be scaled up to sixty thousand plus faces. 
AttendX-Net facial recognition is developed 
by using ResNet method, multi-layer feed 
forward network and faiss.  The face will be 
scanned through face detection module then 
AttendX-Net API will extract the 128-d vector 
according to architectures (AttendXNetV1 
[29], AttendXNetV2 [30], AttendXNetV3 
[31]) for verification. In results, AttendX-
NetV1 and AttendXNetV2 are having more 
accuracy than AttendXNetV3 [32]. The system 
can also identify the human wearing mask. In 
the trials, 49 people are detected in which 17 
were men and 32 were women. From 882 
trials, when wearing mask the accuracy 
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Different techniques are overviewed and 
discussed which can be adopted for taking 
attendance in COVID-19 Pandemic. It is a major 
concern to reduce the spread of corona virus and 
to have secure attendance system. Mostly face 
recognition techniques are adopted for marking 
attendance and most of them are having good 
results. But face recognition with mask have not 
shown such good results as compared to other 
detections and recognitions. Touch-less finger-
print or palm recognition are considered to be 
moderate. For any organization, face recognition 
and iris detection techniques are more accurate 
and suitable in order to mark attendance in safe 
and protected environment. The accuracy in face 
and iris recognitions are having better results 
than other recognition techniques. They can be 
considered best and suitable approach for mark-
ing attendance and for reducing the spread of 
virus effectively.

3. Challenges in Techniques 
Adopted in Covid-19

• In contact less finger print scanning, the 
distance between finger and camera have 
affected the correlation factor. The 
background light intensity also assorted the 
correlation factor.

• By using Eigenfaces recognition, it is good 
for data representation but not for class 
discrimination in recognizing face.

• Those Face recognitions using thermal 
camera for detecting temperature of the 
person are having conditions. If one person is 
infected by virus and the system fail to show 
increase in temperature he will be allowed to 
enter. In other situation, if the person is not 
infected by virus and the system shows 

increase in temperature then he will be not 
allowed to enter. 

• Wearing mask affects the accuracy of face 
recognition.

• Variable changes in human faces such as 
facial expressions, scarf and lightning condi-
tions may cause difficulty.

• Touch-less sensors are expensive to be 
implemented and it might be not possible for 
some organizations. 

• Misuse of face and iris recognition is a 
concern when it comes to privacy.
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achieved was 56% and when not wearing mask 
the accuracy achieved was 79%. The correct 
total percentage for men was 78% of 612 trials 
and for women it was 77%. Therefore, the 
overall 68% accuracy achieved [11]. A multi 
granularity masked face recognition model is 
proposed by using three types of faced masked 
data sets. A system is having two applications 
named Face Mask Detection and Masked 
Faces Recognition. The Face Mask Detection 
check that everyone must wear the mask. The 
Masked Faces Recognition is an application 
which recognize and verify any person’s face 
who wear the mask. Three types of datasets 
will used for recognition of masked faces that 
are following: (i) Real-World Masked Face 
Recognition Dataset (RMFRD) [26] (ii) 
Masked Faced Detection Dataset (MFDD) 
[25] (iii) Simulated Masked Face Recognition 
Dataset (SMFRD) [27, 28]. RMFRD is now 
the largest real world masked face dataset. The 
recognition accuracy of masked faces achieved 
is 95% [14]. Furthermore, a face mask detec-
tion is proposed that helps in identifying 
whether a student has worn a mask and uses 
Barcode/RFID tags to mark his/her attendance. 
To detect a face mask a combination of HAAR 
Cascade, ADAM classifiers are adopted. With 
‘no mask’, the system achieved accuracy is 
95% and ‘valid mask’ the accuracy is 
88%-92% in proper surroundings. For increas-
ing the accuracy improvement in camera quali-
ty can be made and by keeping distance of 
0.7m for face mask detection [16]. For real 
time mask detection and face recognition, two 
techniques are adopted: Eigen faces and Local 
binary pattern histogram (LBPH). The system 
will capture the image, detects the face and 

mask and attendance will be recorded. The 
LBPH performance is better than Eign faces 
for recognizing the face. The system achieved 
accuracy with eigen faces is 73.3% and 100% 
with LBPH [17]

2.4.  Iris and face recognition

In an access control system (facial or iris 
recognition), thermal camera is integrated for 
detecting the high temperature of an employee. 
As a fever is considered as a main symptom of 
COVID-19, thermal camera will detect that 
person who is having high temperature and 
he/she will be not granted for access and the 
process will be terminated. If the temperature 
is sensed normal by thermal camera, it will 
send green signal and control is transferred to 
the access control system. Then the process 
will be continued to match the record of a 
person in database. If matched, the person will 
grant access otherwise the person is not 
allowed to enter. However this method is 
limited in terms of accuracy [4]. The iris detec-
tion is introduced for the authentication of an 
employee by using the fusion of iris and face 
recognition. This method is highly robust and 
takes less than a second to identify employee 
with time and date. Iris time provides an 
android based platform which can take 
hundreds of time and attendance applications 
[9]. Iris ID’s technology is also used by the 
number of hotels existed in Iraq. However, 
with the help of iris recognition technique- iris 
access, Iris ID’s iCAM 7S biometric scanners 
is used to automate the attendance system [10]. 
Table 1 describes the brief overview of the 
Biometric Techniques.

allows the administrators to manage the user 
permissions. Everything in Active Directory is 
stored as an object [2], whereas by object we 
mean any single element which could be a 
group, a user, an application or even a device. 
As said earlier, Active directory stores 
everything on network as objects allowing the 
information to be searched and used easier for 
the administrator.

2.2    NTDS.dit
We would not be wrong if we say that 
NTDS.dit fie is the heart of Active Directory 
that stores user accounts. It is basically a ( .dit 
) file that is being used by AD. Because it 
stores the Active Directory data it is sometimes 
referred as a database. It comprises of 
information about the user-objects and 
multiple attributes are possessed by user 
objects, groups and also the group 
membership. Moreover, password hashes for 
all users in the domain are also stored in this 
NTDS.dit file [3].

Both LAN Manager (LM) hash and NT hash of 
the passwords are generated by Windows.   
Local Security Accounts Manager well known 
to be SAM database 
(C:\Windows\System32\config\SAM file) or 
in Active Directory AD 
(C:\Windows\NTDS\NTDS.dit file) [4] are 
basically the locations where these hashes are 
stored. 

2.3    Kerberos
A well-known computer security protocol 
known as Kerberos authenticates the service 
requests across a network between two or more 
hosts, more likely to be across the Internet [5]. 
A secret key cryptography is used and also a 
trusted third party for client server 

authentication and the verification of user’s 
identities. Kerberos is completely designed to 
avoid locally storing passwords and to send to 
send any passwords through the internet 
providing mutual authentication. By this we 
simply mean that both the server’s and user’s 
authenticity is being verified. 

2.4    LSASS and LSA
LSASS is the abbreviation of Local Security 
Authority Server Service and LSA stands for 
Local Security Authority. Within Windows, the 
LSASS.exe is an executable for preserving and 
saving user credentials in memory both for 
internal (local) and domain users. LSASS is 
merely an implementation of Local Security 
Authority. "LSA" is the idea and a conception, 
whereas "lsass.exe" is a procedure and an 
action that is implementing many of the LSA 
functions.

2.5    KDC
A well-known mechanism in cryptography that 
is a key distribution center (KDC), is in charge 
for giving keys to users in a network that 
shares sensitive or confidential data. In a 
network whenever a connection is established 
each time, KDC is requested by both for 
distinctive password generation which is then 
used for verification by end system users. KDC 
(a.k.a) Key Distribution Centre is a type of 
symmetric encryption that allows the access of 
even more than two systems in a network by 
bringing about a distinctive ticket type key for 
shielded connection formation over which data 
and information is shared or spread out, moved 
and even transferred. Before the 
communication takes place, Key Distribution 
Centre is the main server which is called upon. 
Key Distribution Centre is typically used in 
compact grid or networks when link requests 

do not overwhelm the system due to its central 
architecture. Instead of standard key 
encryption, Key Distribution Centre is used 
because every time the connection is 
requested, the key is generated each time, 
which decreases the possibilities of attack.

3.  Mimikatz Attack Capabilities

3.1     Pass-the-Hash attack
A well-known tool for extracting hashes and 
passwords from memory; Mimikatz performs 
Pass-the-Hash attack from Active Directory 
user account. In other words, NTLM hash that 
is used by Windows to deliver passwords is 
obtained by Pass-the-Hash attack. 

3.2    Pass-the-Ticket attack
For impersonating a user on Active Directory 
Domain there is a method that is well known 
that is called as Pass-the-Ticket. It fragments 
and cracks the Kerberos protocol. A Kerberos 
ticket is obtained for a user account and that 
can be used to login as that particular user on 
any other system.

3.3    Kerberos Golden Ticket attack
The encryption of authentication tickets is 
handled by a hidden root account known as 
KRBTGT. It is the default Microsoft Windows 
authentication protocol, Kerberos, which is 
implemented by Microsoft. The ticket for this 
hidden root account KRBTGT is obtained 
through a Kerberos Golden Ticket attack. In a 
Golden Ticket assault, hackers bypass the 
KDC and create their own TGTs to obtain 
access to various resources. A successful 
Golden Ticket assault grants the hacker 
near-unrestricted access to your domain's 
entire infrastructure, including all machines, 
files, directories, and domain controllers 

(DCs). They have the ability to impersonate 
anyone and perform almost any task.

3.4    Kerberos Silver Ticket attack
A faked service authentication ticket is known 
as a Silver Ticket. Silver Ticket is quite similar 
to Golden Ticket in that it involves 
manipulating the Kerberos protocol to gain the 
hacked system's credentials. An attacker using 
Silver Ticket can only falsify ticket-granting 
service (TGS) tickets for certain services. 
Silver Tickets are more difficult to detect than 
Golden Tickets because there is no connection 
between the service and the DC, and any 
logging is local to the targeted system. Hackers 
can use a pass-the-ticket technique to raise 
their access or utilize the service's privileges to 
gain greater access if they have a Silver Ticket.

3.5    Pass-the-Key attack
Because Pass the Hash is a combination of 
Pass the Hash and Pass the Ticket, it's also 
known as Over Pass the Hash Attack. Another 
variation of pass-the-hash, however this time a 
unique key is supplied to impersonate a user 
obtained from a domain controller. To put it 
another way, it gets a unique key that a user can 
use to authenticate to a domain controller. This 
key can be used by the attacker to impersonate 
the user.

3.6    Pass-the-Cache
A very well-known attack known as 
Pass-the-Cache attack is somewhat similar to 
the attack that is previously discussed in this 
paper called Pass-the-Ticket attack. In this case 
the login data that is saved, stored and 
encrypted is used on system that could be 
MAC, UNIX or even LINUX systems.  

4.  Mimikatz Modules

6.4    Change The KRBTGT Account 
Password
Administrators of Active Directory neglect 
changing passwords of the KRBTGT account 
that provides the Golden Ticket to the attackers 
providing the admin rights. There is one more 
thing to take in consideration about the Active 
Directory that it preserver the past and current 
passwords both so therefore, changing the 
passwords twice would be a best 
consideration, ensuring that the two password 
resets are completely synchronized in Active 
Directory AD. 

7.  Conclusion

The exceptionally impressive tool mainly 
invented for penetration testers now being also 
used by the Cyber criminals for malicious 
motives - Mimikatz, attacks pertinent 
Windows systems to gain privilege and dump 
credentials from the memory. This paper has 
covered many sections including the attack 
capabilities and modules of Mimikatz 
followed by the Prevention steps to be taken 
against these attacks. The Mimikatz tool keeps 
on updating its functionality so the defenders 
must take appropriate steps to protect against 
the attacks performed using Mimikatz. 
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4.1    PROCESS Module:
This module of Mimikatz tool is used for 
dealing with the Windows processes. This 
module can also be used for process injection 
[6] and also for the parent process spoofing [7].

Export: This command in the Mimikatz tool 
lists all the functions exported from Dynamic 
Link Libraries, which are files that contain 
code for commonly used programs that each 
running process uses. If a process ID, often 
known as /PID, is not given, the results 
displayed are mimikatz.exe exports.
Import: this command is used for listing all the 
functions imported from the Dynamic Link 
Libraries each running process is using. If a 
process ID that is also known as /PID is not 
specified, then the results displayed are the 
imports of mimikatz.exe. 
List:  This command is used for listing all 
running processes.
Commands: 
PROCESS::export
PROCESS::import
PROCESS::list

 
         

Figure 1: mimikatz tool showing the use of 
export, import and list commands.

4.2    STANDARD Module:
In Mimikatz, the Standard module commands 
can be typed unaccompanied by the module 
name i.e. STANDARD. The purpose of 
Standard module do not need to be prefixed 
with “standard” [8]. They can easily be 
requested at first hand from the Mimikatz.
Commands:
Log: This command is used for journaling 
steps and operations or we can even say actions 
and then just easily taking down the logs that is 
the time-stamped documentation.
Module privilege: This command contains 
some accommodation to work with privileges 
while functioning and running with Mimikatz.
Sleep: In Mimikatz, this command switches to 
sleep mode within the particular defined 
seconds.
base64: This command in the tool show or 
exchange the condition or state of input or 
output to the Base64.
Cd: Current directory is displayed or changed 
by this specific command.

 
Figure 2: privilege::debug when not in root

ERROR:
kuhl_m_privilege_simple; RtlAdjustPrivilege 
(20) c0000061 this error exactly means that the 
client or user does not hold the required 
privileges that is mostly the case when you are 
not the administrator.

 

Figure 3 : Standard module commands
Running as Administrator:
Command: privilege::debug
We get the following output as shown in 
figure:

 
Figure 4: privilege::debug when in root

4.3    NET Module: 
NET module functionality are very much 
similar to the Windows net commands.
Alias: This command displays much of the 
information about the memberships (local 
groups) also including the Remote Desktop 
Users.
Group: This command of NET module 
displays the local or internal groups.
If: If lists the available hostnames and the local 
IP addresses.
Serverinfo: serverinfo command will exhibit 
data about the logged in server.
Session: lists the active running sessions.
Share: available shares are displayed by this 
share command of NET module
Commands:
NET::group
NET::if
NET::serverinfo
NET::session 
NET::share

 
Figure 5: How to utilize NET module 

commands

4.4    CRYPTO Module:
The CRYPTO Mimikatz module comes up 

with modern potential and capacity to interface 
with Windows cryptography functions 
(CryptoAPI) [9] i.e. Cryptography Application 
Programming Interface.
Capi: This command patches Crypto API layer 
for the purpose of easy export.
Certificates: This command of Crypto module 
of Mimikatz tool is used to list and export 
certificate.
Hash: This command provides hash of a 
password with optional username that is being 
provided.
Keys: Key container are listed and exported by 
this key command. 
Providers: providers of cryptography are listed 
by this command.
Stores:  This command lists the cryptographic 
stores.
Commands: 
CRYPTO::CAPI                     
CRYPTO::Certificates            
CRYPTO::Hash 
CRYPTO::Providers                   
CRYPTO::Stores
CRYPTO::Keys

 
Figure 6: Listing down the cryptography 

stores

4.5    DPAPI Module:
The (DPAPI) that stands for Data Protection 
API that basically helps in data protection. The 
DPAPI, Data Protection API Mimikatz module 
comes up with the proficiency for pulling out 

Windows stored and saved (and even 
protected) credential data using DPAPI 
module.  DPAPI is the Windows official 
method to preserve or encrypt local or internal 
data that are usually the passwords.  A DPAPI 
blob [10] is a non-transparent binary structure, 
containing the private data of the applications 
that are encrypted using DPAPI. 
Blob: This specific command is used to 
unprotect a DPAPI blob with a master key or 
application programming interface.
Chrome/in:"%localappdata%\Google\Chro
m e \ U s e r D a t a \ D e f a u l t \ L o g i n D a t a " 
/unprotect: This command of DPAPI module 
dumps credentials that are stored and also the 
cookies from the Chrome browser.                       
Protect – This command protects data using 
DPAPI.
Commands: 
DPAPI::blob
DPAPI::chrome/in:"%localappdata%\Google\
Chrome\UserData\Default\LoginData"/unprot
ect
DPAPI::protect 

 
Figure 7: DPAPI blob and protect commands

4.6    SEKURLSA Module:
Dumping the passwords from the memory is 
possible using the SEKURLSA module of 
Mimikatz tool. To use the commands of the 
SEKURLSA module we need to have root 
permissions or else we will face errors. 
Logonpasswords: This command displays a 
list of all accessible provider credentials. 
Krbtgt: This command helps in getting the 
password data of Domain Kerberos service 

account (KRBTGT). 
Kerberos: For all the authenticated and 
verified users. this command lists Kerberos 
credentials. 
Tickets /export: Kerberos tickets of all 
sessions are exported and listed by this 
command. 

Commands:
SEKURLSA::Logonpasswords
SEKURLSA::krbtgt
SEKURLSA::kerberos
SEKURLSA::tickets /export

Figure 8: Recently logged on user credentials

Figure 9: Listing kerberos credentials

4.7    KERBEROS Module:
It is of great interest that he Kerberos module is 
capable of being used without the need of any 
privilege or Admin rights. Microsoft Kerberos 
API is involved and  produces and generates 
the Golden tickets.
Tgt: Information about the current session is 
displayed by this command of Kerberos 
module of Mimikatz tool.
List /export: The Kerberos Tickets are listed by 
this command.

 Figure 10: Listing Kerberos Tickets

5.  Famous Attacks Performed 
Using Mimikatz

5.1    Notpetya Cyber Attack
Notpetya a well-known malware whose prime 
target was Ukraine left multinational 
companies with many knocked down 
computer systems. In Windows devices the 
remaining credentials that are stored in RAM 
were the target of this malware called Notpetya 
[11]. This attack was only possible when 
accounts were logged on at the run time 
because that is when LSASS memory loads the 
credentials which are then hijacked by the 
Mimikatz tool. Notpetya spread escalated 
through the patched and not patched devices 
both without mercy with the union of 
Mimikatz and Eternal Blue [12].  Credentials 
from patched machines were withdrawn with 
Mimikatz whereas credentials from not 
patched devices were pulled out with Eternal 
Blue. 

5.2    Bad Rabbit Ransomware 
A type of Crypto Virus known as Bad Rabbit 
was mainly designed for a specific purpose 
that is to lock or encrypt files through 
Drive-by-Attack [13] where not secure web 
pages are compromised. Using the JavaScript, 
the Bad Rabbit ransomware is inoculated into 
the websites HTML code. The infected file is 
somehow downloaded and looks safe. It does 
not infects the computer system unless and 
until the file is opened of executed [14]. It will 
lock the computer showing its ransomware 
capacity once it is clicked. This ransomware 

will then gather credentials using the credential 
dumper well known tool called Mimikatz.

6.  Defensive Approach Against 
Mimikatz Attacks 

6.1 Updating Your Operating System 
On Your Windows Server
Updating your operating system on your 
windows server will provide more security 
against the Mimikatz attacks. So this 
prevention suggested should be in the to-do 
list. Many corporations security features are 
not available unless and until the functional 
level of Active Directory a.k.a AD is not 
updated to some present-day category version. 

6.2 Debug Rights For Local 
Administrators To Be Disabled On All 
Servers And Workstations 
To bypass many of the local protections, 
Windows has a mode known as “Debug 
Mode”. The main purpose of this Debug Mode 
relates to the troubleshooting process mainly to 
be named as troubleshooting the device drivers 
and many more. In newer Operating Systems, 
this is a default setting and to simply disable 
this particular setting mode in MS 
Configuration, navigate to the boot/Advanced 
options and disable “Debug”.

6.3    In Active Directory Disable The 
Storage Of Plain Text Passwords And 
Password Caching
Password decryption was back in time decided 
to be enabled for users which maybe sadly still 
remains with us. In addition, if no Domain 
Controller [15] is accessible, Windows will 
cache the up to the minute number of 
authentications, which includes the password 
hashes.

 

1. Introduction

 Biometrics were introduced in 500 BC 
in Babylonian empire. In 1800s, Paris, France, 
first biometric identification system was 
recorded. Edward Henry developed the 
standard of fingerprinting known as Henry 
Classification System. This was considered the 
first system which can identify the unique 
architectures of fingerprints. However, the 
system was acquired by law enforcement for 

identifying the criminals [1].

Similarly, in 1960s, semi-automated facial 
recognition were developed. This recognition 
can be used for unlocking the phone. The law 
enforcement adopted fingerprint and facial 
recognition methods and FBI (Federal Bureau 
of Investigation) invested in its development. 
This was incentive in developing biometric 
sensors for capturing and extracting data. In 
1991, facial detection technology was originat-
ed for real time recognition. The first iris 
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1.  Introduction

 This well-known tool known to be 
as Mimikatz was initially derived in 2011 by 
Benjamin Delpy also known as gentilkiwi in, 
they proofed and confirmed how the  protocols 
used for authentication of Microsoft were at 
severe risk to attack. Attackers make use of the 
vulnerability on Windows System to access 
internal storage. We can say that he, Benjamin 
Delpy- the creator of Mimikatz tool created 
one of the most widely are far apart used and 
downloaded hacker tools. There are a lot of 
modules provided by Mimikatz to gather and 
use Windows credential on targeted 
systemswhich basically includes recapture of 

passwords in clear text, LM Hashes (LAN 
Manager), NTLM Hashes (New Technology 
LAN Manager), Kerberos tickets [1] which 
include Golden Kerberos Ticket and Silver 
Kerberos Ticket. From Windows XP and 
forward, Mimikatz run on all Windows 
versions. 

2.  Concepts to be known

2.1     Active Directory
Active Directory that is also known as AD is a 
Microsoft’s directory service. It is more like a 
database that runs on Windows server. The use 
of Active Directory is that is allows 
administrators to manage the access to 
resources I.e. network resources and also 

temperature screening. Srinivas, G. R. [22], 
discussed the challenges by using touch based 
attendance systems and move on to facial 
recognition and also considered other available 
technologies for biometric attendance system. 
Elliot, M. [23], analyzed the challenges and 
opportunities of incorporating emerging 
technologies which include Artificial Intelli-
gence, Internet of Things and Big data used in 
COVID-19 pandemic. Yashaswini et al. [24], 
focused on the image processing and Iot 
technologies such as RFID (Radio Frequency 
Identification), Open CV and SSD (Single 
Shot Detector). However, these techniques are 
used in COVID-19 as an alternative to biomet-
ric scanners. 

5. Conclusion

 This work discusses and assesses the impact of 
COVID-19 on different biometric systems and 
outlines its weakness and strengths. Then we 
discuss evaluation of different biometric detec-
tion and recognition techniques and methods in 
very advanced and compared them which can 
be adopted in this COVID-19 Pandemic. Our 
focus is on the latest biometric technologies 
acquired during COVID. Those organizations, 
where wearing mask is compulsory can adopt 
the system which is having feature of mask 
detection. We proposed an Overview of 
biometric techniques based attendance system 
during COVID. Also we have seen that better 
results are produced by deep learning models 
in real time scenarios. For preventing spread of 
virus through physical contact, attendance 
system which are contact less are focused in 
this paper.
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pal Component Analysis (PCA) and the resul-
tantly achieved accuracy is 95%. [12]. A 
campus health information system is 
introduced that consist of multiple IOT devic-
es, cloud database and personal cloud Pod. It 
can detect and record the identity and real-time 
body temperature and it sends that data to the 
cloud automatically. Then, the centrally 
managed data is distributed to the personal 
cloud Pod. The personal cloud Pod holds all 
data. To activate the decentralized data 
management, the decentralized data manage-
ment model permit students to control the 
server. [10] Covert Human Intelligence Source 
(CHIS) and its structure is proposed. Covert 
Human Intelligence Source (CHIS) consist of 
plural face recognition and body temperature 
detection devices, group of decentralized 
personal cloud data models and two cloud 
databases. CHIS consist of the Face Recogni-
tion Temperature Detection Device (FRTDD) 
part, cloud database part and the personal 
cloud Pod part. The FRTDD is basically the 
data collection part which is constructed by 
Raspberry Pi camera and infrared sensor 
AMG8833. The main processes are initializa-
tion, Daily Processing and nightly updated. 
Two JSON data objects named User Data 
Object and IoT Data Object are created in the 
cloud database to run with FRTDD. The user 
data object saves the user information and the 
IoT data object saves the detected information. 
[13]. For the identification of faces in online 
attendance, web-based tool is developed. Two 
algorithms are used to propose this system, one 
is Local Binary Pattern Histogram (LBPH) and 
the other one is Convolutional Neural Network 
(CNN) for recognizing face. Also Haar 

cascade classifier is used for boosting the 
detection. LBPH visual descriptor is used for 
classification in computer system. In CNN, 
deep learning method used to input image or 
assign relevance make up Multiple Layers of 
artificial neurons. Accuracy found in CNN is 
95% while in LBPH is 78% [15]

2.2. Touch-less fingerprint/Palm scanning 

A device is developed which uses a method 
achieving contactless fingerprint scanning, 
precisely and enhancing the correlation 
factors. The proposed method consist of high 
precision of acquisition process of fingerprint 
as well as effective fingerprint architectural 
technique. Two proximity sensors of infrared 
have been used with contactless fingerprint 
scanner microcontroller (using Arduino IDE). 
It synchronize the sensors by using laser beam 
and the aperture of camera in scanning process. 
In scanning, the distance of 3.5 cm was found 
optimal between camera and targeted finger 
having correlation factor of 59.9%. Reports 
has revealed that the white light and other 
radiations having longer wavelength are 
absorbed by the layer of skin. So blue light is 
used as an alternative which is less absorbed by 
the skin. It results in enhancing the correlation 
factor and generating in high resolution finger-
print image. Then the highest correlation factor 
achieved is 78.12% at 280 lm [3]. Shao & 
Zhong [18], proposed a system for open set 
touch less palm print recognition. They use 
novel deep metric based method W2ML [34]. 
To improve the ability of generalization, deep 
metric learning feature extractor is learned in 
Meta way. To define query and support sets, 
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recognition system was registered in 1994 and 
unique features are revealed which can be used 
for authentication [1]. In 1999, Southern 
Minnesota Beet Sugar Cooperative (SMBSC) 
was the first organization which used an iris 
based time and attendance solution. They 
wanted to modern and automate their punch 
card based time and attendance solution and 
they go for biometrics. They decided that hand 
free approach will be suitable for meeting their 
needs. As a solution they integrated iris based 
method [2]. By 2000s, hundreds of biometric 
authentication and recognition systems and 
algorithms were registered in USA. Research 
in biometric is still advance and continued [1]. 

Before biometrics, manual attendance system 
was used for employees and students. By using 
this approach, many drawbacks which include 
error, time consumption, ineffectiveness, 
inconsistency and difficulty to maintain large 
records has been observed. To overcome these 
issues, we switched to biometrics based atten-
dance systems which included finger print 
scanning, thumb scanning, palm scanning, 
facial recognition, iris recognition and signa-
ture based systems. These systems verify the 
input data in database and confirm identity 
according to information defined by admin and 
mark record of authorize person. By using 
biometric system, users can achieve accuracy 
and consistency in a simplified manner. It has 
also enhanced user security and privacy.
In COVID-19 Pandemic, physical interaction 
is restricted and avoided. Biometric attendance 
system which includes thumb scanning or 
fingerprint and signature-based system 
involves physical touch which is risky for 
human health and it increases chance to be 

infected by corona virus. So in COVID-19 
pandemic we move to those biometric systems 
and methods which are touch-less such method 
are facial recognition, touch-less fingerprint 
scanning and iris recognition. By adopting 
these touch-less technologies in any organiza-
tion include schools, offices, universities and 
factories in order to provide safe and secure 
environment and to reduce the causes of 
spreading COVID-19. Our review is on 
biometric methods and techniques adopted in 
COVID pandemic. This will help the lay man 
to understand which technique is more suitable 
for its work or organization to prevent it-self or 
employee from corona virus.

2. Biometric Based Techniques 
Adopted in Covid-19 Pandemic

2.1. Face Recognition Systems      
 
AI (Artificial Intelligence) has powered 
contactless system which is developed for 
marking the student attendance automatically 
by recognizing their faces. An attendance 
report has been generated which is customized. 
Machine Learning algorithms and neural 
networks are used in this system. Neural 
networks are composed of artificial neurons 
having set of algorithms. Convolutional Neural 
Network (CNN) applied to monitor the 
contact-less attendance system. Pre- trained 
models which are basis of computer vision are 
used. For faces, feature extraction is concluded 
and is stored separately. The proposed system 
method is compared with other methodologies 
including Radio Frequency Identification 
(RFID), Support Vector Machine (SVM), 
Linear Discriminant Analysis (LDA), Princi-

multiple sets are sampled which then 
combined into Meta sets.  Hard sample mining 
and weighting are conducted to select informa-
tive Meta sets in order to improve efficiency. 
The accuracy is increased by 9.11% and the 
EER is decreased by 2.97%.

2.3. Face recognition with mask          

A smart attendance system is developed by 
using face recognition algorithm, deep learn-
ing techniques, open CV, python and caffe 
layer network. Mainly two tasks are performed 
by this system. Firstly, face mask detector is 
trained to check if the person is wearing mask 
or not. It will be classified as with mask or 
without mask. Secondly, the person identifica-
tion will be identified with mask. The variabili-
ty changes in human faces such as expression, 
mask, scarf, difficulty will be faced in this 
model [5]. A US health center ‘Client’ decided 
to move to the face recognition time atten-
dance system for eliminating the spread of 
corona virus. The tools and technologies used 
in this system include pytorch, python, 
OpenCV, faiss, and augmentations. The main 
focus is to detect face with mask. The system is 
trained to detect the employee identity who is 
wearing mask by recognizing facial attributes 
(forehead, eye, facial hair etc). Time clock 
entry is also added into the system. Different 
experiments are concluded by using different 
masks with multiple people and the system 
accuracy achieved is 91% [6]. KENT RO 
Systems Limited, announced Kent Cam Atten-
dance, a Next-Gen Touch-less Attendance 
System based on Facial Recognition and 
Artificial Intelligence (AI). This system is the 

extension of AI product portfolio which was 
introduced with KENTCamEye. The system 
used computer vision which is AI based for 
capturing and recognizing the face of an 
employee and attendance will be marked. The 
records are managed by secured cloud applica-
tion. It includes extra features like inbuilt 
algorithm for optional mask detection and have 
a smart alert in case of any person not wearing 
a mask. Also this system include patented 
algorithm for real person detection. The face 
recognition takes less than a second achieving 
accuracy of 99.9 % [7]. Keshavdas, M. [8] 
proposed a contact less system which uses 
facial recognition technology for identifying 
the student facial features and marking atten-
dance automatically. This system can work 
with cloud or on local server or can provide 
hybrid solution. However, this system also 
have features for detecting mask and thermal 
sensors are integrated for checking fever of the 
scanned person. The system can identify four 
thousand unique faces. Depending on the need, 
it can be scaled up to sixty thousand plus faces. 
AttendX-Net facial recognition is developed 
by using ResNet method, multi-layer feed 
forward network and faiss.  The face will be 
scanned through face detection module then 
AttendX-Net API will extract the 128-d vector 
according to architectures (AttendXNetV1 
[29], AttendXNetV2 [30], AttendXNetV3 
[31]) for verification. In results, AttendX-
NetV1 and AttendXNetV2 are having more 
accuracy than AttendXNetV3 [32]. The system 
can also identify the human wearing mask. In 
the trials, 49 people are detected in which 17 
were men and 32 were women. From 882 
trials, when wearing mask the accuracy 
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Different techniques are overviewed and 
discussed which can be adopted for taking 
attendance in COVID-19 Pandemic. It is a major 
concern to reduce the spread of corona virus and 
to have secure attendance system. Mostly face 
recognition techniques are adopted for marking 
attendance and most of them are having good 
results. But face recognition with mask have not 
shown such good results as compared to other 
detections and recognitions. Touch-less finger-
print or palm recognition are considered to be 
moderate. For any organization, face recognition 
and iris detection techniques are more accurate 
and suitable in order to mark attendance in safe 
and protected environment. The accuracy in face 
and iris recognitions are having better results 
than other recognition techniques. They can be 
considered best and suitable approach for mark-
ing attendance and for reducing the spread of 
virus effectively.

3. Challenges in Techniques 
Adopted in Covid-19

• In contact less finger print scanning, the 
distance between finger and camera have 
affected the correlation factor. The 
background light intensity also assorted the 
correlation factor.

• By using Eigenfaces recognition, it is good 
for data representation but not for class 
discrimination in recognizing face.

• Those Face recognitions using thermal 
camera for detecting temperature of the 
person are having conditions. If one person is 
infected by virus and the system fail to show 
increase in temperature he will be allowed to 
enter. In other situation, if the person is not 
infected by virus and the system shows 

increase in temperature then he will be not 
allowed to enter. 

• Wearing mask affects the accuracy of face 
recognition.

• Variable changes in human faces such as 
facial expressions, scarf and lightning condi-
tions may cause difficulty.

• Touch-less sensors are expensive to be 
implemented and it might be not possible for 
some organizations. 

• Misuse of face and iris recognition is a 
concern when it comes to privacy.

4. Related Work 

During COVID-19 Pandemic, many challeng-
es and opportunities and impact of this virus 
have been discussed in different papers. 
Gomez-Barrero et al. [19], discussed about the 
main challenges faced in COVID era on hand 
based and facial biometrics. The researcher 
also described the new opportunities by 
overviewing the existing systems based on iris 
scanners, touch-less biometric recognitions 
and mobile recognitions.  Okereafor et al. [20], 
discussed the control measures for the infec-
tious disease transmission through fingerprint 
recognitions which is touch based and consid-
ered the approaches to make fingerprint 
systems hygienic and safe in order to prevent 
the disease but not focused on touch-less 
systems. Lewis, N. [21], considered the 
biometric technology which include facial 
recognition features using thermal imaging and 
discussed the ethical challenges. The system 
focused on touch free identification and 
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achieved was 56% and when not wearing mask 
the accuracy achieved was 79%. The correct 
total percentage for men was 78% of 612 trials 
and for women it was 77%. Therefore, the 
overall 68% accuracy achieved [11]. A multi 
granularity masked face recognition model is 
proposed by using three types of faced masked 
data sets. A system is having two applications 
named Face Mask Detection and Masked 
Faces Recognition. The Face Mask Detection 
check that everyone must wear the mask. The 
Masked Faces Recognition is an application 
which recognize and verify any person’s face 
who wear the mask. Three types of datasets 
will used for recognition of masked faces that 
are following: (i) Real-World Masked Face 
Recognition Dataset (RMFRD) [26] (ii) 
Masked Faced Detection Dataset (MFDD) 
[25] (iii) Simulated Masked Face Recognition 
Dataset (SMFRD) [27, 28]. RMFRD is now 
the largest real world masked face dataset. The 
recognition accuracy of masked faces achieved 
is 95% [14]. Furthermore, a face mask detec-
tion is proposed that helps in identifying 
whether a student has worn a mask and uses 
Barcode/RFID tags to mark his/her attendance. 
To detect a face mask a combination of HAAR 
Cascade, ADAM classifiers are adopted. With 
‘no mask’, the system achieved accuracy is 
95% and ‘valid mask’ the accuracy is 
88%-92% in proper surroundings. For increas-
ing the accuracy improvement in camera quali-
ty can be made and by keeping distance of 
0.7m for face mask detection [16]. For real 
time mask detection and face recognition, two 
techniques are adopted: Eigen faces and Local 
binary pattern histogram (LBPH). The system 
will capture the image, detects the face and 

mask and attendance will be recorded. The 
LBPH performance is better than Eign faces 
for recognizing the face. The system achieved 
accuracy with eigen faces is 73.3% and 100% 
with LBPH [17]

2.4.  Iris and face recognition

In an access control system (facial or iris 
recognition), thermal camera is integrated for 
detecting the high temperature of an employee. 
As a fever is considered as a main symptom of 
COVID-19, thermal camera will detect that 
person who is having high temperature and 
he/she will be not granted for access and the 
process will be terminated. If the temperature 
is sensed normal by thermal camera, it will 
send green signal and control is transferred to 
the access control system. Then the process 
will be continued to match the record of a 
person in database. If matched, the person will 
grant access otherwise the person is not 
allowed to enter. However this method is 
limited in terms of accuracy [4]. The iris detec-
tion is introduced for the authentication of an 
employee by using the fusion of iris and face 
recognition. This method is highly robust and 
takes less than a second to identify employee 
with time and date. Iris time provides an 
android based platform which can take 
hundreds of time and attendance applications 
[9]. Iris ID’s technology is also used by the 
number of hotels existed in Iraq. However, 
with the help of iris recognition technique- iris 
access, Iris ID’s iCAM 7S biometric scanners 
is used to automate the attendance system [10]. 
Table 1 describes the brief overview of the 
Biometric Techniques.

allows the administrators to manage the user 
permissions. Everything in Active Directory is 
stored as an object [2], whereas by object we 
mean any single element which could be a 
group, a user, an application or even a device. 
As said earlier, Active directory stores 
everything on network as objects allowing the 
information to be searched and used easier for 
the administrator.

2.2    NTDS.dit
We would not be wrong if we say that 
NTDS.dit fie is the heart of Active Directory 
that stores user accounts. It is basically a ( .dit 
) file that is being used by AD. Because it 
stores the Active Directory data it is sometimes 
referred as a database. It comprises of 
information about the user-objects and 
multiple attributes are possessed by user 
objects, groups and also the group 
membership. Moreover, password hashes for 
all users in the domain are also stored in this 
NTDS.dit file [3].

Both LAN Manager (LM) hash and NT hash of 
the passwords are generated by Windows.   
Local Security Accounts Manager well known 
to be SAM database 
(C:\Windows\System32\config\SAM file) or 
in Active Directory AD 
(C:\Windows\NTDS\NTDS.dit file) [4] are 
basically the locations where these hashes are 
stored. 

2.3    Kerberos
A well-known computer security protocol 
known as Kerberos authenticates the service 
requests across a network between two or more 
hosts, more likely to be across the Internet [5]. 
A secret key cryptography is used and also a 
trusted third party for client server 

authentication and the verification of user’s 
identities. Kerberos is completely designed to 
avoid locally storing passwords and to send to 
send any passwords through the internet 
providing mutual authentication. By this we 
simply mean that both the server’s and user’s 
authenticity is being verified. 

2.4    LSASS and LSA
LSASS is the abbreviation of Local Security 
Authority Server Service and LSA stands for 
Local Security Authority. Within Windows, the 
LSASS.exe is an executable for preserving and 
saving user credentials in memory both for 
internal (local) and domain users. LSASS is 
merely an implementation of Local Security 
Authority. "LSA" is the idea and a conception, 
whereas "lsass.exe" is a procedure and an 
action that is implementing many of the LSA 
functions.

2.5    KDC
A well-known mechanism in cryptography that 
is a key distribution center (KDC), is in charge 
for giving keys to users in a network that 
shares sensitive or confidential data. In a 
network whenever a connection is established 
each time, KDC is requested by both for 
distinctive password generation which is then 
used for verification by end system users. KDC 
(a.k.a) Key Distribution Centre is a type of 
symmetric encryption that allows the access of 
even more than two systems in a network by 
bringing about a distinctive ticket type key for 
shielded connection formation over which data 
and information is shared or spread out, moved 
and even transferred. Before the 
communication takes place, Key Distribution 
Centre is the main server which is called upon. 
Key Distribution Centre is typically used in 
compact grid or networks when link requests 

do not overwhelm the system due to its central 
architecture. Instead of standard key 
encryption, Key Distribution Centre is used 
because every time the connection is 
requested, the key is generated each time, 
which decreases the possibilities of attack.

3.  Mimikatz Attack Capabilities

3.1     Pass-the-Hash attack
A well-known tool for extracting hashes and 
passwords from memory; Mimikatz performs 
Pass-the-Hash attack from Active Directory 
user account. In other words, NTLM hash that 
is used by Windows to deliver passwords is 
obtained by Pass-the-Hash attack. 

3.2    Pass-the-Ticket attack
For impersonating a user on Active Directory 
Domain there is a method that is well known 
that is called as Pass-the-Ticket. It fragments 
and cracks the Kerberos protocol. A Kerberos 
ticket is obtained for a user account and that 
can be used to login as that particular user on 
any other system.

3.3    Kerberos Golden Ticket attack
The encryption of authentication tickets is 
handled by a hidden root account known as 
KRBTGT. It is the default Microsoft Windows 
authentication protocol, Kerberos, which is 
implemented by Microsoft. The ticket for this 
hidden root account KRBTGT is obtained 
through a Kerberos Golden Ticket attack. In a 
Golden Ticket assault, hackers bypass the 
KDC and create their own TGTs to obtain 
access to various resources. A successful 
Golden Ticket assault grants the hacker 
near-unrestricted access to your domain's 
entire infrastructure, including all machines, 
files, directories, and domain controllers 

(DCs). They have the ability to impersonate 
anyone and perform almost any task.

3.4    Kerberos Silver Ticket attack
A faked service authentication ticket is known 
as a Silver Ticket. Silver Ticket is quite similar 
to Golden Ticket in that it involves 
manipulating the Kerberos protocol to gain the 
hacked system's credentials. An attacker using 
Silver Ticket can only falsify ticket-granting 
service (TGS) tickets for certain services. 
Silver Tickets are more difficult to detect than 
Golden Tickets because there is no connection 
between the service and the DC, and any 
logging is local to the targeted system. Hackers 
can use a pass-the-ticket technique to raise 
their access or utilize the service's privileges to 
gain greater access if they have a Silver Ticket.

3.5    Pass-the-Key attack
Because Pass the Hash is a combination of 
Pass the Hash and Pass the Ticket, it's also 
known as Over Pass the Hash Attack. Another 
variation of pass-the-hash, however this time a 
unique key is supplied to impersonate a user 
obtained from a domain controller. To put it 
another way, it gets a unique key that a user can 
use to authenticate to a domain controller. This 
key can be used by the attacker to impersonate 
the user.

3.6    Pass-the-Cache
A very well-known attack known as 
Pass-the-Cache attack is somewhat similar to 
the attack that is previously discussed in this 
paper called Pass-the-Ticket attack. In this case 
the login data that is saved, stored and 
encrypted is used on system that could be 
MAC, UNIX or even LINUX systems.  

4.  Mimikatz Modules

6.4    Change The KRBTGT Account 
Password
Administrators of Active Directory neglect 
changing passwords of the KRBTGT account 
that provides the Golden Ticket to the attackers 
providing the admin rights. There is one more 
thing to take in consideration about the Active 
Directory that it preserver the past and current 
passwords both so therefore, changing the 
passwords twice would be a best 
consideration, ensuring that the two password 
resets are completely synchronized in Active 
Directory AD. 

7.  Conclusion

The exceptionally impressive tool mainly 
invented for penetration testers now being also 
used by the Cyber criminals for malicious 
motives - Mimikatz, attacks pertinent 
Windows systems to gain privilege and dump 
credentials from the memory. This paper has 
covered many sections including the attack 
capabilities and modules of Mimikatz 
followed by the Prevention steps to be taken 
against these attacks. The Mimikatz tool keeps 
on updating its functionality so the defenders 
must take appropriate steps to protect against 
the attacks performed using Mimikatz. 
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4.1    PROCESS Module:
This module of Mimikatz tool is used for 
dealing with the Windows processes. This 
module can also be used for process injection 
[6] and also for the parent process spoofing [7].

Export: This command in the Mimikatz tool 
lists all the functions exported from Dynamic 
Link Libraries, which are files that contain 
code for commonly used programs that each 
running process uses. If a process ID, often 
known as /PID, is not given, the results 
displayed are mimikatz.exe exports.
Import: this command is used for listing all the 
functions imported from the Dynamic Link 
Libraries each running process is using. If a 
process ID that is also known as /PID is not 
specified, then the results displayed are the 
imports of mimikatz.exe. 
List:  This command is used for listing all 
running processes.
Commands: 
PROCESS::export
PROCESS::import
PROCESS::list

 
         

Figure 1: mimikatz tool showing the use of 
export, import and list commands.

4.2    STANDARD Module:
In Mimikatz, the Standard module commands 
can be typed unaccompanied by the module 
name i.e. STANDARD. The purpose of 
Standard module do not need to be prefixed 
with “standard” [8]. They can easily be 
requested at first hand from the Mimikatz.
Commands:
Log: This command is used for journaling 
steps and operations or we can even say actions 
and then just easily taking down the logs that is 
the time-stamped documentation.
Module privilege: This command contains 
some accommodation to work with privileges 
while functioning and running with Mimikatz.
Sleep: In Mimikatz, this command switches to 
sleep mode within the particular defined 
seconds.
base64: This command in the tool show or 
exchange the condition or state of input or 
output to the Base64.
Cd: Current directory is displayed or changed 
by this specific command.

 
Figure 2: privilege::debug when not in root

ERROR:
kuhl_m_privilege_simple; RtlAdjustPrivilege 
(20) c0000061 this error exactly means that the 
client or user does not hold the required 
privileges that is mostly the case when you are 
not the administrator.

 

Figure 3 : Standard module commands
Running as Administrator:
Command: privilege::debug
We get the following output as shown in 
figure:

 
Figure 4: privilege::debug when in root

4.3    NET Module: 
NET module functionality are very much 
similar to the Windows net commands.
Alias: This command displays much of the 
information about the memberships (local 
groups) also including the Remote Desktop 
Users.
Group: This command of NET module 
displays the local or internal groups.
If: If lists the available hostnames and the local 
IP addresses.
Serverinfo: serverinfo command will exhibit 
data about the logged in server.
Session: lists the active running sessions.
Share: available shares are displayed by this 
share command of NET module
Commands:
NET::group
NET::if
NET::serverinfo
NET::session 
NET::share

 
Figure 5: How to utilize NET module 

commands

4.4    CRYPTO Module:
The CRYPTO Mimikatz module comes up 

with modern potential and capacity to interface 
with Windows cryptography functions 
(CryptoAPI) [9] i.e. Cryptography Application 
Programming Interface.
Capi: This command patches Crypto API layer 
for the purpose of easy export.
Certificates: This command of Crypto module 
of Mimikatz tool is used to list and export 
certificate.
Hash: This command provides hash of a 
password with optional username that is being 
provided.
Keys: Key container are listed and exported by 
this key command. 
Providers: providers of cryptography are listed 
by this command.
Stores:  This command lists the cryptographic 
stores.
Commands: 
CRYPTO::CAPI                     
CRYPTO::Certificates            
CRYPTO::Hash 
CRYPTO::Providers                   
CRYPTO::Stores
CRYPTO::Keys

 
Figure 6: Listing down the cryptography 

stores

4.5    DPAPI Module:
The (DPAPI) that stands for Data Protection 
API that basically helps in data protection. The 
DPAPI, Data Protection API Mimikatz module 
comes up with the proficiency for pulling out 

Windows stored and saved (and even 
protected) credential data using DPAPI 
module.  DPAPI is the Windows official 
method to preserve or encrypt local or internal 
data that are usually the passwords.  A DPAPI 
blob [10] is a non-transparent binary structure, 
containing the private data of the applications 
that are encrypted using DPAPI. 
Blob: This specific command is used to 
unprotect a DPAPI blob with a master key or 
application programming interface.
Chrome/in:"%localappdata%\Google\Chro
m e \ U s e r D a t a \ D e f a u l t \ L o g i n D a t a " 
/unprotect: This command of DPAPI module 
dumps credentials that are stored and also the 
cookies from the Chrome browser.                       
Protect – This command protects data using 
DPAPI.
Commands: 
DPAPI::blob
DPAPI::chrome/in:"%localappdata%\Google\
Chrome\UserData\Default\LoginData"/unprot
ect
DPAPI::protect 

 
Figure 7: DPAPI blob and protect commands

4.6    SEKURLSA Module:
Dumping the passwords from the memory is 
possible using the SEKURLSA module of 
Mimikatz tool. To use the commands of the 
SEKURLSA module we need to have root 
permissions or else we will face errors. 
Logonpasswords: This command displays a 
list of all accessible provider credentials. 
Krbtgt: This command helps in getting the 
password data of Domain Kerberos service 

account (KRBTGT). 
Kerberos: For all the authenticated and 
verified users. this command lists Kerberos 
credentials. 
Tickets /export: Kerberos tickets of all 
sessions are exported and listed by this 
command. 

Commands:
SEKURLSA::Logonpasswords
SEKURLSA::krbtgt
SEKURLSA::kerberos
SEKURLSA::tickets /export

Figure 8: Recently logged on user credentials

Figure 9: Listing kerberos credentials

4.7    KERBEROS Module:
It is of great interest that he Kerberos module is 
capable of being used without the need of any 
privilege or Admin rights. Microsoft Kerberos 
API is involved and  produces and generates 
the Golden tickets.
Tgt: Information about the current session is 
displayed by this command of Kerberos 
module of Mimikatz tool.
List /export: The Kerberos Tickets are listed by 
this command.

 Figure 10: Listing Kerberos Tickets

5.  Famous Attacks Performed 
Using Mimikatz

5.1    Notpetya Cyber Attack
Notpetya a well-known malware whose prime 
target was Ukraine left multinational 
companies with many knocked down 
computer systems. In Windows devices the 
remaining credentials that are stored in RAM 
were the target of this malware called Notpetya 
[11]. This attack was only possible when 
accounts were logged on at the run time 
because that is when LSASS memory loads the 
credentials which are then hijacked by the 
Mimikatz tool. Notpetya spread escalated 
through the patched and not patched devices 
both without mercy with the union of 
Mimikatz and Eternal Blue [12].  Credentials 
from patched machines were withdrawn with 
Mimikatz whereas credentials from not 
patched devices were pulled out with Eternal 
Blue. 

5.2    Bad Rabbit Ransomware 
A type of Crypto Virus known as Bad Rabbit 
was mainly designed for a specific purpose 
that is to lock or encrypt files through 
Drive-by-Attack [13] where not secure web 
pages are compromised. Using the JavaScript, 
the Bad Rabbit ransomware is inoculated into 
the websites HTML code. The infected file is 
somehow downloaded and looks safe. It does 
not infects the computer system unless and 
until the file is opened of executed [14]. It will 
lock the computer showing its ransomware 
capacity once it is clicked. This ransomware 

will then gather credentials using the credential 
dumper well known tool called Mimikatz.

6.  Defensive Approach Against 
Mimikatz Attacks 

6.1 Updating Your Operating System 
On Your Windows Server
Updating your operating system on your 
windows server will provide more security 
against the Mimikatz attacks. So this 
prevention suggested should be in the to-do 
list. Many corporations security features are 
not available unless and until the functional 
level of Active Directory a.k.a AD is not 
updated to some present-day category version. 

6.2 Debug Rights For Local 
Administrators To Be Disabled On All 
Servers And Workstations 
To bypass many of the local protections, 
Windows has a mode known as “Debug 
Mode”. The main purpose of this Debug Mode 
relates to the troubleshooting process mainly to 
be named as troubleshooting the device drivers 
and many more. In newer Operating Systems, 
this is a default setting and to simply disable 
this particular setting mode in MS 
Configuration, navigate to the boot/Advanced 
options and disable “Debug”.

6.3    In Active Directory Disable The 
Storage Of Plain Text Passwords And 
Password Caching
Password decryption was back in time decided 
to be enabled for users which maybe sadly still 
remains with us. In addition, if no Domain 
Controller [15] is accessible, Windows will 
cache the up to the minute number of 
authentications, which includes the password 
hashes.

1. Introduction

 Biometrics were introduced in 500 BC 
in Babylonian empire. In 1800s, Paris, France, 
first biometric identification system was 
recorded. Edward Henry developed the 
standard of fingerprinting known as Henry 
Classification System. This was considered the 
first system which can identify the unique 
architectures of fingerprints. However, the 
system was acquired by law enforcement for 

identifying the criminals [1].

Similarly, in 1960s, semi-automated facial 
recognition were developed. This recognition 
can be used for unlocking the phone. The law 
enforcement adopted fingerprint and facial 
recognition methods and FBI (Federal Bureau 
of Investigation) invested in its development. 
This was incentive in developing biometric 
sensors for capturing and extracting data. In 
1991, facial detection technology was originat-
ed for real time recognition. The first iris 

1.  Introduction

 This well-known tool known to be 
as Mimikatz was initially derived in 2011 by 
Benjamin Delpy also known as gentilkiwi in, 
they proofed and confirmed how the  protocols 
used for authentication of Microsoft were at 
severe risk to attack. Attackers make use of the 
vulnerability on Windows System to access 
internal storage. We can say that he, Benjamin 
Delpy- the creator of Mimikatz tool created 
one of the most widely are far apart used and 
downloaded hacker tools. There are a lot of 
modules provided by Mimikatz to gather and 
use Windows credential on targeted 
systemswhich basically includes recapture of 

passwords in clear text, LM Hashes (LAN 
Manager), NTLM Hashes (New Technology 
LAN Manager), Kerberos tickets [1] which 
include Golden Kerberos Ticket and Silver 
Kerberos Ticket. From Windows XP and 
forward, Mimikatz run on all Windows 
versions. 

2.  Concepts to be known

2.1     Active Directory
Active Directory that is also known as AD is a 
Microsoft’s directory service. It is more like a 
database that runs on Windows server. The use 
of Active Directory is that is allows 
administrators to manage the access to 
resources I.e. network resources and also 

temperature screening. Srinivas, G. R. [22], 
discussed the challenges by using touch based 
attendance systems and move on to facial 
recognition and also considered other available 
technologies for biometric attendance system. 
Elliot, M. [23], analyzed the challenges and 
opportunities of incorporating emerging 
technologies which include Artificial Intelli-
gence, Internet of Things and Big data used in 
COVID-19 pandemic. Yashaswini et al. [24], 
focused on the image processing and Iot 
technologies such as RFID (Radio Frequency 
Identification), Open CV and SSD (Single 
Shot Detector). However, these techniques are 
used in COVID-19 as an alternative to biomet-
ric scanners. 

5. Conclusion

 This work discusses and assesses the impact of 
COVID-19 on different biometric systems and 
outlines its weakness and strengths. Then we 
discuss evaluation of different biometric detec-
tion and recognition techniques and methods in 
very advanced and compared them which can 
be adopted in this COVID-19 Pandemic. Our 
focus is on the latest biometric technologies 
acquired during COVID. Those organizations, 
where wearing mask is compulsory can adopt 
the system which is having feature of mask 
detection. We proposed an Overview of 
biometric techniques based attendance system 
during COVID. Also we have seen that better 
results are produced by deep learning models 
in real time scenarios. For preventing spread of 
virus through physical contact, attendance 
system which are contact less are focused in 
this paper.
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pal Component Analysis (PCA) and the resul-
tantly achieved accuracy is 95%. [12]. A 
campus health information system is 
introduced that consist of multiple IOT devic-
es, cloud database and personal cloud Pod. It 
can detect and record the identity and real-time 
body temperature and it sends that data to the 
cloud automatically. Then, the centrally 
managed data is distributed to the personal 
cloud Pod. The personal cloud Pod holds all 
data. To activate the decentralized data 
management, the decentralized data manage-
ment model permit students to control the 
server. [10] Covert Human Intelligence Source 
(CHIS) and its structure is proposed. Covert 
Human Intelligence Source (CHIS) consist of 
plural face recognition and body temperature 
detection devices, group of decentralized 
personal cloud data models and two cloud 
databases. CHIS consist of the Face Recogni-
tion Temperature Detection Device (FRTDD) 
part, cloud database part and the personal 
cloud Pod part. The FRTDD is basically the 
data collection part which is constructed by 
Raspberry Pi camera and infrared sensor 
AMG8833. The main processes are initializa-
tion, Daily Processing and nightly updated. 
Two JSON data objects named User Data 
Object and IoT Data Object are created in the 
cloud database to run with FRTDD. The user 
data object saves the user information and the 
IoT data object saves the detected information. 
[13]. For the identification of faces in online 
attendance, web-based tool is developed. Two 
algorithms are used to propose this system, one 
is Local Binary Pattern Histogram (LBPH) and 
the other one is Convolutional Neural Network 
(CNN) for recognizing face. Also Haar 

cascade classifier is used for boosting the 
detection. LBPH visual descriptor is used for 
classification in computer system. In CNN, 
deep learning method used to input image or 
assign relevance make up Multiple Layers of 
artificial neurons. Accuracy found in CNN is 
95% while in LBPH is 78% [15]

2.2. Touch-less fingerprint/Palm scanning 

A device is developed which uses a method 
achieving contactless fingerprint scanning, 
precisely and enhancing the correlation 
factors. The proposed method consist of high 
precision of acquisition process of fingerprint 
as well as effective fingerprint architectural 
technique. Two proximity sensors of infrared 
have been used with contactless fingerprint 
scanner microcontroller (using Arduino IDE). 
It synchronize the sensors by using laser beam 
and the aperture of camera in scanning process. 
In scanning, the distance of 3.5 cm was found 
optimal between camera and targeted finger 
having correlation factor of 59.9%. Reports 
has revealed that the white light and other 
radiations having longer wavelength are 
absorbed by the layer of skin. So blue light is 
used as an alternative which is less absorbed by 
the skin. It results in enhancing the correlation 
factor and generating in high resolution finger-
print image. Then the highest correlation factor 
achieved is 78.12% at 280 lm [3]. Shao & 
Zhong [18], proposed a system for open set 
touch less palm print recognition. They use 
novel deep metric based method W2ML [34]. 
To improve the ability of generalization, deep 
metric learning feature extractor is learned in 
Meta way. To define query and support sets, 

recognition system was registered in 1994 and 
unique features are revealed which can be used 
for authentication [1]. In 1999, Southern 
Minnesota Beet Sugar Cooperative (SMBSC) 
was the first organization which used an iris 
based time and attendance solution. They 
wanted to modern and automate their punch 
card based time and attendance solution and 
they go for biometrics. They decided that hand 
free approach will be suitable for meeting their 
needs. As a solution they integrated iris based 
method [2]. By 2000s, hundreds of biometric 
authentication and recognition systems and 
algorithms were registered in USA. Research 
in biometric is still advance and continued [1]. 

Before biometrics, manual attendance system 
was used for employees and students. By using 
this approach, many drawbacks which include 
error, time consumption, ineffectiveness, 
inconsistency and difficulty to maintain large 
records has been observed. To overcome these 
issues, we switched to biometrics based atten-
dance systems which included finger print 
scanning, thumb scanning, palm scanning, 
facial recognition, iris recognition and signa-
ture based systems. These systems verify the 
input data in database and confirm identity 
according to information defined by admin and 
mark record of authorize person. By using 
biometric system, users can achieve accuracy 
and consistency in a simplified manner. It has 
also enhanced user security and privacy.
In COVID-19 Pandemic, physical interaction 
is restricted and avoided. Biometric attendance 
system which includes thumb scanning or 
fingerprint and signature-based system 
involves physical touch which is risky for 
human health and it increases chance to be 

infected by corona virus. So in COVID-19 
pandemic we move to those biometric systems 
and methods which are touch-less such method 
are facial recognition, touch-less fingerprint 
scanning and iris recognition. By adopting 
these touch-less technologies in any organiza-
tion include schools, offices, universities and 
factories in order to provide safe and secure 
environment and to reduce the causes of 
spreading COVID-19. Our review is on 
biometric methods and techniques adopted in 
COVID pandemic. This will help the lay man 
to understand which technique is more suitable 
for its work or organization to prevent it-self or 
employee from corona virus.

2. Biometric Based Techniques 
Adopted in Covid-19 Pandemic

2.1. Face Recognition Systems      
 
AI (Artificial Intelligence) has powered 
contactless system which is developed for 
marking the student attendance automatically 
by recognizing their faces. An attendance 
report has been generated which is customized. 
Machine Learning algorithms and neural 
networks are used in this system. Neural 
networks are composed of artificial neurons 
having set of algorithms. Convolutional Neural 
Network (CNN) applied to monitor the 
contact-less attendance system. Pre- trained 
models which are basis of computer vision are 
used. For faces, feature extraction is concluded 
and is stored separately. The proposed system 
method is compared with other methodologies 
including Radio Frequency Identification 
(RFID), Support Vector Machine (SVM), 
Linear Discriminant Analysis (LDA), Princi-

multiple sets are sampled which then 
combined into Meta sets.  Hard sample mining 
and weighting are conducted to select informa-
tive Meta sets in order to improve efficiency. 
The accuracy is increased by 9.11% and the 
EER is decreased by 2.97%.

2.3. Face recognition with mask          

A smart attendance system is developed by 
using face recognition algorithm, deep learn-
ing techniques, open CV, python and caffe 
layer network. Mainly two tasks are performed 
by this system. Firstly, face mask detector is 
trained to check if the person is wearing mask 
or not. It will be classified as with mask or 
without mask. Secondly, the person identifica-
tion will be identified with mask. The variabili-
ty changes in human faces such as expression, 
mask, scarf, difficulty will be faced in this 
model [5]. A US health center ‘Client’ decided 
to move to the face recognition time atten-
dance system for eliminating the spread of 
corona virus. The tools and technologies used 
in this system include pytorch, python, 
OpenCV, faiss, and augmentations. The main 
focus is to detect face with mask. The system is 
trained to detect the employee identity who is 
wearing mask by recognizing facial attributes 
(forehead, eye, facial hair etc). Time clock 
entry is also added into the system. Different 
experiments are concluded by using different 
masks with multiple people and the system 
accuracy achieved is 91% [6]. KENT RO 
Systems Limited, announced Kent Cam Atten-
dance, a Next-Gen Touch-less Attendance 
System based on Facial Recognition and 
Artificial Intelligence (AI). This system is the 

extension of AI product portfolio which was 
introduced with KENTCamEye. The system 
used computer vision which is AI based for 
capturing and recognizing the face of an 
employee and attendance will be marked. The 
records are managed by secured cloud applica-
tion. It includes extra features like inbuilt 
algorithm for optional mask detection and have 
a smart alert in case of any person not wearing 
a mask. Also this system include patented 
algorithm for real person detection. The face 
recognition takes less than a second achieving 
accuracy of 99.9 % [7]. Keshavdas, M. [8] 
proposed a contact less system which uses 
facial recognition technology for identifying 
the student facial features and marking atten-
dance automatically. This system can work 
with cloud or on local server or can provide 
hybrid solution. However, this system also 
have features for detecting mask and thermal 
sensors are integrated for checking fever of the 
scanned person. The system can identify four 
thousand unique faces. Depending on the need, 
it can be scaled up to sixty thousand plus faces. 
AttendX-Net facial recognition is developed 
by using ResNet method, multi-layer feed 
forward network and faiss.  The face will be 
scanned through face detection module then 
AttendX-Net API will extract the 128-d vector 
according to architectures (AttendXNetV1 
[29], AttendXNetV2 [30], AttendXNetV3 
[31]) for verification. In results, AttendX-
NetV1 and AttendXNetV2 are having more 
accuracy than AttendXNetV3 [32]. The system 
can also identify the human wearing mask. In 
the trials, 49 people are detected in which 17 
were men and 32 were women. From 882 
trials, when wearing mask the accuracy 
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Different techniques are overviewed and 
discussed which can be adopted for taking 
attendance in COVID-19 Pandemic. It is a major 
concern to reduce the spread of corona virus and 
to have secure attendance system. Mostly face 
recognition techniques are adopted for marking 
attendance and most of them are having good 
results. But face recognition with mask have not 
shown such good results as compared to other 
detections and recognitions. Touch-less finger-
print or palm recognition are considered to be 
moderate. For any organization, face recognition 
and iris detection techniques are more accurate 
and suitable in order to mark attendance in safe 
and protected environment. The accuracy in face 
and iris recognitions are having better results 
than other recognition techniques. They can be 
considered best and suitable approach for mark-
ing attendance and for reducing the spread of 
virus effectively.

3. Challenges in Techniques 
Adopted in Covid-19

• In contact less finger print scanning, the 
distance between finger and camera have 
affected the correlation factor. The 
background light intensity also assorted the 
correlation factor.

• By using Eigenfaces recognition, it is good 
for data representation but not for class 
discrimination in recognizing face.

• Those Face recognitions using thermal 
camera for detecting temperature of the 
person are having conditions. If one person is 
infected by virus and the system fail to show 
increase in temperature he will be allowed to 
enter. In other situation, if the person is not 
infected by virus and the system shows 

increase in temperature then he will be not 
allowed to enter. 

• Wearing mask affects the accuracy of face 
recognition.

• Variable changes in human faces such as 
facial expressions, scarf and lightning condi-
tions may cause difficulty.

• Touch-less sensors are expensive to be 
implemented and it might be not possible for 
some organizations. 

• Misuse of face and iris recognition is a 
concern when it comes to privacy.

4. Related Work 

During COVID-19 Pandemic, many challeng-
es and opportunities and impact of this virus 
have been discussed in different papers. 
Gomez-Barrero et al. [19], discussed about the 
main challenges faced in COVID era on hand 
based and facial biometrics. The researcher 
also described the new opportunities by 
overviewing the existing systems based on iris 
scanners, touch-less biometric recognitions 
and mobile recognitions.  Okereafor et al. [20], 
discussed the control measures for the infec-
tious disease transmission through fingerprint 
recognitions which is touch based and consid-
ered the approaches to make fingerprint 
systems hygienic and safe in order to prevent 
the disease but not focused on touch-less 
systems. Lewis, N. [21], considered the 
biometric technology which include facial 
recognition features using thermal imaging and 
discussed the ethical challenges. The system 
focused on touch free identification and 
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achieved was 56% and when not wearing mask 
the accuracy achieved was 79%. The correct 
total percentage for men was 78% of 612 trials 
and for women it was 77%. Therefore, the 
overall 68% accuracy achieved [11]. A multi 
granularity masked face recognition model is 
proposed by using three types of faced masked 
data sets. A system is having two applications 
named Face Mask Detection and Masked 
Faces Recognition. The Face Mask Detection 
check that everyone must wear the mask. The 
Masked Faces Recognition is an application 
which recognize and verify any person’s face 
who wear the mask. Three types of datasets 
will used for recognition of masked faces that 
are following: (i) Real-World Masked Face 
Recognition Dataset (RMFRD) [26] (ii) 
Masked Faced Detection Dataset (MFDD) 
[25] (iii) Simulated Masked Face Recognition 
Dataset (SMFRD) [27, 28]. RMFRD is now 
the largest real world masked face dataset. The 
recognition accuracy of masked faces achieved 
is 95% [14]. Furthermore, a face mask detec-
tion is proposed that helps in identifying 
whether a student has worn a mask and uses 
Barcode/RFID tags to mark his/her attendance. 
To detect a face mask a combination of HAAR 
Cascade, ADAM classifiers are adopted. With 
‘no mask’, the system achieved accuracy is 
95% and ‘valid mask’ the accuracy is 
88%-92% in proper surroundings. For increas-
ing the accuracy improvement in camera quali-
ty can be made and by keeping distance of 
0.7m for face mask detection [16]. For real 
time mask detection and face recognition, two 
techniques are adopted: Eigen faces and Local 
binary pattern histogram (LBPH). The system 
will capture the image, detects the face and 

mask and attendance will be recorded. The 
LBPH performance is better than Eign faces 
for recognizing the face. The system achieved 
accuracy with eigen faces is 73.3% and 100% 
with LBPH [17]

2.4.  Iris and face recognition

In an access control system (facial or iris 
recognition), thermal camera is integrated for 
detecting the high temperature of an employee. 
As a fever is considered as a main symptom of 
COVID-19, thermal camera will detect that 
person who is having high temperature and 
he/she will be not granted for access and the 
process will be terminated. If the temperature 
is sensed normal by thermal camera, it will 
send green signal and control is transferred to 
the access control system. Then the process 
will be continued to match the record of a 
person in database. If matched, the person will 
grant access otherwise the person is not 
allowed to enter. However this method is 
limited in terms of accuracy [4]. The iris detec-
tion is introduced for the authentication of an 
employee by using the fusion of iris and face 
recognition. This method is highly robust and 
takes less than a second to identify employee 
with time and date. Iris time provides an 
android based platform which can take 
hundreds of time and attendance applications 
[9]. Iris ID’s technology is also used by the 
number of hotels existed in Iraq. However, 
with the help of iris recognition technique- iris 
access, Iris ID’s iCAM 7S biometric scanners 
is used to automate the attendance system [10]. 
Table 1 describes the brief overview of the 
Biometric Techniques.

allows the administrators to manage the user 
permissions. Everything in Active Directory is 
stored as an object [2], whereas by object we 
mean any single element which could be a 
group, a user, an application or even a device. 
As said earlier, Active directory stores 
everything on network as objects allowing the 
information to be searched and used easier for 
the administrator.

2.2    NTDS.dit
We would not be wrong if we say that 
NTDS.dit fie is the heart of Active Directory 
that stores user accounts. It is basically a ( .dit 
) file that is being used by AD. Because it 
stores the Active Directory data it is sometimes 
referred as a database. It comprises of 
information about the user-objects and 
multiple attributes are possessed by user 
objects, groups and also the group 
membership. Moreover, password hashes for 
all users in the domain are also stored in this 
NTDS.dit file [3].

Both LAN Manager (LM) hash and NT hash of 
the passwords are generated by Windows.   
Local Security Accounts Manager well known 
to be SAM database 
(C:\Windows\System32\config\SAM file) or 
in Active Directory AD 
(C:\Windows\NTDS\NTDS.dit file) [4] are 
basically the locations where these hashes are 
stored. 

2.3    Kerberos
A well-known computer security protocol 
known as Kerberos authenticates the service 
requests across a network between two or more 
hosts, more likely to be across the Internet [5]. 
A secret key cryptography is used and also a 
trusted third party for client server 

authentication and the verification of user’s 
identities. Kerberos is completely designed to 
avoid locally storing passwords and to send to 
send any passwords through the internet 
providing mutual authentication. By this we 
simply mean that both the server’s and user’s 
authenticity is being verified. 

2.4    LSASS and LSA
LSASS is the abbreviation of Local Security 
Authority Server Service and LSA stands for 
Local Security Authority. Within Windows, the 
LSASS.exe is an executable for preserving and 
saving user credentials in memory both for 
internal (local) and domain users. LSASS is 
merely an implementation of Local Security 
Authority. "LSA" is the idea and a conception, 
whereas "lsass.exe" is a procedure and an 
action that is implementing many of the LSA 
functions.

2.5    KDC
A well-known mechanism in cryptography that 
is a key distribution center (KDC), is in charge 
for giving keys to users in a network that 
shares sensitive or confidential data. In a 
network whenever a connection is established 
each time, KDC is requested by both for 
distinctive password generation which is then 
used for verification by end system users. KDC 
(a.k.a) Key Distribution Centre is a type of 
symmetric encryption that allows the access of 
even more than two systems in a network by 
bringing about a distinctive ticket type key for 
shielded connection formation over which data 
and information is shared or spread out, moved 
and even transferred. Before the 
communication takes place, Key Distribution 
Centre is the main server which is called upon. 
Key Distribution Centre is typically used in 
compact grid or networks when link requests 

do not overwhelm the system due to its central 
architecture. Instead of standard key 
encryption, Key Distribution Centre is used 
because every time the connection is 
requested, the key is generated each time, 
which decreases the possibilities of attack.

3.  Mimikatz Attack Capabilities

3.1     Pass-the-Hash attack
A well-known tool for extracting hashes and 
passwords from memory; Mimikatz performs 
Pass-the-Hash attack from Active Directory 
user account. In other words, NTLM hash that 
is used by Windows to deliver passwords is 
obtained by Pass-the-Hash attack. 

3.2    Pass-the-Ticket attack
For impersonating a user on Active Directory 
Domain there is a method that is well known 
that is called as Pass-the-Ticket. It fragments 
and cracks the Kerberos protocol. A Kerberos 
ticket is obtained for a user account and that 
can be used to login as that particular user on 
any other system.

3.3    Kerberos Golden Ticket attack
The encryption of authentication tickets is 
handled by a hidden root account known as 
KRBTGT. It is the default Microsoft Windows 
authentication protocol, Kerberos, which is 
implemented by Microsoft. The ticket for this 
hidden root account KRBTGT is obtained 
through a Kerberos Golden Ticket attack. In a 
Golden Ticket assault, hackers bypass the 
KDC and create their own TGTs to obtain 
access to various resources. A successful 
Golden Ticket assault grants the hacker 
near-unrestricted access to your domain's 
entire infrastructure, including all machines, 
files, directories, and domain controllers 

(DCs). They have the ability to impersonate 
anyone and perform almost any task.

3.4    Kerberos Silver Ticket attack
A faked service authentication ticket is known 
as a Silver Ticket. Silver Ticket is quite similar 
to Golden Ticket in that it involves 
manipulating the Kerberos protocol to gain the 
hacked system's credentials. An attacker using 
Silver Ticket can only falsify ticket-granting 
service (TGS) tickets for certain services. 
Silver Tickets are more difficult to detect than 
Golden Tickets because there is no connection 
between the service and the DC, and any 
logging is local to the targeted system. Hackers 
can use a pass-the-ticket technique to raise 
their access or utilize the service's privileges to 
gain greater access if they have a Silver Ticket.

3.5    Pass-the-Key attack
Because Pass the Hash is a combination of 
Pass the Hash and Pass the Ticket, it's also 
known as Over Pass the Hash Attack. Another 
variation of pass-the-hash, however this time a 
unique key is supplied to impersonate a user 
obtained from a domain controller. To put it 
another way, it gets a unique key that a user can 
use to authenticate to a domain controller. This 
key can be used by the attacker to impersonate 
the user.

3.6    Pass-the-Cache
A very well-known attack known as 
Pass-the-Cache attack is somewhat similar to 
the attack that is previously discussed in this 
paper called Pass-the-Ticket attack. In this case 
the login data that is saved, stored and 
encrypted is used on system that could be 
MAC, UNIX or even LINUX systems.  

4.  Mimikatz Modules

6.4    Change The KRBTGT Account 
Password
Administrators of Active Directory neglect 
changing passwords of the KRBTGT account 
that provides the Golden Ticket to the attackers 
providing the admin rights. There is one more 
thing to take in consideration about the Active 
Directory that it preserver the past and current 
passwords both so therefore, changing the 
passwords twice would be a best 
consideration, ensuring that the two password 
resets are completely synchronized in Active 
Directory AD. 

7.  Conclusion

The exceptionally impressive tool mainly 
invented for penetration testers now being also 
used by the Cyber criminals for malicious 
motives - Mimikatz, attacks pertinent 
Windows systems to gain privilege and dump 
credentials from the memory. This paper has 
covered many sections including the attack 
capabilities and modules of Mimikatz 
followed by the Prevention steps to be taken 
against these attacks. The Mimikatz tool keeps 
on updating its functionality so the defenders 
must take appropriate steps to protect against 
the attacks performed using Mimikatz. 
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4.1    PROCESS Module:
This module of Mimikatz tool is used for 
dealing with the Windows processes. This 
module can also be used for process injection 
[6] and also for the parent process spoofing [7].

Export: This command in the Mimikatz tool 
lists all the functions exported from Dynamic 
Link Libraries, which are files that contain 
code for commonly used programs that each 
running process uses. If a process ID, often 
known as /PID, is not given, the results 
displayed are mimikatz.exe exports.
Import: this command is used for listing all the 
functions imported from the Dynamic Link 
Libraries each running process is using. If a 
process ID that is also known as /PID is not 
specified, then the results displayed are the 
imports of mimikatz.exe. 
List:  This command is used for listing all 
running processes.
Commands: 
PROCESS::export
PROCESS::import
PROCESS::list

 
         

Figure 1: mimikatz tool showing the use of 
export, import and list commands.

4.2    STANDARD Module:
In Mimikatz, the Standard module commands 
can be typed unaccompanied by the module 
name i.e. STANDARD. The purpose of 
Standard module do not need to be prefixed 
with “standard” [8]. They can easily be 
requested at first hand from the Mimikatz.
Commands:
Log: This command is used for journaling 
steps and operations or we can even say actions 
and then just easily taking down the logs that is 
the time-stamped documentation.
Module privilege: This command contains 
some accommodation to work with privileges 
while functioning and running with Mimikatz.
Sleep: In Mimikatz, this command switches to 
sleep mode within the particular defined 
seconds.
base64: This command in the tool show or 
exchange the condition or state of input or 
output to the Base64.
Cd: Current directory is displayed or changed 
by this specific command.

 
Figure 2: privilege::debug when not in root

ERROR:
kuhl_m_privilege_simple; RtlAdjustPrivilege 
(20) c0000061 this error exactly means that the 
client or user does not hold the required 
privileges that is mostly the case when you are 
not the administrator.

 

Figure 3 : Standard module commands
Running as Administrator:
Command: privilege::debug
We get the following output as shown in 
figure:

 
Figure 4: privilege::debug when in root

4.3    NET Module: 
NET module functionality are very much 
similar to the Windows net commands.
Alias: This command displays much of the 
information about the memberships (local 
groups) also including the Remote Desktop 
Users.
Group: This command of NET module 
displays the local or internal groups.
If: If lists the available hostnames and the local 
IP addresses.
Serverinfo: serverinfo command will exhibit 
data about the logged in server.
Session: lists the active running sessions.
Share: available shares are displayed by this 
share command of NET module
Commands:
NET::group
NET::if
NET::serverinfo
NET::session 
NET::share

 
Figure 5: How to utilize NET module 

commands

4.4    CRYPTO Module:
The CRYPTO Mimikatz module comes up 

with modern potential and capacity to interface 
with Windows cryptography functions 
(CryptoAPI) [9] i.e. Cryptography Application 
Programming Interface.
Capi: This command patches Crypto API layer 
for the purpose of easy export.
Certificates: This command of Crypto module 
of Mimikatz tool is used to list and export 
certificate.
Hash: This command provides hash of a 
password with optional username that is being 
provided.
Keys: Key container are listed and exported by 
this key command. 
Providers: providers of cryptography are listed 
by this command.
Stores:  This command lists the cryptographic 
stores.
Commands: 
CRYPTO::CAPI                     
CRYPTO::Certificates            
CRYPTO::Hash 
CRYPTO::Providers                   
CRYPTO::Stores
CRYPTO::Keys

 
Figure 6: Listing down the cryptography 

stores

4.5    DPAPI Module:
The (DPAPI) that stands for Data Protection 
API that basically helps in data protection. The 
DPAPI, Data Protection API Mimikatz module 
comes up with the proficiency for pulling out 

Windows stored and saved (and even 
protected) credential data using DPAPI 
module.  DPAPI is the Windows official 
method to preserve or encrypt local or internal 
data that are usually the passwords.  A DPAPI 
blob [10] is a non-transparent binary structure, 
containing the private data of the applications 
that are encrypted using DPAPI. 
Blob: This specific command is used to 
unprotect a DPAPI blob with a master key or 
application programming interface.
Chrome/in:"%localappdata%\Google\Chro
m e \ U s e r D a t a \ D e f a u l t \ L o g i n D a t a " 
/unprotect: This command of DPAPI module 
dumps credentials that are stored and also the 
cookies from the Chrome browser.                       
Protect – This command protects data using 
DPAPI.
Commands: 
DPAPI::blob
DPAPI::chrome/in:"%localappdata%\Google\
Chrome\UserData\Default\LoginData"/unprot
ect
DPAPI::protect 

 
Figure 7: DPAPI blob and protect commands

4.6    SEKURLSA Module:
Dumping the passwords from the memory is 
possible using the SEKURLSA module of 
Mimikatz tool. To use the commands of the 
SEKURLSA module we need to have root 
permissions or else we will face errors. 
Logonpasswords: This command displays a 
list of all accessible provider credentials. 
Krbtgt: This command helps in getting the 
password data of Domain Kerberos service 

account (KRBTGT). 
Kerberos: For all the authenticated and 
verified users. this command lists Kerberos 
credentials. 
Tickets /export: Kerberos tickets of all 
sessions are exported and listed by this 
command. 

Commands:
SEKURLSA::Logonpasswords
SEKURLSA::krbtgt
SEKURLSA::kerberos
SEKURLSA::tickets /export

Figure 8: Recently logged on user credentials

Figure 9: Listing kerberos credentials

4.7    KERBEROS Module:
It is of great interest that he Kerberos module is 
capable of being used without the need of any 
privilege or Admin rights. Microsoft Kerberos 
API is involved and  produces and generates 
the Golden tickets.
Tgt: Information about the current session is 
displayed by this command of Kerberos 
module of Mimikatz tool.
List /export: The Kerberos Tickets are listed by 
this command.

 Figure 10: Listing Kerberos Tickets

5.  Famous Attacks Performed 
Using Mimikatz

5.1    Notpetya Cyber Attack
Notpetya a well-known malware whose prime 
target was Ukraine left multinational 
companies with many knocked down 
computer systems. In Windows devices the 
remaining credentials that are stored in RAM 
were the target of this malware called Notpetya 
[11]. This attack was only possible when 
accounts were logged on at the run time 
because that is when LSASS memory loads the 
credentials which are then hijacked by the 
Mimikatz tool. Notpetya spread escalated 
through the patched and not patched devices 
both without mercy with the union of 
Mimikatz and Eternal Blue [12].  Credentials 
from patched machines were withdrawn with 
Mimikatz whereas credentials from not 
patched devices were pulled out with Eternal 
Blue. 

5.2    Bad Rabbit Ransomware 
A type of Crypto Virus known as Bad Rabbit 
was mainly designed for a specific purpose 
that is to lock or encrypt files through 
Drive-by-Attack [13] where not secure web 
pages are compromised. Using the JavaScript, 
the Bad Rabbit ransomware is inoculated into 
the websites HTML code. The infected file is 
somehow downloaded and looks safe. It does 
not infects the computer system unless and 
until the file is opened of executed [14]. It will 
lock the computer showing its ransomware 
capacity once it is clicked. This ransomware 

will then gather credentials using the credential 
dumper well known tool called Mimikatz.

6.  Defensive Approach Against 
Mimikatz Attacks 

6.1 Updating Your Operating System 
On Your Windows Server
Updating your operating system on your 
windows server will provide more security 
against the Mimikatz attacks. So this 
prevention suggested should be in the to-do 
list. Many corporations security features are 
not available unless and until the functional 
level of Active Directory a.k.a AD is not 
updated to some present-day category version. 

6.2 Debug Rights For Local 
Administrators To Be Disabled On All 
Servers And Workstations 
To bypass many of the local protections, 
Windows has a mode known as “Debug 
Mode”. The main purpose of this Debug Mode 
relates to the troubleshooting process mainly to 
be named as troubleshooting the device drivers 
and many more. In newer Operating Systems, 
this is a default setting and to simply disable 
this particular setting mode in MS 
Configuration, navigate to the boot/Advanced 
options and disable “Debug”.

6.3    In Active Directory Disable The 
Storage Of Plain Text Passwords And 
Password Caching
Password decryption was back in time decided 
to be enabled for users which maybe sadly still 
remains with us. In addition, if no Domain 
Controller [15] is accessible, Windows will 
cache the up to the minute number of 
authentications, which includes the password 
hashes.

1. Introduction

 Biometrics were introduced in 500 BC 
in Babylonian empire. In 1800s, Paris, France, 
first biometric identification system was 
recorded. Edward Henry developed the 
standard of fingerprinting known as Henry 
Classification System. This was considered the 
first system which can identify the unique 
architectures of fingerprints. However, the 
system was acquired by law enforcement for 

identifying the criminals [1].

Similarly, in 1960s, semi-automated facial 
recognition were developed. This recognition 
can be used for unlocking the phone. The law 
enforcement adopted fingerprint and facial 
recognition methods and FBI (Federal Bureau 
of Investigation) invested in its development. 
This was incentive in developing biometric 
sensors for capturing and extracting data. In 
1991, facial detection technology was originat-
ed for real time recognition. The first iris 

1.  Introduction

 This well-known tool known to be 
as Mimikatz was initially derived in 2011 by 
Benjamin Delpy also known as gentilkiwi in, 
they proofed and confirmed how the  protocols 
used for authentication of Microsoft were at 
severe risk to attack. Attackers make use of the 
vulnerability on Windows System to access 
internal storage. We can say that he, Benjamin 
Delpy- the creator of Mimikatz tool created 
one of the most widely are far apart used and 
downloaded hacker tools. There are a lot of 
modules provided by Mimikatz to gather and 
use Windows credential on targeted 
systemswhich basically includes recapture of 

passwords in clear text, LM Hashes (LAN 
Manager), NTLM Hashes (New Technology 
LAN Manager), Kerberos tickets [1] which 
include Golden Kerberos Ticket and Silver 
Kerberos Ticket. From Windows XP and 
forward, Mimikatz run on all Windows 
versions. 

2.  Concepts to be known

2.1     Active Directory
Active Directory that is also known as AD is a 
Microsoft’s directory service. It is more like a 
database that runs on Windows server. The use 
of Active Directory is that is allows 
administrators to manage the access to 
resources I.e. network resources and also 

temperature screening. Srinivas, G. R. [22], 
discussed the challenges by using touch based 
attendance systems and move on to facial 
recognition and also considered other available 
technologies for biometric attendance system. 
Elliot, M. [23], analyzed the challenges and 
opportunities of incorporating emerging 
technologies which include Artificial Intelli-
gence, Internet of Things and Big data used in 
COVID-19 pandemic. Yashaswini et al. [24], 
focused on the image processing and Iot 
technologies such as RFID (Radio Frequency 
Identification), Open CV and SSD (Single 
Shot Detector). However, these techniques are 
used in COVID-19 as an alternative to biomet-
ric scanners. 

5. Conclusion

 This work discusses and assesses the impact of 
COVID-19 on different biometric systems and 
outlines its weakness and strengths. Then we 
discuss evaluation of different biometric detec-
tion and recognition techniques and methods in 
very advanced and compared them which can 
be adopted in this COVID-19 Pandemic. Our 
focus is on the latest biometric technologies 
acquired during COVID. Those organizations, 
where wearing mask is compulsory can adopt 
the system which is having feature of mask 
detection. We proposed an Overview of 
biometric techniques based attendance system 
during COVID. Also we have seen that better 
results are produced by deep learning models 
in real time scenarios. For preventing spread of 
virus through physical contact, attendance 
system which are contact less are focused in 
this paper.
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pal Component Analysis (PCA) and the resul-
tantly achieved accuracy is 95%. [12]. A 
campus health information system is 
introduced that consist of multiple IOT devic-
es, cloud database and personal cloud Pod. It 
can detect and record the identity and real-time 
body temperature and it sends that data to the 
cloud automatically. Then, the centrally 
managed data is distributed to the personal 
cloud Pod. The personal cloud Pod holds all 
data. To activate the decentralized data 
management, the decentralized data manage-
ment model permit students to control the 
server. [10] Covert Human Intelligence Source 
(CHIS) and its structure is proposed. Covert 
Human Intelligence Source (CHIS) consist of 
plural face recognition and body temperature 
detection devices, group of decentralized 
personal cloud data models and two cloud 
databases. CHIS consist of the Face Recogni-
tion Temperature Detection Device (FRTDD) 
part, cloud database part and the personal 
cloud Pod part. The FRTDD is basically the 
data collection part which is constructed by 
Raspberry Pi camera and infrared sensor 
AMG8833. The main processes are initializa-
tion, Daily Processing and nightly updated. 
Two JSON data objects named User Data 
Object and IoT Data Object are created in the 
cloud database to run with FRTDD. The user 
data object saves the user information and the 
IoT data object saves the detected information. 
[13]. For the identification of faces in online 
attendance, web-based tool is developed. Two 
algorithms are used to propose this system, one 
is Local Binary Pattern Histogram (LBPH) and 
the other one is Convolutional Neural Network 
(CNN) for recognizing face. Also Haar 

cascade classifier is used for boosting the 
detection. LBPH visual descriptor is used for 
classification in computer system. In CNN, 
deep learning method used to input image or 
assign relevance make up Multiple Layers of 
artificial neurons. Accuracy found in CNN is 
95% while in LBPH is 78% [15]

2.2. Touch-less fingerprint/Palm scanning 

A device is developed which uses a method 
achieving contactless fingerprint scanning, 
precisely and enhancing the correlation 
factors. The proposed method consist of high 
precision of acquisition process of fingerprint 
as well as effective fingerprint architectural 
technique. Two proximity sensors of infrared 
have been used with contactless fingerprint 
scanner microcontroller (using Arduino IDE). 
It synchronize the sensors by using laser beam 
and the aperture of camera in scanning process. 
In scanning, the distance of 3.5 cm was found 
optimal between camera and targeted finger 
having correlation factor of 59.9%. Reports 
has revealed that the white light and other 
radiations having longer wavelength are 
absorbed by the layer of skin. So blue light is 
used as an alternative which is less absorbed by 
the skin. It results in enhancing the correlation 
factor and generating in high resolution finger-
print image. Then the highest correlation factor 
achieved is 78.12% at 280 lm [3]. Shao & 
Zhong [18], proposed a system for open set 
touch less palm print recognition. They use 
novel deep metric based method W2ML [34]. 
To improve the ability of generalization, deep 
metric learning feature extractor is learned in 
Meta way. To define query and support sets, 

recognition system was registered in 1994 and 
unique features are revealed which can be used 
for authentication [1]. In 1999, Southern 
Minnesota Beet Sugar Cooperative (SMBSC) 
was the first organization which used an iris 
based time and attendance solution. They 
wanted to modern and automate their punch 
card based time and attendance solution and 
they go for biometrics. They decided that hand 
free approach will be suitable for meeting their 
needs. As a solution they integrated iris based 
method [2]. By 2000s, hundreds of biometric 
authentication and recognition systems and 
algorithms were registered in USA. Research 
in biometric is still advance and continued [1]. 

Before biometrics, manual attendance system 
was used for employees and students. By using 
this approach, many drawbacks which include 
error, time consumption, ineffectiveness, 
inconsistency and difficulty to maintain large 
records has been observed. To overcome these 
issues, we switched to biometrics based atten-
dance systems which included finger print 
scanning, thumb scanning, palm scanning, 
facial recognition, iris recognition and signa-
ture based systems. These systems verify the 
input data in database and confirm identity 
according to information defined by admin and 
mark record of authorize person. By using 
biometric system, users can achieve accuracy 
and consistency in a simplified manner. It has 
also enhanced user security and privacy.
In COVID-19 Pandemic, physical interaction 
is restricted and avoided. Biometric attendance 
system which includes thumb scanning or 
fingerprint and signature-based system 
involves physical touch which is risky for 
human health and it increases chance to be 

infected by corona virus. So in COVID-19 
pandemic we move to those biometric systems 
and methods which are touch-less such method 
are facial recognition, touch-less fingerprint 
scanning and iris recognition. By adopting 
these touch-less technologies in any organiza-
tion include schools, offices, universities and 
factories in order to provide safe and secure 
environment and to reduce the causes of 
spreading COVID-19. Our review is on 
biometric methods and techniques adopted in 
COVID pandemic. This will help the lay man 
to understand which technique is more suitable 
for its work or organization to prevent it-self or 
employee from corona virus.

2. Biometric Based Techniques 
Adopted in Covid-19 Pandemic

2.1. Face Recognition Systems      
 
AI (Artificial Intelligence) has powered 
contactless system which is developed for 
marking the student attendance automatically 
by recognizing their faces. An attendance 
report has been generated which is customized. 
Machine Learning algorithms and neural 
networks are used in this system. Neural 
networks are composed of artificial neurons 
having set of algorithms. Convolutional Neural 
Network (CNN) applied to monitor the 
contact-less attendance system. Pre- trained 
models which are basis of computer vision are 
used. For faces, feature extraction is concluded 
and is stored separately. The proposed system 
method is compared with other methodologies 
including Radio Frequency Identification 
(RFID), Support Vector Machine (SVM), 
Linear Discriminant Analysis (LDA), Princi-
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multiple sets are sampled which then 
combined into Meta sets.  Hard sample mining 
and weighting are conducted to select informa-
tive Meta sets in order to improve efficiency. 
The accuracy is increased by 9.11% and the 
EER is decreased by 2.97%.

2.3. Face recognition with mask          

A smart attendance system is developed by 
using face recognition algorithm, deep learn-
ing techniques, open CV, python and caffe 
layer network. Mainly two tasks are performed 
by this system. Firstly, face mask detector is 
trained to check if the person is wearing mask 
or not. It will be classified as with mask or 
without mask. Secondly, the person identifica-
tion will be identified with mask. The variabili-
ty changes in human faces such as expression, 
mask, scarf, difficulty will be faced in this 
model [5]. A US health center ‘Client’ decided 
to move to the face recognition time atten-
dance system for eliminating the spread of 
corona virus. The tools and technologies used 
in this system include pytorch, python, 
OpenCV, faiss, and augmentations. The main 
focus is to detect face with mask. The system is 
trained to detect the employee identity who is 
wearing mask by recognizing facial attributes 
(forehead, eye, facial hair etc). Time clock 
entry is also added into the system. Different 
experiments are concluded by using different 
masks with multiple people and the system 
accuracy achieved is 91% [6]. KENT RO 
Systems Limited, announced Kent Cam Atten-
dance, a Next-Gen Touch-less Attendance 
System based on Facial Recognition and 
Artificial Intelligence (AI). This system is the 

extension of AI product portfolio which was 
introduced with KENTCamEye. The system 
used computer vision which is AI based for 
capturing and recognizing the face of an 
employee and attendance will be marked. The 
records are managed by secured cloud applica-
tion. It includes extra features like inbuilt 
algorithm for optional mask detection and have 
a smart alert in case of any person not wearing 
a mask. Also this system include patented 
algorithm for real person detection. The face 
recognition takes less than a second achieving 
accuracy of 99.9 % [7]. Keshavdas, M. [8] 
proposed a contact less system which uses 
facial recognition technology for identifying 
the student facial features and marking atten-
dance automatically. This system can work 
with cloud or on local server or can provide 
hybrid solution. However, this system also 
have features for detecting mask and thermal 
sensors are integrated for checking fever of the 
scanned person. The system can identify four 
thousand unique faces. Depending on the need, 
it can be scaled up to sixty thousand plus faces. 
AttendX-Net facial recognition is developed 
by using ResNet method, multi-layer feed 
forward network and faiss.  The face will be 
scanned through face detection module then 
AttendX-Net API will extract the 128-d vector 
according to architectures (AttendXNetV1 
[29], AttendXNetV2 [30], AttendXNetV3 
[31]) for verification. In results, AttendX-
NetV1 and AttendXNetV2 are having more 
accuracy than AttendXNetV3 [32]. The system 
can also identify the human wearing mask. In 
the trials, 49 people are detected in which 17 
were men and 32 were women. From 882 
trials, when wearing mask the accuracy 
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achieved was 56% and when not wearing mask 
the accuracy achieved was 79%. The correct 
total percentage for men was 78% of 612 trials 
and for women it was 77%. Therefore, the 
overall 68% accuracy achieved [11]. A multi 
granularity masked face recognition model is 
proposed by using three types of faced masked 
data sets. A system is having two applications 
named Face Mask Detection and Masked 
Faces Recognition. The Face Mask Detection 
check that everyone must wear the mask. The 
Masked Faces Recognition is an application 
which recognize and verify any person’s face 
who wear the mask. Three types of datasets 
will used for recognition of masked faces that 
are following: (i) Real-World Masked Face 
Recognition Dataset (RMFRD) [26] (ii) 
Masked Faced Detection Dataset (MFDD) 
[25] (iii) Simulated Masked Face Recognition 
Dataset (SMFRD) [27, 28]. RMFRD is now 
the largest real world masked face dataset. The 
recognition accuracy of masked faces achieved 
is 95% [14]. Furthermore, a face mask detec-
tion is proposed that helps in identifying 
whether a student has worn a mask and uses 
Barcode/RFID tags to mark his/her attendance. 
To detect a face mask a combination of HAAR 
Cascade, ADAM classifiers are adopted. With 
‘no mask’, the system achieved accuracy is 
95% and ‘valid mask’ the accuracy is 
88%-92% in proper surroundings. For increas-
ing the accuracy improvement in camera quali-
ty can be made and by keeping distance of 
0.7m for face mask detection [16]. For real 
time mask detection and face recognition, two 
techniques are adopted: Eigen faces and Local 
binary pattern histogram (LBPH). The system 
will capture the image, detects the face and 

mask and attendance will be recorded. The 
LBPH performance is better than Eign faces 
for recognizing the face. The system achieved 
accuracy with eigen faces is 73.3% and 100% 
with LBPH [17]

2.4.  Iris and face recognition

In an access control system (facial or iris 
recognition), thermal camera is integrated for 
detecting the high temperature of an employee. 
As a fever is considered as a main symptom of 
COVID-19, thermal camera will detect that 
person who is having high temperature and 
he/she will be not granted for access and the 
process will be terminated. If the temperature 
is sensed normal by thermal camera, it will 
send green signal and control is transferred to 
the access control system. Then the process 
will be continued to match the record of a 
person in database. If matched, the person will 
grant access otherwise the person is not 
allowed to enter. However this method is 
limited in terms of accuracy [4]. The iris detec-
tion is introduced for the authentication of an 
employee by using the fusion of iris and face 
recognition. This method is highly robust and 
takes less than a second to identify employee 
with time and date. Iris time provides an 
android based platform which can take 
hundreds of time and attendance applications 
[9]. Iris ID’s technology is also used by the 
number of hotels existed in Iraq. However, 
with the help of iris recognition technique- iris 
access, Iris ID’s iCAM 7S biometric scanners 
is used to automate the attendance system [10]. 
Table 1 describes the brief overview of the 
Biometric Techniques.

allows the administrators to manage the user 
permissions. Everything in Active Directory is 
stored as an object [2], whereas by object we 
mean any single element which could be a 
group, a user, an application or even a device. 
As said earlier, Active directory stores 
everything on network as objects allowing the 
information to be searched and used easier for 
the administrator.

2.2    NTDS.dit
We would not be wrong if we say that 
NTDS.dit fie is the heart of Active Directory 
that stores user accounts. It is basically a ( .dit 
) file that is being used by AD. Because it 
stores the Active Directory data it is sometimes 
referred as a database. It comprises of 
information about the user-objects and 
multiple attributes are possessed by user 
objects, groups and also the group 
membership. Moreover, password hashes for 
all users in the domain are also stored in this 
NTDS.dit file [3].

Both LAN Manager (LM) hash and NT hash of 
the passwords are generated by Windows.   
Local Security Accounts Manager well known 
to be SAM database 
(C:\Windows\System32\config\SAM file) or 
in Active Directory AD 
(C:\Windows\NTDS\NTDS.dit file) [4] are 
basically the locations where these hashes are 
stored. 

2.3    Kerberos
A well-known computer security protocol 
known as Kerberos authenticates the service 
requests across a network between two or more 
hosts, more likely to be across the Internet [5]. 
A secret key cryptography is used and also a 
trusted third party for client server 

authentication and the verification of user’s 
identities. Kerberos is completely designed to 
avoid locally storing passwords and to send to 
send any passwords through the internet 
providing mutual authentication. By this we 
simply mean that both the server’s and user’s 
authenticity is being verified. 

2.4    LSASS and LSA
LSASS is the abbreviation of Local Security 
Authority Server Service and LSA stands for 
Local Security Authority. Within Windows, the 
LSASS.exe is an executable for preserving and 
saving user credentials in memory both for 
internal (local) and domain users. LSASS is 
merely an implementation of Local Security 
Authority. "LSA" is the idea and a conception, 
whereas "lsass.exe" is a procedure and an 
action that is implementing many of the LSA 
functions.

2.5    KDC
A well-known mechanism in cryptography that 
is a key distribution center (KDC), is in charge 
for giving keys to users in a network that 
shares sensitive or confidential data. In a 
network whenever a connection is established 
each time, KDC is requested by both for 
distinctive password generation which is then 
used for verification by end system users. KDC 
(a.k.a) Key Distribution Centre is a type of 
symmetric encryption that allows the access of 
even more than two systems in a network by 
bringing about a distinctive ticket type key for 
shielded connection formation over which data 
and information is shared or spread out, moved 
and even transferred. Before the 
communication takes place, Key Distribution 
Centre is the main server which is called upon. 
Key Distribution Centre is typically used in 
compact grid or networks when link requests 

do not overwhelm the system due to its central 
architecture. Instead of standard key 
encryption, Key Distribution Centre is used 
because every time the connection is 
requested, the key is generated each time, 
which decreases the possibilities of attack.

3.  Mimikatz Attack Capabilities

3.1     Pass-the-Hash attack
A well-known tool for extracting hashes and 
passwords from memory; Mimikatz performs 
Pass-the-Hash attack from Active Directory 
user account. In other words, NTLM hash that 
is used by Windows to deliver passwords is 
obtained by Pass-the-Hash attack. 

3.2    Pass-the-Ticket attack
For impersonating a user on Active Directory 
Domain there is a method that is well known 
that is called as Pass-the-Ticket. It fragments 
and cracks the Kerberos protocol. A Kerberos 
ticket is obtained for a user account and that 
can be used to login as that particular user on 
any other system.

3.3    Kerberos Golden Ticket attack
The encryption of authentication tickets is 
handled by a hidden root account known as 
KRBTGT. It is the default Microsoft Windows 
authentication protocol, Kerberos, which is 
implemented by Microsoft. The ticket for this 
hidden root account KRBTGT is obtained 
through a Kerberos Golden Ticket attack. In a 
Golden Ticket assault, hackers bypass the 
KDC and create their own TGTs to obtain 
access to various resources. A successful 
Golden Ticket assault grants the hacker 
near-unrestricted access to your domain's 
entire infrastructure, including all machines, 
files, directories, and domain controllers 

(DCs). They have the ability to impersonate 
anyone and perform almost any task.

3.4    Kerberos Silver Ticket attack
A faked service authentication ticket is known 
as a Silver Ticket. Silver Ticket is quite similar 
to Golden Ticket in that it involves 
manipulating the Kerberos protocol to gain the 
hacked system's credentials. An attacker using 
Silver Ticket can only falsify ticket-granting 
service (TGS) tickets for certain services. 
Silver Tickets are more difficult to detect than 
Golden Tickets because there is no connection 
between the service and the DC, and any 
logging is local to the targeted system. Hackers 
can use a pass-the-ticket technique to raise 
their access or utilize the service's privileges to 
gain greater access if they have a Silver Ticket.

3.5    Pass-the-Key attack
Because Pass the Hash is a combination of 
Pass the Hash and Pass the Ticket, it's also 
known as Over Pass the Hash Attack. Another 
variation of pass-the-hash, however this time a 
unique key is supplied to impersonate a user 
obtained from a domain controller. To put it 
another way, it gets a unique key that a user can 
use to authenticate to a domain controller. This 
key can be used by the attacker to impersonate 
the user.

3.6    Pass-the-Cache
A very well-known attack known as 
Pass-the-Cache attack is somewhat similar to 
the attack that is previously discussed in this 
paper called Pass-the-Ticket attack. In this case 
the login data that is saved, stored and 
encrypted is used on system that could be 
MAC, UNIX or even LINUX systems.  

4.  Mimikatz Modules

6.4    Change The KRBTGT Account 
Password
Administrators of Active Directory neglect 
changing passwords of the KRBTGT account 
that provides the Golden Ticket to the attackers 
providing the admin rights. There is one more 
thing to take in consideration about the Active 
Directory that it preserver the past and current 
passwords both so therefore, changing the 
passwords twice would be a best 
consideration, ensuring that the two password 
resets are completely synchronized in Active 
Directory AD. 

7.  Conclusion

The exceptionally impressive tool mainly 
invented for penetration testers now being also 
used by the Cyber criminals for malicious 
motives - Mimikatz, attacks pertinent 
Windows systems to gain privilege and dump 
credentials from the memory. This paper has 
covered many sections including the attack 
capabilities and modules of Mimikatz 
followed by the Prevention steps to be taken 
against these attacks. The Mimikatz tool keeps 
on updating its functionality so the defenders 
must take appropriate steps to protect against 
the attacks performed using Mimikatz. 
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4.1    PROCESS Module:
This module of Mimikatz tool is used for 
dealing with the Windows processes. This 
module can also be used for process injection 
[6] and also for the parent process spoofing [7].

Export: This command in the Mimikatz tool 
lists all the functions exported from Dynamic 
Link Libraries, which are files that contain 
code for commonly used programs that each 
running process uses. If a process ID, often 
known as /PID, is not given, the results 
displayed are mimikatz.exe exports.
Import: this command is used for listing all the 
functions imported from the Dynamic Link 
Libraries each running process is using. If a 
process ID that is also known as /PID is not 
specified, then the results displayed are the 
imports of mimikatz.exe. 
List:  This command is used for listing all 
running processes.
Commands: 
PROCESS::export
PROCESS::import
PROCESS::list

 
         

Figure 1: mimikatz tool showing the use of 
export, import and list commands.

4.2    STANDARD Module:
In Mimikatz, the Standard module commands 
can be typed unaccompanied by the module 
name i.e. STANDARD. The purpose of 
Standard module do not need to be prefixed 
with “standard” [8]. They can easily be 
requested at first hand from the Mimikatz.
Commands:
Log: This command is used for journaling 
steps and operations or we can even say actions 
and then just easily taking down the logs that is 
the time-stamped documentation.
Module privilege: This command contains 
some accommodation to work with privileges 
while functioning and running with Mimikatz.
Sleep: In Mimikatz, this command switches to 
sleep mode within the particular defined 
seconds.
base64: This command in the tool show or 
exchange the condition or state of input or 
output to the Base64.
Cd: Current directory is displayed or changed 
by this specific command.

 
Figure 2: privilege::debug when not in root

ERROR:
kuhl_m_privilege_simple; RtlAdjustPrivilege 
(20) c0000061 this error exactly means that the 
client or user does not hold the required 
privileges that is mostly the case when you are 
not the administrator.

 

Figure 3 : Standard module commands
Running as Administrator:
Command: privilege::debug
We get the following output as shown in 
figure:

 
Figure 4: privilege::debug when in root

4.3    NET Module: 
NET module functionality are very much 
similar to the Windows net commands.
Alias: This command displays much of the 
information about the memberships (local 
groups) also including the Remote Desktop 
Users.
Group: This command of NET module 
displays the local or internal groups.
If: If lists the available hostnames and the local 
IP addresses.
Serverinfo: serverinfo command will exhibit 
data about the logged in server.
Session: lists the active running sessions.
Share: available shares are displayed by this 
share command of NET module
Commands:
NET::group
NET::if
NET::serverinfo
NET::session 
NET::share

 
Figure 5: How to utilize NET module 

commands

4.4    CRYPTO Module:
The CRYPTO Mimikatz module comes up 

with modern potential and capacity to interface 
with Windows cryptography functions 
(CryptoAPI) [9] i.e. Cryptography Application 
Programming Interface.
Capi: This command patches Crypto API layer 
for the purpose of easy export.
Certificates: This command of Crypto module 
of Mimikatz tool is used to list and export 
certificate.
Hash: This command provides hash of a 
password with optional username that is being 
provided.
Keys: Key container are listed and exported by 
this key command. 
Providers: providers of cryptography are listed 
by this command.
Stores:  This command lists the cryptographic 
stores.
Commands: 
CRYPTO::CAPI                     
CRYPTO::Certificates            
CRYPTO::Hash 
CRYPTO::Providers                   
CRYPTO::Stores
CRYPTO::Keys

 
Figure 6: Listing down the cryptography 

stores

4.5    DPAPI Module:
The (DPAPI) that stands for Data Protection 
API that basically helps in data protection. The 
DPAPI, Data Protection API Mimikatz module 
comes up with the proficiency for pulling out 

Windows stored and saved (and even 
protected) credential data using DPAPI 
module.  DPAPI is the Windows official 
method to preserve or encrypt local or internal 
data that are usually the passwords.  A DPAPI 
blob [10] is a non-transparent binary structure, 
containing the private data of the applications 
that are encrypted using DPAPI. 
Blob: This specific command is used to 
unprotect a DPAPI blob with a master key or 
application programming interface.
Chrome/in:"%localappdata%\Google\Chro
m e \ U s e r D a t a \ D e f a u l t \ L o g i n D a t a " 
/unprotect: This command of DPAPI module 
dumps credentials that are stored and also the 
cookies from the Chrome browser.                       
Protect – This command protects data using 
DPAPI.
Commands: 
DPAPI::blob
DPAPI::chrome/in:"%localappdata%\Google\
Chrome\UserData\Default\LoginData"/unprot
ect
DPAPI::protect 

 
Figure 7: DPAPI blob and protect commands

4.6    SEKURLSA Module:
Dumping the passwords from the memory is 
possible using the SEKURLSA module of 
Mimikatz tool. To use the commands of the 
SEKURLSA module we need to have root 
permissions or else we will face errors. 
Logonpasswords: This command displays a 
list of all accessible provider credentials. 
Krbtgt: This command helps in getting the 
password data of Domain Kerberos service 

account (KRBTGT). 
Kerberos: For all the authenticated and 
verified users. this command lists Kerberos 
credentials. 
Tickets /export: Kerberos tickets of all 
sessions are exported and listed by this 
command. 

Commands:
SEKURLSA::Logonpasswords
SEKURLSA::krbtgt
SEKURLSA::kerberos
SEKURLSA::tickets /export

Figure 8: Recently logged on user credentials

Figure 9: Listing kerberos credentials

4.7    KERBEROS Module:
It is of great interest that he Kerberos module is 
capable of being used without the need of any 
privilege or Admin rights. Microsoft Kerberos 
API is involved and  produces and generates 
the Golden tickets.
Tgt: Information about the current session is 
displayed by this command of Kerberos 
module of Mimikatz tool.
List /export: The Kerberos Tickets are listed by 
this command.

 Figure 10: Listing Kerberos Tickets

5.  Famous Attacks Performed 
Using Mimikatz

5.1    Notpetya Cyber Attack
Notpetya a well-known malware whose prime 
target was Ukraine left multinational 
companies with many knocked down 
computer systems. In Windows devices the 
remaining credentials that are stored in RAM 
were the target of this malware called Notpetya 
[11]. This attack was only possible when 
accounts were logged on at the run time 
because that is when LSASS memory loads the 
credentials which are then hijacked by the 
Mimikatz tool. Notpetya spread escalated 
through the patched and not patched devices 
both without mercy with the union of 
Mimikatz and Eternal Blue [12].  Credentials 
from patched machines were withdrawn with 
Mimikatz whereas credentials from not 
patched devices were pulled out with Eternal 
Blue. 

5.2    Bad Rabbit Ransomware 
A type of Crypto Virus known as Bad Rabbit 
was mainly designed for a specific purpose 
that is to lock or encrypt files through 
Drive-by-Attack [13] where not secure web 
pages are compromised. Using the JavaScript, 
the Bad Rabbit ransomware is inoculated into 
the websites HTML code. The infected file is 
somehow downloaded and looks safe. It does 
not infects the computer system unless and 
until the file is opened of executed [14]. It will 
lock the computer showing its ransomware 
capacity once it is clicked. This ransomware 

will then gather credentials using the credential 
dumper well known tool called Mimikatz.

6.  Defensive Approach Against 
Mimikatz Attacks 

6.1 Updating Your Operating System 
On Your Windows Server
Updating your operating system on your 
windows server will provide more security 
against the Mimikatz attacks. So this 
prevention suggested should be in the to-do 
list. Many corporations security features are 
not available unless and until the functional 
level of Active Directory a.k.a AD is not 
updated to some present-day category version. 

6.2 Debug Rights For Local 
Administrators To Be Disabled On All 
Servers And Workstations 
To bypass many of the local protections, 
Windows has a mode known as “Debug 
Mode”. The main purpose of this Debug Mode 
relates to the troubleshooting process mainly to 
be named as troubleshooting the device drivers 
and many more. In newer Operating Systems, 
this is a default setting and to simply disable 
this particular setting mode in MS 
Configuration, navigate to the boot/Advanced 
options and disable “Debug”.

6.3    In Active Directory Disable The 
Storage Of Plain Text Passwords And 
Password Caching
Password decryption was back in time decided 
to be enabled for users which maybe sadly still 
remains with us. In addition, if no Domain 
Controller [15] is accessible, Windows will 
cache the up to the minute number of 
authentications, which includes the password 
hashes.

1. Introduction

 Biometrics were introduced in 500 BC 
in Babylonian empire. In 1800s, Paris, France, 
first biometric identification system was 
recorded. Edward Henry developed the 
standard of fingerprinting known as Henry 
Classification System. This was considered the 
first system which can identify the unique 
architectures of fingerprints. However, the 
system was acquired by law enforcement for 

identifying the criminals [1].

Similarly, in 1960s, semi-automated facial 
recognition were developed. This recognition 
can be used for unlocking the phone. The law 
enforcement adopted fingerprint and facial 
recognition methods and FBI (Federal Bureau 
of Investigation) invested in its development. 
This was incentive in developing biometric 
sensors for capturing and extracting data. In 
1991, facial detection technology was originat-
ed for real time recognition. The first iris 

1.  Introduction

 This well-known tool known to be 
as Mimikatz was initially derived in 2011 by 
Benjamin Delpy also known as gentilkiwi in, 
they proofed and confirmed how the  protocols 
used for authentication of Microsoft were at 
severe risk to attack. Attackers make use of the 
vulnerability on Windows System to access 
internal storage. We can say that he, Benjamin 
Delpy- the creator of Mimikatz tool created 
one of the most widely are far apart used and 
downloaded hacker tools. There are a lot of 
modules provided by Mimikatz to gather and 
use Windows credential on targeted 
systemswhich basically includes recapture of 

passwords in clear text, LM Hashes (LAN 
Manager), NTLM Hashes (New Technology 
LAN Manager), Kerberos tickets [1] which 
include Golden Kerberos Ticket and Silver 
Kerberos Ticket. From Windows XP and 
forward, Mimikatz run on all Windows 
versions. 

2.  Concepts to be known

2.1     Active Directory
Active Directory that is also known as AD is a 
Microsoft’s directory service. It is more like a 
database that runs on Windows server. The use 
of Active Directory is that is allows 
administrators to manage the access to 
resources I.e. network resources and also 

temperature screening. Srinivas, G. R. [22], 
discussed the challenges by using touch based 
attendance systems and move on to facial 
recognition and also considered other available 
technologies for biometric attendance system. 
Elliot, M. [23], analyzed the challenges and 
opportunities of incorporating emerging 
technologies which include Artificial Intelli-
gence, Internet of Things and Big data used in 
COVID-19 pandemic. Yashaswini et al. [24], 
focused on the image processing and Iot 
technologies such as RFID (Radio Frequency 
Identification), Open CV and SSD (Single 
Shot Detector). However, these techniques are 
used in COVID-19 as an alternative to biomet-
ric scanners. 

5. Conclusion

 This work discusses and assesses the impact of 
COVID-19 on different biometric systems and 
outlines its weakness and strengths. Then we 
discuss evaluation of different biometric detec-
tion and recognition techniques and methods in 
very advanced and compared them which can 
be adopted in this COVID-19 Pandemic. Our 
focus is on the latest biometric technologies 
acquired during COVID. Those organizations, 
where wearing mask is compulsory can adopt 
the system which is having feature of mask 
detection. We proposed an Overview of 
biometric techniques based attendance system 
during COVID. Also we have seen that better 
results are produced by deep learning models 
in real time scenarios. For preventing spread of 
virus through physical contact, attendance 
system which are contact less are focused in 
this paper.
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pal Component Analysis (PCA) and the resul-
tantly achieved accuracy is 95%. [12]. A 
campus health information system is 
introduced that consist of multiple IOT devic-
es, cloud database and personal cloud Pod. It 
can detect and record the identity and real-time 
body temperature and it sends that data to the 
cloud automatically. Then, the centrally 
managed data is distributed to the personal 
cloud Pod. The personal cloud Pod holds all 
data. To activate the decentralized data 
management, the decentralized data manage-
ment model permit students to control the 
server. [10] Covert Human Intelligence Source 
(CHIS) and its structure is proposed. Covert 
Human Intelligence Source (CHIS) consist of 
plural face recognition and body temperature 
detection devices, group of decentralized 
personal cloud data models and two cloud 
databases. CHIS consist of the Face Recogni-
tion Temperature Detection Device (FRTDD) 
part, cloud database part and the personal 
cloud Pod part. The FRTDD is basically the 
data collection part which is constructed by 
Raspberry Pi camera and infrared sensor 
AMG8833. The main processes are initializa-
tion, Daily Processing and nightly updated. 
Two JSON data objects named User Data 
Object and IoT Data Object are created in the 
cloud database to run with FRTDD. The user 
data object saves the user information and the 
IoT data object saves the detected information. 
[13]. For the identification of faces in online 
attendance, web-based tool is developed. Two 
algorithms are used to propose this system, one 
is Local Binary Pattern Histogram (LBPH) and 
the other one is Convolutional Neural Network 
(CNN) for recognizing face. Also Haar 

cascade classifier is used for boosting the 
detection. LBPH visual descriptor is used for 
classification in computer system. In CNN, 
deep learning method used to input image or 
assign relevance make up Multiple Layers of 
artificial neurons. Accuracy found in CNN is 
95% while in LBPH is 78% [15]

2.2. Touch-less fingerprint/Palm scanning 

A device is developed which uses a method 
achieving contactless fingerprint scanning, 
precisely and enhancing the correlation 
factors. The proposed method consist of high 
precision of acquisition process of fingerprint 
as well as effective fingerprint architectural 
technique. Two proximity sensors of infrared 
have been used with contactless fingerprint 
scanner microcontroller (using Arduino IDE). 
It synchronize the sensors by using laser beam 
and the aperture of camera in scanning process. 
In scanning, the distance of 3.5 cm was found 
optimal between camera and targeted finger 
having correlation factor of 59.9%. Reports 
has revealed that the white light and other 
radiations having longer wavelength are 
absorbed by the layer of skin. So blue light is 
used as an alternative which is less absorbed by 
the skin. It results in enhancing the correlation 
factor and generating in high resolution finger-
print image. Then the highest correlation factor 
achieved is 78.12% at 280 lm [3]. Shao & 
Zhong [18], proposed a system for open set 
touch less palm print recognition. They use 
novel deep metric based method W2ML [34]. 
To improve the ability of generalization, deep 
metric learning feature extractor is learned in 
Meta way. To define query and support sets, 

recognition system was registered in 1994 and 
unique features are revealed which can be used 
for authentication [1]. In 1999, Southern 
Minnesota Beet Sugar Cooperative (SMBSC) 
was the first organization which used an iris 
based time and attendance solution. They 
wanted to modern and automate their punch 
card based time and attendance solution and 
they go for biometrics. They decided that hand 
free approach will be suitable for meeting their 
needs. As a solution they integrated iris based 
method [2]. By 2000s, hundreds of biometric 
authentication and recognition systems and 
algorithms were registered in USA. Research 
in biometric is still advance and continued [1]. 

Before biometrics, manual attendance system 
was used for employees and students. By using 
this approach, many drawbacks which include 
error, time consumption, ineffectiveness, 
inconsistency and difficulty to maintain large 
records has been observed. To overcome these 
issues, we switched to biometrics based atten-
dance systems which included finger print 
scanning, thumb scanning, palm scanning, 
facial recognition, iris recognition and signa-
ture based systems. These systems verify the 
input data in database and confirm identity 
according to information defined by admin and 
mark record of authorize person. By using 
biometric system, users can achieve accuracy 
and consistency in a simplified manner. It has 
also enhanced user security and privacy.
In COVID-19 Pandemic, physical interaction 
is restricted and avoided. Biometric attendance 
system which includes thumb scanning or 
fingerprint and signature-based system 
involves physical touch which is risky for 
human health and it increases chance to be 

infected by corona virus. So in COVID-19 
pandemic we move to those biometric systems 
and methods which are touch-less such method 
are facial recognition, touch-less fingerprint 
scanning and iris recognition. By adopting 
these touch-less technologies in any organiza-
tion include schools, offices, universities and 
factories in order to provide safe and secure 
environment and to reduce the causes of 
spreading COVID-19. Our review is on 
biometric methods and techniques adopted in 
COVID pandemic. This will help the lay man 
to understand which technique is more suitable 
for its work or organization to prevent it-self or 
employee from corona virus.

2. Biometric Based Techniques 
Adopted in Covid-19 Pandemic

2.1. Face Recognition Systems      
 
AI (Artificial Intelligence) has powered 
contactless system which is developed for 
marking the student attendance automatically 
by recognizing their faces. An attendance 
report has been generated which is customized. 
Machine Learning algorithms and neural 
networks are used in this system. Neural 
networks are composed of artificial neurons 
having set of algorithms. Convolutional Neural 
Network (CNN) applied to monitor the 
contact-less attendance system. Pre- trained 
models which are basis of computer vision are 
used. For faces, feature extraction is concluded 
and is stored separately. The proposed system 
method is compared with other methodologies 
including Radio Frequency Identification 
(RFID), Support Vector Machine (SVM), 
Linear Discriminant Analysis (LDA), Princi-

multiple sets are sampled which then 
combined into Meta sets.  Hard sample mining 
and weighting are conducted to select informa-
tive Meta sets in order to improve efficiency. 
The accuracy is increased by 9.11% and the 
EER is decreased by 2.97%.

2.3. Face recognition with mask          

A smart attendance system is developed by 
using face recognition algorithm, deep learn-
ing techniques, open CV, python and caffe 
layer network. Mainly two tasks are performed 
by this system. Firstly, face mask detector is 
trained to check if the person is wearing mask 
or not. It will be classified as with mask or 
without mask. Secondly, the person identifica-
tion will be identified with mask. The variabili-
ty changes in human faces such as expression, 
mask, scarf, difficulty will be faced in this 
model [5]. A US health center ‘Client’ decided 
to move to the face recognition time atten-
dance system for eliminating the spread of 
corona virus. The tools and technologies used 
in this system include pytorch, python, 
OpenCV, faiss, and augmentations. The main 
focus is to detect face with mask. The system is 
trained to detect the employee identity who is 
wearing mask by recognizing facial attributes 
(forehead, eye, facial hair etc). Time clock 
entry is also added into the system. Different 
experiments are concluded by using different 
masks with multiple people and the system 
accuracy achieved is 91% [6]. KENT RO 
Systems Limited, announced Kent Cam Atten-
dance, a Next-Gen Touch-less Attendance 
System based on Facial Recognition and 
Artificial Intelligence (AI). This system is the 

extension of AI product portfolio which was 
introduced with KENTCamEye. The system 
used computer vision which is AI based for 
capturing and recognizing the face of an 
employee and attendance will be marked. The 
records are managed by secured cloud applica-
tion. It includes extra features like inbuilt 
algorithm for optional mask detection and have 
a smart alert in case of any person not wearing 
a mask. Also this system include patented 
algorithm for real person detection. The face 
recognition takes less than a second achieving 
accuracy of 99.9 % [7]. Keshavdas, M. [8] 
proposed a contact less system which uses 
facial recognition technology for identifying 
the student facial features and marking atten-
dance automatically. This system can work 
with cloud or on local server or can provide 
hybrid solution. However, this system also 
have features for detecting mask and thermal 
sensors are integrated for checking fever of the 
scanned person. The system can identify four 
thousand unique faces. Depending on the need, 
it can be scaled up to sixty thousand plus faces. 
AttendX-Net facial recognition is developed 
by using ResNet method, multi-layer feed 
forward network and faiss.  The face will be 
scanned through face detection module then 
AttendX-Net API will extract the 128-d vector 
according to architectures (AttendXNetV1 
[29], AttendXNetV2 [30], AttendXNetV3 
[31]) for verification. In results, AttendX-
NetV1 and AttendXNetV2 are having more 
accuracy than AttendXNetV3 [32]. The system 
can also identify the human wearing mask. In 
the trials, 49 people are detected in which 17 
were men and 32 were women. From 882 
trials, when wearing mask the accuracy 
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Different techniques are overviewed and 
discussed which can be adopted for taking 
attendance in COVID-19 Pandemic. It is a major 
concern to reduce the spread of corona virus and 
to have secure attendance system. Mostly face 
recognition techniques are adopted for marking 
attendance and most of them are having good 
results. But face recognition with mask have not 
shown such good results as compared to other 
detections and recognitions. Touch-less finger-
print or palm recognition are considered to be 
moderate. For any organization, face recognition 
and iris detection techniques are more accurate 
and suitable in order to mark attendance in safe 
and protected environment. The accuracy in face 
and iris recognitions are having better results 
than other recognition techniques. They can be 
considered best and suitable approach for mark-
ing attendance and for reducing the spread of 
virus effectively.

3. Challenges in Techniques 
Adopted in Covid-19

• In contact less finger print scanning, the 
distance between finger and camera have 
affected the correlation factor. The 
background light intensity also assorted the 
correlation factor.

• By using Eigenfaces recognition, it is good 
for data representation but not for class 
discrimination in recognizing face.

• Those Face recognitions using thermal 
camera for detecting temperature of the 
person are having conditions. If one person is 
infected by virus and the system fail to show 
increase in temperature he will be allowed to 
enter. In other situation, if the person is not 
infected by virus and the system shows 

increase in temperature then he will be not 
allowed to enter. 

• Wearing mask affects the accuracy of face 
recognition.

• Variable changes in human faces such as 
facial expressions, scarf and lightning condi-
tions may cause difficulty.

• Touch-less sensors are expensive to be 
implemented and it might be not possible for 
some organizations. 

• Misuse of face and iris recognition is a 
concern when it comes to privacy.

4. Related Work 

During COVID-19 Pandemic, many challeng-
es and opportunities and impact of this virus 
have been discussed in different papers. 
Gomez-Barrero et al. [19], discussed about the 
main challenges faced in COVID era on hand 
based and facial biometrics. The researcher 
also described the new opportunities by 
overviewing the existing systems based on iris 
scanners, touch-less biometric recognitions 
and mobile recognitions.  Okereafor et al. [20], 
discussed the control measures for the infec-
tious disease transmission through fingerprint 
recognitions which is touch based and consid-
ered the approaches to make fingerprint 
systems hygienic and safe in order to prevent 
the disease but not focused on touch-less 
systems. Lewis, N. [21], considered the 
biometric technology which include facial 
recognition features using thermal imaging and 
discussed the ethical challenges. The system 
focused on touch free identification and 
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achieved was 56% and when not wearing mask 
the accuracy achieved was 79%. The correct 
total percentage for men was 78% of 612 trials 
and for women it was 77%. Therefore, the 
overall 68% accuracy achieved [11]. A multi 
granularity masked face recognition model is 
proposed by using three types of faced masked 
data sets. A system is having two applications 
named Face Mask Detection and Masked 
Faces Recognition. The Face Mask Detection 
check that everyone must wear the mask. The 
Masked Faces Recognition is an application 
which recognize and verify any person’s face 
who wear the mask. Three types of datasets 
will used for recognition of masked faces that 
are following: (i) Real-World Masked Face 
Recognition Dataset (RMFRD) [26] (ii) 
Masked Faced Detection Dataset (MFDD) 
[25] (iii) Simulated Masked Face Recognition 
Dataset (SMFRD) [27, 28]. RMFRD is now 
the largest real world masked face dataset. The 
recognition accuracy of masked faces achieved 
is 95% [14]. Furthermore, a face mask detec-
tion is proposed that helps in identifying 
whether a student has worn a mask and uses 
Barcode/RFID tags to mark his/her attendance. 
To detect a face mask a combination of HAAR 
Cascade, ADAM classifiers are adopted. With 
‘no mask’, the system achieved accuracy is 
95% and ‘valid mask’ the accuracy is 
88%-92% in proper surroundings. For increas-
ing the accuracy improvement in camera quali-
ty can be made and by keeping distance of 
0.7m for face mask detection [16]. For real 
time mask detection and face recognition, two 
techniques are adopted: Eigen faces and Local 
binary pattern histogram (LBPH). The system 
will capture the image, detects the face and 

mask and attendance will be recorded. The 
LBPH performance is better than Eign faces 
for recognizing the face. The system achieved 
accuracy with eigen faces is 73.3% and 100% 
with LBPH [17]

2.4.  Iris and face recognition

In an access control system (facial or iris 
recognition), thermal camera is integrated for 
detecting the high temperature of an employee. 
As a fever is considered as a main symptom of 
COVID-19, thermal camera will detect that 
person who is having high temperature and 
he/she will be not granted for access and the 
process will be terminated. If the temperature 
is sensed normal by thermal camera, it will 
send green signal and control is transferred to 
the access control system. Then the process 
will be continued to match the record of a 
person in database. If matched, the person will 
grant access otherwise the person is not 
allowed to enter. However this method is 
limited in terms of accuracy [4]. The iris detec-
tion is introduced for the authentication of an 
employee by using the fusion of iris and face 
recognition. This method is highly robust and 
takes less than a second to identify employee 
with time and date. Iris time provides an 
android based platform which can take 
hundreds of time and attendance applications 
[9]. Iris ID’s technology is also used by the 
number of hotels existed in Iraq. However, 
with the help of iris recognition technique- iris 
access, Iris ID’s iCAM 7S biometric scanners 
is used to automate the attendance system [10]. 
Table 1 describes the brief overview of the 
Biometric Techniques.
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allows the administrators to manage the user 
permissions. Everything in Active Directory is 
stored as an object [2], whereas by object we 
mean any single element which could be a 
group, a user, an application or even a device. 
As said earlier, Active directory stores 
everything on network as objects allowing the 
information to be searched and used easier for 
the administrator.

2.2    NTDS.dit
We would not be wrong if we say that 
NTDS.dit fie is the heart of Active Directory 
that stores user accounts. It is basically a ( .dit 
) file that is being used by AD. Because it 
stores the Active Directory data it is sometimes 
referred as a database. It comprises of 
information about the user-objects and 
multiple attributes are possessed by user 
objects, groups and also the group 
membership. Moreover, password hashes for 
all users in the domain are also stored in this 
NTDS.dit file [3].

Both LAN Manager (LM) hash and NT hash of 
the passwords are generated by Windows.   
Local Security Accounts Manager well known 
to be SAM database 
(C:\Windows\System32\config\SAM file) or 
in Active Directory AD 
(C:\Windows\NTDS\NTDS.dit file) [4] are 
basically the locations where these hashes are 
stored. 

2.3    Kerberos
A well-known computer security protocol 
known as Kerberos authenticates the service 
requests across a network between two or more 
hosts, more likely to be across the Internet [5]. 
A secret key cryptography is used and also a 
trusted third party for client server 

authentication and the verification of user’s 
identities. Kerberos is completely designed to 
avoid locally storing passwords and to send to 
send any passwords through the internet 
providing mutual authentication. By this we 
simply mean that both the server’s and user’s 
authenticity is being verified. 

2.4    LSASS and LSA
LSASS is the abbreviation of Local Security 
Authority Server Service and LSA stands for 
Local Security Authority. Within Windows, the 
LSASS.exe is an executable for preserving and 
saving user credentials in memory both for 
internal (local) and domain users. LSASS is 
merely an implementation of Local Security 
Authority. "LSA" is the idea and a conception, 
whereas "lsass.exe" is a procedure and an 
action that is implementing many of the LSA 
functions.

2.5    KDC
A well-known mechanism in cryptography that 
is a key distribution center (KDC), is in charge 
for giving keys to users in a network that 
shares sensitive or confidential data. In a 
network whenever a connection is established 
each time, KDC is requested by both for 
distinctive password generation which is then 
used for verification by end system users. KDC 
(a.k.a) Key Distribution Centre is a type of 
symmetric encryption that allows the access of 
even more than two systems in a network by 
bringing about a distinctive ticket type key for 
shielded connection formation over which data 
and information is shared or spread out, moved 
and even transferred. Before the 
communication takes place, Key Distribution 
Centre is the main server which is called upon. 
Key Distribution Centre is typically used in 
compact grid or networks when link requests 

do not overwhelm the system due to its central 
architecture. Instead of standard key 
encryption, Key Distribution Centre is used 
because every time the connection is 
requested, the key is generated each time, 
which decreases the possibilities of attack.

3.  Mimikatz Attack Capabilities

3.1     Pass-the-Hash attack
A well-known tool for extracting hashes and 
passwords from memory; Mimikatz performs 
Pass-the-Hash attack from Active Directory 
user account. In other words, NTLM hash that 
is used by Windows to deliver passwords is 
obtained by Pass-the-Hash attack. 

3.2    Pass-the-Ticket attack
For impersonating a user on Active Directory 
Domain there is a method that is well known 
that is called as Pass-the-Ticket. It fragments 
and cracks the Kerberos protocol. A Kerberos 
ticket is obtained for a user account and that 
can be used to login as that particular user on 
any other system.

3.3    Kerberos Golden Ticket attack
The encryption of authentication tickets is 
handled by a hidden root account known as 
KRBTGT. It is the default Microsoft Windows 
authentication protocol, Kerberos, which is 
implemented by Microsoft. The ticket for this 
hidden root account KRBTGT is obtained 
through a Kerberos Golden Ticket attack. In a 
Golden Ticket assault, hackers bypass the 
KDC and create their own TGTs to obtain 
access to various resources. A successful 
Golden Ticket assault grants the hacker 
near-unrestricted access to your domain's 
entire infrastructure, including all machines, 
files, directories, and domain controllers 

(DCs). They have the ability to impersonate 
anyone and perform almost any task.

3.4    Kerberos Silver Ticket attack
A faked service authentication ticket is known 
as a Silver Ticket. Silver Ticket is quite similar 
to Golden Ticket in that it involves 
manipulating the Kerberos protocol to gain the 
hacked system's credentials. An attacker using 
Silver Ticket can only falsify ticket-granting 
service (TGS) tickets for certain services. 
Silver Tickets are more difficult to detect than 
Golden Tickets because there is no connection 
between the service and the DC, and any 
logging is local to the targeted system. Hackers 
can use a pass-the-ticket technique to raise 
their access or utilize the service's privileges to 
gain greater access if they have a Silver Ticket.

3.5    Pass-the-Key attack
Because Pass the Hash is a combination of 
Pass the Hash and Pass the Ticket, it's also 
known as Over Pass the Hash Attack. Another 
variation of pass-the-hash, however this time a 
unique key is supplied to impersonate a user 
obtained from a domain controller. To put it 
another way, it gets a unique key that a user can 
use to authenticate to a domain controller. This 
key can be used by the attacker to impersonate 
the user.

3.6    Pass-the-Cache
A very well-known attack known as 
Pass-the-Cache attack is somewhat similar to 
the attack that is previously discussed in this 
paper called Pass-the-Ticket attack. In this case 
the login data that is saved, stored and 
encrypted is used on system that could be 
MAC, UNIX or even LINUX systems.  

4.  Mimikatz Modules

6.4    Change The KRBTGT Account 
Password
Administrators of Active Directory neglect 
changing passwords of the KRBTGT account 
that provides the Golden Ticket to the attackers 
providing the admin rights. There is one more 
thing to take in consideration about the Active 
Directory that it preserver the past and current 
passwords both so therefore, changing the 
passwords twice would be a best 
consideration, ensuring that the two password 
resets are completely synchronized in Active 
Directory AD. 

7.  Conclusion

The exceptionally impressive tool mainly 
invented for penetration testers now being also 
used by the Cyber criminals for malicious 
motives - Mimikatz, attacks pertinent 
Windows systems to gain privilege and dump 
credentials from the memory. This paper has 
covered many sections including the attack 
capabilities and modules of Mimikatz 
followed by the Prevention steps to be taken 
against these attacks. The Mimikatz tool keeps 
on updating its functionality so the defenders 
must take appropriate steps to protect against 
the attacks performed using Mimikatz. 
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4.1    PROCESS Module:
This module of Mimikatz tool is used for 
dealing with the Windows processes. This 
module can also be used for process injection 
[6] and also for the parent process spoofing [7].

Export: This command in the Mimikatz tool 
lists all the functions exported from Dynamic 
Link Libraries, which are files that contain 
code for commonly used programs that each 
running process uses. If a process ID, often 
known as /PID, is not given, the results 
displayed are mimikatz.exe exports.
Import: this command is used for listing all the 
functions imported from the Dynamic Link 
Libraries each running process is using. If a 
process ID that is also known as /PID is not 
specified, then the results displayed are the 
imports of mimikatz.exe. 
List:  This command is used for listing all 
running processes.
Commands: 
PROCESS::export
PROCESS::import
PROCESS::list

 
         

Figure 1: mimikatz tool showing the use of 
export, import and list commands.

4.2    STANDARD Module:
In Mimikatz, the Standard module commands 
can be typed unaccompanied by the module 
name i.e. STANDARD. The purpose of 
Standard module do not need to be prefixed 
with “standard” [8]. They can easily be 
requested at first hand from the Mimikatz.
Commands:
Log: This command is used for journaling 
steps and operations or we can even say actions 
and then just easily taking down the logs that is 
the time-stamped documentation.
Module privilege: This command contains 
some accommodation to work with privileges 
while functioning and running with Mimikatz.
Sleep: In Mimikatz, this command switches to 
sleep mode within the particular defined 
seconds.
base64: This command in the tool show or 
exchange the condition or state of input or 
output to the Base64.
Cd: Current directory is displayed or changed 
by this specific command.

 
Figure 2: privilege::debug when not in root

ERROR:
kuhl_m_privilege_simple; RtlAdjustPrivilege 
(20) c0000061 this error exactly means that the 
client or user does not hold the required 
privileges that is mostly the case when you are 
not the administrator.

 

Figure 3 : Standard module commands
Running as Administrator:
Command: privilege::debug
We get the following output as shown in 
figure:

 
Figure 4: privilege::debug when in root

4.3    NET Module: 
NET module functionality are very much 
similar to the Windows net commands.
Alias: This command displays much of the 
information about the memberships (local 
groups) also including the Remote Desktop 
Users.
Group: This command of NET module 
displays the local or internal groups.
If: If lists the available hostnames and the local 
IP addresses.
Serverinfo: serverinfo command will exhibit 
data about the logged in server.
Session: lists the active running sessions.
Share: available shares are displayed by this 
share command of NET module
Commands:
NET::group
NET::if
NET::serverinfo
NET::session 
NET::share

 
Figure 5: How to utilize NET module 

commands

4.4    CRYPTO Module:
The CRYPTO Mimikatz module comes up 

with modern potential and capacity to interface 
with Windows cryptography functions 
(CryptoAPI) [9] i.e. Cryptography Application 
Programming Interface.
Capi: This command patches Crypto API layer 
for the purpose of easy export.
Certificates: This command of Crypto module 
of Mimikatz tool is used to list and export 
certificate.
Hash: This command provides hash of a 
password with optional username that is being 
provided.
Keys: Key container are listed and exported by 
this key command. 
Providers: providers of cryptography are listed 
by this command.
Stores:  This command lists the cryptographic 
stores.
Commands: 
CRYPTO::CAPI                     
CRYPTO::Certificates            
CRYPTO::Hash 
CRYPTO::Providers                   
CRYPTO::Stores
CRYPTO::Keys

 
Figure 6: Listing down the cryptography 

stores

4.5    DPAPI Module:
The (DPAPI) that stands for Data Protection 
API that basically helps in data protection. The 
DPAPI, Data Protection API Mimikatz module 
comes up with the proficiency for pulling out 

Windows stored and saved (and even 
protected) credential data using DPAPI 
module.  DPAPI is the Windows official 
method to preserve or encrypt local or internal 
data that are usually the passwords.  A DPAPI 
blob [10] is a non-transparent binary structure, 
containing the private data of the applications 
that are encrypted using DPAPI. 
Blob: This specific command is used to 
unprotect a DPAPI blob with a master key or 
application programming interface.
Chrome/in:"%localappdata%\Google\Chro
m e \ U s e r D a t a \ D e f a u l t \ L o g i n D a t a " 
/unprotect: This command of DPAPI module 
dumps credentials that are stored and also the 
cookies from the Chrome browser.                       
Protect – This command protects data using 
DPAPI.
Commands: 
DPAPI::blob
DPAPI::chrome/in:"%localappdata%\Google\
Chrome\UserData\Default\LoginData"/unprot
ect
DPAPI::protect 

 
Figure 7: DPAPI blob and protect commands

4.6    SEKURLSA Module:
Dumping the passwords from the memory is 
possible using the SEKURLSA module of 
Mimikatz tool. To use the commands of the 
SEKURLSA module we need to have root 
permissions or else we will face errors. 
Logonpasswords: This command displays a 
list of all accessible provider credentials. 
Krbtgt: This command helps in getting the 
password data of Domain Kerberos service 

account (KRBTGT). 
Kerberos: For all the authenticated and 
verified users. this command lists Kerberos 
credentials. 
Tickets /export: Kerberos tickets of all 
sessions are exported and listed by this 
command. 

Commands:
SEKURLSA::Logonpasswords
SEKURLSA::krbtgt
SEKURLSA::kerberos
SEKURLSA::tickets /export

Figure 8: Recently logged on user credentials

Figure 9: Listing kerberos credentials

4.7    KERBEROS Module:
It is of great interest that he Kerberos module is 
capable of being used without the need of any 
privilege or Admin rights. Microsoft Kerberos 
API is involved and  produces and generates 
the Golden tickets.
Tgt: Information about the current session is 
displayed by this command of Kerberos 
module of Mimikatz tool.
List /export: The Kerberos Tickets are listed by 
this command.

 Figure 10: Listing Kerberos Tickets

5.  Famous Attacks Performed 
Using Mimikatz

5.1    Notpetya Cyber Attack
Notpetya a well-known malware whose prime 
target was Ukraine left multinational 
companies with many knocked down 
computer systems. In Windows devices the 
remaining credentials that are stored in RAM 
were the target of this malware called Notpetya 
[11]. This attack was only possible when 
accounts were logged on at the run time 
because that is when LSASS memory loads the 
credentials which are then hijacked by the 
Mimikatz tool. Notpetya spread escalated 
through the patched and not patched devices 
both without mercy with the union of 
Mimikatz and Eternal Blue [12].  Credentials 
from patched machines were withdrawn with 
Mimikatz whereas credentials from not 
patched devices were pulled out with Eternal 
Blue. 

5.2    Bad Rabbit Ransomware 
A type of Crypto Virus known as Bad Rabbit 
was mainly designed for a specific purpose 
that is to lock or encrypt files through 
Drive-by-Attack [13] where not secure web 
pages are compromised. Using the JavaScript, 
the Bad Rabbit ransomware is inoculated into 
the websites HTML code. The infected file is 
somehow downloaded and looks safe. It does 
not infects the computer system unless and 
until the file is opened of executed [14]. It will 
lock the computer showing its ransomware 
capacity once it is clicked. This ransomware 

will then gather credentials using the credential 
dumper well known tool called Mimikatz.

6.  Defensive Approach Against 
Mimikatz Attacks 

6.1 Updating Your Operating System 
On Your Windows Server
Updating your operating system on your 
windows server will provide more security 
against the Mimikatz attacks. So this 
prevention suggested should be in the to-do 
list. Many corporations security features are 
not available unless and until the functional 
level of Active Directory a.k.a AD is not 
updated to some present-day category version. 

6.2 Debug Rights For Local 
Administrators To Be Disabled On All 
Servers And Workstations 
To bypass many of the local protections, 
Windows has a mode known as “Debug 
Mode”. The main purpose of this Debug Mode 
relates to the troubleshooting process mainly to 
be named as troubleshooting the device drivers 
and many more. In newer Operating Systems, 
this is a default setting and to simply disable 
this particular setting mode in MS 
Configuration, navigate to the boot/Advanced 
options and disable “Debug”.

6.3    In Active Directory Disable The 
Storage Of Plain Text Passwords And 
Password Caching
Password decryption was back in time decided 
to be enabled for users which maybe sadly still 
remains with us. In addition, if no Domain 
Controller [15] is accessible, Windows will 
cache the up to the minute number of 
authentications, which includes the password 
hashes.

1. Introduction

 Biometrics were introduced in 500 BC 
in Babylonian empire. In 1800s, Paris, France, 
first biometric identification system was 
recorded. Edward Henry developed the 
standard of fingerprinting known as Henry 
Classification System. This was considered the 
first system which can identify the unique 
architectures of fingerprints. However, the 
system was acquired by law enforcement for 

identifying the criminals [1].

Similarly, in 1960s, semi-automated facial 
recognition were developed. This recognition 
can be used for unlocking the phone. The law 
enforcement adopted fingerprint and facial 
recognition methods and FBI (Federal Bureau 
of Investigation) invested in its development. 
This was incentive in developing biometric 
sensors for capturing and extracting data. In 
1991, facial detection technology was originat-
ed for real time recognition. The first iris 

1.  Introduction

 This well-known tool known to be 
as Mimikatz was initially derived in 2011 by 
Benjamin Delpy also known as gentilkiwi in, 
they proofed and confirmed how the  protocols 
used for authentication of Microsoft were at 
severe risk to attack. Attackers make use of the 
vulnerability on Windows System to access 
internal storage. We can say that he, Benjamin 
Delpy- the creator of Mimikatz tool created 
one of the most widely are far apart used and 
downloaded hacker tools. There are a lot of 
modules provided by Mimikatz to gather and 
use Windows credential on targeted 
systemswhich basically includes recapture of 

passwords in clear text, LM Hashes (LAN 
Manager), NTLM Hashes (New Technology 
LAN Manager), Kerberos tickets [1] which 
include Golden Kerberos Ticket and Silver 
Kerberos Ticket. From Windows XP and 
forward, Mimikatz run on all Windows 
versions. 

2.  Concepts to be known

2.1     Active Directory
Active Directory that is also known as AD is a 
Microsoft’s directory service. It is more like a 
database that runs on Windows server. The use 
of Active Directory is that is allows 
administrators to manage the access to 
resources I.e. network resources and also 

temperature screening. Srinivas, G. R. [22], 
discussed the challenges by using touch based 
attendance systems and move on to facial 
recognition and also considered other available 
technologies for biometric attendance system. 
Elliot, M. [23], analyzed the challenges and 
opportunities of incorporating emerging 
technologies which include Artificial Intelli-
gence, Internet of Things and Big data used in 
COVID-19 pandemic. Yashaswini et al. [24], 
focused on the image processing and Iot 
technologies such as RFID (Radio Frequency 
Identification), Open CV and SSD (Single 
Shot Detector). However, these techniques are 
used in COVID-19 as an alternative to biomet-
ric scanners. 

5. Conclusion

 This work discusses and assesses the impact of 
COVID-19 on different biometric systems and 
outlines its weakness and strengths. Then we 
discuss evaluation of different biometric detec-
tion and recognition techniques and methods in 
very advanced and compared them which can 
be adopted in this COVID-19 Pandemic. Our 
focus is on the latest biometric technologies 
acquired during COVID. Those organizations, 
where wearing mask is compulsory can adopt 
the system which is having feature of mask 
detection. We proposed an Overview of 
biometric techniques based attendance system 
during COVID. Also we have seen that better 
results are produced by deep learning models 
in real time scenarios. For preventing spread of 
virus through physical contact, attendance 
system which are contact less are focused in 
this paper.
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allows the administrators to manage the user 
permissions. Everything in Active Directory is 
stored as an object [2], whereas by object we 
mean any single element which could be a 
group, a user, an application or even a device. 
As said earlier, Active directory stores 
everything on network as objects allowing the 
information to be searched and used easier for 
the administrator.

2.2    NTDS.dit
We would not be wrong if we say that 
NTDS.dit fie is the heart of Active Directory 
that stores user accounts. It is basically a ( .dit 
) file that is being used by AD. Because it 
stores the Active Directory data it is sometimes 
referred as a database. It comprises of 
information about the user-objects and 
multiple attributes are possessed by user 
objects, groups and also the group 
membership. Moreover, password hashes for 
all users in the domain are also stored in this 
NTDS.dit file [3].

Both LAN Manager (LM) hash and NT hash of 
the passwords are generated by Windows.   
Local Security Accounts Manager well known 
to be SAM database 
(C:\Windows\System32\config\SAM file) or 
in Active Directory AD 
(C:\Windows\NTDS\NTDS.dit file) [4] are 
basically the locations where these hashes are 
stored. 

2.3    Kerberos
A well-known computer security protocol 
known as Kerberos authenticates the service 
requests across a network between two or more 
hosts, more likely to be across the Internet [5]. 
A secret key cryptography is used and also a 
trusted third party for client server 

authentication and the verification of user’s 
identities. Kerberos is completely designed to 
avoid locally storing passwords and to send to 
send any passwords through the internet 
providing mutual authentication. By this we 
simply mean that both the server’s and user’s 
authenticity is being verified. 

2.4    LSASS and LSA
LSASS is the abbreviation of Local Security 
Authority Server Service and LSA stands for 
Local Security Authority. Within Windows, the 
LSASS.exe is an executable for preserving and 
saving user credentials in memory both for 
internal (local) and domain users. LSASS is 
merely an implementation of Local Security 
Authority. "LSA" is the idea and a conception, 
whereas "lsass.exe" is a procedure and an 
action that is implementing many of the LSA 
functions.

2.5    KDC
A well-known mechanism in cryptography that 
is a key distribution center (KDC), is in charge 
for giving keys to users in a network that 
shares sensitive or confidential data. In a 
network whenever a connection is established 
each time, KDC is requested by both for 
distinctive password generation which is then 
used for verification by end system users. KDC 
(a.k.a) Key Distribution Centre is a type of 
symmetric encryption that allows the access of 
even more than two systems in a network by 
bringing about a distinctive ticket type key for 
shielded connection formation over which data 
and information is shared or spread out, moved 
and even transferred. Before the 
communication takes place, Key Distribution 
Centre is the main server which is called upon. 
Key Distribution Centre is typically used in 
compact grid or networks when link requests 

do not overwhelm the system due to its central 
architecture. Instead of standard key 
encryption, Key Distribution Centre is used 
because every time the connection is 
requested, the key is generated each time, 
which decreases the possibilities of attack.

3.  Mimikatz Attack Capabilities

3.1     Pass-the-Hash attack
A well-known tool for extracting hashes and 
passwords from memory; Mimikatz performs 
Pass-the-Hash attack from Active Directory 
user account. In other words, NTLM hash that 
is used by Windows to deliver passwords is 
obtained by Pass-the-Hash attack. 

3.2    Pass-the-Ticket attack
For impersonating a user on Active Directory 
Domain there is a method that is well known 
that is called as Pass-the-Ticket. It fragments 
and cracks the Kerberos protocol. A Kerberos 
ticket is obtained for a user account and that 
can be used to login as that particular user on 
any other system.

3.3    Kerberos Golden Ticket attack
The encryption of authentication tickets is 
handled by a hidden root account known as 
KRBTGT. It is the default Microsoft Windows 
authentication protocol, Kerberos, which is 
implemented by Microsoft. The ticket for this 
hidden root account KRBTGT is obtained 
through a Kerberos Golden Ticket attack. In a 
Golden Ticket assault, hackers bypass the 
KDC and create their own TGTs to obtain 
access to various resources. A successful 
Golden Ticket assault grants the hacker 
near-unrestricted access to your domain's 
entire infrastructure, including all machines, 
files, directories, and domain controllers 

(DCs). They have the ability to impersonate 
anyone and perform almost any task.

3.4    Kerberos Silver Ticket attack
A faked service authentication ticket is known 
as a Silver Ticket. Silver Ticket is quite similar 
to Golden Ticket in that it involves 
manipulating the Kerberos protocol to gain the 
hacked system's credentials. An attacker using 
Silver Ticket can only falsify ticket-granting 
service (TGS) tickets for certain services. 
Silver Tickets are more difficult to detect than 
Golden Tickets because there is no connection 
between the service and the DC, and any 
logging is local to the targeted system. Hackers 
can use a pass-the-ticket technique to raise 
their access or utilize the service's privileges to 
gain greater access if they have a Silver Ticket.

3.5    Pass-the-Key attack
Because Pass the Hash is a combination of 
Pass the Hash and Pass the Ticket, it's also 
known as Over Pass the Hash Attack. Another 
variation of pass-the-hash, however this time a 
unique key is supplied to impersonate a user 
obtained from a domain controller. To put it 
another way, it gets a unique key that a user can 
use to authenticate to a domain controller. This 
key can be used by the attacker to impersonate 
the user.

3.6    Pass-the-Cache
A very well-known attack known as 
Pass-the-Cache attack is somewhat similar to 
the attack that is previously discussed in this 
paper called Pass-the-Ticket attack. In this case 
the login data that is saved, stored and 
encrypted is used on system that could be 
MAC, UNIX or even LINUX systems.  

4.  Mimikatz Modules

6.4    Change The KRBTGT Account 
Password
Administrators of Active Directory neglect 
changing passwords of the KRBTGT account 
that provides the Golden Ticket to the attackers 
providing the admin rights. There is one more 
thing to take in consideration about the Active 
Directory that it preserver the past and current 
passwords both so therefore, changing the 
passwords twice would be a best 
consideration, ensuring that the two password 
resets are completely synchronized in Active 
Directory AD. 

7.  Conclusion

The exceptionally impressive tool mainly 
invented for penetration testers now being also 
used by the Cyber criminals for malicious 
motives - Mimikatz, attacks pertinent 
Windows systems to gain privilege and dump 
credentials from the memory. This paper has 
covered many sections including the attack 
capabilities and modules of Mimikatz 
followed by the Prevention steps to be taken 
against these attacks. The Mimikatz tool keeps 
on updating its functionality so the defenders 
must take appropriate steps to protect against 
the attacks performed using Mimikatz. 
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TABLE 1. Overview of Biometric Techniques adopted in Covid-19 for attendance purpose

S.No. Authors / Methodology Category Remarks
 Organizations 

1 Oduah et al. [3] Finger print acquisition  Contact less fingerprint The highest fingerprint 
  process, fingerprint  scanning. correlation factor 78.12%
  architectural technique.  was achieved at 280 lm.

2 Dhawale, S. P. [5] face recognition algorithm,  Face detection with  The recognition is difficult 
  deep learning techniques, mask. in case of variation face 
  open CV, python and  expressions.
  caffe layer network  

3 Kent RO [7] Facial Recognition and  Face recognition Robust and achieved
  Artificial Intelligence  accuracy of 99.9%.

4 Keshavdas, M. [8] Facial recognition  Face detection, fever It can be scaled up to sixty
  technology integrated,  detection thousand plus faces.
  thermal sensor   

5 Securityinfowatch  Fusion of iris and face  Face and iris recognition Highly robust model to identify
 [9] recognition  the user with time and date.

6 Bist et al. [11] ResNet method and  Face recognition with Overall achieved accuracy
  multi-layer feed forward  mask is 68%. Comparatively 
  network and faiss   low accuracy.

7 Rajamanogaran,  Machine Learning  Face recognition Achieved accuracy 95%.
 M. et al., [12] algorithms and neural 
  networks  

8 Wu, et al., [13] the Face Recognition  Face recognition and Wearing mask will affect  
  Temperature Detection  temperature detection the accuracy of face 
  Device (FRTDD) part,   recognition.
  cloud database part and 
  the personal cloud Pod 
  part  

9 Suhaimin, et al., Eigen faces and Local  Face detection with mask The accuracy achieved for
 [17] binary pattern histogram   Eigen faces is 73.3% and 
  (LBPH)  for LBPH it is 100%

10 Indatalabs, [6] pytorch, python, open CV,  Face detection with mask Accuracy achieved is 91%
  faiss, and albumentations 

11 Archana, et al.  Binary Pattern Histogram  Face recognition Accuracy found in CNN is 
 [15] (LBPH) and Convolutional  95% while in LBPH is 78%
  Neural Network (CNN)  

12 Jain et al. [16] HAAR Cascade, ADAM  Face detection with mask ‘No mask’, the system accuracy
  classifiers  is 95%. ‘valid mask’ the 
    accuracy is 88% to 92%

13 Gupta et al. [4] Access control system  Face or iris detection There is a need of more work
  with thermal camera   on camera and it can be
  integrated.  advanced for better results.

14  Wang, et al. [14] Three data sets MFDD,  Masked face recognition The recognition accuracy of
  RMFRD and SMFRD.  masked faces achieved is 95%

15 Shao, & Zhong  Deep metric learning- Touch less palm print  Accuracy is increased by up
 [18] based feature extractor recognition to 9.11%

4.1    PROCESS Module:
This module of Mimikatz tool is used for 
dealing with the Windows processes. This 
module can also be used for process injection 
[6] and also for the parent process spoofing [7].

Export: This command in the Mimikatz tool 
lists all the functions exported from Dynamic 
Link Libraries, which are files that contain 
code for commonly used programs that each 
running process uses. If a process ID, often 
known as /PID, is not given, the results 
displayed are mimikatz.exe exports.
Import: this command is used for listing all the 
functions imported from the Dynamic Link 
Libraries each running process is using. If a 
process ID that is also known as /PID is not 
specified, then the results displayed are the 
imports of mimikatz.exe. 
List:  This command is used for listing all 
running processes.
Commands: 
PROCESS::export
PROCESS::import
PROCESS::list

 
         

Figure 1: mimikatz tool showing the use of 
export, import and list commands.

4.2    STANDARD Module:
In Mimikatz, the Standard module commands 
can be typed unaccompanied by the module 
name i.e. STANDARD. The purpose of 
Standard module do not need to be prefixed 
with “standard” [8]. They can easily be 
requested at first hand from the Mimikatz.
Commands:
Log: This command is used for journaling 
steps and operations or we can even say actions 
and then just easily taking down the logs that is 
the time-stamped documentation.
Module privilege: This command contains 
some accommodation to work with privileges 
while functioning and running with Mimikatz.
Sleep: In Mimikatz, this command switches to 
sleep mode within the particular defined 
seconds.
base64: This command in the tool show or 
exchange the condition or state of input or 
output to the Base64.
Cd: Current directory is displayed or changed 
by this specific command.

 
Figure 2: privilege::debug when not in root

ERROR:
kuhl_m_privilege_simple; RtlAdjustPrivilege 
(20) c0000061 this error exactly means that the 
client or user does not hold the required 
privileges that is mostly the case when you are 
not the administrator.

 

Figure 3 : Standard module commands
Running as Administrator:
Command: privilege::debug
We get the following output as shown in 
figure:

 
Figure 4: privilege::debug when in root

4.3    NET Module: 
NET module functionality are very much 
similar to the Windows net commands.
Alias: This command displays much of the 
information about the memberships (local 
groups) also including the Remote Desktop 
Users.
Group: This command of NET module 
displays the local or internal groups.
If: If lists the available hostnames and the local 
IP addresses.
Serverinfo: serverinfo command will exhibit 
data about the logged in server.
Session: lists the active running sessions.
Share: available shares are displayed by this 
share command of NET module
Commands:
NET::group
NET::if
NET::serverinfo
NET::session 
NET::share

 
Figure 5: How to utilize NET module 

commands

4.4    CRYPTO Module:
The CRYPTO Mimikatz module comes up 

with modern potential and capacity to interface 
with Windows cryptography functions 
(CryptoAPI) [9] i.e. Cryptography Application 
Programming Interface.
Capi: This command patches Crypto API layer 
for the purpose of easy export.
Certificates: This command of Crypto module 
of Mimikatz tool is used to list and export 
certificate.
Hash: This command provides hash of a 
password with optional username that is being 
provided.
Keys: Key container are listed and exported by 
this key command. 
Providers: providers of cryptography are listed 
by this command.
Stores:  This command lists the cryptographic 
stores.
Commands: 
CRYPTO::CAPI                     
CRYPTO::Certificates            
CRYPTO::Hash 
CRYPTO::Providers                   
CRYPTO::Stores
CRYPTO::Keys

 
Figure 6: Listing down the cryptography 

stores

4.5    DPAPI Module:
The (DPAPI) that stands for Data Protection 
API that basically helps in data protection. The 
DPAPI, Data Protection API Mimikatz module 
comes up with the proficiency for pulling out 

Windows stored and saved (and even 
protected) credential data using DPAPI 
module.  DPAPI is the Windows official 
method to preserve or encrypt local or internal 
data that are usually the passwords.  A DPAPI 
blob [10] is a non-transparent binary structure, 
containing the private data of the applications 
that are encrypted using DPAPI. 
Blob: This specific command is used to 
unprotect a DPAPI blob with a master key or 
application programming interface.
Chrome/in:"%localappdata%\Google\Chro
m e \ U s e r D a t a \ D e f a u l t \ L o g i n D a t a " 
/unprotect: This command of DPAPI module 
dumps credentials that are stored and also the 
cookies from the Chrome browser.                       
Protect – This command protects data using 
DPAPI.
Commands: 
DPAPI::blob
DPAPI::chrome/in:"%localappdata%\Google\
Chrome\UserData\Default\LoginData"/unprot
ect
DPAPI::protect 

 
Figure 7: DPAPI blob and protect commands

4.6    SEKURLSA Module:
Dumping the passwords from the memory is 
possible using the SEKURLSA module of 
Mimikatz tool. To use the commands of the 
SEKURLSA module we need to have root 
permissions or else we will face errors. 
Logonpasswords: This command displays a 
list of all accessible provider credentials. 
Krbtgt: This command helps in getting the 
password data of Domain Kerberos service 

account (KRBTGT). 
Kerberos: For all the authenticated and 
verified users. this command lists Kerberos 
credentials. 
Tickets /export: Kerberos tickets of all 
sessions are exported and listed by this 
command. 

Commands:
SEKURLSA::Logonpasswords
SEKURLSA::krbtgt
SEKURLSA::kerberos
SEKURLSA::tickets /export

Figure 8: Recently logged on user credentials

Figure 9: Listing kerberos credentials

4.7    KERBEROS Module:
It is of great interest that he Kerberos module is 
capable of being used without the need of any 
privilege or Admin rights. Microsoft Kerberos 
API is involved and  produces and generates 
the Golden tickets.
Tgt: Information about the current session is 
displayed by this command of Kerberos 
module of Mimikatz tool.
List /export: The Kerberos Tickets are listed by 
this command.

 Figure 10: Listing Kerberos Tickets

5.  Famous Attacks Performed 
Using Mimikatz

5.1    Notpetya Cyber Attack
Notpetya a well-known malware whose prime 
target was Ukraine left multinational 
companies with many knocked down 
computer systems. In Windows devices the 
remaining credentials that are stored in RAM 
were the target of this malware called Notpetya 
[11]. This attack was only possible when 
accounts were logged on at the run time 
because that is when LSASS memory loads the 
credentials which are then hijacked by the 
Mimikatz tool. Notpetya spread escalated 
through the patched and not patched devices 
both without mercy with the union of 
Mimikatz and Eternal Blue [12].  Credentials 
from patched machines were withdrawn with 
Mimikatz whereas credentials from not 
patched devices were pulled out with Eternal 
Blue. 

5.2    Bad Rabbit Ransomware 
A type of Crypto Virus known as Bad Rabbit 
was mainly designed for a specific purpose 
that is to lock or encrypt files through 
Drive-by-Attack [13] where not secure web 
pages are compromised. Using the JavaScript, 
the Bad Rabbit ransomware is inoculated into 
the websites HTML code. The infected file is 
somehow downloaded and looks safe. It does 
not infects the computer system unless and 
until the file is opened of executed [14]. It will 
lock the computer showing its ransomware 
capacity once it is clicked. This ransomware 

will then gather credentials using the credential 
dumper well known tool called Mimikatz.

6.  Defensive Approach Against 
Mimikatz Attacks 

6.1 Updating Your Operating System 
On Your Windows Server
Updating your operating system on your 
windows server will provide more security 
against the Mimikatz attacks. So this 
prevention suggested should be in the to-do 
list. Many corporations security features are 
not available unless and until the functional 
level of Active Directory a.k.a AD is not 
updated to some present-day category version. 

6.2 Debug Rights For Local 
Administrators To Be Disabled On All 
Servers And Workstations 
To bypass many of the local protections, 
Windows has a mode known as “Debug 
Mode”. The main purpose of this Debug Mode 
relates to the troubleshooting process mainly to 
be named as troubleshooting the device drivers 
and many more. In newer Operating Systems, 
this is a default setting and to simply disable 
this particular setting mode in MS 
Configuration, navigate to the boot/Advanced 
options and disable “Debug”.

6.3    In Active Directory Disable The 
Storage Of Plain Text Passwords And 
Password Caching
Password decryption was back in time decided 
to be enabled for users which maybe sadly still 
remains with us. In addition, if no Domain 
Controller [15] is accessible, Windows will 
cache the up to the minute number of 
authentications, which includes the password 
hashes.

1.  Introduction

 This well-known tool known to be 
as Mimikatz was initially derived in 2011 by 
Benjamin Delpy also known as gentilkiwi in, 
they proofed and confirmed how the  protocols 
used for authentication of Microsoft were at 
severe risk to attack. Attackers make use of the 
vulnerability on Windows System to access 
internal storage. We can say that he, Benjamin 
Delpy- the creator of Mimikatz tool created 
one of the most widely are far apart used and 
downloaded hacker tools. There are a lot of 
modules provided by Mimikatz to gather and 
use Windows credential on targeted 
systemswhich basically includes recapture of 

passwords in clear text, LM Hashes (LAN 
Manager), NTLM Hashes (New Technology 
LAN Manager), Kerberos tickets [1] which 
include Golden Kerberos Ticket and Silver 
Kerberos Ticket. From Windows XP and 
forward, Mimikatz run on all Windows 
versions. 

2.  Concepts to be known

2.1     Active Directory
Active Directory that is also known as AD is a 
Microsoft’s directory service. It is more like a 
database that runs on Windows server. The use 
of Active Directory is that is allows 
administrators to manage the access to 
resources I.e. network resources and also 



pal Component Analysis (PCA) and the resul-
tantly achieved accuracy is 95%. [12]. A 
campus health information system is 
introduced that consist of multiple IOT devic-
es, cloud database and personal cloud Pod. It 
can detect and record the identity and real-time 
body temperature and it sends that data to the 
cloud automatically. Then, the centrally 
managed data is distributed to the personal 
cloud Pod. The personal cloud Pod holds all 
data. To activate the decentralized data 
management, the decentralized data manage-
ment model permit students to control the 
server. [10] Covert Human Intelligence Source 
(CHIS) and its structure is proposed. Covert 
Human Intelligence Source (CHIS) consist of 
plural face recognition and body temperature 
detection devices, group of decentralized 
personal cloud data models and two cloud 
databases. CHIS consist of the Face Recogni-
tion Temperature Detection Device (FRTDD) 
part, cloud database part and the personal 
cloud Pod part. The FRTDD is basically the 
data collection part which is constructed by 
Raspberry Pi camera and infrared sensor 
AMG8833. The main processes are initializa-
tion, Daily Processing and nightly updated. 
Two JSON data objects named User Data 
Object and IoT Data Object are created in the 
cloud database to run with FRTDD. The user 
data object saves the user information and the 
IoT data object saves the detected information. 
[13]. For the identification of faces in online 
attendance, web-based tool is developed. Two 
algorithms are used to propose this system, one 
is Local Binary Pattern Histogram (LBPH) and 
the other one is Convolutional Neural Network 
(CNN) for recognizing face. Also Haar 

cascade classifier is used for boosting the 
detection. LBPH visual descriptor is used for 
classification in computer system. In CNN, 
deep learning method used to input image or 
assign relevance make up Multiple Layers of 
artificial neurons. Accuracy found in CNN is 
95% while in LBPH is 78% [15]

2.2. Touch-less fingerprint/Palm scanning 

A device is developed which uses a method 
achieving contactless fingerprint scanning, 
precisely and enhancing the correlation 
factors. The proposed method consist of high 
precision of acquisition process of fingerprint 
as well as effective fingerprint architectural 
technique. Two proximity sensors of infrared 
have been used with contactless fingerprint 
scanner microcontroller (using Arduino IDE). 
It synchronize the sensors by using laser beam 
and the aperture of camera in scanning process. 
In scanning, the distance of 3.5 cm was found 
optimal between camera and targeted finger 
having correlation factor of 59.9%. Reports 
has revealed that the white light and other 
radiations having longer wavelength are 
absorbed by the layer of skin. So blue light is 
used as an alternative which is less absorbed by 
the skin. It results in enhancing the correlation 
factor and generating in high resolution finger-
print image. Then the highest correlation factor 
achieved is 78.12% at 280 lm [3]. Shao & 
Zhong [18], proposed a system for open set 
touch less palm print recognition. They use 
novel deep metric based method W2ML [34]. 
To improve the ability of generalization, deep 
metric learning feature extractor is learned in 
Meta way. To define query and support sets, 

recognition system was registered in 1994 and 
unique features are revealed which can be used 
for authentication [1]. In 1999, Southern 
Minnesota Beet Sugar Cooperative (SMBSC) 
was the first organization which used an iris 
based time and attendance solution. They 
wanted to modern and automate their punch 
card based time and attendance solution and 
they go for biometrics. They decided that hand 
free approach will be suitable for meeting their 
needs. As a solution they integrated iris based 
method [2]. By 2000s, hundreds of biometric 
authentication and recognition systems and 
algorithms were registered in USA. Research 
in biometric is still advance and continued [1]. 

Before biometrics, manual attendance system 
was used for employees and students. By using 
this approach, many drawbacks which include 
error, time consumption, ineffectiveness, 
inconsistency and difficulty to maintain large 
records has been observed. To overcome these 
issues, we switched to biometrics based atten-
dance systems which included finger print 
scanning, thumb scanning, palm scanning, 
facial recognition, iris recognition and signa-
ture based systems. These systems verify the 
input data in database and confirm identity 
according to information defined by admin and 
mark record of authorize person. By using 
biometric system, users can achieve accuracy 
and consistency in a simplified manner. It has 
also enhanced user security and privacy.
In COVID-19 Pandemic, physical interaction 
is restricted and avoided. Biometric attendance 
system which includes thumb scanning or 
fingerprint and signature-based system 
involves physical touch which is risky for 
human health and it increases chance to be 

infected by corona virus. So in COVID-19 
pandemic we move to those biometric systems 
and methods which are touch-less such method 
are facial recognition, touch-less fingerprint 
scanning and iris recognition. By adopting 
these touch-less technologies in any organiza-
tion include schools, offices, universities and 
factories in order to provide safe and secure 
environment and to reduce the causes of 
spreading COVID-19. Our review is on 
biometric methods and techniques adopted in 
COVID pandemic. This will help the lay man 
to understand which technique is more suitable 
for its work or organization to prevent it-self or 
employee from corona virus.

2. Biometric Based Techniques 
Adopted in Covid-19 Pandemic

2.1. Face Recognition Systems      
 
AI (Artificial Intelligence) has powered 
contactless system which is developed for 
marking the student attendance automatically 
by recognizing their faces. An attendance 
report has been generated which is customized. 
Machine Learning algorithms and neural 
networks are used in this system. Neural 
networks are composed of artificial neurons 
having set of algorithms. Convolutional Neural 
Network (CNN) applied to monitor the 
contact-less attendance system. Pre- trained 
models which are basis of computer vision are 
used. For faces, feature extraction is concluded 
and is stored separately. The proposed system 
method is compared with other methodologies 
including Radio Frequency Identification 
(RFID), Support Vector Machine (SVM), 
Linear Discriminant Analysis (LDA), Princi-

multiple sets are sampled which then 
combined into Meta sets.  Hard sample mining 
and weighting are conducted to select informa-
tive Meta sets in order to improve efficiency. 
The accuracy is increased by 9.11% and the 
EER is decreased by 2.97%.

2.3. Face recognition with mask          

A smart attendance system is developed by 
using face recognition algorithm, deep learn-
ing techniques, open CV, python and caffe 
layer network. Mainly two tasks are performed 
by this system. Firstly, face mask detector is 
trained to check if the person is wearing mask 
or not. It will be classified as with mask or 
without mask. Secondly, the person identifica-
tion will be identified with mask. The variabili-
ty changes in human faces such as expression, 
mask, scarf, difficulty will be faced in this 
model [5]. A US health center ‘Client’ decided 
to move to the face recognition time atten-
dance system for eliminating the spread of 
corona virus. The tools and technologies used 
in this system include pytorch, python, 
OpenCV, faiss, and augmentations. The main 
focus is to detect face with mask. The system is 
trained to detect the employee identity who is 
wearing mask by recognizing facial attributes 
(forehead, eye, facial hair etc). Time clock 
entry is also added into the system. Different 
experiments are concluded by using different 
masks with multiple people and the system 
accuracy achieved is 91% [6]. KENT RO 
Systems Limited, announced Kent Cam Atten-
dance, a Next-Gen Touch-less Attendance 
System based on Facial Recognition and 
Artificial Intelligence (AI). This system is the 

extension of AI product portfolio which was 
introduced with KENTCamEye. The system 
used computer vision which is AI based for 
capturing and recognizing the face of an 
employee and attendance will be marked. The 
records are managed by secured cloud applica-
tion. It includes extra features like inbuilt 
algorithm for optional mask detection and have 
a smart alert in case of any person not wearing 
a mask. Also this system include patented 
algorithm for real person detection. The face 
recognition takes less than a second achieving 
accuracy of 99.9 % [7]. Keshavdas, M. [8] 
proposed a contact less system which uses 
facial recognition technology for identifying 
the student facial features and marking atten-
dance automatically. This system can work 
with cloud or on local server or can provide 
hybrid solution. However, this system also 
have features for detecting mask and thermal 
sensors are integrated for checking fever of the 
scanned person. The system can identify four 
thousand unique faces. Depending on the need, 
it can be scaled up to sixty thousand plus faces. 
AttendX-Net facial recognition is developed 
by using ResNet method, multi-layer feed 
forward network and faiss.  The face will be 
scanned through face detection module then 
AttendX-Net API will extract the 128-d vector 
according to architectures (AttendXNetV1 
[29], AttendXNetV2 [30], AttendXNetV3 
[31]) for verification. In results, AttendX-
NetV1 and AttendXNetV2 are having more 
accuracy than AttendXNetV3 [32]. The system 
can also identify the human wearing mask. In 
the trials, 49 people are detected in which 17 
were men and 32 were women. From 882 
trials, when wearing mask the accuracy 
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Different techniques are overviewed and 
discussed which can be adopted for taking 
attendance in COVID-19 Pandemic. It is a major 
concern to reduce the spread of corona virus and 
to have secure attendance system. Mostly face 
recognition techniques are adopted for marking 
attendance and most of them are having good 
results. But face recognition with mask have not 
shown such good results as compared to other 
detections and recognitions. Touch-less finger-
print or palm recognition are considered to be 
moderate. For any organization, face recognition 
and iris detection techniques are more accurate 
and suitable in order to mark attendance in safe 
and protected environment. The accuracy in face 
and iris recognitions are having better results 
than other recognition techniques. They can be 
considered best and suitable approach for mark-
ing attendance and for reducing the spread of 
virus effectively.

3. Challenges in Techniques 
Adopted in Covid-19

• In contact less finger print scanning, the 
distance between finger and camera have 
affected the correlation factor. The 
background light intensity also assorted the 
correlation factor.

• By using Eigenfaces recognition, it is good 
for data representation but not for class 
discrimination in recognizing face.

• Those Face recognitions using thermal 
camera for detecting temperature of the 
person are having conditions. If one person is 
infected by virus and the system fail to show 
increase in temperature he will be allowed to 
enter. In other situation, if the person is not 
infected by virus and the system shows 

increase in temperature then he will be not 
allowed to enter. 

• Wearing mask affects the accuracy of face 
recognition.

• Variable changes in human faces such as 
facial expressions, scarf and lightning condi-
tions may cause difficulty.

• Touch-less sensors are expensive to be 
implemented and it might be not possible for 
some organizations. 

• Misuse of face and iris recognition is a 
concern when it comes to privacy.

4. Related Work 

During COVID-19 Pandemic, many challeng-
es and opportunities and impact of this virus 
have been discussed in different papers. 
Gomez-Barrero et al. [19], discussed about the 
main challenges faced in COVID era on hand 
based and facial biometrics. The researcher 
also described the new opportunities by 
overviewing the existing systems based on iris 
scanners, touch-less biometric recognitions 
and mobile recognitions.  Okereafor et al. [20], 
discussed the control measures for the infec-
tious disease transmission through fingerprint 
recognitions which is touch based and consid-
ered the approaches to make fingerprint 
systems hygienic and safe in order to prevent 
the disease but not focused on touch-less 
systems. Lewis, N. [21], considered the 
biometric technology which include facial 
recognition features using thermal imaging and 
discussed the ethical challenges. The system 
focused on touch free identification and 
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achieved was 56% and when not wearing mask 
the accuracy achieved was 79%. The correct 
total percentage for men was 78% of 612 trials 
and for women it was 77%. Therefore, the 
overall 68% accuracy achieved [11]. A multi 
granularity masked face recognition model is 
proposed by using three types of faced masked 
data sets. A system is having two applications 
named Face Mask Detection and Masked 
Faces Recognition. The Face Mask Detection 
check that everyone must wear the mask. The 
Masked Faces Recognition is an application 
which recognize and verify any person’s face 
who wear the mask. Three types of datasets 
will used for recognition of masked faces that 
are following: (i) Real-World Masked Face 
Recognition Dataset (RMFRD) [26] (ii) 
Masked Faced Detection Dataset (MFDD) 
[25] (iii) Simulated Masked Face Recognition 
Dataset (SMFRD) [27, 28]. RMFRD is now 
the largest real world masked face dataset. The 
recognition accuracy of masked faces achieved 
is 95% [14]. Furthermore, a face mask detec-
tion is proposed that helps in identifying 
whether a student has worn a mask and uses 
Barcode/RFID tags to mark his/her attendance. 
To detect a face mask a combination of HAAR 
Cascade, ADAM classifiers are adopted. With 
‘no mask’, the system achieved accuracy is 
95% and ‘valid mask’ the accuracy is 
88%-92% in proper surroundings. For increas-
ing the accuracy improvement in camera quali-
ty can be made and by keeping distance of 
0.7m for face mask detection [16]. For real 
time mask detection and face recognition, two 
techniques are adopted: Eigen faces and Local 
binary pattern histogram (LBPH). The system 
will capture the image, detects the face and 

mask and attendance will be recorded. The 
LBPH performance is better than Eign faces 
for recognizing the face. The system achieved 
accuracy with eigen faces is 73.3% and 100% 
with LBPH [17]

2.4.  Iris and face recognition

In an access control system (facial or iris 
recognition), thermal camera is integrated for 
detecting the high temperature of an employee. 
As a fever is considered as a main symptom of 
COVID-19, thermal camera will detect that 
person who is having high temperature and 
he/she will be not granted for access and the 
process will be terminated. If the temperature 
is sensed normal by thermal camera, it will 
send green signal and control is transferred to 
the access control system. Then the process 
will be continued to match the record of a 
person in database. If matched, the person will 
grant access otherwise the person is not 
allowed to enter. However this method is 
limited in terms of accuracy [4]. The iris detec-
tion is introduced for the authentication of an 
employee by using the fusion of iris and face 
recognition. This method is highly robust and 
takes less than a second to identify employee 
with time and date. Iris time provides an 
android based platform which can take 
hundreds of time and attendance applications 
[9]. Iris ID’s technology is also used by the 
number of hotels existed in Iraq. However, 
with the help of iris recognition technique- iris 
access, Iris ID’s iCAM 7S biometric scanners 
is used to automate the attendance system [10]. 
Table 1 describes the brief overview of the 
Biometric Techniques.

1. Introduction

 Biometrics were introduced in 500 BC 
in Babylonian empire. In 1800s, Paris, France, 
first biometric identification system was 
recorded. Edward Henry developed the 
standard of fingerprinting known as Henry 
Classification System. This was considered the 
first system which can identify the unique 
architectures of fingerprints. However, the 
system was acquired by law enforcement for 

identifying the criminals [1].

Similarly, in 1960s, semi-automated facial 
recognition were developed. This recognition 
can be used for unlocking the phone. The law 
enforcement adopted fingerprint and facial 
recognition methods and FBI (Federal Bureau 
of Investigation) invested in its development. 
This was incentive in developing biometric 
sensors for capturing and extracting data. In 
1991, facial detection technology was originat-
ed for real time recognition. The first iris 

temperature screening. Srinivas, G. R. [22], 
discussed the challenges by using touch based 
attendance systems and move on to facial 
recognition and also considered other available 
technologies for biometric attendance system. 
Elliot, M. [23], analyzed the challenges and 
opportunities of incorporating emerging 
technologies which include Artificial Intelli-
gence, Internet of Things and Big data used in 
COVID-19 pandemic. Yashaswini et al. [24], 
focused on the image processing and Iot 
technologies such as RFID (Radio Frequency 
Identification), Open CV and SSD (Single 
Shot Detector). However, these techniques are 
used in COVID-19 as an alternative to biomet-
ric scanners. 

5. Conclusion

 This work discusses and assesses the impact of 
COVID-19 on different biometric systems and 
outlines its weakness and strengths. Then we 
discuss evaluation of different biometric detec-
tion and recognition techniques and methods in 
very advanced and compared them which can 
be adopted in this COVID-19 Pandemic. Our 
focus is on the latest biometric technologies 
acquired during COVID. Those organizations, 
where wearing mask is compulsory can adopt 
the system which is having feature of mask 
detection. We proposed an Overview of 
biometric techniques based attendance system 
during COVID. Also we have seen that better 
results are produced by deep learning models 
in real time scenarios. For preventing spread of 
virus through physical contact, attendance 
system which are contact less are focused in 
this paper.
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pal Component Analysis (PCA) and the resul-
tantly achieved accuracy is 95%. [12]. A 
campus health information system is 
introduced that consist of multiple IOT devic-
es, cloud database and personal cloud Pod. It 
can detect and record the identity and real-time 
body temperature and it sends that data to the 
cloud automatically. Then, the centrally 
managed data is distributed to the personal 
cloud Pod. The personal cloud Pod holds all 
data. To activate the decentralized data 
management, the decentralized data manage-
ment model permit students to control the 
server. [10] Covert Human Intelligence Source 
(CHIS) and its structure is proposed. Covert 
Human Intelligence Source (CHIS) consist of 
plural face recognition and body temperature 
detection devices, group of decentralized 
personal cloud data models and two cloud 
databases. CHIS consist of the Face Recogni-
tion Temperature Detection Device (FRTDD) 
part, cloud database part and the personal 
cloud Pod part. The FRTDD is basically the 
data collection part which is constructed by 
Raspberry Pi camera and infrared sensor 
AMG8833. The main processes are initializa-
tion, Daily Processing and nightly updated. 
Two JSON data objects named User Data 
Object and IoT Data Object are created in the 
cloud database to run with FRTDD. The user 
data object saves the user information and the 
IoT data object saves the detected information. 
[13]. For the identification of faces in online 
attendance, web-based tool is developed. Two 
algorithms are used to propose this system, one 
is Local Binary Pattern Histogram (LBPH) and 
the other one is Convolutional Neural Network 
(CNN) for recognizing face. Also Haar 

cascade classifier is used for boosting the 
detection. LBPH visual descriptor is used for 
classification in computer system. In CNN, 
deep learning method used to input image or 
assign relevance make up Multiple Layers of 
artificial neurons. Accuracy found in CNN is 
95% while in LBPH is 78% [15]

2.2. Touch-less fingerprint/Palm scanning 

A device is developed which uses a method 
achieving contactless fingerprint scanning, 
precisely and enhancing the correlation 
factors. The proposed method consist of high 
precision of acquisition process of fingerprint 
as well as effective fingerprint architectural 
technique. Two proximity sensors of infrared 
have been used with contactless fingerprint 
scanner microcontroller (using Arduino IDE). 
It synchronize the sensors by using laser beam 
and the aperture of camera in scanning process. 
In scanning, the distance of 3.5 cm was found 
optimal between camera and targeted finger 
having correlation factor of 59.9%. Reports 
has revealed that the white light and other 
radiations having longer wavelength are 
absorbed by the layer of skin. So blue light is 
used as an alternative which is less absorbed by 
the skin. It results in enhancing the correlation 
factor and generating in high resolution finger-
print image. Then the highest correlation factor 
achieved is 78.12% at 280 lm [3]. Shao & 
Zhong [18], proposed a system for open set 
touch less palm print recognition. They use 
novel deep metric based method W2ML [34]. 
To improve the ability of generalization, deep 
metric learning feature extractor is learned in 
Meta way. To define query and support sets, 

recognition system was registered in 1994 and 
unique features are revealed which can be used 
for authentication [1]. In 1999, Southern 
Minnesota Beet Sugar Cooperative (SMBSC) 
was the first organization which used an iris 
based time and attendance solution. They 
wanted to modern and automate their punch 
card based time and attendance solution and 
they go for biometrics. They decided that hand 
free approach will be suitable for meeting their 
needs. As a solution they integrated iris based 
method [2]. By 2000s, hundreds of biometric 
authentication and recognition systems and 
algorithms were registered in USA. Research 
in biometric is still advance and continued [1]. 

Before biometrics, manual attendance system 
was used for employees and students. By using 
this approach, many drawbacks which include 
error, time consumption, ineffectiveness, 
inconsistency and difficulty to maintain large 
records has been observed. To overcome these 
issues, we switched to biometrics based atten-
dance systems which included finger print 
scanning, thumb scanning, palm scanning, 
facial recognition, iris recognition and signa-
ture based systems. These systems verify the 
input data in database and confirm identity 
according to information defined by admin and 
mark record of authorize person. By using 
biometric system, users can achieve accuracy 
and consistency in a simplified manner. It has 
also enhanced user security and privacy.
In COVID-19 Pandemic, physical interaction 
is restricted and avoided. Biometric attendance 
system which includes thumb scanning or 
fingerprint and signature-based system 
involves physical touch which is risky for 
human health and it increases chance to be 

infected by corona virus. So in COVID-19 
pandemic we move to those biometric systems 
and methods which are touch-less such method 
are facial recognition, touch-less fingerprint 
scanning and iris recognition. By adopting 
these touch-less technologies in any organiza-
tion include schools, offices, universities and 
factories in order to provide safe and secure 
environment and to reduce the causes of 
spreading COVID-19. Our review is on 
biometric methods and techniques adopted in 
COVID pandemic. This will help the lay man 
to understand which technique is more suitable 
for its work or organization to prevent it-self or 
employee from corona virus.

2. Biometric Based Techniques 
Adopted in Covid-19 Pandemic

2.1. Face Recognition Systems      
 
AI (Artificial Intelligence) has powered 
contactless system which is developed for 
marking the student attendance automatically 
by recognizing their faces. An attendance 
report has been generated which is customized. 
Machine Learning algorithms and neural 
networks are used in this system. Neural 
networks are composed of artificial neurons 
having set of algorithms. Convolutional Neural 
Network (CNN) applied to monitor the 
contact-less attendance system. Pre- trained 
models which are basis of computer vision are 
used. For faces, feature extraction is concluded 
and is stored separately. The proposed system 
method is compared with other methodologies 
including Radio Frequency Identification 
(RFID), Support Vector Machine (SVM), 
Linear Discriminant Analysis (LDA), Princi-

multiple sets are sampled which then 
combined into Meta sets.  Hard sample mining 
and weighting are conducted to select informa-
tive Meta sets in order to improve efficiency. 
The accuracy is increased by 9.11% and the 
EER is decreased by 2.97%.

2.3. Face recognition with mask          

A smart attendance system is developed by 
using face recognition algorithm, deep learn-
ing techniques, open CV, python and caffe 
layer network. Mainly two tasks are performed 
by this system. Firstly, face mask detector is 
trained to check if the person is wearing mask 
or not. It will be classified as with mask or 
without mask. Secondly, the person identifica-
tion will be identified with mask. The variabili-
ty changes in human faces such as expression, 
mask, scarf, difficulty will be faced in this 
model [5]. A US health center ‘Client’ decided 
to move to the face recognition time atten-
dance system for eliminating the spread of 
corona virus. The tools and technologies used 
in this system include pytorch, python, 
OpenCV, faiss, and augmentations. The main 
focus is to detect face with mask. The system is 
trained to detect the employee identity who is 
wearing mask by recognizing facial attributes 
(forehead, eye, facial hair etc). Time clock 
entry is also added into the system. Different 
experiments are concluded by using different 
masks with multiple people and the system 
accuracy achieved is 91% [6]. KENT RO 
Systems Limited, announced Kent Cam Atten-
dance, a Next-Gen Touch-less Attendance 
System based on Facial Recognition and 
Artificial Intelligence (AI). This system is the 

extension of AI product portfolio which was 
introduced with KENTCamEye. The system 
used computer vision which is AI based for 
capturing and recognizing the face of an 
employee and attendance will be marked. The 
records are managed by secured cloud applica-
tion. It includes extra features like inbuilt 
algorithm for optional mask detection and have 
a smart alert in case of any person not wearing 
a mask. Also this system include patented 
algorithm for real person detection. The face 
recognition takes less than a second achieving 
accuracy of 99.9 % [7]. Keshavdas, M. [8] 
proposed a contact less system which uses 
facial recognition technology for identifying 
the student facial features and marking atten-
dance automatically. This system can work 
with cloud or on local server or can provide 
hybrid solution. However, this system also 
have features for detecting mask and thermal 
sensors are integrated for checking fever of the 
scanned person. The system can identify four 
thousand unique faces. Depending on the need, 
it can be scaled up to sixty thousand plus faces. 
AttendX-Net facial recognition is developed 
by using ResNet method, multi-layer feed 
forward network and faiss.  The face will be 
scanned through face detection module then 
AttendX-Net API will extract the 128-d vector 
according to architectures (AttendXNetV1 
[29], AttendXNetV2 [30], AttendXNetV3 
[31]) for verification. In results, AttendX-
NetV1 and AttendXNetV2 are having more 
accuracy than AttendXNetV3 [32]. The system 
can also identify the human wearing mask. In 
the trials, 49 people are detected in which 17 
were men and 32 were women. From 882 
trials, when wearing mask the accuracy 
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Different techniques are overviewed and 
discussed which can be adopted for taking 
attendance in COVID-19 Pandemic. It is a major 
concern to reduce the spread of corona virus and 
to have secure attendance system. Mostly face 
recognition techniques are adopted for marking 
attendance and most of them are having good 
results. But face recognition with mask have not 
shown such good results as compared to other 
detections and recognitions. Touch-less finger-
print or palm recognition are considered to be 
moderate. For any organization, face recognition 
and iris detection techniques are more accurate 
and suitable in order to mark attendance in safe 
and protected environment. The accuracy in face 
and iris recognitions are having better results 
than other recognition techniques. They can be 
considered best and suitable approach for mark-
ing attendance and for reducing the spread of 
virus effectively.

3. Challenges in Techniques 
Adopted in Covid-19

• In contact less finger print scanning, the 
distance between finger and camera have 
affected the correlation factor. The 
background light intensity also assorted the 
correlation factor.

• By using Eigenfaces recognition, it is good 
for data representation but not for class 
discrimination in recognizing face.

• Those Face recognitions using thermal 
camera for detecting temperature of the 
person are having conditions. If one person is 
infected by virus and the system fail to show 
increase in temperature he will be allowed to 
enter. In other situation, if the person is not 
infected by virus and the system shows 

increase in temperature then he will be not 
allowed to enter. 

• Wearing mask affects the accuracy of face 
recognition.

• Variable changes in human faces such as 
facial expressions, scarf and lightning condi-
tions may cause difficulty.

• Touch-less sensors are expensive to be 
implemented and it might be not possible for 
some organizations. 

• Misuse of face and iris recognition is a 
concern when it comes to privacy.

4. Related Work 

During COVID-19 Pandemic, many challeng-
es and opportunities and impact of this virus 
have been discussed in different papers. 
Gomez-Barrero et al. [19], discussed about the 
main challenges faced in COVID era on hand 
based and facial biometrics. The researcher 
also described the new opportunities by 
overviewing the existing systems based on iris 
scanners, touch-less biometric recognitions 
and mobile recognitions.  Okereafor et al. [20], 
discussed the control measures for the infec-
tious disease transmission through fingerprint 
recognitions which is touch based and consid-
ered the approaches to make fingerprint 
systems hygienic and safe in order to prevent 
the disease but not focused on touch-less 
systems. Lewis, N. [21], considered the 
biometric technology which include facial 
recognition features using thermal imaging and 
discussed the ethical challenges. The system 
focused on touch free identification and 
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achieved was 56% and when not wearing mask 
the accuracy achieved was 79%. The correct 
total percentage for men was 78% of 612 trials 
and for women it was 77%. Therefore, the 
overall 68% accuracy achieved [11]. A multi 
granularity masked face recognition model is 
proposed by using three types of faced masked 
data sets. A system is having two applications 
named Face Mask Detection and Masked 
Faces Recognition. The Face Mask Detection 
check that everyone must wear the mask. The 
Masked Faces Recognition is an application 
which recognize and verify any person’s face 
who wear the mask. Three types of datasets 
will used for recognition of masked faces that 
are following: (i) Real-World Masked Face 
Recognition Dataset (RMFRD) [26] (ii) 
Masked Faced Detection Dataset (MFDD) 
[25] (iii) Simulated Masked Face Recognition 
Dataset (SMFRD) [27, 28]. RMFRD is now 
the largest real world masked face dataset. The 
recognition accuracy of masked faces achieved 
is 95% [14]. Furthermore, a face mask detec-
tion is proposed that helps in identifying 
whether a student has worn a mask and uses 
Barcode/RFID tags to mark his/her attendance. 
To detect a face mask a combination of HAAR 
Cascade, ADAM classifiers are adopted. With 
‘no mask’, the system achieved accuracy is 
95% and ‘valid mask’ the accuracy is 
88%-92% in proper surroundings. For increas-
ing the accuracy improvement in camera quali-
ty can be made and by keeping distance of 
0.7m for face mask detection [16]. For real 
time mask detection and face recognition, two 
techniques are adopted: Eigen faces and Local 
binary pattern histogram (LBPH). The system 
will capture the image, detects the face and 

mask and attendance will be recorded. The 
LBPH performance is better than Eign faces 
for recognizing the face. The system achieved 
accuracy with eigen faces is 73.3% and 100% 
with LBPH [17]

2.4.  Iris and face recognition

In an access control system (facial or iris 
recognition), thermal camera is integrated for 
detecting the high temperature of an employee. 
As a fever is considered as a main symptom of 
COVID-19, thermal camera will detect that 
person who is having high temperature and 
he/she will be not granted for access and the 
process will be terminated. If the temperature 
is sensed normal by thermal camera, it will 
send green signal and control is transferred to 
the access control system. Then the process 
will be continued to match the record of a 
person in database. If matched, the person will 
grant access otherwise the person is not 
allowed to enter. However this method is 
limited in terms of accuracy [4]. The iris detec-
tion is introduced for the authentication of an 
employee by using the fusion of iris and face 
recognition. This method is highly robust and 
takes less than a second to identify employee 
with time and date. Iris time provides an 
android based platform which can take 
hundreds of time and attendance applications 
[9]. Iris ID’s technology is also used by the 
number of hotels existed in Iraq. However, 
with the help of iris recognition technique- iris 
access, Iris ID’s iCAM 7S biometric scanners 
is used to automate the attendance system [10]. 
Table 1 describes the brief overview of the 
Biometric Techniques.

1. Introduction

 Biometrics were introduced in 500 BC 
in Babylonian empire. In 1800s, Paris, France, 
first biometric identification system was 
recorded. Edward Henry developed the 
standard of fingerprinting known as Henry 
Classification System. This was considered the 
first system which can identify the unique 
architectures of fingerprints. However, the 
system was acquired by law enforcement for 

identifying the criminals [1].

Similarly, in 1960s, semi-automated facial 
recognition were developed. This recognition 
can be used for unlocking the phone. The law 
enforcement adopted fingerprint and facial 
recognition methods and FBI (Federal Bureau 
of Investigation) invested in its development. 
This was incentive in developing biometric 
sensors for capturing and extracting data. In 
1991, facial detection technology was originat-
ed for real time recognition. The first iris 
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temperature screening. Srinivas, G. R. [22], 
discussed the challenges by using touch based 
attendance systems and move on to facial 
recognition and also considered other available 
technologies for biometric attendance system. 
Elliot, M. [23], analyzed the challenges and 
opportunities of incorporating emerging 
technologies which include Artificial Intelli-
gence, Internet of Things and Big data used in 
COVID-19 pandemic. Yashaswini et al. [24], 
focused on the image processing and Iot 
technologies such as RFID (Radio Frequency 
Identification), Open CV and SSD (Single 
Shot Detector). However, these techniques are 
used in COVID-19 as an alternative to biomet-
ric scanners. 

5. Conclusion

 This work discusses and assesses the impact of 
COVID-19 on different biometric systems and 
outlines its weakness and strengths. Then we 
discuss evaluation of different biometric detec-
tion and recognition techniques and methods in 
very advanced and compared them which can 
be adopted in this COVID-19 Pandemic. Our 
focus is on the latest biometric technologies 
acquired during COVID. Those organizations, 
where wearing mask is compulsory can adopt 
the system which is having feature of mask 
detection. We proposed an Overview of 
biometric techniques based attendance system 
during COVID. Also we have seen that better 
results are produced by deep learning models 
in real time scenarios. For preventing spread of 
virus through physical contact, attendance 
system which are contact less are focused in 
this paper.
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pal Component Analysis (PCA) and the resul-
tantly achieved accuracy is 95%. [12]. A 
campus health information system is 
introduced that consist of multiple IOT devic-
es, cloud database and personal cloud Pod. It 
can detect and record the identity and real-time 
body temperature and it sends that data to the 
cloud automatically. Then, the centrally 
managed data is distributed to the personal 
cloud Pod. The personal cloud Pod holds all 
data. To activate the decentralized data 
management, the decentralized data manage-
ment model permit students to control the 
server. [10] Covert Human Intelligence Source 
(CHIS) and its structure is proposed. Covert 
Human Intelligence Source (CHIS) consist of 
plural face recognition and body temperature 
detection devices, group of decentralized 
personal cloud data models and two cloud 
databases. CHIS consist of the Face Recogni-
tion Temperature Detection Device (FRTDD) 
part, cloud database part and the personal 
cloud Pod part. The FRTDD is basically the 
data collection part which is constructed by 
Raspberry Pi camera and infrared sensor 
AMG8833. The main processes are initializa-
tion, Daily Processing and nightly updated. 
Two JSON data objects named User Data 
Object and IoT Data Object are created in the 
cloud database to run with FRTDD. The user 
data object saves the user information and the 
IoT data object saves the detected information. 
[13]. For the identification of faces in online 
attendance, web-based tool is developed. Two 
algorithms are used to propose this system, one 
is Local Binary Pattern Histogram (LBPH) and 
the other one is Convolutional Neural Network 
(CNN) for recognizing face. Also Haar 

cascade classifier is used for boosting the 
detection. LBPH visual descriptor is used for 
classification in computer system. In CNN, 
deep learning method used to input image or 
assign relevance make up Multiple Layers of 
artificial neurons. Accuracy found in CNN is 
95% while in LBPH is 78% [15]

2.2. Touch-less fingerprint/Palm scanning 

A device is developed which uses a method 
achieving contactless fingerprint scanning, 
precisely and enhancing the correlation 
factors. The proposed method consist of high 
precision of acquisition process of fingerprint 
as well as effective fingerprint architectural 
technique. Two proximity sensors of infrared 
have been used with contactless fingerprint 
scanner microcontroller (using Arduino IDE). 
It synchronize the sensors by using laser beam 
and the aperture of camera in scanning process. 
In scanning, the distance of 3.5 cm was found 
optimal between camera and targeted finger 
having correlation factor of 59.9%. Reports 
has revealed that the white light and other 
radiations having longer wavelength are 
absorbed by the layer of skin. So blue light is 
used as an alternative which is less absorbed by 
the skin. It results in enhancing the correlation 
factor and generating in high resolution finger-
print image. Then the highest correlation factor 
achieved is 78.12% at 280 lm [3]. Shao & 
Zhong [18], proposed a system for open set 
touch less palm print recognition. They use 
novel deep metric based method W2ML [34]. 
To improve the ability of generalization, deep 
metric learning feature extractor is learned in 
Meta way. To define query and support sets, 

recognition system was registered in 1994 and 
unique features are revealed which can be used 
for authentication [1]. In 1999, Southern 
Minnesota Beet Sugar Cooperative (SMBSC) 
was the first organization which used an iris 
based time and attendance solution. They 
wanted to modern and automate their punch 
card based time and attendance solution and 
they go for biometrics. They decided that hand 
free approach will be suitable for meeting their 
needs. As a solution they integrated iris based 
method [2]. By 2000s, hundreds of biometric 
authentication and recognition systems and 
algorithms were registered in USA. Research 
in biometric is still advance and continued [1]. 

Before biometrics, manual attendance system 
was used for employees and students. By using 
this approach, many drawbacks which include 
error, time consumption, ineffectiveness, 
inconsistency and difficulty to maintain large 
records has been observed. To overcome these 
issues, we switched to biometrics based atten-
dance systems which included finger print 
scanning, thumb scanning, palm scanning, 
facial recognition, iris recognition and signa-
ture based systems. These systems verify the 
input data in database and confirm identity 
according to information defined by admin and 
mark record of authorize person. By using 
biometric system, users can achieve accuracy 
and consistency in a simplified manner. It has 
also enhanced user security and privacy.
In COVID-19 Pandemic, physical interaction 
is restricted and avoided. Biometric attendance 
system which includes thumb scanning or 
fingerprint and signature-based system 
involves physical touch which is risky for 
human health and it increases chance to be 

infected by corona virus. So in COVID-19 
pandemic we move to those biometric systems 
and methods which are touch-less such method 
are facial recognition, touch-less fingerprint 
scanning and iris recognition. By adopting 
these touch-less technologies in any organiza-
tion include schools, offices, universities and 
factories in order to provide safe and secure 
environment and to reduce the causes of 
spreading COVID-19. Our review is on 
biometric methods and techniques adopted in 
COVID pandemic. This will help the lay man 
to understand which technique is more suitable 
for its work or organization to prevent it-self or 
employee from corona virus.

2. Biometric Based Techniques 
Adopted in Covid-19 Pandemic

2.1. Face Recognition Systems      
 
AI (Artificial Intelligence) has powered 
contactless system which is developed for 
marking the student attendance automatically 
by recognizing their faces. An attendance 
report has been generated which is customized. 
Machine Learning algorithms and neural 
networks are used in this system. Neural 
networks are composed of artificial neurons 
having set of algorithms. Convolutional Neural 
Network (CNN) applied to monitor the 
contact-less attendance system. Pre- trained 
models which are basis of computer vision are 
used. For faces, feature extraction is concluded 
and is stored separately. The proposed system 
method is compared with other methodologies 
including Radio Frequency Identification 
(RFID), Support Vector Machine (SVM), 
Linear Discriminant Analysis (LDA), Princi-

multiple sets are sampled which then 
combined into Meta sets.  Hard sample mining 
and weighting are conducted to select informa-
tive Meta sets in order to improve efficiency. 
The accuracy is increased by 9.11% and the 
EER is decreased by 2.97%.

2.3. Face recognition with mask          

A smart attendance system is developed by 
using face recognition algorithm, deep learn-
ing techniques, open CV, python and caffe 
layer network. Mainly two tasks are performed 
by this system. Firstly, face mask detector is 
trained to check if the person is wearing mask 
or not. It will be classified as with mask or 
without mask. Secondly, the person identifica-
tion will be identified with mask. The variabili-
ty changes in human faces such as expression, 
mask, scarf, difficulty will be faced in this 
model [5]. A US health center ‘Client’ decided 
to move to the face recognition time atten-
dance system for eliminating the spread of 
corona virus. The tools and technologies used 
in this system include pytorch, python, 
OpenCV, faiss, and augmentations. The main 
focus is to detect face with mask. The system is 
trained to detect the employee identity who is 
wearing mask by recognizing facial attributes 
(forehead, eye, facial hair etc). Time clock 
entry is also added into the system. Different 
experiments are concluded by using different 
masks with multiple people and the system 
accuracy achieved is 91% [6]. KENT RO 
Systems Limited, announced Kent Cam Atten-
dance, a Next-Gen Touch-less Attendance 
System based on Facial Recognition and 
Artificial Intelligence (AI). This system is the 

extension of AI product portfolio which was 
introduced with KENTCamEye. The system 
used computer vision which is AI based for 
capturing and recognizing the face of an 
employee and attendance will be marked. The 
records are managed by secured cloud applica-
tion. It includes extra features like inbuilt 
algorithm for optional mask detection and have 
a smart alert in case of any person not wearing 
a mask. Also this system include patented 
algorithm for real person detection. The face 
recognition takes less than a second achieving 
accuracy of 99.9 % [7]. Keshavdas, M. [8] 
proposed a contact less system which uses 
facial recognition technology for identifying 
the student facial features and marking atten-
dance automatically. This system can work 
with cloud or on local server or can provide 
hybrid solution. However, this system also 
have features for detecting mask and thermal 
sensors are integrated for checking fever of the 
scanned person. The system can identify four 
thousand unique faces. Depending on the need, 
it can be scaled up to sixty thousand plus faces. 
AttendX-Net facial recognition is developed 
by using ResNet method, multi-layer feed 
forward network and faiss.  The face will be 
scanned through face detection module then 
AttendX-Net API will extract the 128-d vector 
according to architectures (AttendXNetV1 
[29], AttendXNetV2 [30], AttendXNetV3 
[31]) for verification. In results, AttendX-
NetV1 and AttendXNetV2 are having more 
accuracy than AttendXNetV3 [32]. The system 
can also identify the human wearing mask. In 
the trials, 49 people are detected in which 17 
were men and 32 were women. From 882 
trials, when wearing mask the accuracy 

Hygiene and the Risk of COVID-19 
Transmission JMIR Biomed Eng 
2020;5(1):e19623 URL: https:// 
biomedeng.jmir.org/2020/1/e19623.DOI: 
10.2196/19623

21. [Online].Available: https://www.shrm.org/ 
resourcesandtools/hr-topics/technology/pa
ges/biometric-technology-use-during-pan
demic-can-pose-ethical-problems.aspx. 
[Accessed 15-Jan-2022]

22. [Online].Available: https://government. 
economictimes.indiatimes.com/news/tech
nology/contact-based-biometric-attendanc
e - s y s t e m - i s - d e a d - w h a t - i f - f a c i a l - 
recognition-triggers-personal-data-privacy
/75368517. [Accessed 15-Jan-2022]

23.  Mbunge, E. (2020). Integrating emerging 
technologies into COVID-19 contact 
tracing: Opportunities, challenges and 
pitfalls. Diabetes & Metabolic Syndrome: 
Clinical Research & Reviews, 14(6), 
1631-1636.

24. Yashaswini, K. S., Harmya, T. V., 
Sukrutha, B., Surabhi, N., & Kumar, A. S. 
(2021). Prevention of COVID Spread: A 
Review. International Journal of Research 
in Engineering, Science and Management, 
4(8), 92-94.

25. [Online].Available: https://zhuanlan. 
zhihu.com/p/107719641?utm_source=co
m. yinxiang. [Accessed 18-Jan-2022]

26. [Online].Available: https://tzutalin.github. 
io/labelImg/. [Accessed 19-Jan-2022] 

27. D. Yi, Z. Lei, S. Liao, and S. Z. Li, 
“Learning face representation from 
scratch”, arXiv:1411.7923, 2014.

28. Jain, V., & Learned-Miller, E. F. A 
Benchmark for Face Detection in 
Unconstrained Settings. University of 
Massachusetts; Amherst, MA. USA: 2010. 
Technical Report, UMass Amherst 
Technical Report.

29. Krishnan, M. G., & Balaji, S. B. (2015). 
Implementation of automated attendance 
system using face recognition. 
International Journal of Scientific & 
Engineering Research, 6(3), 30-33..

30. Kawaguchi, Y., Shoji, T., Lin, W., 
Kakusho, K., & Minoh, M. (2005, 
October). Face recognition-based lecture 
attendance system. In The 3rd AEARU 
workshop on network education (pp. 
70-75)..

31. Doctorow, C. (2012). Share or die: Voices 
of the Get Lost Generation in the Age of 
Crisis. New Society Publishers.

32.  Wang, X., Han, X., Huang, W., Dong, D., 
& Scott, M. R. (2019). Multi-similarity 
loss with general pair weighting for deep 
metric learning. In Proceedings of the 
IEEE/CVF Conference on Computer 
Vision and Pattern Recognition (pp. 
5022-5030).

Different techniques are overviewed and 
discussed which can be adopted for taking 
attendance in COVID-19 Pandemic. It is a major 
concern to reduce the spread of corona virus and 
to have secure attendance system. Mostly face 
recognition techniques are adopted for marking 
attendance and most of them are having good 
results. But face recognition with mask have not 
shown such good results as compared to other 
detections and recognitions. Touch-less finger-
print or palm recognition are considered to be 
moderate. For any organization, face recognition 
and iris detection techniques are more accurate 
and suitable in order to mark attendance in safe 
and protected environment. The accuracy in face 
and iris recognitions are having better results 
than other recognition techniques. They can be 
considered best and suitable approach for mark-
ing attendance and for reducing the spread of 
virus effectively.

3. Challenges in Techniques 
Adopted in Covid-19

• In contact less finger print scanning, the 
distance between finger and camera have 
affected the correlation factor. The 
background light intensity also assorted the 
correlation factor.

• By using Eigenfaces recognition, it is good 
for data representation but not for class 
discrimination in recognizing face.

• Those Face recognitions using thermal 
camera for detecting temperature of the 
person are having conditions. If one person is 
infected by virus and the system fail to show 
increase in temperature he will be allowed to 
enter. In other situation, if the person is not 
infected by virus and the system shows 

increase in temperature then he will be not 
allowed to enter. 

• Wearing mask affects the accuracy of face 
recognition.

• Variable changes in human faces such as 
facial expressions, scarf and lightning condi-
tions may cause difficulty.

• Touch-less sensors are expensive to be 
implemented and it might be not possible for 
some organizations. 

• Misuse of face and iris recognition is a 
concern when it comes to privacy.

4. Related Work 

During COVID-19 Pandemic, many challeng-
es and opportunities and impact of this virus 
have been discussed in different papers. 
Gomez-Barrero et al. [19], discussed about the 
main challenges faced in COVID era on hand 
based and facial biometrics. The researcher 
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scanners, touch-less biometric recognitions 
and mobile recognitions.  Okereafor et al. [20], 
discussed the control measures for the infec-
tious disease transmission through fingerprint 
recognitions which is touch based and consid-
ered the approaches to make fingerprint 
systems hygienic and safe in order to prevent 
the disease but not focused on touch-less 
systems. Lewis, N. [21], considered the 
biometric technology which include facial 
recognition features using thermal imaging and 
discussed the ethical challenges. The system 
focused on touch free identification and 
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achieved was 56% and when not wearing mask 
the accuracy achieved was 79%. The correct 
total percentage for men was 78% of 612 trials 
and for women it was 77%. Therefore, the 
overall 68% accuracy achieved [11]. A multi 
granularity masked face recognition model is 
proposed by using three types of faced masked 
data sets. A system is having two applications 
named Face Mask Detection and Masked 
Faces Recognition. The Face Mask Detection 
check that everyone must wear the mask. The 
Masked Faces Recognition is an application 
which recognize and verify any person’s face 
who wear the mask. Three types of datasets 
will used for recognition of masked faces that 
are following: (i) Real-World Masked Face 
Recognition Dataset (RMFRD) [26] (ii) 
Masked Faced Detection Dataset (MFDD) 
[25] (iii) Simulated Masked Face Recognition 
Dataset (SMFRD) [27, 28]. RMFRD is now 
the largest real world masked face dataset. The 
recognition accuracy of masked faces achieved 
is 95% [14]. Furthermore, a face mask detec-
tion is proposed that helps in identifying 
whether a student has worn a mask and uses 
Barcode/RFID tags to mark his/her attendance. 
To detect a face mask a combination of HAAR 
Cascade, ADAM classifiers are adopted. With 
‘no mask’, the system achieved accuracy is 
95% and ‘valid mask’ the accuracy is 
88%-92% in proper surroundings. For increas-
ing the accuracy improvement in camera quali-
ty can be made and by keeping distance of 
0.7m for face mask detection [16]. For real 
time mask detection and face recognition, two 
techniques are adopted: Eigen faces and Local 
binary pattern histogram (LBPH). The system 
will capture the image, detects the face and 

mask and attendance will be recorded. The 
LBPH performance is better than Eign faces 
for recognizing the face. The system achieved 
accuracy with eigen faces is 73.3% and 100% 
with LBPH [17]

2.4.  Iris and face recognition

In an access control system (facial or iris 
recognition), thermal camera is integrated for 
detecting the high temperature of an employee. 
As a fever is considered as a main symptom of 
COVID-19, thermal camera will detect that 
person who is having high temperature and 
he/she will be not granted for access and the 
process will be terminated. If the temperature 
is sensed normal by thermal camera, it will 
send green signal and control is transferred to 
the access control system. Then the process 
will be continued to match the record of a 
person in database. If matched, the person will 
grant access otherwise the person is not 
allowed to enter. However this method is 
limited in terms of accuracy [4]. The iris detec-
tion is introduced for the authentication of an 
employee by using the fusion of iris and face 
recognition. This method is highly robust and 
takes less than a second to identify employee 
with time and date. Iris time provides an 
android based platform which can take 
hundreds of time and attendance applications 
[9]. Iris ID’s technology is also used by the 
number of hotels existed in Iraq. However, 
with the help of iris recognition technique- iris 
access, Iris ID’s iCAM 7S biometric scanners 
is used to automate the attendance system [10]. 
Table 1 describes the brief overview of the 
Biometric Techniques.

1. Introduction

 Biometrics were introduced in 500 BC 
in Babylonian empire. In 1800s, Paris, France, 
first biometric identification system was 
recorded. Edward Henry developed the 
standard of fingerprinting known as Henry 
Classification System. This was considered the 
first system which can identify the unique 
architectures of fingerprints. However, the 
system was acquired by law enforcement for 

identifying the criminals [1].

Similarly, in 1960s, semi-automated facial 
recognition were developed. This recognition 
can be used for unlocking the phone. The law 
enforcement adopted fingerprint and facial 
recognition methods and FBI (Federal Bureau 
of Investigation) invested in its development. 
This was incentive in developing biometric 
sensors for capturing and extracting data. In 
1991, facial detection technology was originat-
ed for real time recognition. The first iris 

temperature screening. Srinivas, G. R. [22], 
discussed the challenges by using touch based 
attendance systems and move on to facial 
recognition and also considered other available 
technologies for biometric attendance system. 
Elliot, M. [23], analyzed the challenges and 
opportunities of incorporating emerging 
technologies which include Artificial Intelli-
gence, Internet of Things and Big data used in 
COVID-19 pandemic. Yashaswini et al. [24], 
focused on the image processing and Iot 
technologies such as RFID (Radio Frequency 
Identification), Open CV and SSD (Single 
Shot Detector). However, these techniques are 
used in COVID-19 as an alternative to biomet-
ric scanners. 

5. Conclusion

 This work discusses and assesses the impact of 
COVID-19 on different biometric systems and 
outlines its weakness and strengths. Then we 
discuss evaluation of different biometric detec-
tion and recognition techniques and methods in 
very advanced and compared them which can 
be adopted in this COVID-19 Pandemic. Our 
focus is on the latest biometric technologies 
acquired during COVID. Those organizations, 
where wearing mask is compulsory can adopt 
the system which is having feature of mask 
detection. We proposed an Overview of 
biometric techniques based attendance system 
during COVID. Also we have seen that better 
results are produced by deep learning models 
in real time scenarios. For preventing spread of 
virus through physical contact, attendance 
system which are contact less are focused in 
this paper.

6. References

1. [Online]. Available: https://bioconnect. 
com/2021/12/08/a-brief-history-of-biomet
rics/#:~:text=While%20the%20earliest%2
0accounts%20of,classification%20and%2
0compar i son%20of%20cr imina l s . 
[Accessed 1-Jan-2022].

2. [Online]. Available: https://www.irisid. 
com/download/IrisID_TimeAttendance.pd
f.[Accessed 1-Jan-2022]

3. Oduah, U. I., Kevin, I. F., Oluwole, D. O., 
& Izunobi, J. U. (2021). Towards a 
high-precision contactless fingerprint 
scanner for biometric authentication. 
Array, 11, 100083.

4. Gupta, A., Maurya, S., Mehra, N., & 
Kapil, D. (2021, January). Covid-19: 
Employee fever detection with thermal 
camera integrated with attendance 
management system. In 2021 11th 
International Conference on Cloud 
Computing, Data Science & Engineering 
(Confluence) (pp. 355-361). IEEE.

5. Dhawale, S. P., (2021). Human Face with 
Mask Detection and Recognition for Smart 
Attendance System in a Pandemic 
Scenario. International Journal of 
Research in Engineering and Science 
(IJRES), 9(7), 68 -70.

6. [Online]. Available: https://indatalabs. 
com/resources/face-recognition-time-atten
dance. [Accessed 12-Jan-2022]

7. [Online]. Available: https://www.business- 
standard.com/content/press-releases-ani/k



pal Component Analysis (PCA) and the resul-
tantly achieved accuracy is 95%. [12]. A 
campus health information system is 
introduced that consist of multiple IOT devic-
es, cloud database and personal cloud Pod. It 
can detect and record the identity and real-time 
body temperature and it sends that data to the 
cloud automatically. Then, the centrally 
managed data is distributed to the personal 
cloud Pod. The personal cloud Pod holds all 
data. To activate the decentralized data 
management, the decentralized data manage-
ment model permit students to control the 
server. [10] Covert Human Intelligence Source 
(CHIS) and its structure is proposed. Covert 
Human Intelligence Source (CHIS) consist of 
plural face recognition and body temperature 
detection devices, group of decentralized 
personal cloud data models and two cloud 
databases. CHIS consist of the Face Recogni-
tion Temperature Detection Device (FRTDD) 
part, cloud database part and the personal 
cloud Pod part. The FRTDD is basically the 
data collection part which is constructed by 
Raspberry Pi camera and infrared sensor 
AMG8833. The main processes are initializa-
tion, Daily Processing and nightly updated. 
Two JSON data objects named User Data 
Object and IoT Data Object are created in the 
cloud database to run with FRTDD. The user 
data object saves the user information and the 
IoT data object saves the detected information. 
[13]. For the identification of faces in online 
attendance, web-based tool is developed. Two 
algorithms are used to propose this system, one 
is Local Binary Pattern Histogram (LBPH) and 
the other one is Convolutional Neural Network 
(CNN) for recognizing face. Also Haar 

cascade classifier is used for boosting the 
detection. LBPH visual descriptor is used for 
classification in computer system. In CNN, 
deep learning method used to input image or 
assign relevance make up Multiple Layers of 
artificial neurons. Accuracy found in CNN is 
95% while in LBPH is 78% [15]

2.2. Touch-less fingerprint/Palm scanning 

A device is developed which uses a method 
achieving contactless fingerprint scanning, 
precisely and enhancing the correlation 
factors. The proposed method consist of high 
precision of acquisition process of fingerprint 
as well as effective fingerprint architectural 
technique. Two proximity sensors of infrared 
have been used with contactless fingerprint 
scanner microcontroller (using Arduino IDE). 
It synchronize the sensors by using laser beam 
and the aperture of camera in scanning process. 
In scanning, the distance of 3.5 cm was found 
optimal between camera and targeted finger 
having correlation factor of 59.9%. Reports 
has revealed that the white light and other 
radiations having longer wavelength are 
absorbed by the layer of skin. So blue light is 
used as an alternative which is less absorbed by 
the skin. It results in enhancing the correlation 
factor and generating in high resolution finger-
print image. Then the highest correlation factor 
achieved is 78.12% at 280 lm [3]. Shao & 
Zhong [18], proposed a system for open set 
touch less palm print recognition. They use 
novel deep metric based method W2ML [34]. 
To improve the ability of generalization, deep 
metric learning feature extractor is learned in 
Meta way. To define query and support sets, 

recognition system was registered in 1994 and 
unique features are revealed which can be used 
for authentication [1]. In 1999, Southern 
Minnesota Beet Sugar Cooperative (SMBSC) 
was the first organization which used an iris 
based time and attendance solution. They 
wanted to modern and automate their punch 
card based time and attendance solution and 
they go for biometrics. They decided that hand 
free approach will be suitable for meeting their 
needs. As a solution they integrated iris based 
method [2]. By 2000s, hundreds of biometric 
authentication and recognition systems and 
algorithms were registered in USA. Research 
in biometric is still advance and continued [1]. 

Before biometrics, manual attendance system 
was used for employees and students. By using 
this approach, many drawbacks which include 
error, time consumption, ineffectiveness, 
inconsistency and difficulty to maintain large 
records has been observed. To overcome these 
issues, we switched to biometrics based atten-
dance systems which included finger print 
scanning, thumb scanning, palm scanning, 
facial recognition, iris recognition and signa-
ture based systems. These systems verify the 
input data in database and confirm identity 
according to information defined by admin and 
mark record of authorize person. By using 
biometric system, users can achieve accuracy 
and consistency in a simplified manner. It has 
also enhanced user security and privacy.
In COVID-19 Pandemic, physical interaction 
is restricted and avoided. Biometric attendance 
system which includes thumb scanning or 
fingerprint and signature-based system 
involves physical touch which is risky for 
human health and it increases chance to be 

infected by corona virus. So in COVID-19 
pandemic we move to those biometric systems 
and methods which are touch-less such method 
are facial recognition, touch-less fingerprint 
scanning and iris recognition. By adopting 
these touch-less technologies in any organiza-
tion include schools, offices, universities and 
factories in order to provide safe and secure 
environment and to reduce the causes of 
spreading COVID-19. Our review is on 
biometric methods and techniques adopted in 
COVID pandemic. This will help the lay man 
to understand which technique is more suitable 
for its work or organization to prevent it-self or 
employee from corona virus.

2. Biometric Based Techniques 
Adopted in Covid-19 Pandemic

2.1. Face Recognition Systems      
 
AI (Artificial Intelligence) has powered 
contactless system which is developed for 
marking the student attendance automatically 
by recognizing their faces. An attendance 
report has been generated which is customized. 
Machine Learning algorithms and neural 
networks are used in this system. Neural 
networks are composed of artificial neurons 
having set of algorithms. Convolutional Neural 
Network (CNN) applied to monitor the 
contact-less attendance system. Pre- trained 
models which are basis of computer vision are 
used. For faces, feature extraction is concluded 
and is stored separately. The proposed system 
method is compared with other methodologies 
including Radio Frequency Identification 
(RFID), Support Vector Machine (SVM), 
Linear Discriminant Analysis (LDA), Princi-

multiple sets are sampled which then 
combined into Meta sets.  Hard sample mining 
and weighting are conducted to select informa-
tive Meta sets in order to improve efficiency. 
The accuracy is increased by 9.11% and the 
EER is decreased by 2.97%.

2.3. Face recognition with mask          

A smart attendance system is developed by 
using face recognition algorithm, deep learn-
ing techniques, open CV, python and caffe 
layer network. Mainly two tasks are performed 
by this system. Firstly, face mask detector is 
trained to check if the person is wearing mask 
or not. It will be classified as with mask or 
without mask. Secondly, the person identifica-
tion will be identified with mask. The variabili-
ty changes in human faces such as expression, 
mask, scarf, difficulty will be faced in this 
model [5]. A US health center ‘Client’ decided 
to move to the face recognition time atten-
dance system for eliminating the spread of 
corona virus. The tools and technologies used 
in this system include pytorch, python, 
OpenCV, faiss, and augmentations. The main 
focus is to detect face with mask. The system is 
trained to detect the employee identity who is 
wearing mask by recognizing facial attributes 
(forehead, eye, facial hair etc). Time clock 
entry is also added into the system. Different 
experiments are concluded by using different 
masks with multiple people and the system 
accuracy achieved is 91% [6]. KENT RO 
Systems Limited, announced Kent Cam Atten-
dance, a Next-Gen Touch-less Attendance 
System based on Facial Recognition and 
Artificial Intelligence (AI). This system is the 

extension of AI product portfolio which was 
introduced with KENTCamEye. The system 
used computer vision which is AI based for 
capturing and recognizing the face of an 
employee and attendance will be marked. The 
records are managed by secured cloud applica-
tion. It includes extra features like inbuilt 
algorithm for optional mask detection and have 
a smart alert in case of any person not wearing 
a mask. Also this system include patented 
algorithm for real person detection. The face 
recognition takes less than a second achieving 
accuracy of 99.9 % [7]. Keshavdas, M. [8] 
proposed a contact less system which uses 
facial recognition technology for identifying 
the student facial features and marking atten-
dance automatically. This system can work 
with cloud or on local server or can provide 
hybrid solution. However, this system also 
have features for detecting mask and thermal 
sensors are integrated for checking fever of the 
scanned person. The system can identify four 
thousand unique faces. Depending on the need, 
it can be scaled up to sixty thousand plus faces. 
AttendX-Net facial recognition is developed 
by using ResNet method, multi-layer feed 
forward network and faiss.  The face will be 
scanned through face detection module then 
AttendX-Net API will extract the 128-d vector 
according to architectures (AttendXNetV1 
[29], AttendXNetV2 [30], AttendXNetV3 
[31]) for verification. In results, AttendX-
NetV1 and AttendXNetV2 are having more 
accuracy than AttendXNetV3 [32]. The system 
can also identify the human wearing mask. In 
the trials, 49 people are detected in which 17 
were men and 32 were women. From 882 
trials, when wearing mask the accuracy 
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Different techniques are overviewed and 
discussed which can be adopted for taking 
attendance in COVID-19 Pandemic. It is a major 
concern to reduce the spread of corona virus and 
to have secure attendance system. Mostly face 
recognition techniques are adopted for marking 
attendance and most of them are having good 
results. But face recognition with mask have not 
shown such good results as compared to other 
detections and recognitions. Touch-less finger-
print or palm recognition are considered to be 
moderate. For any organization, face recognition 
and iris detection techniques are more accurate 
and suitable in order to mark attendance in safe 
and protected environment. The accuracy in face 
and iris recognitions are having better results 
than other recognition techniques. They can be 
considered best and suitable approach for mark-
ing attendance and for reducing the spread of 
virus effectively.

3. Challenges in Techniques 
Adopted in Covid-19

• In contact less finger print scanning, the 
distance between finger and camera have 
affected the correlation factor. The 
background light intensity also assorted the 
correlation factor.

• By using Eigenfaces recognition, it is good 
for data representation but not for class 
discrimination in recognizing face.

• Those Face recognitions using thermal 
camera for detecting temperature of the 
person are having conditions. If one person is 
infected by virus and the system fail to show 
increase in temperature he will be allowed to 
enter. In other situation, if the person is not 
infected by virus and the system shows 

increase in temperature then he will be not 
allowed to enter. 

• Wearing mask affects the accuracy of face 
recognition.

• Variable changes in human faces such as 
facial expressions, scarf and lightning condi-
tions may cause difficulty.

• Touch-less sensors are expensive to be 
implemented and it might be not possible for 
some organizations. 

• Misuse of face and iris recognition is a 
concern when it comes to privacy.

4. Related Work 

During COVID-19 Pandemic, many challeng-
es and opportunities and impact of this virus 
have been discussed in different papers. 
Gomez-Barrero et al. [19], discussed about the 
main challenges faced in COVID era on hand 
based and facial biometrics. The researcher 
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overviewing the existing systems based on iris 
scanners, touch-less biometric recognitions 
and mobile recognitions.  Okereafor et al. [20], 
discussed the control measures for the infec-
tious disease transmission through fingerprint 
recognitions which is touch based and consid-
ered the approaches to make fingerprint 
systems hygienic and safe in order to prevent 
the disease but not focused on touch-less 
systems. Lewis, N. [21], considered the 
biometric technology which include facial 
recognition features using thermal imaging and 
discussed the ethical challenges. The system 
focused on touch free identification and 
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achieved was 56% and when not wearing mask 
the accuracy achieved was 79%. The correct 
total percentage for men was 78% of 612 trials 
and for women it was 77%. Therefore, the 
overall 68% accuracy achieved [11]. A multi 
granularity masked face recognition model is 
proposed by using three types of faced masked 
data sets. A system is having two applications 
named Face Mask Detection and Masked 
Faces Recognition. The Face Mask Detection 
check that everyone must wear the mask. The 
Masked Faces Recognition is an application 
which recognize and verify any person’s face 
who wear the mask. Three types of datasets 
will used for recognition of masked faces that 
are following: (i) Real-World Masked Face 
Recognition Dataset (RMFRD) [26] (ii) 
Masked Faced Detection Dataset (MFDD) 
[25] (iii) Simulated Masked Face Recognition 
Dataset (SMFRD) [27, 28]. RMFRD is now 
the largest real world masked face dataset. The 
recognition accuracy of masked faces achieved 
is 95% [14]. Furthermore, a face mask detec-
tion is proposed that helps in identifying 
whether a student has worn a mask and uses 
Barcode/RFID tags to mark his/her attendance. 
To detect a face mask a combination of HAAR 
Cascade, ADAM classifiers are adopted. With 
‘no mask’, the system achieved accuracy is 
95% and ‘valid mask’ the accuracy is 
88%-92% in proper surroundings. For increas-
ing the accuracy improvement in camera quali-
ty can be made and by keeping distance of 
0.7m for face mask detection [16]. For real 
time mask detection and face recognition, two 
techniques are adopted: Eigen faces and Local 
binary pattern histogram (LBPH). The system 
will capture the image, detects the face and 

mask and attendance will be recorded. The 
LBPH performance is better than Eign faces 
for recognizing the face. The system achieved 
accuracy with eigen faces is 73.3% and 100% 
with LBPH [17]

2.4.  Iris and face recognition

In an access control system (facial or iris 
recognition), thermal camera is integrated for 
detecting the high temperature of an employee. 
As a fever is considered as a main symptom of 
COVID-19, thermal camera will detect that 
person who is having high temperature and 
he/she will be not granted for access and the 
process will be terminated. If the temperature 
is sensed normal by thermal camera, it will 
send green signal and control is transferred to 
the access control system. Then the process 
will be continued to match the record of a 
person in database. If matched, the person will 
grant access otherwise the person is not 
allowed to enter. However this method is 
limited in terms of accuracy [4]. The iris detec-
tion is introduced for the authentication of an 
employee by using the fusion of iris and face 
recognition. This method is highly robust and 
takes less than a second to identify employee 
with time and date. Iris time provides an 
android based platform which can take 
hundreds of time and attendance applications 
[9]. Iris ID’s technology is also used by the 
number of hotels existed in Iraq. However, 
with the help of iris recognition technique- iris 
access, Iris ID’s iCAM 7S biometric scanners 
is used to automate the attendance system [10]. 
Table 1 describes the brief overview of the 
Biometric Techniques.

1. Introduction

 Biometrics were introduced in 500 BC 
in Babylonian empire. In 1800s, Paris, France, 
first biometric identification system was 
recorded. Edward Henry developed the 
standard of fingerprinting known as Henry 
Classification System. This was considered the 
first system which can identify the unique 
architectures of fingerprints. However, the 
system was acquired by law enforcement for 

identifying the criminals [1].

Similarly, in 1960s, semi-automated facial 
recognition were developed. This recognition 
can be used for unlocking the phone. The law 
enforcement adopted fingerprint and facial 
recognition methods and FBI (Federal Bureau 
of Investigation) invested in its development. 
This was incentive in developing biometric 
sensors for capturing and extracting data. In 
1991, facial detection technology was originat-
ed for real time recognition. The first iris 

temperature screening. Srinivas, G. R. [22], 
discussed the challenges by using touch based 
attendance systems and move on to facial 
recognition and also considered other available 
technologies for biometric attendance system. 
Elliot, M. [23], analyzed the challenges and 
opportunities of incorporating emerging 
technologies which include Artificial Intelli-
gence, Internet of Things and Big data used in 
COVID-19 pandemic. Yashaswini et al. [24], 
focused on the image processing and Iot 
technologies such as RFID (Radio Frequency 
Identification), Open CV and SSD (Single 
Shot Detector). However, these techniques are 
used in COVID-19 as an alternative to biomet-
ric scanners. 

5. Conclusion

 This work discusses and assesses the impact of 
COVID-19 on different biometric systems and 
outlines its weakness and strengths. Then we 
discuss evaluation of different biometric detec-
tion and recognition techniques and methods in 
very advanced and compared them which can 
be adopted in this COVID-19 Pandemic. Our 
focus is on the latest biometric technologies 
acquired during COVID. Those organizations, 
where wearing mask is compulsory can adopt 
the system which is having feature of mask 
detection. We proposed an Overview of 
biometric techniques based attendance system 
during COVID. Also we have seen that better 
results are produced by deep learning models 
in real time scenarios. For preventing spread of 
virus through physical contact, attendance 
system which are contact less are focused in 
this paper.
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