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Enhancing Counterterrorism Measures in Pakistan: Addressing Financing Challenges and Strengthening Legal Frameworks

Editorial

Enhancing Counterterrorism Measures in Pakistan:
Addressing Financing Challenges and Strengthening Legal
Frameworks

Kaukab Jamal Zuberi

Terrorist organizations continue to pose a
significant threat to global security, relying on
diverse methods to finance their activities and
evade detection. In Pakistan, combating terror-
ist financing is of paramount importance, yet
inherent weaknesses in the legal framework
present formidable obstacles for law enforce-
ment agencies and financial regulators. This
article delves into the complexities of terrorist
financing, the challenges faced by Pakistani
authorities, and recommendations for enhanc-
ing the Anti-Terrorism Act (ATA) to bolster
counterterrorism efforts.

Terrorist financing encompasses a range of
activities, including funding sourced from both
legal and illicit means. While legitimate
businesses, government allocations, and chari-
table organizations may unknowingly contrib-
ute to terrorist financing, illicit sources such as
drug trafficking, kidnapping, and corruption
remain significant avenues for funding terror-
ist activities. Moreover, the use of money
laundering techniques further complicates
efforts to trace and disrupt the flow of funds,
necessitating robust regulatory frameworks
and investigative techniques to combat this
threat effectively.

In Pakistan, the ATA serves as the primary
legal instrument for countering terrorism and

terrorist financing. However, several inherent
weaknesses within the ATA hinder its effec-
tiveness in addressing the evolving nature of
terrorist  financing  activities. One key
challenge lies in the broad definition of "terror-
ism" outlined in the ATA, which can lead to
ambiguity and challenges in prosecuting cases
related to terrorist financing. Clarifying and
refining this definition to encompass specific
criteria related to terrorist financing would
provide greater clarity for law enforcement
agencies and enhance their ability to identify
and prosecute individuals involved in financ-

ing terrorist activities.

Additionally, the ATA's definition of "terrorist
financing" requires further elaboration to
address the complexities of modern financial
transactions and money laundering techniques
employed by terrorist organizations. By
providing a more comprehensive definition
that encompasses various forms of financial
support, including funds sourced from illicit
activities and money laundering, the ATA can
better equip authorities to detect and disrupt
terrorist financing networks effectively.

Furthermore, addressing procedural challenges
within the legal system is essential to expedite
the investigation and prosecution of terrorist
financing cases. Delays in judicial processes
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and the burden of proof required for successful
prosecutions present significant obstacles for
law enforcement agencies, allowing perpetra-
tors to evade accountability and continue their
illicit activities. Streamlining legal procedures,
enhancing cooperation between investigative
agencies and the judiciary, and providing
adequate resources for timely investigations
and prosecutions are essential steps in

overcoming these challenges.

Ensuring the safety and protection of witnesses
is another critical aspect of enhancing counter-
terrorism measures in Pakistan. Witness intim-
idation and lack of adequate protection
measures undermine the integrity of investiga-
tions and deter individuals from coming
forward with crucial information. Implement-
ing comprehensive  witness  protection
programs and strengthening legal provisions to
safeguard witnesses’ identities and testimonies
would encourage greater cooperation with law
enforcement agencies and facilitate the prose-

cution of terrorist financing cases.

Moreover, addressing the partial implementa-
tion of Financial Action Task Force (FATF)
standards is imperative to strengthen Pakistan's
regulatory framework for combating terrorist
financing. Close coordination between govern-
ment institutions, financial intelligence units,
and international partners is essential to ensure
full compliance with FATF recommendations
and enhance Pakistan's ability to combat
money laundering and terrorist financing

effectively.

Additionally, enhancing oversight of designat-
ed non-financial businesses and professions

(DNFBPs) and informal financial channels is

crucial to closing existing loopholes exploited
by terrorist financiers. Strengthening regulato-
ry supervision, conducting regular audits, and
implementing stringent reporting requirements
for DNFBPs would help mitigate the risks
associated with illicit financial transactions
and enhance transparency in the financial

system.

Furthermore, addressing emerging threats
posed by cryptocurrencies and virtual econo-
mies requires proactive measures to regulate
and monitor these sectors effectively. Develop-
ing comprehensive regulatory frameworks,
enhancing technological capabilities for moni-
toring financial transactions, and fostering
collaboration with international partners are
essential steps in mitigating the risks associat-
ed with these emerging technologies.

In conclusion, enhancing counterterrorism
measures in Pakistan requires a comprehensive
approach that addresses the inherent weakness-
es in the legal framework, strengthens regula-
tory oversight, and enhances investigative
capabilities. By refining the Anti-Terrorism
Act to provide clearer definitions and proce-
dural guidelines, addressing challenges in the
judicial system, and bolstering regulatory
compliance with international standards,
Pakistan can strengthen its capacity to combat
terrorist financing effectively. Moreover,
proactive measures to address emerging threats
and vulnerabilities in the financial system are
essential to safeguarding national security and

promoting global stability.
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ABSTRACT

Two methods are frequently used to analyze malware and start specimens: static analysis and
dynamic analysis. Following analysis, distinct characteristics are retrieved to distinguish malware
from benign samples. The detection capacity of malware is contingent upon the effectiveness with
which discriminative malware characteristics are retrieved through analysis methods. While
conventional approaches and techniques were used inadvertently, machine learning algorithms are
now utilized to classify malware, which can deal with the complexity and velocity of malware
creation. However, even though a few research papers have been published, recent classifications of
signature, behavioral and hybrid machine learning is not introduced well. Based on this demand, we
provide a comprehensive analysis of malware detection using machine learning, as well as address
the different difficulties associated with building the malware classifier. Finally, future work is
addressed to build an effective malware detection system by addressing different malware detection
problems.

Keywords: Machine learning, Static analysis, API calls, Ransomware, obfuscation technique
malicious software, Dynamic analysis.

1. INTRODUCTION

from several domains, including program
analysis and network analysis, to acquire a

Despite major improvements in
computer security methods and their continual
growth, the malware remains the primary threat
in cyberspace [l, 2]. Malware investigators
analyze malicious samples using techniques

better knowledge of their behavior and
evolution [3-6]. The first computer malware,
known as the brain, was developed in the 1980s
and a lot of computers were infected. At that
time the speed of malware creation was not very

Int.J. Elect.Crime Investigation 8(1):IJECI MS.ID- 02 (2024)
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fast because it was the peak of computerization
at the time. However, as time passes, a thousand
new types of malware are created each day [7].
Due to widespread development of malware
nowadays, the most recent malware is
significantly more targeted, covert zero-day,
and persistent than classic malware, which was
open, broad, and performed just once [8-10].
Furthermore, today's malware is quite
sophisticated, with the primary goal of
exploiting computer system flaws. To get
around malware identification and analysis
systems, malware authors utilize a variety of
obfuscation procedures [11]. Malware authors
also used encryption and encoding techniques to
create complicated harmful programs such as
metamorphic , polymorphic, and packed
malware, is extremely difficult to analyze and
identify [12-14].

The spreading vectors, which are mentioned in
Table 1, are typically used to propagate malware
from one system to another. The battle between
malware creators and analysts continues. Both
sides are creating new methodologies and
techniques for malware detection systems
concurrently, while the other is building
malicious software to breach the detection
system to target computer and network
resources. The malware researcher analyses
knew malware intending to prevent an assault
on the computer system [15, 16]. Malware is
of two
signature-based and

spotted using one approaches:
behavior-based
identification. While signature-based malware
recognition methods are quick and effective,
obfuscated software easily evades them [17-19].
Behavior-based approaches, on the other hand,
outperform obfuscation. The behavior-based
approach takes a long time. Not only have

methods for detecting malware based on

behavior and signatures been developed, but
also many hybrid tactics that incorporate the
recompenses of both. Hybrid detection methods
are intended to overcome the concerns
associated with both signature-based and
behavior-based methods for detection. Zero-day
malware detection is thought-provoking as such
malware makes use of the recent susceptibilities
that have not yet been discovered [19, 20].
Crackers aim to find vulnerabilities in new
software and exploit them to breach the
software's security. Since the first malware
assault on a computer system, a defense
mechanism has been built [21, 22]. Machine
learning offers a potential answer to this
problem by allowing developers to create
malware classifiers that can detect new virus
and it’s variant [23, 24]. Various machine
learning-based strategies based on supervised
and unsupervised algorithms have been
suggested in the literature [16, 24].

Two main aspects arise after the evaluation of
the proposed machine-based detection methods.
For the testing of malware, the first stage is the
development of classification algorithms for the
classification device and the second step is the
extraction of malware using a dynamic and
static approach. These two variables affect the
precise classification of malware. Both the NB,
DT, SVM, and
technology RF and Ada boosting have been

ensemble classification
utilized and enhanced for classification training.
Classifying ensembles usually provide better
results [25]. The benefits and limitations of each
categorization algorithm include. In addition,
the representation of the feature greatly changes
the detection rate of the classifier. One needs a
far more reliable automated malware detection
technology. Some academics have created
automated cognitive analytic methods for
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addressing the extremely disastrous zero-day
malware that can also resist malware assaults.
Continuous study of malware is crucial to
update techniques for detecting new malware
patterns and behavior and variants in existing
malware.

Malware authors also used encryption and
encoding techniques to create complicated
harmful programs such as polymorphic,
metamorphic, and packed malware, which is
extremely difficult to detect and analyze
[12-14]. The spreading vectors, which are
mentioned in Table 1, are typically used to
propagate malware from one computer system
to another. The battle between malware creators
and analysts continues. Both sides are creating
new methodologies and techniques for malware
detection systems concurrently, while the other
is building malicious software to breach the
detection system to target computer and
network resources. The malware researcher
analyses knew malware intending to prevent an
assault on the computer system [l5, 16].
Malware is spotted using one of two methods:
signature-based detection or behavior-based
detection.

While signature-based malware recognition
methods are quick and effective, obfuscated
[17-19].
Behavior-based approaches, on the other hand,

software  easily evades them
outperform obfuscation. The behavior-based
approach takes a long time. Not only have
methods for detecting malware based on
behavior and signatures been developed, but
also many hybrid tactics that incorporate the
advantages of both. Hybrid detection methods
are intended to overcome the issues associated
with both signature-based and behavior-based
methods for detection. Zero-day malware

detection is thought-provoking because such
malware makes use of the recent susceptibilities
that have not yet been discovered [19, 20].
Crackers aim to find vulnerabilities in new
software and exploit them to breach the
software's security. Since the first malware
assault on a computer system, a defense
mechanism has been built [21, 22]. Machine
learning offers a potential answer to this
problem by allowing developers to create
malware classifiers that can detect new virus
and it’s variant [23, 24]. Various machine
learning-based strategies based on supervised
and unsupervised algorithms have been
proposed in the literature [16, 24]. Two main
aspects arise after the evaluation of the proposed
machine-based detection methods.

For the testing of malware, the first stage is the
development of classification algorithms for the
classification device and the second step is the
extraction of malware using a dynamic and
static approach. These two variables affect the
precise classification of malware. Both the NB,
DT, SVM, and
technology RF and Ada boosting have been

ensemble classification
utilized and enhanced for classification training.
Classifying ensembles usually provide better
results [25]. The benefits and limitations of each
categorization algorithm include. In addition,
the representation of the feature greatly changes
the detection rate of the classifier. One needs a
far more reliable automated malware detection
technology. Some academics have created
automated cognitive analytic methods for
addressing the extremely disastrous zero-day
malware that can also resist malware assaults.
Continuous study of malware is crucial to
update techniques for detecting new malware
patterns and behavior and variants in existing
malware.
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Table 1 : Methods for Spreading

Methods for Features
Spreading

Unintentional drive-by downloads point to a malware infection that causes damage to users in
Drive-by a variety of ways. Cybercriminals steal and gather personal information and get all the account
Download credentials via drive-by downloads. For example, their banking information such as usernames

and passwords may also include Trojans or exploit kits that may be used to spread other
malicious targets.

Vulnerability | A vulnerability is a security hole in a device's or program's software that allows an invader
activity to insert malware into the system. It may be a fault arising due to programming in an
application or device software, design fault, or some other form of inbuilt flaw. A very
successful WannaCry (2017) ransomware exploited Windows 7's vulnerability to encrypt
millions of users' files. This malware exploited an existing weakness in the Windows 7 OS
SMB. The user who mended the susceptibility did not affect them, while the remaining lost
their data. It is a perilous kind of vector of propagation that is very hard to deal with. An
invader discovers a weakness in the OS or application and attempts to create malware to
exploit the existing defect to do the most harm. As a result, to handle various types of
malwares, the user must update the system periodically.

Backdoor A backdoor denotes any technique that enables allowed and unauthorized operators to utilize
regular security mechanisms to increase high-level user access and to a device, network, or
software program (aka root-access). Cyber thieves will exploit a loophole when the
information is stolen, further software is installed, and the machine is hijacked.

Removable Nowadays, removable drives are available on both flash discs and hard discs. These are the

Drives most prevalent malware distribution techniques for each device. Despite the existence of anti-

malware software on the infected computer, it enables infection propagation and connects the
infected device to the mobile drive. Users should always take care while transferring data
between computers using flash devices. It can transmit any kind of malware, including viruses,
worms, and ransomware.

Homogeneity | The setup of similar OS software connected via the same network becomes the source of worm
virus spreading from one machine to another.

1.1. Contributions

The current state and evolution of malware
detection systems are discussed in this research
study.

1. Many classifications technique for machine
learning is explored and compared.

2. Recent classifications of

behavioral and hybrid machine learning are

signature,

explored. It shares with its advantages and
limitations a fraction of the data in the
proposed malware detection systems.

3. The present study has covered some

important  parameters that influence

malware classifier performance. A hybrid

model for malware detection has been
presented utilizing machine learning is also
provided. Finally, the paper was completed,
and the topic of the future directive was
discussed.

1.2. Scope Overview

The emphasis of this study is based on the
detection of malware using ML techniques, and
to create the executable files system's automated
smart malware detection. This article examines
the work suggested for the identification of
executing files and provides information on
current research on malware revealing via
numerous characteristics and methods.

06 Int.J. Elect.Crime Investigation 8(1):IJECI MS.ID- 02 (2024)
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1.3. Evolution

There is a complete review of machine learning
malware identification methods. Owing to
significant variances in the number of data sets
used, ML algorithms, and valuation processes,
the detection technique provided are very
difficult to compare properly. The results of
suggested ML-based malware classificatory are
nevertheless equated and presented with certain
in this research.

1.4. Orgnization

The rest of the paper is systematized as follows.
Section 2 introduces systems for malware
research. Section 3 debates the machine
learning methods employed to categorize
malware. In Section 4 static, dynamic, and
hybrid, the analysis of different approaches is
provided. Section 5 assesses the result of the
examined papers, and the many criteria for
malware classification are explained in section
finally it illustrates the possible breadth and
concludes the study.

2. MALWARE ANALYSIS

Different malware data samples are investigated
to obtain results that can be utilized to detect
them. Static and dynamic studies are two basic
malware research methodologies that are
illustrated below.

2.1. Static Malware Analysis

In the study, features are gathered without

Table 2: Static analysis tools

running the malware sample. Following the
analysis by the extraction of several static
features such as N-grams, hash value, strings,
opcodes, and PE header information. The
development of malware revealing software
(antiviruses, intrusion detection systems etc. is
based on these characteristics [26, 27]. Security
analysts examine malware samples either by
using reverse engineering or not. The malware
files are dismantled and converted into
assembly language code, which is then used to
test the malware sample during the coding
stage. Some of the most widely used IDA Pro,
Ollydbg, WinDbg, and capstone disassemblers
are among the most widely used disassemblers
and debuggers [33, 34]. An examination of the
assembly code is performed to discover the
processing route of a malicious operation file,
pattern and structure. This information may be
used to detect new or variant malware. To study
the assembly language code to identify the
execution functions is a time-consuming
procedure. The use of code obfuscation
practices makes the forecaster's work even more
difficult. Malware authors employ a variety of
escape inspection,
including code encryption, code reordering

methods to malware
instructions, and dead code insert techniques
[28, 29]. Static analysis techniques are defined
briefly in Table 2, which is followed by a
discussion of the methodologies.

Tool name Description

PeView [44]

The 32-bit Portable Execution File (PE) structure and content of files, as well as the
Component Object File Format, may be viewed quickly and simply with this tool (COFF).
This PE/COFF file reader reads headers, sections, directories, import tables, and tables for
exporting, and resource data numerous files (such as EXE, OBJ, DLL, DBG and LIB) as well
as information for resource purposes.

PEid [45]

Used to test if the malware is hideous if the packer tool is used (for example NSPACK, UPX,
etc.). The creators of malware are increasingly utilizing antivirus methods to disguise the true
malicious code. The packaged malware may be classified using PEid.

Int.J. Elect.Crime Investigation 8(1):IJECI MS.ID- 02 (2024)
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CFF  Explorer | This provides the executable file with complete header information and metadata. In this
[46] application, you may view more detailed information about executable files.

PsFile [47]

This useful tool shows details about the system's open files. Analyzing if the computer device
is remotely controlled is very beneficial. It can send details about opened files to the remote
computer on the local machine.

Accesschk [48] | To evaluate the degree of security of the equipment, Accesschk is utilized. It contains
information on access rights, including whether a group or user can write, read, or accomplish,

among other things, registry keys and files.

(IOC) Finder is a free utility that collects host system data and reports IOC presence. IOCs
are open-standard XML documents that assist incident responders in capturing a variety of
threat information.

10C Finder [49]

Radare [50] Radare is a comprehensive set of tools for reverse engineering. This utility is available on a
wide range of platforms including Windows, Linux, Android, and MacOS. On the file system,

Radare can also do forensics.

Yara [51] The Yara tool is employed in executable files to match a string. To recognize the malware
file, such string signatures may be used in malware analysis. The Yara tool has the capability
of matching a certain string pattern contained inside a binary file. Other file formats, such as

PDFs, Word documents, and other similar documents may be matched using this feature.

SS Deep [52] Executed fuzzy hash values needed to verify malware variants may be calculated in this
utility. The fuzzy hash contains more potential to compact with malware variations, unlike

the simple hash value.

Disassemblers Disassemblers are then employed if a more comprehensive static analysis is needed. IDA Pro
[44] is a well-known and widely used disassembler. To effectively carry out the reverse
engineering task, a new Ghidra disassembler was constructed. The assembly code that is
transformed from the executable file, which is then examined manually to determine the
functionality of the malicious software.

2.2. Dynamic Malware Analysis

When using this procedure for investigation
malware the files of malware are processed and
the resulting malware running time behavior is
captured and analyzed. There are many types of
runtime behavior including file system,
processing execution, modification to registry
key, and network activity [30-33]. Dynamic
inspection differs from static examination since
it relies on the connection amid malware and the
windows operating system. To ensure system
security, the execution of malware samples is
always carried out in a simulated environment,
since if the malware program’s file to be run
direct on the host machine, it would cause
damage to the operating system [34-37]. The
program Virtual Box or VMware, which allows
you to create a virtual environment on a
computer, is called virtualization software.

There are a variety of behaviors that can be
observed when a malware file is executed,
including the formation of new program’s files,
the removal of a system file, modification of a
registry key, creation of new log entries, API
calls, visiting of URLs, the installation of
malware, and the transmission of information to
the command-and-control  scheme. The
following steps determine if the file is benign or
dangerous based on its contents. Dynamic
analyses may be used to investigate files that
were not properly deconstructed or evaluated by
static analysis. Table 3 provides a high-level
summary of the various dynamic analysis
techniques.
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Table 3: Dynamic analysis technologies

Name of Tool

Features

Process
Explorer [9]

The system's task and control manager is called Process Explorer. It functions similarly to a
Windows task manager by offering comprehensive details on the active system processes.

ProcMon [57]

The tasks performed by running processes are recorded by ProcMon (Process Monitor). It
collects all operating of file system, registry updates, memory activity, and network operations
system calls.

Wireshark,
Tshark [58]

Network traffic analysis is used by Wireshark and Tshark. These tools can internment all inward
and departing packets from the system to the outer world. Different system characteristics
including port addresses, URLs, and data streams are collected and subsequently analyzed for
malware file classification.

TCPdump [59]

Network data analysis in real-time may be accomplished via the use of this command-line
application. It is a commonly used packet analyzer that shows in real-time the TCP/IP packets
are sent and received from a computer system.

TCPview [60]

Windows networking tool that displays system statistics from every endpoint in UDP and TCP.

Regshot [61]

To capturing the registry modifications caused by the sample, the tool Regshot is utilized. The
registry state of the Windows operating system will be captured both before and after the
malware program sample is implemented. These both states may be equated to identify which
changes have been made by the sample file that has been run.

Memoryze [62]

Memoryze is a command-based forensic memory tool that may be used to examine digital
memories. There may be a full memory dump. Once the malware has been run, the memory
dump is deleted from the computer. The memory dumps of rootkit malware are analyzed to
extract different features such as the processes that are currently executing, strings, and the
process that is being concealed from view.

Volatility [63]

Volatility is a cutting-edge framework for memory dump analysis that is constantly evolving.
It is written in Python and has been built for various operating systems so that it may be used
simply (Linux, Windows, and Mac OS). Advanced memory dump features like processes,
registry keys, DLL-injected libraries, and strings may all be recovered with this tool, among
other things.

Redline [64]

Redline is a portable manager that automatically collects information to examine the IOC. It is
designed to be portable (Indicator of Compromise). Safety analysis software is used to examine
several Windows components, including memory, the file system, the network, and registry
entries.

Inetsim [65]

The network simulator is the component that imitates internet services to spread malware for
virtual internet communication, as previously explained. It is Inetsim that supplies the malware
with its virtual network environment, allowing the malware to perform its functions properly
throughout the dynamic analysis process. Consider the possibility that inetsim may respond to
such a query and that the malware will be permitted to continue to execute if the malware tries
to connect to the remote device.

Fake DNS [44]

The FakeDNS software responds to DNS queries by generating a response. FakeDNS also
resolves the virus's DNS requests, allowing the malware to handle them in real-world situations
once the DNS queries have been resolved. Using the inetsim and FakeDNS programs, you may
simulate virtual networks to better understand how the virus behaves.

Apate DNS

[66]

ApateDNS, improved form of FakeDNS that incorporates a graphical user interface. When
compared to the Fake DNS tool, Apate DNS is easier to set up and evaluate DNS responses.

Sandboxes [67]

For automated malware analysis, a variety of sandboxes, such as Cuckoo, Anubis, Panda,
Limon, Parsa, and others, are utilized. These tools are composed of a variety of embedded
analytical tools, such as those mentioned above. To remove the peculiarities of various groups,
sandboxes and other tools are used in conjunction with one another, such as tcpdump for
network traffic, the Cuckoo sandbox, volatility of memory dump, and so on.
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2.3. Dynamic Analysis Framework

The dynamic analysis framework is configured
to record the behavioral features of the
executable files using hypervisor Type-1 and
Type-2 [38, 39]. Type-1 hypervisors are
recognized as bare-metal hypervisors because
they handle and monitor guest computers
directly on the hardware computer. Nutanix
AHYV, AntsleOs, VMware ESXi, XEN, Oracle
VM Server Microsoft Hyper-V, are the patterns
of type-1 hypervisors. Fig. 1 (a) displays the
type-1

hypervisor run within the guest machine tools

hypervisor  architecture.  Type-2

Table 4: Hypervisor comparison for dynamic analysis

including Virtual machine ware, Virtual Box
and Microsoft Hyper-V are employed to
provide a dynamic analysis environment for
type 2. VMware Player, Virtual Box, VMware
Workstation, QEM, and so on are examples of
type-2 hypervisors. Fig. 1 (b) demonstrates the
type-2 architecture. In malware execution, the
abstraction level is provided by these figures.
Both kinds are based on the benefits and
limitations stated in Table 4. The difference
between methods for dynamic and static
analysis based on their merits and demerits is
given in Table 5.

(VirtualBox,VMware Player,QEMU)

Y

Hardware

Type-1

Fig. 1. (a) Hypervisor Type-I architecture
(b) Hypervisor Type-II architecture

Type-1 Type-2
Architecture Virtualization of hardware Most deprived code that works on low-end hardware
Detection CPU Background performance low but | VMs have similar difficulties as emulators, although
methods not zero overhead they may be more transparent.
Benefit Close to hardware negligible overhead | Easy to use introspection and state control
Drawback Lower introspection ability but Conceived for transparency compatibility
measurable
Protected It is protected little, if a host issue that affects the whole OS, like
hypervisor,
Scalability The scalability may be improved. Less, reliant on host OS
VM-1 VM-2 VM-n VM-1 VM-2 VM-n
l l l
vMM (VirtualBox,VMware Player,QEMU)

v

Host 0OS

v

Hardware

Type-II
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Table 5: Brief comparison of static and dynamic analytical approaches

simply be circumvented.

Static Dynamic
Methodology | The study is performed without the need to run the files in | Analysis takes place with
question. running the files
Benefits Quick and little time-consuming Robust for handling obscure
methods
Drawbacks Unable to determine new malware, obscure techniques may | Time-consuming and

complicated

3. MACHINE LEARNING FOR
MALWARE DETECTION

In detecting and grouping malware, machine
learning is becoming extremely helpful. There
has been a great deal of effort in the literature to
categorize benign and malicious files. ML
technology offers additional options and
flexibility to construct a more precise model by
allowing for more properties of a malware and a
benign file [26, 40]. In the realm of computer
security, ML delivers a variety of options for the
revealing of malware, infiltration, and harmful
URL identification. Malware samples are
examined, and the data collected for the training
of the classifier is utilized. Fig. 2 displays the
machine learning framework for the detection
of benign and malignant files. This figure
simple building of ML
classifiers, as well as the construction of
classifiers in other problem areas. First step is
feature  extraction. After that feature
representation and selection are completed. Last

illuminates the

step is classification methods are employed to
train malware classification models. Another
advantage of employing ML in malware
revealing is that it may be used to develop a
model for identifying previously undiscovered
malware. There is reasoning that it consists of
many methods that may be used to create
several malware algorithms to better identify
malware. Furthermore, the following perks of
employing ML algorithms to detect malware are
some of its many uses.

e Current anti-viruses and sandboxing

technique can be ousted.
* Automatically extracts samples of malware.

e The detection of unknown variants can be
further generalized.

e It has the potential to decrease human
efforts and time spent studying malware.

Many researchers have already carried out

extensive research, demonstrating their high

level of reliability regarding detecting malware.

Malware Files Analysis
_-_.—_'/—_—~_._ ‘~‘_‘/"—-—..

Benign Files Static and Dynamic
___‘__/’—~—.__ _____/’_“—!-‘

Feature Training Machine
Engineering Malware Learning
Extraction & Classifier Classifier

Representation

(SVM,Bayes),

Fig. 2. Machine Learning framework for the detection of

benign and malignant file

— N\

/Bemgn Flle/ Malicious Flle/
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3.1. Implementing ML Challenges in Malware
Identification

There are two main hurdles to implement ML in
malware revealing, discussed in the subsequent
sections.

3.1.1. High Computation Cost

Machine learning must be trained and upgraded
to overcome the first barrier to using it in
malware classifiers. Malware indicators must be
restructured  frequently to be effective.
Computer views, where computer education has
successfully been used, unlike other NLP
domains, however, the classifiers often need to
be re-trained to identify new and mutated
viruses in this domain. According to the finding
of the research everyday thousands of new
viruses are created, and malware changes its
behavior in a matter of hours or minutes. In
contrast to other approaches, ML is thus more
expensive and complex. As a result, while using
machine learning for malware revealing, we
must think in a different way.

3.1.2. Adversarial Machine Learning

In the field of computer-based malware
categorization, adversarial machine learning is a
major concern. The use of machine learning
technologies by malware writers to escape
malware detectors is critical for the
development of unfavorable machine learning.
(2016) [41]

pointed out that it was feasible to circumvent the

In addition, Kolosnjaji et al.

machine-learning revealing method provided by
the authors [42] with the aid of an intelligent
escape assault. It is a fact that, apart from
machine learning, there is no other technique
available for detecting the most recent and
greatly complicated malware. The development

of malware is also moving at a breakneck speed.
Now the Question is how we can hold these
tests to employ machine learning in cyber
security Realm. We may choose to minimize the
dimensionality of the dataset to reduce training
costs since machine learning algorithms take
longer to learn from a dataset that includes more
data characteristics than necessary.
Consequently, only the most useful and
discriminating malware features may make use
of function selection and size reduction
techniques to accomplish this. The second
problem of an adversary's machine learning
may be fixed by creating fusion malware
classifiers. Fusion classifiers may utilize both
dynamic and static information in their
classification. It is possible to train some
classification algorithms once the attributes
have been extracted. A single machine learning
method may be used to bypass the malware
detector; however, the malware detector
ensemble may be more resistant to unfavorable
machinery learning than a single ML algorithm.
Machine learning algorithms such as the vector
support machines (SVM), Naive Bayes (NB),
Random Forest (RF), and Decision Tree (DT),
as well as set algorithms such as Random Forest
(RF), and others in the classification literature
have been used to train classification models.
Machine learning techniques such as k-Nearest
Neighbors (KNN) and others are also used to
(ADA). ML
classification methods are briefly discussed in
Table 6, which includes a brief contrast of the
different techniques.

train classification models
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Table 6: Description of classification methods for m

achine learning

ML
Methods

Depiction

Benefits

Drawbacks

NB [43]

The likelihood to each class and the
dependent possibility of every database w
each class are computed using the NB
method. To predict the probability of a cl4
occurring in each data instance collection.

ithin

ss
the

cumulative likelihood of the class is estimated

by measuring the class chance and
conditionally likelihood of every backing
instance of data. NB can be utilized for bag
multi-class and binary classification.

th

It is quite easy to use
and comprehend the
NB classification
method. It can operate
well with non-relevant
data. Furthermore, a
tiny dataset may be
used in the classifier.

The major
disadvantage of the
NB classification is
that when the data
features in training
data are correlated, it
is poorly performed.
According to NB,
data components
should be
autonomous.

K-NN [79]

The K-Nearest Neighbor (K-NN)

classification technique divides the instanc

input into classes based on the class labels
the k-instances that are closest to the inpu
instance. It is anticipated that the class of
input instance will correspond to the class
the majority. If it is necessary to catch the
class label of the instance of input from th

adjacent K occurrences, distance measures

such as Euclidean, Manhattan, Hamming,
Minkowski will be employed.

KNN is simple to
construct as novel
instances with well-
defined class labels,
and can be restructured
at a low rate. There are
no assumptions on the
data in the KNN
algorithm. Search space
is more resilient; thus,
the data set is not
linearly separable.

The major fault of
the k-NN method is
that, does not work
when a data set is
spread randomly. It is
moreover uncertain
to choose a suitable
value for k.

SVM [89]

A hyper plane is used to split data instanc
into various classes in the data set entry b
SVM algorithm. A point vector in a two-
dimensional space input may be seen to d
the instance of input data into two benign

the binary class. For correctly categorizing

classes, usage of kernel functions in SVM
classification training is essential. SVM
classifiers utilize linear, radial, and poly
kernel features often.

3

the

vide
and
O

SVM is the most
promising technique for
classification since it
provides high accuracy
while yet being simple
to use. SVM is capable
of handling large
datasets with multiple
dimensions. It may also
categorize separable
non-linear data. Each
issue has a
regularization
parameter and kernel
function.

When the penalty
parameter is set to a
high value, the
training time for
SVM becomes very
lengthy (C).
Furthermore, the
selection of the C
value involves a
balancing act
between a test error
and a training
miscalculation.

LR [81]

As a parametrical binary classification
technique, Logistic Regression is used to
categorize data and divide it into groups. ]
build a logistic regression classifier, LR
acquires the quantities from the training
samples. In a qualitative response model,

he

likelihood ratio (LR) is employed to estimate

the empirical parameter value.

It is less difficult to
analyze and less
complicated to use. The
independent variables
do not need to have
identical variances, nor
must a normal
distribution with equal
variances be used. In
addition, since there are
no linear connections
between the
independent and
dependent variables, it
may be used to cope
with non-linear effects.

On average, the
accuracy of LR's
predictions is low. It
has a lot of
undesirable qualities
that must be dealt
with.
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DT [90]

A DT is built by calculating the information
achievement of each attribute in a dataset and
applying that information gain to the decision
tree classification. The root is the most
important feature for obtaining knowledge.
After then, the other transforms into a leaf of
the plant's root. DT that has been created is
then used to forecast the classes. Each node
within the decision tree (not leaf) verifies the
function, the function value correlates to the
branch of the decision tree and a leaf-node is a
class mark. The model has two division
functions: information gain and Gini index.
The model is trained.

High dimensional
datasets and bright data
may be handled using
DT classifiers. In
contrast to KNN and
SVM classifiers, it
operates in the white
case. It is feasible to do
a trained interpretation.
This enables the trained
model to be analyzed in
depth. DT classification
also has a high workout
pace.

A minor modification
of the dataset may
lead to a big change
in the decision tree
structure, which will
make the model
unstable. It does not
work properly
because of the
limited amount of
data characteristics.

ANN [73]

Artificial Neural Networks (ANNs) represent
standard techniques that help identify decision
limits while reducing error rates in the same
manner that human brains do.

ANN may be used to
model a non-linear
dataset with a high
number of input
characteristics. ANN
may be utilized to solve
virtually any issue,
especially the optimum
problem.

Over-fitting may be a
problem for ANNSs.
The weights for
training data may not
be computationally
costly for additional
data sets, even
though they are of
the same
demographics as the
training data.

Random Forest is a machine learning method
that makes use of bagging to improve
performance. DT produces a single decision
tree, while RF creates multiple decision trees
based on separate sub-sets of the dataset with
replacement, each of which is different from
the previous one. The result of the RF is
determined by the votes of each tree.

Since the RF learning
machine algorithm
randomly chooses
various subsets, it is
immune from data set
variations and therefore
minimizes the danger
of overfitting. This
provides the best results
in categorization. It
may provide excellent
results, but the dataset
varies, as opposed to
the decision tree.

The training pace is
sluggish. The number
of classifiers that
must be trained to
create a powerful
classifier is directly
proportional to the
strength of the
classifier. Unlike
decision-making
book since many
decision-making
bodies are designed
to produce a strong
modal outcome.
Because of this, it is
challenging to assess
the consequences.

Boosting
Algorithms
[67]

Alternative approach to ML is to boost
processes that are used to train many weak
classifiers sequentially. Without a
replacement for sub-sets of data, weak
classification is learned linear. The average of
all weak graduates is then utilized to build a
strong grading system. Another kind of
algorithm is boosting machines. Boosting
varies in many ways from bagging. Bagging
subsets are chosen at random from the entire
data samples, while the training subsets are
designated from previously unselected data.
Adaptive and Gradient boosting (GB) are two
boosting approaches that are often utilized
(AdaBoost).

Boosting techniques
with any dataset works
well. Boost techniques,
like the RDF, address
the variation in data
characteristics. To train
the week classifiers,
several fundamental
classification methods
for machine research
(SVM, KNN, DT) may
be employed in
conjunction with boost
approaches before
edifice the ultimate
classifier.

Enhancing systems
may be time-
consuming and
computer consuming.
Increased algorithms
on a real-time
platform are tough to
implement. A long
and time-consuming
computation is
required for malware
analysis since the
classification method
must be used to
classify millions of
malware samples.
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4. MALWARE DETECTION
TECHNIQUES

The objective is to detect and defend from
harmful programs that could harm the computer
systems or network properties. The input is
evaluated in various instances so that malware
samples are detected and classified into an
appropriate family. It is necessary the use of
specialized harmful file knowledge or expertise
that accurately reflects the actual malware file
behavior. Consequently, numerous malware
program samples are evaluated utilizing
dynamic, static and hybrid systems, depending
on their complexity. It is then displayed
properly to help with the continued training of
the revealing system. According to authors [43],
many distinct characteristics are used by several
malware detection researchers, including
Opcodes, strings, PE header information , API
calls, ,Windows registry, files system accessing
AV/Sandbox submissions, network Activities,
and generated exceptions. Malware
programmed files are assessed, and their
characteristics are extracted and presented in an
intermediate format prior to initiating malware
detection. This intermediate form shows an
important  function in revealing. The
false-positive rate will only be decreased if the
collected data is optimal for malware revealing.
The numerous malware revealing approaches
presented are categorized into three primary

classes, as mentioned below.

4.1. Signature-Based Malware Detection

This technique used to identify malware that is
characterized by a certain file pattern and
signature. It is a standard way of detecting
known harmful files quickly, Compared to other
techniques. Signature-based methods are often

used in the development of antivirus software.
One easy technique to construct the signature of
malware program files by utilizing a hash
algorithm such as message-digest algorithm
(MD5), Secure hash Algorithm (SHA1) and
others. Malware file signatures are generated
and kept in the detection system database to
check the unknown program file signature. It is
assumed that if the signatures of the harmful file
match, formerly it will be avowed as virus else
the benign file. There is a problem with this
because, if just one byte of a file code is
modified, the signature of the program file will
also be altered. It follows that a new signature
must be created for each new malware variant
and each upgraded malware variant. Only after
that will a malware detector be able to identify
this malware. In addition, new malware
detection techniques based on signatures have
been proposed, which make use of a variety of
models, including program, graphic flow
control, and mnemonic sequences. The malware
data samples are investigated by means of a
range of IDA Pro, Preview, PeStudio, and
functional tools, among other tools, to
determine if they are malicious. Previously
mentioned standard and master learning
techniques are utilized to train the malware
detection system, which in turn is taught using
the characteristics that were extracted. All the
various methods to creating signature malware
classifiers that are based on static characteristics
is shown in Fig. 3. When it comes to developing
malware detectors, there are many tools, static
features, and methods to choose from. All the
techniques discussed in this section based on
signatures were proposed using this
architecture.
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Fig. 3. The malware detection system architecture based on static extracted features

The assessment of numerous potential
signature-based techniques is presented in this
sector. Karnik et al. presented a malware
revealing method where he uses the sequences
of the function[53]. The sequence element
represented the opcode group, and the function
sequence was the hallmark of the malicious
program file to distinguish the malware
versions. The measure of cosine similitude has
been calculated to deal with the obfuscation
systems. Nevertheless, in this case, advanced
obfuscation methods (equivalent instruction
substitution) and packaged malware were
unable to defeat the attack. In 2007, Bruschi et

al [54] devised a method for categorizing
malware using graphical representations [80].
According to the author, this method can control
several fundamental obfuscation techniques.
Binary files were constructed to match control
flow charts to graphs of previously identified
hazardous files and then executed. Two
algorithms were utilized in this malware
detecting technique. The first method searches
for similarities between the two graphs of the
binary program file B which is underneath
assessment and, M. that previously recognized
file malware. The B-file charts that had been
reduced were then compared to the known
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M-file charts in the
Concerning the first and second methods, the

second approach.

author calculated the false positive rate as 4.4 %
and 4.5 % correspondingly for 78 malware data
samples that were established against these
procedures. Nonetheless, this technique is
incapable of dealing with zero-day malware.
Based on the characteristics of an n-graph byte
sequence, Zhang et al. suggested a technology
for detecting and classifying malware using
n-gram byte sequence properties [55]. A
selection strategy removed pre-eminent bytes of
n-gram that can indicate the malware program
files. Subsequently, a classifier was constructed
using the method of a stochastic neural network.
For each classification, entailed of a series of
malware detection decisions. Three malware
courses have been occupied from the virtual VX
Heavens database for training. The authors [56]
presented an opcode-based machine learning
methodology for detecting unknown malware

program files. The Opcode have been arranged

into the following sizes: 1 byte, 2 bytes, 3 bytes,
4 bytes, 5 bytes, and 6 bytes features.

In the n-byte function sets, four classification
techniques were employed, including Decision
Tree (DT), Naive Bayes, and Random Forest
(NB) and Adaboost. According to the author,
this method can considerably predict file
maliciousness. Griffin et al. provided a
technique for the identification of heuristic
malware[68]. This proposed method generates a
48-byte sequence that was used as a string
signature for identifying the malware strains.
The authors employed the several module
signatures for training the classifier instead of
utilizing a single component signature. When
compared to a single component signature, it
has a higher probability of achieving high
accuracy. On the other hand, it was unable to

comprehend the effect of many component
signatures during runtime. The one-sided
perceptron method employed by Gavrilut et al.
employed a single-sided perception of several
machine learning algorithms to distinguish
between benign and malicious [69]. This
algorithm was intended to minimize the number
of false positive rate. Firstly, they employed a
basic partial perception cascade, now the
unilateral partial perception system cascading
demonstrated greater accuracy (88.79 %)
compare to simple partial perceived cascades.
The authors suggested a technique for malware
recognition using the recovery of malicious file
execution [70]. Malware flow control charts
have been created using execution flow function
calls. Graph matching has been performed to
match the malware program files with the
stowed CFG malware patterns. Malware
patterns have been saved. The CFG was labeled
harmful by a malware detector when it was
included inside the CFG template. The issue is
that obfuscation methods such as code
rearrangement may escape malware detection
by changing the real execution of the path of the
malware. The authors created a text-based
pattern matching technique for the development
for the revealing of a malware system [71]. In
this study the feed-forwards bloom filter was
used to scan the whole collection of sample
malware files.

Two kinds of outputs were generated: (i)
malicious file matched and (ii) a subset of
signatures. The Signature subsets were mined
from the signature data base that was required to
recognize the malware program files. A check
reduces bloom filter-induced false-positive
outcomes. It deals with the two problems.
Firstly, the enormous database of signatures is
easy to manage by decreasing those using
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subsets of signatures. The issue is that
obfuscation  methods such as code
rearrangement may escape malware detection
by changing the real execution of the path of the
malware. The author created a text-based form
matching technique for the development of a
[71]. In this

study the feed-forwards bloom filter was used to

malware system identifications

scan the whole collection of sample malware
files. Two kinds of outputs were generated: (i)
malicious file matched and (ii) a subset of
signatures. The Signature subsets were mined
from the signature data base that was needed to
recognize the malware files. After that, a check
is carried out to reduce the number of
false-positive outcomes caused by the bloom
filters. It deals with the two difficulties. Firstly,
the enormous database of signatures is easy to
manage by decreasing those using subsets of
signatures. Secondly, a single-bit vector is used
to manage the difficulty of memory scaling.
Text-based detection matching method has not
produced useful results that this text-based
revealing model does not offer the high false
positive outcomes. The authors have suggested
a method for packaging detection framework to
tackle obfuscation malware [45]. The primary
goal of this technique is to detect malware that
has been packed. Malicious sample have been
evaluated utilizing static analysis for collecting
the more refined executable attributes. Then,
using a two-class vector machine support
approach, a malware detector was trained to
identify malicious code. Veeramani and Rai
have built a system for malware detection
utilizing the appropriate API calls[26]. The IDA
Disassembler was used in this method to extract
the malicious API calls. Unpacking tools were
employed before the virus was disassembled to
investigate packed malware. The malware
program files and Windows system 32  are

evaluated statically to excerpt the appropriate
API for these both classes. SVM classifier
training followed API call extraction. Even
though various methods exist to deconstruct
packaged malware, every infection is hard to
detonate. Obfuscated malware makes API call
extraction difficult. Consequently, there is high
chances of the false positive results.

The authors in [72] Extended Moskovitch et al.
[73] work, which was built employing opcode
pattern set of features. Four sizes of 50, 100,
150, and 200 opcode n-gram sequences were
created from malware program samples. Eight
different classifiers were trained. Logistic
regression, Artificial Neural Networks (ANNSs),
Vector Support, Naive Bays, Random Forestry,
DT, and Boosted Naive Bays are some of the
methods that are used to train the opcode
patterns. In the study, it was discovered that the
accuracy was above 96 %, and the false-positive
rate was just 0.1 %. The API graph dependent
malware revealing solution was proposed by
Elhadi et al. [74]. In this method for each
malware file to a data-based API calls graph
were design. Apparently, a malware database
consisting of data type API graphs was created.
The analysis used the Longest Common
Subsequence (LCS) technique to equal the
unknown file's resemblance to the saved
malware graph. However, in the trial, just 85
malware samples were utilized, which led to a
detection rate of 98 %. In particular, The authors
suggested the malware system for the portable
executable program file of windows type PE

header information [43]. This approach was

utilized to train the model based on file
metadata. The results of the experiments
suggest that the executable metadata may be
used to discriminate between benign and
malicious. On the created attribute of the
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portable program executable header three
important machine learning algorithms were
used. Decision Tree classification beat NB and
logistic regression classification. The authors
joined the n-gram structure with the statistical
examination with the malware-detection ML
method [75]. The goal was to produce the
identify the
emerging malware i.e., metamorphic, those are

co-operative architecture to
difficult to identify by employing the statistical
method of the n-gram model. The Markov
blanket approach has been employed to choose
the features. It has been employed because it
minimizes feature size. In the next step, the
Hidden Markov Model (HMM), which
achieved an accuracy of 90 %, was trained in the
resultant function sequences.

Srndic et al. submitted a study on ML
algorithms for static analysis for the
classification of malware samples [76]. The
virus developer now uses portable document
format (PDF) and shock wave flash (SWF) files
to incorporate the executable scripts to harm
system resources. This research has evaluated
40,000 SWF and 440,000 PDF files. To identify
possibly dangerous programs included inside
PDF and SWF files, this approach was
employed in conjunction with other methods.
When it comes to malware detection, there are
many factors to consider. Kim et al. present a
technique for PE malware header detection
using the ML algorithm [77]. The main goal of

this approach is to advance the revealing ratio as

equated to preceding methods of malware
revealing that focused on the PE header data of
executable files. The portable executable header
features of malicious and benign program files
were observed in both cases (PE header
information). From there on three ML
procedures were applied to the retrieved feature:

Gradient  Descent (GD), SVM and
Classification and Regression Tree (CART). To
put the technique through its paces, almost
27,000 malwares and 11,000 benign files were
used. This system has an accuracy rate of 98 %
and a false positive rate of 0.2 %. This method,
on the other hand, will not function if the actual
PE header was obfuscated. Narra et al
developed a malware detection clustering
approach that is competitive in terms of
efficiency with SVM [3]. In their prior research,
they have only applied the clustering technique
like k-means, the maximizing of expectations
with  HMM. In the research, clustering
techniques have been trained with 7800
malware program samples without HMM and
equated with the SVM
classification, those have also been trained in

effects were

the same data samples. It's problematic to
regulate that many clusters are in the malware
dataset, leading to a hit and a testing solution.
Raff et al. developed byte n-gram-type
approaches and examined the shortcomings of
earlier n-gram strategies, those relied on the
n-gram function [42]. The characteristics for
Elastic Net Regularized logistic regression
model training have been selected and the
multi-byte identification has been analyzed.
This approach led to the discovery of three
significant faults in the prior n-gram methods.
First challenge is how the earlier corpora was
created the overestimate the detection precision,
the second challenge was most n-grams have
only been retrieved from string features and the
third challenge was, n-gram feature has
overpowered the classifier.

Searles et al. enhanced the previous work the
usual malware detection graph program using
control flow technique [93]. In this approach,
similarities were found between CFGs retrieved
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from binary files using the Shortest Path Graph
kernel (SPGK). In conjunction with a similarity
matrix, the SVM method was then employed to
enhance the precise classification. Various
parallelization methods were assessed to lessen
computational costs or to boost up the
classification. It intimates a better accurateness
on 22000 binary files in contrast to the 2 gram
and 3-gram model. But it is quite difficult to
cope with the enormous sizes of CFG. No such
solutions have been familiarized to deal with
this method. The authors utilized malware
detection characteristics such as CPU
utilization, network traffic, and swap usage [2].
This way, spyware known as APTs (Advanced
Persistent Threats) detected. The findings
further showed that the obfuscated malware can
also be detected. The classifiers are trained on
the self-organization feature map to minimize
the problem of over fitting and produced great
outcomes 7% to 25% higher than older
methodologies. The authors have presented a
technique for malware detection that analyses
execution files using static analysis tools and
extracts elements such as DLL import, hex
These
structures have been applied to paragraph
vectors via the training of SVM and k-NN
algorithms, which have been used to analyze the

dumping, and assembly code [34].

data. Approximately 3600 malware samples
were used in the trial, which resulted in a 99 %
accuracy in detection. But simple obfuscated
method can avoid the proposed method. The
graph-based malware revealing method was
enlarged by authors [94]. In the current methods
each node represents a single system call freely

however in the methodology every single node

in the graph signifies a group of systems calls
for related kinds for the compilation of the
system dependence graph (ScD-graph). It is
also possible to detect mutated malware using

this technique, which involves categorizing a
weighted directed network, also known as a
group relationship graph (such as oligomorphic
and metamorphic). The main issue with
graphics detection techniques is the difficulty in
matching graphs for similarity. Same-similarity
and NP-similarity metrics have been proposed
as potential solutions to this problem.

There have been 263 1 malware samples utilized
in the development of the anticipated model that
comprises 48 malware families. The detection
rate for the proposed model was 83.42 % when
using the data from this dataset. The suggested
system was assessed on 10568 binary program
files, with an accuracy rate of 98.7 %, and it was
shown to be effective. The authors [96] created
SVM type classifiers, which are now widely
used. Making use of the many features provided
by the executable PE header. The static PE
header features were split into 54 categories. A
total of 500,000 malware data samples collected
from the Vxheaven and Virusshare repositories
were utilized to train the SVM classification
system. There was a significant flaw in this
method in that the proposed model was not
explored in depth before it was implemented. In
addition, there is no clear description of how to
extract the static PE features of hidden malware
from its source code.

Table 7 confirmations the complete analysis of
the methods evaluated based on the signature. It
also compares the methods suggested after a
study of the
classifiers. Further, this also summarizes the

signature-based  malware

malware features, classification methods, and
performance metrics utilized to develop the
suggested strategies. In Real-time Detection
Scenarios, signature-based methods are

advantageous for reduced overhead and
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runtime. Some suggested methods have claimed
greater than 99 % accuracy in malware
detection. These methods used several malware
features and showed their efficiency in the
classification of dangerous and benign files.
When combined with malware detection
features, the representation methodologies show
an important part, as demonstrated by Burn AP
et al. (2017) [2] and the authors [78], both of
whom are using API calling to improve
detection rates but have used various machine
learning and representation methodologies to do
so. However, methods relying on signatures
have some drawbacks, such as the inability to
identify new and disguised malware. While we
think that these methods may identify unknown
malware, especially those which rely on
heuristic signatures, they cannot detect malware
that has been disguised. This is because the
malware detector, which is based only on the
static features of known malware, is rendered
ineffective. Compared to traditional malware
detection approaches, the presence of machine
learning in signing-based methods has resulted
in significant improvements in malware
prediction (Fig. 2.). Using machine learning
techniques, the authors in [42], [79], and [73]
have obtained more accuracy than the research
by authors in [80] and [75].

4.2. Behavior-Based Malware Detection
In the behavioral approach, malware is detected
based on malicious activities carried out during

execution. APIs, browser events, and system

events, as well as network events, are all
examples of feature kinds of behavior that have
been specified [37, 81, 82]. These qualities are
classified into three groups in the context of
behavior methods: File activities, registry
activities, and network activities. The entire
process description to construct behavioral

malware detection systems is illustrated in Fig.
4. New malicious Files can be identified by
employing this malware detection because
harmful
behaviors. Consequently, the malware detection

malware files somehow share
system is trained to recognize similar behavior
to identify new malware or variants of current
malware that has been introduced. Similar
activity, thus, is utilized to educate the system
for malware detection to detect new malware or
recognized malware variation. The behavioral
method also provides a strategy for controlling
the obfuscated malware. The obfuscation tactics
utilized by makers of malware can dodge
signature-based techniques. Behavior-based
technology is trained in two ways. Anomaly
denotes a malfunction that malicious files
perform. When a file displays an aberrant
behavior other than usual file stored behavior,
the file is declared as a malicious file. The logic
behind the malware is the abnormality
(abnormal operation performed by malware).
Malware detectors are being trained in the
system to identify abnormalities. Benign files
are examined using static or dynamic analysis.
For the categorization of benign files, the usual
activities of the benign files are used as a guide.
Anomaly and benign analysis are the process in
which malware data are analyzed alongside
innocuous ones. Because both normal and
dangerous activities are performed, it is
desirable to distinguish between benign and
malware behavior rather than using an
anomaly-based approach. The detector must be
trained for a longer time as compared to when
using an abnormal technique. Behavioral
malware detection techniques that use heuristics
perform much better. Machine learning is much
more important than traditional malware
detection methods when it comes to detecting
highly complex malware.
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Table 7: A complete analysis of the signature- based malware detection techniques

Author(s)

Input

Data Source/ Number of malwares
samples

Outcomes

Wang and Wu
[45]

Portable Executable
(PE) Header

1056-Packed Malware and3789-
Unpacked Malware and Benign Files
/Vxheaven and PCHome Malware
Repositories

TPR-94.54%

Veeramani [26]

Application
Programming Interface
calls

214- Malware and 300-Benign Files
Vxheaven Malware Repository

Accuracy-97%

Gavrilut [69]

Application
Programming Interface
calls

16437-Benign Files, 12817-Malware

Accuracy-88.78%

Shabtai [73]

N-gram
sequence

Opcode

7688-Malware and 22735-Benign
Files / Vxheaven Malware
Repository

Accuracy-96% TPR-

95%,
FPR-0.1%

Elhadi [74]

Data
Application
Programming Interface
Graph

Dependent

85-Malware Files / Vxheaven
Malware Repository

Accuracy-98%

Markel [43]

Portable
Header

Executable

42003 benign files, 122799 malware
files.

Accuracy-97% (Tree

CART)
94.5% (LR)

Pechaz [75]

N-gram

1207-Malware and 194-Benign Files
/ Vxheaven Malware Repository

Accuracy-90%

Srndic [76]

Strings, API Calls

440000-PDF and 40000-SWF files /
Virus total Malware Repository

Accuracy-

99%(PDF)95%(SWF)

Wang [80]

Opcode Sequence

11665-Malware, 1000-Benign Files /
Vxheaven Malware Repository

Accuracy-88.75%

Huda [78]

Application
Programming Interface
calls

Vxheaven Malware Repository and
using Honeypot

Accuracy-96.84%

Kim [93]

Portable
Header

Executable

271095-Malware, 9773-Benign Files
/ Vxheaven Malware Repository

Accuracy-99%

Narra [3]

Opcode Sequence

7800-Malware Files / VirusShare
dataset

Accuracy-98%

Raff [42]

Byte N-gram

400000-Malware and Benign Files /
/VirusShare Malware Repository
and Open Malware, MS Window

Accuracy-97.4%

Liu [19]

N-gram opcode, Image
representation

20000-Malware Files

Accuracy-95.10%

Searles [117]

Control Flow Graph

22000-Malware Files

19% more accuracy
than n-gram model

Nagano and

Uda [79]

DLL import, hexdump
and assembly code

3600-Malware Files/ MWS 2016
Malware Dataset

Accuracy-99%

Nikolopoulos
and Polenakis
[96]

System Call

Dependency graph

2631-Malware Files

Accuracy-83.42%

Le [97]

Greyscale images

10568-Malware Files

Accuracy-98.8%
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Fig. 4. Scheme of behavioral malware detection system architecture

The proposed behavior-based malware
detection different algorithms are explained in
this section. Bailey et al. provided an interaction
malware detection technique with system
services that included System API calls, special
addresses, and functions [83]. Malware files
behave in a variety of ways, which may be
classified into many categories. A malware file,
for example, may include a virus, a Trojan
horse, spyware, or worms. Moreover, malware
is also categorized according to the information
retrieved in various classes and subclasses. The
Malware Instructions Set (MIST) was
suggested by Trinius et al. have described a new
Malware Instruction Set (MIST) representing
malware behaviors. CW sandbox used to
analyze the malware samples[84] . The XML
report is created by Sandbox and after that it is
converted into a MIST format. In addition,

machine learning and data mining have helped
to improve the efficiency of malware analysis
while simultaneously reducing the number of
reports. Rieck et al. proposed an autonomous
malware to detect
malware class variants [84]. The framework
divided into two steps. The first step uses the

detection framework

clustering method to make malware types
comparable. The second step classifies or
assigns the unknown malware file to the
discovered classes. MIST representation was
utilized to speed up the process of clustering and
classification. Vasilescu et al. have made use of
the Cuckoo sandbox to get dynamic analysis
[85]. The generated report includes API calls to
the system, log entries, and portable binary
running information, among other things. The
malware detector is trained with these extracted
characteristics to identify zero-day malware. A
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data-dependent API graph-based malware
detection method was developed by Elhadi et al.
[76]. In the first stage, the clustering technique
is used to create malware classes that have
comparable characteristics to one another. In the
second step, the unknown malware file is
categorized or allocated to one of the recognized
malware classes, depending on the properties of
accelerate the clustering and classification
process. Hegedus et al. utilized behavioral
characteristics for malware identification to two
classifiers k-nearest neighbor and random forest
[86]. The technique proposed operates in two
phases. In the first phase, the random projection
is used to reduce the dimensionality and
duration of the variable space. The index of
Jaccard was used to measure the similarity of
malware traits. Then the second phase is to
utilize, detect and categories malware samples
with Virus Total’s K-nearest neighbor classifier.
According to Mohaisen et al. they have used the
malicious filename in a virtual environment to
remove behavioral devices [81]. After that,
malware samples are identified based on file
transactions, network activity, registry key
changes, and memory operations to determine
their origin. SVM was used to categorize the
data, and it was quite effective. Logic regression
and hierarchical clustering methods were used

to split Characteristics. A special version of this

format, known as the MIST representation, was
created to Malware into families that had similar
characteristics, with each family having its own
set of attributes. The experiment was conducted
out on both medium and big datasets (each with
400 samples), and the results were compared
(115,000 malware samples). The article implies
98% accuracy in the classification of malware.
According to Ghiasi et al. proposed a new
malware recognition approach using CPU
registry entries [87].

In the monitored environment, this approach
extracts API calls with dynamic analysis by
running binary files. A similarity between two
binary files was then calculated based on the
content of their register. Four Machine learning
methods are utilized include Random Forest,
Bayesian Logistic Regression, and Bayesian
Logistic Regression with Bayesian Logistic
Regression. To train the detection model,
regression, SMO, and J48 have all been used.
The article declares well-regulated time to
match existing patterns efficiently. In the
Cuckoo sandbox method, Pirscoveanu et al
collected the contextual features of binary files.
A random forest algorithm was developed for
the categorization system [65]. Ki et al.
presented a technique of malware identification
that relied on the API call sequences [108]. The
study shows that dynamic analysis has been
proven to be more effective in obtaining
malware behavioral features. it is observed that
all the malwares contain Sequence alignment
technique has been used to address redundant or
non-relevant code insertion in malware. In the
testing step, if unknown file calls are matched to
stored API patterns for the extracted APIs, the
file is declared malicious else the file is benign.
Pan et al. proposed a malware classification
system based on the BPNN model [88].

The HABO system is designed to collect
runtime functions. The essential elements of the
report were extracted, for example reading
foreign memory, creating mortexes, creating the
process, or modifying registry entries. The
model was developed utilizing the method of
the Back Propagation network.
Narayanan et al. developed a  supervised

neural

machine learning techniques to build the
classification of malware [92]. Polymorphic
malware was managed using the suggested
method as pictures capable of capturing small
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changes while maintaining the general
structure. Three classifiers have been trained on
the provided dataset using the KNN, ANN, and
SVM methods. Cho et al. presented a technique
employing the API call sequence [93]. API calls
have been extracted by running malware
samples in cuckoo sandbox for the construction
of the API sequences. 150 samples from 10
malware families were trained and 87 %
accuracy was obtained. Mira et al. presented a
in which they built an API-based

malware detection model that was trained in

research
two algorithms: the Common
Subsequent (LCSS) and the Longest Common
(LCSS) (LCS) [90]. The
multi-process execution behavior of malicious
files was presented by Bidoki et al. [57] .
Malware may disseminate its activities over a
wide range of legitimate operations, but the

Longest

Substring

overall effect is always negative. It is necessary
to use the improved learning method during the
training phase, and every API request must be
gathered during the detection phase. The
execution rules of all processes have been
merged to determine whether a binary file is
harmful. A graphical call system technique was
proposed by Ming et al. (2017) [94] that
generates an invisible malware problem system
call-based dependency diagram using a
graphical call system. According to the author,
all variants of the same malware have the same
semantics; the only difference is in the
malware's syntax. A technique was trained on
5200 malware files and then tested on 960
malware files before being released. The model
that was proposed was 97.30 % accurate.
According to Wagner et al. (2017) [95],
malware may be visually identified by its
activities. This system was created to monitor
the visual pattern of malware activities using
knowledge-assisted visual analysis. Mao et al.
(2017) [113] established a methodology

wherein they assess, based on their usefulness,
the importance of system subjects. This allows
us to create a network for security dependencies
that gives us an insight into the value of system
object security. Enhanced DT It was decided to
utilize Amazon Web Services to host the new
cloud-based design, which provides for greater
scalability. To train the classifier, 150,000
malware samples and 87,000 benign samples
were used. Using the improved DT algorithm,
the detecting system obtained a 99 % accuracy
rate in its detection.

Ding et al. proposed the idea of graph-based
malware detection [31]. Instead, then creating a
behaviour graph for each malware, the author
proposes a standard graph for every malware
family. Dynamic taint analysis technique was
used for building the behavior graph. The
highest weight parameter subgraph was used to
compare the graph of an unknown file to the
graphs of each malware family that had
previously been created. Stiborek et al. have
presented a technique for capturing malware
behavior by running malware in a sandbox
environment [99]. The sandbox has a series of
names and resources for each malware sample.
The term for this approach to the issue framing
is multiple instance learning. Machine learning
is used to samples of varied sizes of malware; a
report on many instances of learning explains
several ways to deal with the issue of sample
size. To address the issue of sample size
fluctuation, a vocabulary approach was
employed. The method suggested was
developed in a big 11,2115 binary and obtained
a precision rate of 954 %. Ghafir et al.
presented an advanced persistent threat
detection approach. [100]. To train the classifier,
the author utilized SVM, KNN, and group
methods. This method successfully generated
the accuracy of 84.8% in APT prediction.
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Run-time features were used by Alaeiyan et al.
to construct a malware detection algorithm
[101]. Using the Parsa sandbox, this method has
also discovered evasive malware. The given
method was tested on 1100 malware samples
and was shown to be accurate to 97.9% of the
samples. For the Windows platform, Xiaofeng
et al. created an API that uses sequence-based
malware classifiers.[102]. The cuckoo sandbox
was used to eliminate dynamic API calls from
the application. Following the training of two
classifiers. A model for categorizing malicious
traffic was proposed by Arivudainambi et al. in
their study of network traffic analysis [103].
They integrated PCA to handle sophisticated
anti-network traffic analyses. The approach
presented was evaluated via the Noriben,
Cuckoo, and Limon sandboxes by running 1000
malware samples. This technique has a 99%
accuracy rate in terms of malware identification.
Yucel et al. presented a techniques for creating
executable memory file images [104]. A total of
123 malware samples from various families
were collected. It was discovered that malware
samples ran similarly when run in virtual
machines, and 3D memory snapshots were
created for comparison. It showed that various
families of malware had varying rates of
similarity, such as 0.99 for Marina Botnet, 0.99
for Rex Virus, and 0.886 on average. Rabbani et
al. presented a model for the detection of
malicious behavior conduct in network traffic
using a Probabilistic Neural Network (PNN)
[105]. The vector featured IP, TCP, UDP, CON,
jitters, and other network capabilities. A
modified version of this technique was
developed by combining the PSO (Particle
Swarm Optimization) algorithm with the PNN
algorithms, which resulted in a malicious traffic
detection rate of 96.5 %.

Table 8 compares all the behavioral techniques

that were examined. There is now more research
being conducted on behaviorally based
techniques of malware identification. This is
because
incapable of dealing with emerging and

zero-day malware. Using runtime features,

signature-based  techniques  are

these  approaches  have  outperformed
signature-based accuracy solutions in terms of
accuracy. Many researchers, including Elhadi et
al. [106], Pan et al. [88], Ali et al. [67], and
others, have made use of dynamic API calls.
Alaciyan et al. [101] have used file, registry, and
network activities in the training of malware
classifiers using supervised classification
techniques, as have Stiborek et al. [99], Paketas
et al. and Stiborek et al. [99]. For instance,
Ghafir et al. [101] have been developing their
models with several runtime characteristics. The
detection rate is considerably greater for
behavior methods as compared to signature
based. The methods also suggested to claim that
new and obscured malware may be predicted.
Historically, it has taken a long time to extract
the runtime function from conventional
behavioral methods; however, the use of
machine-learning algorithms has sped up the
process, allowing the proposed model to make
use of more data and larger malware samples to
train and test the malware classification system.
However, the implementation of these
suggested methods presents certain problems
and difficulties. The proposed methods are
tested and verified using a range of malware
samples. Furthermore, classifiers vary in
techniques for training. Before prediction, high
processing time and the running duration of
malware samples are obstacles to applying the
behavioral technology to a real system. The
advantages of signature and Behavior methods,
described in the next section. In addition, hybrid
approaches have been put out and will be
examined in the section.
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Table 8: A Complete analysis of the behaviors-based malware detection techniques

Author(s)

Input

Data Sources/ Number of
malwares samples

Outcomes

Elhadi [106]

Data Dependent
Programming Interface Graph

Application

416-Malware and 98-Benign
Files /

Vxheaven
Repository

Malware

Precision 98
%

Mohaisen [81]

Application Programming Interface
calls and Network
Activities

115000-Malware Files /
Antivirus companies

Precision 99.5
%
Recall 99.6 %

Ghiasi [87]

Contents of Registers, Application
Programming Interface Calls

850-Malware and  300-
Benign Files

Precision 95.9
%

Pirscoveanu [65]

Window Application Programming
Interface calls

42000-Malware Files /
VirusShare and Virustotal
Malware

Repositories

Precision 98
%

Application Programming Interface
Call Sequence

23080-Malware Files /
VirusTotal Malware
Repository and
Malica Project

Recall 98.8 %
F1-Score
99.9 %

Pan [88]

Application Programming Interface
calls

13600-Malware Files /
Kafan Forum

Precision 98
%

Nayaranan [92]

Representation of Malware in
form of images

10868-Malware Files /
Kaggle Microsoft Malware
Dataset

Accuracy
96.6 %
(Linear
KNN)

Cho [93]

Application Programming Interface
call sequence

150-Malware Files /
Vxheaven
Repository

Malware

Precision 87
%

Mira [90]

Application Programming Interface
call sequence

13600-Malware /
VirusSign, SAMI, CSDMC
Malware

datasets /

Precision 99
%

Mao [119]

System objects

7257-Malware Files /
Vxheaven, MALICA and
Virustotal

Malware Repository

Precision
93.92 %
FPR 0.1 %

Bidoki [57]

Application Programming Interface
Calls

378-Malware  and  500-
Benign Files /
Vxheaven
Repository

Malware

Precision
91.66 %

Ming [94]

Dependency Graph

5200-Malware Files

Precision
97.30 %

Wagner [95]

Sequence of Application Programming
Interface calls

8847-Malware and 1460-
Benign
Files /
Vxheaven
Repository

Malware

Precision
95.25 %

Pektas and
Acarman [98]

Registry, Network, File
System, Application Programming
Interface call sequence

17900-Malware /
Virusshare
Repository

Malware

Precision 92.5
%

Ali[115]

Run-time features

150000-Malware and 87000-
Benign
Files /
Malware
Nettitude

Repository  of

Precision 99
%
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Stiborek [99] Behaviour artefacts

Precision 95.4
%

112115-Malware Files

Alaeiyan [101] Behavioral features using

Parsa sandbox

1700-Malware and 1700- Precision 97.9
Benign %

Files /
Virusshare
Repository

Malware

Xiaofeng [102]
call Sequence

Application Programming Interface

1430 Malware and 1352 Precision 96.7
benign %

Files /

Virusshare and Virus Total
Repositories

Arivudainambi Network Artefacts

[103]

1000-Malware Files Precision 99

%

Rabbani [105] Network features

677789-Benign Files and Precision 96.5
22211-Malware %

Namavar [4] Behavioral features

1883 1-Malware Files / Precision
Vxheaven and Microsoft 99.65 %
Kaggle

Datasets

Yucel [104] Memory Images

123-Malware Files / Precision 99.5
Virusign Malware Dataset %

4.3. Hybrid Malware Detection

Behavior-based and signature-based techniques
have some advantages and disadvantages.
Consider that
suggested ways to hybrid malware detection

several researchers have
that incorporate the advantages of both static
and dynamic malware techniques. In this part,
we discuss and compare the research of
different methods for hybrid malware detection
using various criteria. Rabek et al. suggested a
malware detection technique for detecting
harmful files that were obfuscated [107]. In
addition to the dynamics, the information
gathered includes all the function names,
addresses, and return addresses of system calls.
Malware files have been executed to record
runtime activity in a controlled dynamic
environment. The program is classed as
malicious when calling the same previously
saved system calls (which represents the
malware file). If, however, any unnecessary
system calls are included in the code, the
malware creator fails. The graph detector for
network worms was suggested by Collins et al.

[108]. Hosts in a network were represented as
nodes and connections as edges. The approach
mimicked a network to learn about the behavior
of worms. It addresses worms exclusively, not
Trojan horses, viruses, or other malware. The
following are the different methods used for
To minimize

detecting hybrid malware.

false-positive reactions, Mangialardo and others
[109] suggested that the FAMA framework
address faults in both static and dynamic
analysis methods. For extracting static
characteristics, IDA pro was utilized and
Cuckoo's sandbox for capturing behavioral
functions. The features gathered were then used
to train the random forest and C5.0 algorithms,
which were both developed by the researchers.
The tests showed that the unknown file can be
classified as benign or dangerous with 95.75 %
accuracy. Shijo et al. presented an integrated
malware detection approach that was based on
learning [110].
deconstruction of the binary files, information

machine Following the

in the form of readable string information was
obtained. It also takes care of any superfluous
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printed strings that were used to conceal the
code. Once the binary files had been run, they
were subjected to dynamic analysis in the
Sandbox. This included file
system-relevant API calls, change registries,

Cuckoo

and the extraction of a specific process and
memory addresses. The Random Forest and
Support Vector Machine were used to train the
malware classifier. Edem et al. suggested a
malware detection methodology that is

automated [111].

Several data-mining techniques have been used
in integrated with the author's malware
investigation. A clustering technique called
k-means clustering was used to group malware
samples that had similar behavior together to
make the analysis easier and more useful. The
malware samples were analyzed both statically
and dynamically from the outset. The IDA Pro
and OllyDbg tools, as well as the CW Sandbox,
were utilized to extract the static characteristics
from the code during the static analysis. An
XML report on the malware sample activity is
generated by the CWSandbox. The data mining
method was then utilized to process both static
and behavior characteristics. The enhanced
malware detection method for malware
categorization using the SVM algorithm was
proposed by Okane et al. [112]. Unlike others,
this method utilizes the runtime trace as the
tracking feature of the application to train the
detection system. The Support Vector Classifier
was trained after the extracted functions were
reduced to smaller feature sets utilizing opcode
filtering methods, which resulted in the
reduction of the retrieved functions to smaller
feature sets. Nauman et al. introduced the
concept of tridimensional decision-making in
the context of malware detection systems [113].
All the previously proposed techniques were

accompanied by a binary file, which might be
malware or benign. Practically, the detector is
unable to correctly classify all the examined
files. Some complicated malware is wrongly
categorized, such as Stuxnet or extremely
unique files. In this instance, detectors are more
likely to produce false positive or negative
findings. Thus, the strategies of fered address
such viruses with three types of accepted,
rejected, and delayed decisions. Two
approaches to malware are proposed: (i) Rough
theoretical rough game sets (ii) rough
theoretical information test. The disadvantage
of this method is that it does not offer a solution
for the handling of malware that has not been
detected yet. By combining various static and
methods with

component-based frameworks, Kaur et al. have

dynamic analytic
created a hybrid methodology for identifying
malware that may be used to detect a wide range
of threats [20]. Initially, the Hybrid Framework
was developed to automatically identify
zero-day malware that mimicked the destructive
behaviors of existing malware. The malware
detector is trained by extracting static and
dynamic characteristics from malware samples,
which are then used to identify malicious code.
This technique captures a broad variety of static
properties, such as the hash value, PE header
information, string values, and dynamic actions,
such as process activities, file operations,
storage operations, and network activities. This
method makes it possible to identify new

malware and classify it according to its static

characteristics.

Kolosnjaji et al. proposed an improved
semi-supervised malware detection approach
that incorporates both dynamic and static
malware analysis results to improve the
performance of categorization and classification
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[41]. During the processing of extract
characteristics of dynamic and static analysis,
various methods were employed, which are
distinct from prior malware detection
approaches. To categorize static findings, the
semi-supervised propagation method has been
utilized and the dynamic reports, which found
hidden semanticized characteristics in malware
files, have been statistically modeled. Above all,
it provides an online dynamic malware
classification system for non-parametric
techniques. Damodaran et al. proposed a hybrid
approach for training a classifier, in which an
Opcode sequence or an API request was utilized
to train the classifier in parallel [114]. Like
earlier hybrid techniques, binary data is used to
extract both static and dynamic features from it.
The Hidden Markov technique was then used in
the classification process, both dynamically and
statically. This approach only produced good
results for a few malware types. Current
methods of obscuring may also avoid the static
analytical procedure of malware identification
using malware tactics. Pfeffer et al. suggested
MAAGI for malware detection
and Attributed

Information) [115]. In this context, the genetic

(Malware
Analysis using  Genetic
algorithm has been used to the comparability
features of malware. Malicious samples are
processed in static and dynamic sandboxes to
collect malware features. Static analysis was
carried out using PEid and IDA pro tools while
dynamic analysis tools were utilized on Symon
and Introvert. The foundation of the MAAGI is
founded on the notion that biological behavior
and malware behavior share a great deal. The
outcome was the creation of the malware
detection framework using the artificial
which
promising results. It is expected that it will

intelligence  algorithm, showed

improve collaboration between cyber defense

and artificial intelligence groups in the long run.
Huda et al. suggested a semi-supervised
machine learning method that would automate
information regarding unknown malware in the
sensing system using previously tagged and
unlisted data, which would be implemented in a
sensor network [89]. Other techniques do not
have the advantage of automatically updating
the database of the detection system, which
makes this one stands out since it does not need
external help. This technology makes use of
k-means clustering with reverse document
frequency as the distance metric, word
frequency as the distance metric, and the
Support vector machine technique to categorize
binaries to extract cluster information, all of
which are used to extract cluster information.
Huda et al. [116] proposed a hybrid method that
combines the inclusion of wrapper filters with
the selection of characteristics to get the best

possible results. The author has selected the

maximum and minimum characteristics in this
research After that, several MR+SVM,
MRED+SVM and Fisher+SVM  machine
learning methods were employed to train the
model that provided 99,49 % precision utilizing.
Table 9 offers a comprehensive summary of the
updated techniques for hybrid malware
detection, as well as their advantages and
disadvantages. It also presents the results of the
investigation into hybrid malware ratings. Huda
et al [116] achieved the highest accuracy in
malware detection with a 99.49 % detection
rate. These methods were proposed as a means
of bridging the gap between static and dynamic
malware detection by integrating the benefits of
both approaches.
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Table 9: A complete analysis of the hybrid malware detection approaches

Author(s)

Input

Data sources / No. of samples

Results

Mangialardo [109]

Application programing
interface call sequences

131073-Malware Files /
Virus Share Malware Dataset

Precision-95.75%

Shijo [110]

Printable strings
information

(PSI) and Application
programing interface
calls

997-Malware and 490-Benign Files

Precision -98.7%
(SVM),
97.68% (RF)

Edem [111]

Signature and Window
Application programing
interface calls

1143-Malware Files / 1143-Malware /
Malware Sample taken from
MWanalysis.org

Okane [120]

System Application
programing interface calls

350-Malware, 300-Benign /
Vx heaven Malware repository

Precision -86.3%

Nauman [113]

System Calls

UNM Application Dataset

Precision -92.51%

Kolosnjaji [41]

Portable Executable
Header Information and

2000-Labelled Malware and
15000-Unlabelled Malware Files /
Virus total Dataset

Precision-90%

Application programing
interface Calls

Damodaran [121]

Portable Executable
information,
Application programing
interface Calls

745-Malware and 40-Benign Files /
Vx heaven Dataset

Precision -98%

Pfeffer [115]

Application programing
interface calls

8336-Malware and 128-Benign Files /
MIT Lincoln Lab Malware Dataset

Precision -86%

Malware sample from CA
Technologies

VET, ZOO, Offensivecomputing.net
and Vx heaven Repositories

Huda [89] Printable Strings, 967-Malware Files / Precision -93.83%,
Imports, CA Technologies VET Zoo Malware FPR-0.144%
Procedure Call Graph Dataset
(PCG)

Huda [116] Runtime activities 2000-Malware and 1500-Benign Files / | Precision 99.49%

5. Discussion and analysis of proposed malware detection techniques

Authors Type ML Algorithm Features
SA | DA | DT |SVM [KNN | NB | LR |ANN | RF [ADA| MN |PEH| AC | PSI | RC | IM |RTF
Ali [67] vV [V |V v v v
Gavrilut [69] N4 NG N
Ghafir [100] v VY v |V v
Ghiasi [87] N4 NG N4
Huda [89] v | Y v M v v v v
Huda[116] | v | v v v
Huda [78] N4 N N
Ki[118] N v
Kim [77] v v |V v
Kolosnjaji[41] | v | ¢ v |V v | Y
Le [97] v v v
Liu[19] N v v v v
Mangialardo v v v v v
[109]
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Mao [119] 7

Markel [43] NG v v v

Mohaisen [81] Vv v v v v

Nagano and | v v
Uda [79]

Narra [3] N v

Nauman [113] |

Nayaranan
[92]

Okane [120] NG

Pan [88]

Pfeffer [115] N4

NN LSRN
&

Pirscoveanu
[65]

NESENES

Raff [42]

Searles [117]

Shabtai [72]

Shijo [110]

NEN N PNES
<

Srndic [76]

Stiborek [99] 7

NSNS

Veeramani
[26]

~

Wagner [95] v v

Wang [80] v

v

Table 10: Analyzing three kinds of malware revealing methods: ML algorithms and malware characteristics

The statistical examination of ML revealing
techniques is covered in this part of the paper.
Because there are three different types of
malware detection techniques. These methods
may be classified into a variety of categories,
including analytical approaches, conventional
or machine-based learning systems, deep
learning systems, computer technologies, and
mobile malware detection technique. We have
examined the strategies of malware detection
designed for Computer malware. Table 10
summarizes research into methods of malware
detection based upon algorithms and the
features of input. It shows which algorithms
have been greatly utilized and employed in past
and present and which characteristics are static
and dynamic.

e Static Analysis- (SA)

*  Dynamic Analysis- (DA)

« API Calls, Imports, DLL Import- (AC)

* Image Representation of binary file- (IM)

»  Register Content- (RC)
» Portable Executable Header- (PEH)
*  Runtime features (FILE, Network)- (RTF)

In addition to the analytical category and the
machine learning systems, malware types are
the important thing in malware detection. For
example, hash wvalues, specific string data,
opcodes, n-bytes, and registry changes, practice
activities, system operations, and other system
data. As exposed in the Table 10, most of
authors used single-feature sets while many
others used multiple different features for the
classification of malware. Moreover, it affects
malware detection performance how the
characteristics are handled and displayed. Many
techniques, such as API calls, runtime functions,
opcodes, and n-grams, among others, have been
tried; nevertheless, the processing and
application of different methods have formed
superior outcomes overall. Fig. 5 expressions
the accuracy contrast to various static malware
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revealing techniques. The greatest accuracy of
99 % was obtained by [117] the authors in [77],
and [27] using the SVM classification methods.
Fig. 6 exhibits dynamic malware classifier’s
accuracy. The authors in [4], [104],and [17]
some researchers have reached more than 99 %
accuracy. The authors [116] generated the
highest precision of 99. 49%, as shown in Fig. 7,
utilizing MR+SVM and MRED+SVM systems.
From the previous work we can elaborate that
static and dynamic technology can produce a
more precise malware revealing system with
machine learning. Likewise, for constructing a
model employing different malware traits a
single classification technique is not suitable.
However, SVM did better in static analysis than
other systems. The algorithms of the dynamic
examination collective also worked effectively.
Some significant research problems arise after
the analysis of different malware detection
methods. There are several advantages and
disadvantages to each method. For instance,
signature-based malware detection methods
may identify only known malware that has

previously recorded its signature in the detector
database. Malware detection systems based on a
signature can be readily avoided by obscure
methods. Malware detection technology that is
based on behaviour may be used to remedy
flaws of signature-based detection technique.
However, behavioral methods require far more
time and have a larger false positive rate than
signature-based techniques. The identification
of malware is an infinite process. By the day, it's
becoming harder. More attackers create
advanced malware which is rigid to identify
though the number of computer users is
growing. In addition to the intricacy of malware,
malware is also a huge difficulty in stopping
malware attacks. Therefore, as improvement
increases, the fight between
developers and security analyzers never ends. In
the following part, we proposed a framework
for addressing

malware

these malware detection

challenges. It would not be a strengthen, but the
detection dimensions are

maximal virus

included in this technique.
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Fig. 5. Chart showing the accuracy contrast of static malware revealing methods
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Fig. 6. Comparison Graph of Dynamic Malware Detection Techniques for Accuracy
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6. IMPORTANT CRITERIA FOR
MALWARE DETECTION
SYSTEMS DEVELOPMENT

This section deals with several important
elements of malware creation, providing the
scientist insights into how to investigate this
issue.

6.1. Handling Anti-Analysis Technique

The issue arises when malware is produced
employing the method of antistatic or
anti-dynamic analysis. In dynamic analysis,
malware detects the analytical environment and
hides or inhibits actual activity from occurring
in this environment. The issue occurs when
malware is produced using antistatic or dynamic
analysis methods. The malware identifies the
analytical environment and conceals or
discontinues to run in that environment in
dynamic analysis. As a result, throughout the
development of the malware analysis system,
analysts will be tasked with addressing this
issue. In the case of static analysis, malware
analysts must develop unpacking software and
build a dynamic environment by addressing all
the patterns of virtual control devices used by
malware to control the analysis environment to
do the static analysis. Here are a few indicators
of how dynamic malware analysis may be
configured for malware samples.

e The Default media access control address
of virtual machine may be altered so that
malware does not detect virtual machine
with virtual machine standard and known
media access control access address. Make
a note of the names of virtual machines that
seem to be the host systems. For example,
Ahsan-pc, Sunny, and so on.

e Install all the program
applications, including Microsoft Office,

essential

Adobe Reader, VLC, and others, to give
your machine the appearance of a personal
computer.

* Create subdirectories for documents in
various folders, such as Documents,
Desktop, Downloads, and Temp etc. Also,
utilize the VM machine for many days to
ensure that malware does not identify it as a
new computer suitable for malware analysis
and mark it as a target. Several documents
are generated, as well as cache and other
temporary files when accessing the internet
after utilizing a virtual machine for personal
work.

6.2. Analysis Tools and Environment Setup
Apart from the anti-analysis methodologies, the
tools and kind of environment setup especially
in dynamic analysis have a big impact on the
accuracy of malware classifiers. In static
analysis, several static extractor tools were
utilized, including IDA Pro disassembler,
capstone, Peid, PsStudio, and others. Statistical
analyses are conducted on deconstructed files
and disassembled malware files. Disassemblers
extract more comprehensive characteristics
which cannot be obtained with basic tools such
as CFF Explorer, Psfile, IOC Finder, etc. The
dynamic analytical analysis is influenced by the
kind of architecture of the analytics
environment. The hypervisor Type 1 is more
robust than the hypervisor type 2 when it comes
to anti-analytic methods. However, both have
advantages and disadvantages that are
addressed in Section 2. Thereby, the developer
must select techniques for extracting the
malware feature required while building an
anti-malware system.

6.3. Data Samples for Malware Classifier
Training
Samples of malware are gathered in the
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academic literature from different sources.
Certain sources like Virus Share enable
scientists to download millions of malwares,
including the latest. Vxheaven has been used to
gather the most frequently used samples of
malware and give labeled to the malware, but
this malware repository has not been updated
since 2010. In this manner, malware detectors
need new malware samples. As we have found
some research, repositories used for the
formation of malware are Kaggle, Microsoft,
Malware, contagio, the Zoo. The major problem
is that the Malware Samples are not labeled with
a particular database. Although certain internet
systems can mark samples of malware such as
VirusTotal and Hybrid Malware Analysis are
often utilized. Labeling the malware samples
one at a time is a time-intensive procedure, on
the other hand. Malware samples from different
categories may also be hard to include on a level
playing field. A honeypot may also be used to
acquire livemalware. Some of the suggested
methods utilized honeypots to acquire payloads
for malware in real-time, although most
research documents do not disclose this. In
addition, we may acquire malware samples of
our suggested model from antivirus firms. This
would be an excellent method of testing
malware classifiers with actual malware
samples.

6.4. Malware Characteristics Selection

The scalability of the suggested approach is a
major issue. It mainly depends on the set of
features in which benign and malicious files are
classified. With the addition of features, the
precision is improved, but the time to scan is
increased, restricting malware detection
systems in real-time applications. Malware
selection is mainly used to distinguish between
malware and benign files. Many studies have

used API calls, PE headers, and file network

activity.

6.5. Machine-Learning Algorithmic
Frameworks Selection

Following a comprehensive examination of
numerous methodologies, all kinds of machine
learning algorithms were applied. Ensemble
produces better accuracy than simple
classification algorithms (SVM, DT, KNN), but
these algorithms take more training time than
simple algorithms. Classification methods for
Machine Learning may be selected depending
on malware size and variety. Another important
factor in the accuracy of malware categorization
is the parameterization of the algorithms that are
used. This issue has not been addressed in depth
by the approach that has been proposed. it is
very important factor for the accuracy of the
malware classifier.

6.6. Future Directives

The challenge now is how one can build a
classification of malware that can deal with
these problems. We understand now that
malware analysts evaluate malware samples
and continue to update the malware detection
system to block attacks malware. Currently it’s
almost  impossible  for
technique to detect new malware. However, the
behavioral malware detection technique gives

signature-based

hope for detecting new malware. Therefore, we
shall design a hybrid framework, not like hybrid
methodologies offered.  For
implementing the suggested method, a
two-layered architecture will be utilized. At
first, signature-based malware detection is
conducted, which, if it fails, will be utilized in
based
methods. In the first layer known and basic

previously

second-level ~ Behavior analytical
unbuffered malware may be readily detected,
while in the dynamic analysis the malware can

be predicted using runtime. When each new
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virus occurs, the database will be updated and
utilized to anticipate future malware. Fig. 8
shows the framework of the malware detection
system. This approach collects runtime
characteristics by wusing both sandboxing
automation (e.g., Cuckoo sandbox) and a
variety of dynamical analysis tools, including
Ollydbg, Regshot, Wireshark, and ProcMon, for
collecting run time data. Furthermore, tools
such as PExplorer, Peview, Peid, and IDA pro
are used to extract static features such as strings,
imports, and exports from a program. The
algorithms for learning machines are then used
for malware classification training, which is a
kind of machine learning. Using runtime
behavior, this approach has the potential to
inherit the benefits of both signature-based and
behavioral methods. It can successfully identify

existing malware while also detecting new

Malware Files
. Training malware
=t Classifier
—1

Benign Files

malware. We are going to use anti-obfuscation
techniques to correctly analyses malware
samples. It can be done only after the use of
static and dynamic malware analyses to check
for malware and benign samples. The approach
that has been described is intended to bridge the
gap that exists between signature and behavioral
methods. Real-time malware detection will be
made feasible by the development of a
two-layer hybrid technique, which will be
implemented in real-time. In addition, various
algorithms are used to enhance the resistance of
the hybrid model against the adversarial
machine learning. The various types of
malwares and their description is included in
Table 11. A chronological examination of
several well-known malwares is presented in
Table 12.

Signature based Analysis

Yes
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Fig. 8. The Proposed schematics of Hybrid Malware Detection Technique.
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Table 11: Types of Malwares

Types of
malwares

Description

Examples

Virus

More technologically speaking, a computer virus is a harmful code
or software intended to alter the way a computer function and to
propagate it from one computer to the next. A virus inserts or
attaches to a legitimate application or document supporting macros
to run its code. A virus may have unintentional or negative
consequences in this process by corrupting or deleting
information, such as damaging system software.

Common warrior,
Creeper, Eliza, Elk cloner,
and the Chernobyl Virus.

A computer worm is a kind of malware, which can be copied and
extended across computers. Without human involvement, a worm
may reproduce itself and does not need an association with a
software application to do damage.

The Storm worm, SQL
slammer, The Morris
worm, Jerusalem worm,
Dabber, and the Code Red
1L

Trojan Horse

A Trojan horse is a kind of malware that masquerades as legitimate
software, and it is also known as a trojan horse. Hackers and cyber
thieves may enter a computer system from Trojans. Social
engineering is sometimes used to convince people on their
computers to download and execute Trojans.

I love you, Code red,
Melissa, Sasser, Zeus, and
Conficker.

Spyware refers to a kind of software that is designed to steal
personal or business information. It is done by performing a
sequence of actions without the required user rights, and in certain
cases, even in plain view of the user. Advertising, data collection,
and changing the computer's user configuration settings are all
common actions performed by spyware.

Coolwebsearch  (CWS),
Gator, Transponder,
BlazeFind, Hot as Hell,
and ISTbar.

Rootkit

A rootkit is hidden computer software that retains privileged
computer access while shielding the presence of a machine. The
phrase 'rootkit' consists of the combination of the term’s 'root' and
'kit." A rootkit was originally a collection of tools that enabled
administrators to manage a computer or network.

Soni BMG
protection Rootkit,
Rootkit.

Copy
NT

Adware

Adware is a program that shows unwanted ads or advertising-
supported applications. When pop-up advertisements are shown,
your browser's homepage is altered, Spyware is installed, and pop-
up advertisements are blasted, Adware programs will bombard
your device with advertising. Adware is a term used to describe
potentially harmful software.

1080 Solution Assistant,
Altnet, Cool web search,
Ads by Game Vance,

A malicious is a kind of harmful malware that infects the host
system and establishes a connection with a central server. The
server is used as a command and the control center is a botnet or
network of infected computers and other devices.

Earth link spammer, cut
wail, Storm, Grum,
Kraken.

Ransomware

Ransomware is a malware kind that encrypts victims' data. In
return for restoring access to data, the attacker then demands a
ransom from the victim.

Wannacry, Bad Rabbit,
Ryuk, Troldesh, Jigsaw.

Table 12: A chronological examination of several well-known malwares

Year

Malware Attacks

1986

First IBM-PC brain Sector Virus W

1987

The Jerusalem virus was found in Jerusalem and all executables on computers were infected and
destroyed after it had just begun Friday the 13th.

1988
1989
1990

A virus of Ping Pong Boot sector was founded at Turin University in Italy.
There is a Trojan AIDS. It requested urgent payment to be dropped.
The chameleon virus was the first polymorphic virus to be created.
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1999 | An e-mail worm known as Happy99 emerges, hides modifications, and wants the computer user a good
New Year. A new version is available. Outlook Express and Internet Explorer were impacted by

Windows 95 and 98.

2000 | More than a million PCs were infected with "I love you" dubbed as a love bug.

2001 | Bad Trans was created to steal credit card information as well as passwords.

2003 | Microsoft defects make spreading simple for Agobot and Bolgimo computer worms.

2004 | Hacks may access the hard drive of the infected machines using the MyDoom (also Novang), the
fastest mail and file-sharing computer worm.

2005 | Cellular phone virus, Commwarrior-A propagated via text messages from mobile phones to mobile

phones.

2006 | The first malware to attack Mac OS X arrived as the low-threat Trojan called OSX/Leap-A.

2007 | A Trojan horse called Zeus used a method called keystroke logging to steal bank sensitive information.

2008 | The Koobface virus targets people who use MySpace and Facebook.

2009 | In the United States and South Korea W32.Dozer Follows a serious cyber-attack.

2010 | A Kenzero virus spreads the history of the browser online.

2011 | Zeus and SpyEye have joined together to create a new method of attacking mobile phones to collect

financial information.

2013 | Cryptolocker one of the early ransomware programs crypto lockers had a large global impact and

contributed to the rise of ransomware.

2014 | Backoff malware infiltrates POS systems to steal information from credit cards.

2016 | Cerber One of the most powerful ransomware threats. It's also one of the most common forms of crypto
malware. Cerber infected more enterprise PCs than any other ransomware family at one point, according

to Microsoft.

2017 | WannaCry ransomware almost affected 150 countries including hospitals, banks, warehouses,
telecommunication companies, and many other industries.

2018- | During that time, many crypto miners and ransomware, such as the COVID19 RAT, the Samsam
2020 | ransomware, the cyborg ransomware, and the clop ransomware, were developed.

7. CONCLUSION

This study helps to identify malwares using
runtime characteristics. It provides the knowl-
edge fraction for harmful software analysis and
detection procedures through machine learning
algorithms. Malware is now well-known to be
highly sophisticated and rapidly changing.
Today, it is not only used to disturb users, steal
information, and destroy user data but also to
enforce its objectives for businesses and
nations. The protection of data and resources is
a key component in information technology.
This is essential because computers or embed-
ded digital devices in every area are utilized to
execute activities more quickly and precisely
without human involvement. The computer

system is more susceptible to hacking because
of its wide range of applications. This study
covers the development of malware, present
status, and techniques of detection. Two
malware analysis techniques exist signature
based, and behavior based. Signature-based
technology has two major flaws that must be
addressed. For the time being, signature-based
techniques will not be able to identify new or
previously unknown malware. Second, different
types of malwares may readily outwit the
system's detection mechanisms. Behavior-based
technique can identify new variants of malware,
dynamic techniques in malware-based methods
are more robust than signature-based methods.
The actual application of dynamic methods
nevertheless remains rigid and time-intensive,
whereas signature technology is quicker and
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more efficacious than dynamic techniques in
identifying known malware. We spoke about
malware methods that were suggested for
machine learning to train the classification of
malware in this research. This is because it
includes a huge number of algorithms that may
be used for a variety of malware features. In
addition to its accessibility, machine learning
algorithms provide many benefits over conven-
tional malware classifications, such as the
capacity to get information from file samples,
rapidly detect, unexpected changes, and
minimize the human work and time spent
analyzing malware. In this article, malware
detection methods are classified according to
analytical methodologies such as static, dynam-
ic, and hybrid techniques. Each method has
advantages and disadvantages. These methods,
however, produced encouraging results in the
categorization of malware in a certain scenario.
For example, static methods are quicker, with a
reduced false-positive rate, but it is difficult to
cope with the obfuscation technique while
collecting static characteristics. In this respect,
on the contrary, dynamic methods offer a
beneficial although implementation in real-time
is inconvenient. Finally, we addressed the
two-layer malware detection framework with
static and dynamic functions that can effectively

and reliably detect the new and known malware.
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ABSTRACT

Online shopping is increasingly being targeted by hackers and cyber criminals, who exploit the
anonymity of the internet to deceive unsuspecting shoppers. These scams involve fake websites or
ads, posing as legitimate sellers, damaging innocent citizens' bank accounts and databases, and
causing damage to customers. Online shopping fraud involves using stolen credit or debit cards for
purchases, while identity theft involves stealing personal information for fraudulent purposes like
credit or illegal purchases. We discuss, the safety tips to avoid online shopping scams, using these
safety tips before making a purchase. In United states a government agency FTC has been entrusted
the task of implementation the civil law related to anti-trust; it also indorses and promotes the
protection of consumers rights while working with Justice Department. Online shopping scams were
the second most common fraud category in 2021, according to the FTC. To avoid them, use safety
tips to identify and avoid scams. Cybercriminals steal and can use personal information to make
unauthorized purchases or engage in fraudulent activities. Identity theft is a crime involving captur-
ing and the misuse of another's personal identifying information like Id-card, credit card and bank
account information. Fraudsters often use stolen credit cards to purchase items, return them for
refunds, and then sell the refunded money or goods. Machine learning is a rapidly evolving technol-
ogy that can significantly enhance online shopping security and user awareness which is coupled
with artificial intelligence

Keywords: Cyber threats, Cyber frauds, Common Scams, Forgery, Identity theft.

1. INTRODUCTION such as Account Takeovers, Fake Websites and
Stores, Identity Theft, Payment Frauds,

The consumers should be aware of Phishing Scams, Refund Fraud, Social
potential scams in online shopping, including Engineering and Unsecure Wi-Fi Networks.
common types of frauds spreading in society; Online shopping fraud can be minimized by
to protect themselves from potential scams adopting a proactive approach, shopping from
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reputable websites, and checking for reviews
and customer feedback before making a
purchase to ensure a secure transaction. Secure
websites use encrypted connections, ensuring
transactions are processed securely and
double-check the
website's legitimacy by verifying the URL,

efficiently. We must

checking for contact information, and
examining spelling errors or unusual design
elements. Online shopping dodges involve
fraudulent activities where criminals pretend
to be genuine sellers through fake websites or
advertisements on genuine venders' sites.
Scammers exploit the anonymity of the
internet to create fake online retailers, using
advanced technology, sophisticated designs,
stolen logos, and domain names to steal
unsuspecting shoppers from legitimate online
sellers. Websites often sell luxury items like
clothing, jewelry, and electronics at low prices,
but customers may receive fake or nothing at
all.

2. USE OF SOCIAL MEDIA AND
ELECTRONIC DEVISES

Online shopping scams are increasingly using
social media to set up fake online stores, often
selling counterfeit clothing or jewelry. These
scammers advertise their fake websites on
social media, so trusting a site based on its
appearance is not enough. To detect these
scams, search for reviews before making a
purchase. shopping.

According to [1], it is recommended that
electronic devices and software can be very
effectively used for detection and Control of
the offences of online frauds, white collar
crimes,

cybercrimes, hacking of others

information. According to [2], the frauds in

Banking and entrepreneurs may be eradicated
and minimizes by implementing software for
Network Security with electronic devices and
creating a demilitarized Zone in Network
consisting of two fire walls, first is software
firewall and the second a hardware firewall.
The role of legislation and need of strong Legal
Framework and Procedures has been discussed
in [3]. According [4] to Technology has
significantly impacted human life, particularly
in the realm of buying and selling. The internet
has significantly facilitated this process,
offering more convenient and less stressful
options. Online shopping and e-commerce
have enabled consumers to access products
from distant stores, eliminating distance and
long queues. The paper [5] recommends to
contest effectively with Cybercrime and
Money Laundering; and discusses the threats
and consumer perceptions of online shopping,
emphasizing the need for awareness on cyber
security issues. It provides tips on protecting
users and merchants from data breaches and
attacks, including phishing and adware.

3. HOW TO AVOID FRAUDS
REGARDING ONLINE
SHOPPING?

The research paper [6], stresses and worry
about the requirement of calibration of forensic
evidence its attaining preservation and
presentation in court. It further advises the
using FBI techniques must be used by FIA
Pakistan. Online shopping allows consumers
to access products from distant stores without
long queues. However, it is susceptible to
threats, such as data breaches and security
compromises, making consumers uncertain
about their trust in online shopping is
convenient but crucial to avoid scams. By
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following these tips, you can identify scam
signs and feel more confident in your online
shopping experience. It's better to be cautious
and risk losing deals than losing money. Report
any scams to your bank and the Federal Trade
Commission. Frequently occurring Bank
Frauds Using Digital Devices in Pakistan and
the Role of Business Ethics has been
elaborated and expounded in [7]. Some safety

measures are given below:

* Avoid sellers contending on immediate
payments via apps like Zelle®, Venmo,
Cash App, or online wire transfers of
money.

* Avoid sellers using pressure tactics for
immediate purchases.

e Avoid sharing sensitive information like
bank account number, PIN, or access
code.

*  Be cautious of social media ads leading to
unfamiliar sites.

*  Be doubtful of deals with low prices.

e Be watchful of fake websites and secure
websites.

e Research the seller and use the term
"scam" before sending money.

*  Setup account alerts for unusual activity.

e Trust your instinct and walk away if
something feels off.

*  Use credit cards, especially if unfamiliar
with the seller.

4. THE LEGAL PROVISIONS ON
ONLINE FRAUDS

Fraud in Pakistan can occur at anytime,
anywhere, and is defined as "fraudulently"

under section 25 PPC, if done with intent to
defraud. A fraud occurs when someone
deceives you into parting with your property
under false pretenses, including cash, personal
information such as property car, house, phone
number, or consent to use the information.
There are few legal instruments, we would like
to refer on the subject matter like “fraud in
Pakistan on online shopping .

e Consumer Protection Laws
e Electronic Transactions Ordinance, 2002,
*  Intellectual Property Laws

¢ Procedures of Federal
Agency (FIA),

Investigation

e Pakistan Penal Code PPC relevant Clauses.

The Electronic Transactions Ordinance in
Pakistan establishes a legal framework for
transactions, online

electronic including

shopping, and acknowledges electronic
documents and digital signatures. Pakistan has
consumer protection laws to protect consumer
rights and address fraud in online transactions.
The Pakistan Penal Code includes provisions
for cheating, criminal breach of trust, and
forgery, which may apply in online shopping
fraud cases. The FIA in Pakistan investigates
and combats cybercrimes, including online
fraud, and may use specific laws to protect
brand owners' rights in cases of counterfeit or
pirated goods involved in online shopping.
According to [8], the internet has transformed
the shopping experience, offering convenience

and less stress.

5. THE PROCEDURE FOR
TRIAL IN COURT

For the offences related to Frauds and Cyber
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Crime is identical with other crimes as shown
in the steps given below.

e Arrest warrant

e Arrest

*  Initial appearance

*  Investigation

*  Identification of suspect

*  Decision of charging the offender
*  Court proceedings of the trial

*  Fines, probation, or imprisonment

*  Sentencing

The suspect is initially seen by a judge, where
charges are read and bail may be set.
Prosecutors review evidence and decide
whether to file formal charges based on the
crime's severity. A judge initially sees the
suspect, reads charges, and sets bail.
Prosecutors review evidence and decide on
filing formal charges based on the crime's
severity. Jurisdictional laws and procedures for
online shopping-related crimes can vary, and
the nature and severity of the crime can impact
arrest steps. Legal representation is crucial for
protecting individuals' rights during legal
proceedings.  The court determines the
appropriate punishment for a suspect's
include fines,

conviction, which may

probation, or imprisonment.

6. ONLINE SHOPPING FRAUDS
IN PAKISTAN

According to [8], legal concerns arise when
dealing with online shopping fraud in Pakistan.
It's advisable to consult with a legal
professional or contact relevant authorities like
the Federal Investigation Agency for guidance

on current legal provisions and actions.
Pakistan's Payment System and Electronic
Fund Transfers Act, 2007 establishes a legal
framework for online payment transactions.
According to [9], Online shopping offers
convenience and reduced stress compared to
traditional methods, eliminating the need for
physical stores and allowing more informed
product selection. However, it is susceptible to
malicious attacks that compromise data safety,
security, and integrity. According to [10],
technology developments have significantly
impacted business operations, forcing
companies to adapt to global dynamics and
customer demands. Understanding the roles of
technologies in constructing innovative
business models, particularly in ecommerce, is
crucial. A survey based on secondary research
results and an evaluation matrix were
developed to summarize technologies and
identify gaps in current research. A study
conducted and reported in [11] assesses the
consumer perceptions and attitudes towards
healthy and environmentally friendly foods,
focusing on reducing overconsumption,
low-nutrient consumption, plant-based diets,
and food waste, highlighting the importance of
multilevel policies for promoting sustainable

food practices.

According to [12] the media industry is
experiencing rapid shifts in consumer
spending, with consumers shifting towards
digital services and media products. Gartner
reports show a gradual increase in IT services,
making the industry the third-largest IT
spender. The study aims to investigate research
on Information Systems (IS) in the media
industry, particularly in management and
economic areas.

52 Int.J. Elect.Crime Investigation 8(1):IJECI MS.ID- 03 (2024)




Online shopping, Cyber frauds and Fraud prevention Strategies

In Pakistani FIR is required to be lodged with
Police about the occurrence of fraud cases and
if the matter is related to online or significant
cybercrime, to the FIA, The FIR initiates a
criminal investigation, requiring evidence at
Attach
conversations, or websites used for fraud.

every stage. screenshots, private

Pakistan has implemented the Payment
Systems and Electronic Fund Transfers Act,
2007 to establish and operate Payment System
Operators and Providers for online payment
systems. Its purpose is to regulate payment
fund

providing consumer protection standards and

systems and electronic transfers,

determining financial institutions' rights and

liabilities, ensuring efficient and secure

financial transactions. Mostly the online
shopping fraud cases can be minimized using
knowledge of academic like
PubMed, IEEE Explore, Science Direct,
JSTOR, or Google Scholar, and search for

relevant papers using keywords like "online

databases

shopping fraud", "e-commerce security" and
The FIA advises
facing fraud to

"consumer protection."

individuals seek legal
assistance, inform relevant organizations and
relevant agencies, lodge an FIR and effectively
pursue the case. The authors of [13], use online
product reviews to extract consumer brand
their

utilizing a network-based understanding of

associations  and interconnections,
brand image. This approach measures brand
image, using consumer-generated content

which is tested in an empirical study.

7. RECOMMENDATIONS

i.  To ensure online safety, avoid making
purchases on unsecured Wi-Fi networks
and use a VPN for added security.

il.

iii.

1v.

V.

Vil.

viii.

iX.

XI.

Maintain secure online accounts by
shopping from reputable websites, using
unique passwords.

keep devices and antivirus software
updated, being cautious of unauthorized
emails, and

Regularly review bank and credit card
statements. Before making a purchase,
review the seller's ratings and feedback,
especially those with a negative track
record.

Choose secure payment methods like
credit cards or reputable online services,
and avoid wire transfers or payment
methods with limited dispute resolution
options.

Immediately report alleged fraudulent
activity to online platforms, banks, and
authorities.

Arrange caution and verify website

legitimacy  before making online

purchases.

Ensure that the website uses secure and

encrypted  connections,  specifically
"https://" in the URL, when processing
payments.

Secure  websites utilize encrypted

connections to ensure efficient and secure
transaction processing.
authentication”

Enable “multi-factor

whenever possible to enhance the

security of your online accounts.

The suspicious online links must be
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Xii.

Xiii.

X1V.

XV.

XVI.

ignored and not do not download the
attachments of doubtful links and don’t
download anything from unwanted
emails or messages, particularly those
requesting for personal or financial
information.

It is advisable to consult with a legal
professional or the Federal Investigation
Agency for guidance on current legal
The
landscape may change, and enforcement

provisions and actions. legal

effectiveness may vary.

Research on consumer protection laws
and cybersecurity measures in online
shopping is being conducted to address
fraud and ensure consumer safety. This
enable to

study  will explore the

implementation of cybersecurity
measures to prevent online shopping
fraud.

Exploration of recently developed
methods and having knowledge about the
detection of frauds in the processes of
e-commerce is indeed very important as
well as the role of electronic technology

for the prevention of online frauds.

Machine learning is a rapidly evolving
technology that can significantly enhance
online

shopping security and user

awareness which is coupled with

artificial intelligence.

To ensure a fair and reliable online
shopping experience, find out first the
genuineness of that website/social media
page that it has announced a just refund
or returns policy, detailed complaint

handling processes, and a clear
understanding of the company you are

dealing with.

xvii. It 1s recommended that the research
published in “Computers & Security,"

"Journal of Cybersecurity," and
"Journal of Consumer Affairs" is very
effective and notable. Therefor the reader

must look into it.

xviii.Familiarize yourself with online store
and be
cautious if unclear. Implementing these

refund and return policies,

practices can reduce fraud risk and create
a safer shopping experience.

xix. According to [4], Secure online payments

with a secure service, 'https' URL, and
Verify URLs
consider virtual currencies like bitcoin, as

padlock symbol. and
they lack protections and cannot be

refunded once sent.

8. CONCLUSION

Online shopping revolutionizes the shopping
experience by eliminating long queues and
limited options, allowing for more informed
selection of preferred models or products
without frequent store searches, thereby
enhancing the overall shopping experience.
Phishing and adware attacks have led to
numerous data breaches affecting reputable
firms like Amazon and Google. Online
shopping offers convenience and reduced
stress, but it also exposes users to malicious
attacks that compromise data safety and
integrity. Online shopping faces threats from
information.

fraud and lack of proper

Enhancing knowledge on cyber security
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threats can enhance security and reduce
negative perceptions, making it a more

appealing option for consumers. Online
shopping has faced numerous data breaches
due to cyber security threats, including
phishing and adware techniques. This has led
to reluctance among consumers to adopt online
shopping due to concerns about fraud and lack
of proper information. Enhancing cyber
security awareness can help mitigate these

risks.
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ABSTRACT

The proliferation of the Internet of Things (IoT) has ushered in a new era of connectivity and
convenience, linking a vast array of devices from household appliances to industrial machinery.
However, this interconnectivity also introduces significant security vulnerabilities, making IoT
systems attractive targets for malicious actors. This comprehensive survey delves into the multifac-
eted world of IoT malware, exploring the evolving landscape of threats that plague these systems.
We methodically analyze various types of IoT malware, identifying common attack vectors and the
intrinsic vulnerabilities that [oT devices often possess. These vulnerabilities range from inadequate
security protocols to the use of default credentials and unpatched software. Furthermore, the paper
highlights real-world instances where IoT devices have been compromised, leading to significant
disruptions and breaches of privacy. In addressing these challenges, we outline an array of mitiga-
tion strategies. These strategies include but are not limited to, enhanced encryption methods, regular
firmware updates, network segmentation, and the adoption of robust authentication mechanisms.
We also discuss the role of machine learning and artificial intelligence in predicting and preventing
IoT malware attacks. Moreover, our survey extends to the regulatory and ethical considerations
surrounding IoT security, advocating for a more proactive approach in standard-setting and compli-
ance enforcement. The findings of this study aim to serve as a foundational resource for researchers,
cybersecurity professionals, and policymakers, emphasizing the need for a collective and informed
effort in fortifying the IoT ecosystem against the ever-growing threat of malware.

Keywords: Internet of Things (IoT), IoT Security, Malware Analysis, Cyber Threats, Network
Security, Cybersecurity Policies.

1. INTRODUCTION

The advent of the Internet of Things
(IoT) has transformed the way we interact with

technology, seamlessly integrating it into every
facet of our daily lives. From smart home

devices to industrial automation systems, the
IoT ecosystem has expanded rapidly, offering
unprecedented levels of connectivity and
convenience. However, this burgeoning
network of interconnected devices also

presents a significant security challenge. The
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proliferation of IoT devices has been paralleled
by an increase in the complexity and frequency
of cyber-attacks, with IoT malware emerging
as a critical threat to both individual privacy
and global infrastructure [1].

This paper embarks on a comprehensive
survey of the threats posed by IoT malware,
shedding light on the vulnerabilities inherent in
these connected systems. It seeks to under-
stand the nature of these threats, categorizing
the different types of malwares specifically
designed to exploit [oT devices. These threats
are not only diverse in their mechanisms but
also in their targets, ranging from consumer
devices to critical infrastructure. In exploring
these vulnerabilities, the study highlights key
areas where IoT devices fall short in terms of
security. Common issues include, but are not
limited to, inadequate default configurations,
lack of regular updates, and poor network
security practices. The implications of these
vulnerabilities are vast, affecting not just
individual device security but also the safety
and reliability of entire IoT networks [2].

Recognizing the urgency of addressing these
challenges, the paper delves into a range of
mitigation strategies. These strategies encom-
pass both technical solutions, such as enhanced
encryption and network segmentation, and
policy-driven approaches like the development
of rigorous security standards and frameworks
for IoT devices. The objective of this survey is
multifaceted: to provide a comprehensive
overview of the current threat landscape in IoT
cybersecurity, to identify and analyze common
vulnerabilities in IoT systems, and to propose
effective strategies for mitigating these risks.
By doing so, the paper aims to contribute to the
ongoing discourse in cybersecurity, offering

valuable insights for researchers, practitioners,
and policymakers involved in the field of IoT

[2].
2. 10T MALWARE: AN OVERVIEW

The concept of malware, malicious software
designed to disrupt, damage, or gain unautho-
rized access to computer systems, takes on a
new dimension in the context of the Internet of
Things (IoT). IoT malware refers to a variety
of malicious software specifically crafted to
target IoT devices, which include a wide range
of internet-connected gadgets, appliances, and
industrial equipment. This section provides an
overview of the landscape of IoT malware,
discussing its characteristics, types, and the
reasons behind its rising prominence [3].

2.1. Evolution of IoT Malware

The evolution of IoT malware can be traced
back to the early days of internet connectivity,
where the primary targets were computers and
servers. However, as IoT devices began to
proliferate, these became the new frontier for
cyber-attacksClick or tap here to enter text..
The evolution is marked by several high-pro-
file incidents, such as the Mirai botnet attack in
2016, which highlighted the vulnerabilities in
IoT devices and the potential for large-scale
disruption [3].

2.2. Characteristics of IoT Malware
IoT malware is distinguished from traditional
malware in several key aspects:

e Target Diversity: Unlike conventional
malware that typically targets computers
and servers, IoT malware can infect a wide
range of devices, from smart thermostats
to industrial control systems.
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e Propagation Methods: IoT malware often
exploits basic security flaws, such as
default
software, to propagate rapidly across

passwords and  unpatched

networks.

* Stealth and Persistence: Due to the
often-limited security features on many
IoT devices, malware can remain unde-
tected for extended periods.

*  Functionality: The functionality of IoT
malware varies, including data theft,
forming botnets, or causing physical
damage by hijacking device controls.

2.3. Impact of IoT Malware
The impact of [oT malware extends beyond the
compromised devices themselves, posing

broader implications:

e Privacy Concerns: IoT devices often
collect sensitive personal data, making
them prime targets for cybercriminals
looking to steal personal information.

e Infrastructure Disruption: Malware-in-
fected IoT devices in critical infrastructure
can lead to significant disruptions, includ-
ing utility outages or compromised indus-
trial operations.

*  Economic and Social Implications: The
economic cost of [oT malware attacks can
be substantial, affecting businesses and
consumers alike. Moreover, the erosion of
trust in IoT technology can have long-term
social implications.

2.4. Attack Vectors and Vulnerabilities

The susceptibility of IoT devices to malware is
largely due to a combination of diverse attack
vectors and inherent vulnerabilities. This

section dissects the various pathways through
which IoT devices can be compromised and
the systemic weaknesses that exacerbate these
risks [4].

2.5. Common Attack Vectors

This subsection should outline the primary
methods used by attackers to infiltrate IoT
systems:

e  Default Credentials: Many IoT devices
come with default wusernames and
passwords, which are often left unchanged

by users, making them easy targets.

*  Unpatched Software: IoT devices with
outdated firmware are vulnerable to
exploits targeting known security flaws.

* Network  Eavesdropping:  Unsecured
wireless communication can allow attack-
ers to intercept data and gain unauthorized

accCess.

*  Physical Tampering: In some cases, physi-
cal access to IoT devices can enable the
installation of malicious firmware or
software.

2.6. Inherent Vulnerabilities in 1oT Devices
This subsection should discuss the common
vulnerabilities inherent in many IoT devices:

*  Limited Processing Power and Memory:
Constraints on computational resources can
limit the ability of IoT devices to employ
advanced security measures.

* Lack of Standardized Security Protocols:
The IoT landscape is characterized by a
lack of unified security standards, leading
to inconsistent security practices.

e Insecure Interfaces: Web interfaces, APIs,
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and mobile interfaces often lack robust
authentication and encryption, presenting
another attack surface.

2.7. Exploiting Device Connectivity

This part should explore how the interconnect-
ed nature of loT devices can amplify vulnera-
bilities:

*  Propagation Within Networks: Once one
device is compromised, malware can
quickly spread to other connected devices
within the network.

*  Lateral Movement: Attackers can leverage
compromised IoT devices as a foothold to
infiltrate more secure networks and
systems [5].

3. IMPACT OF IOT MALWARE

The proliferation of IoT malware not only
poses a significant security risk but also has
far-reaching implications across various
domains. This section provides an in-depth
analysis of the impact of [oT malware, consid-
ering both the direct and indirect consequences

of such security breaches.

3.1. Personal and Privacy Impact

*  Data Theft and Privacy Breaches: Discuss
how IoT malware can lead to the unautho-
rized access and theft of personal data,
compromising individual privacy.

*  Home Network Infiltration: Elaborate on
how compromised IoT devices can serve as
entry points to broader home networks,
endangering personal information stored
on other devices.

3.2. Economic Consequences

* Financial Losses for Businesses and
Consumers: Analyze the financial impact,
including the costs of mitigating malware
infections, potential fines for data breaches,
and loss of consumer trust[5].

*  Downtime and Productivity Loss: Explore
how malware attacks can lead to operation-
al downtime for businesses, resulting in
significant productivity and financial
losses.

3.3. Impact on Infrastructure and Services

of Critical Infrastructure:

Examine cases where IoT malware has

*  Disruption

disrupted essential services (e.g., electrici-
ty, water supply, transportation systems).

*  Compromise of Industrial Control
Systems: Discuss the implications of IoT
malware in industrial settings, including
potential hazards and operational disrup-

tions.

3.4. Social and Ethical Implications

* Erosion of Trust in IoT Technology:
Discuss how recurring malware incidents
can lead to public mistrust in IoT technolo-
gies and hinder their adoption.

*  Ethical Concerns: Address ethical issues
related to data privacy and security in the
IoT ecosystem.

4. DETECTION AND ANALYSIS
OF 10T MALWARE

In the dynamic landscape of cybersecurity, the
detection and analysis of [oT malware stand as
pivotal elements in the fight against cyber
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threats. As Internet of Things (IoT) devices
increasingly permeate our daily lives, from
smart home appliances to industrial control
systems, the need for sophisticated methods to
detect and analyze malware in these devices
has never been more pressing [6].

4.1. Challenge of IoT Malware Detection

Detecting malware in IoT devices poses
unique challenges. Unlike traditional comput-
ing environments, IoT ecosystems are diverse,
with devices often differing in operating
systems, processing power, and functionality.
This heterogeneity makes applying uniform
security measures or malware detection
techniques challenging. Additionally, the
limited computational resources of many IoT
devices restrict the implementation of complex

security software [6].

4.2. Advancements in IoT Malware Detection
Techniques

Despite these challenges, significant advance-
ments have been made in the detection of IoT
malware. One approach involves network
behavior analysis. Since IoT devices typically
exhibit predictable network behaviors, any
deviation from this pattern could indicate a
compromise. By monitoring network traffic
for anomalies, such as unusual outbound
connections or spikes in data transmission,
potentially malicious activities can be flagged.
Another innovative approach is the use of
honeypots — decoy systems designed to attract
attackers. Honeypots mimic IoT devices and
can be used to study attack methods and the
behavior of IoT malware in a controlled
environment. This information is invaluable
for understanding and mitigating new threats

[7].

5. MACHINE LEARNING: A
GAME CHANGER

Machine learning is increasingly being recog-
nized as a game-changer in the detection of IoT
malware. By training algorithms on datasets of
normal device behavior and known malware
signatures, machine learning models can learn
to identify potential threats. These models can
adapt to new and evolving malware, offering a
dynamic solution to the ever-changing threat
landscape [8].

5.1. IoT Malware Analysis

IoT Malware Analysis is a critical and complex
facet of cybersecurity, necessitated by the
unique and diverse nature of the Internet of
Things (IoT) ecosystem. It involves a multifac-
eted approach to understand and mitigate
threats posed by malware specifically targeting
IoT devices. Key strategies include static
analysis, which examines the malware's code
without execution to identify malicious signa-
tures, and dynamic analysis, where malware is
observed in a controlled environment to under-
stand its behavior and interaction with other
systems. Network traffic analysis is also pivot-
al, given the interconnected nature of IoT
devices, to detect unusual patterns indicative
of malware activity. Additionally, reverse
engineering plays a significant role in decon-
structing the malware to understand its compo-
nents and functionalities. However, IoT
malware analysis is challenged by the diversity
of device architectures and the rapid evolution
of threats, which often outpace defensive
measures. To address these challenges, there's
a growing reliance on artificial intelligence
(AI) and machine learning to automate analy-
sis processes, identify new malware types, and
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predict future trends, underscoring the need for
continuous advancement and adaptation in IoT
cybersecurity methodologies [6].

5.2. Techniques for analyzing loT malware
Analyzing IoT malware involves specialized
techniques tailored to the unique characteris-
tics and constraints of Internet of Things (IoT)
devices. Given the diversity and often
resource-limited nature of these devices,
traditional malware analysis methods used for
PCs or servers may not always be applicable.
Here are key techniques used in the analysis of
IoT malware:

5.2.1. Network Traffic Analysis

Since IoT devices frequently communicate
over networks, analyzing network traffic can
reveal a lot about malware activity. Unusual
data flows or communications to suspicious IP
addresses can be indicators of compromise.
This method is particularly effective in identi-
fying malware that uses network vectors for
propagation or command and control [3].

5.2.2. Firmware Analysis

Many IoT devices operate using firmware.
Analyzing the firmware for vulnerabilities or
embedded malware is a critical aspect of IoT
malware analysis. This can involve extracting
the firmware from the device and scrutinizing
it for potential backdoors or malicious code.
and Al
Advanced techniques using machine learning

Machine Learning Techniques:
and artificial intelligence are increasingly
employed in [oT malware analysis. These tools
can automate the detection of malware
patterns, analyze large volumes of data for
anomalies, and even predict and identify new,

unknown types of malware based on learned

data patterns [9].

6. CHALLENGES IN DETEC-
TION AND ANALYSIS

The detection and analysis of IoT malware
present several challenges, stemming from the
unique characteristics of IoT devices and the
complexity of the IoT ecosystem. These
challenges require innovative approaches and
solutions to ensure effective cybersecurity.
Key challenges include:

Diversity and Fragmentation of Devices:
The IoT ecosystem is incredibly diverse,
encompassing a wide range of devices with
different operating systems, hardware capabili-
ties, and functions. This fragmentation makes
it difficult to develop uniform security proto-
cols and malware detection systems that are
effective across all devices.

Limited Processing Power and Memory:
Many IoT devices are designed with minimal
processing power and memory to keep costs
low and optimize efficiency. This limitation
restricts the ability to run complex security
software or conduct in-depth, real-time analy-
sis of potential threats.

Lack of Standardization: There is a lack of
standardization in IoT device security, leading
to inconsistencies in how devices are protected
and how malware is detected. This lack of
uniformity can create security gaps and make
comprehensive protection challenging.

Evolving Nature of Threats: [oT malware is

continuously  evolving, with  attackers

constantly developing new methods to exploit
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vulnerabilities. This rapid evolution makes it
difficult for security measures to keep pace and
requires ongoing research and adaptation.
Scale and Scope of Networks: IoT devices are
often deployed in large networks, increasing
the potential attack surface. The extensive
interconnectivity can also lead to widespread
impacts of malware infections, as malware can
quickly propagate across the network.

Data Privacy Concerns: The detection and
analysis of IoT malware often involve moni-
toring network traffic and device behavior,
which can raise data privacy concerns. Balanc-
ing effective malware detection with the priva-
cy rights of users is a delicate and challenging
task.

Resource Constraints for Security Updates:
Ensuring that [oT devices are regularly updat-
ed with security patches is a challenge, particu-
larly for older devices or those deployed in
hard-to-reach locations. There may also be
resource constraints in terms of bandwidth and
downtime, which can hinder regular updates
[10].

7. PREVENTION AND MITIGA-
TION STRATEGIES

In the realm of IoT cybersecurity, the signifi-
cance of robust prevention and mitigation
strategies against malware cannot be overstat-
ed. The landscape of IoT devices, marked by
their diversity and widespread application,
presents unique challenges, making the imple-
mentation of comprehensive security measures
both crucial and complex. At the forefront of
these strategies is the integration of security
into the design and development phase of IoT
devices. This proactive approach not only

embeds essential security features from the
outset but also facilitates regular security
audits to identify and address vulnerabilities
early on. Equally important is the establish-
ment of strong authentication protocols and
access controls. Implementing multi-factor
authentication and role-based access signifi-
cantly enhances security by mitigating the
risks associated with unauthorized access. In
the context of network security, the segmenta-
tion of IoT devices plays a critical role. By
isolating these devices on separate network
segments, the potential spread of malware can
be significantly curtailed, effectively reducing
the overall attack surface. Complementing this,
the deployment of firewalls and intrusion
detection systems offers an additional layer of
defense, monitoring and controlling the traffic
to and from IoT devices [11].

Another cornerstone of IoT security is the
rigorous management of software updates and
patches. Regular firmware updates are essen-
tial to address emerging security vulnerabili-
ties, and automated patch management
systems ensure these updates are consistently
applied. Furthermore, the encryption of data,
both in transit and at rest, coupled with data
integrity checks, safeguards sensitive informa-
tion against interception and tampering [12].
However, technical solutions alone are not
sufficient. Employee training and awareness
programs are paramount in creating a culture
of security mindfulness. Educating employees
about the risks and best practices, especially in
the context of phishing attacks, equips them
with the knowledge to act as the first line of
defense against potential breaches. In the event
of a security incident, a well-crafted incident
response plan is invaluable. Such a plan should
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outline clear steps for containment, eradica-
tion, and recovery, and be reinforced through
regular drills and simulations to ensure
preparedness and efficacy [13].

Lastly, the advent of advanced technologies
like Al and machine learning is revolutionizing
IoT malware detection and response. These
technologies offer predictive capabilities and
further
fortifying the security posture [ 14]. Additional-

enhanced detection mechanisms,

ly, the exploration of blockchain technology
for device authentication and data integrity is
emerging as a promising avenue in enhancing
IoT network security [15].

8. CONCLUSION

In the rapidly evolving landscape of IoT cyber-
security, the comprehensive survey conducted
in this paper sheds light on the multifaceted
challenges posed by IoT malware. The prolif-
eration of interconnected devices, marked by
their diversity and widespread adoption, has
given rise to a complex security ecosystem,
where the stakes are high, and the consequenc-
es of a security breach can be severe. Through-
out this paper, we have delved into the intrica-
cies of IoT malware, examining its various
forms, attack vectors, and vulnerabilities that
make [oT devices susceptible to compromise.
We have explored the profound impact of IoT
malware, from personal privacy violations to
economic losses and disruptions of critical
infrastructure, emphasizing the urgency of
robust security measures.

Crucially, we have discussed the techniques
and tools employed in the analysis of IoT
malware, acknowledging the need for special-
ized approaches given the constraints of IoT

devices. We have recognized the challenges
that researchers and cybersecurity profession-
als face in this domain, from the diversity of
devices to the rapid evolution of threats. In the
sixth section, we outlined prevention and
mitigation strategies that encompass secure
design, robust authentication, network
segmentation, and incident response planning,
among others. These strategies are indispens-
able in safeguarding IoT ecosystems against

malware and minimizing potential risks.

Looking forward, the integration of advanced
technologies like Al, machine learning, and
blockchain offers promising avenues to bolster
IoT security, providing predictive capabilities
and enhancing detection mechanisms. Howev-
er, the ever-evolving nature of threats demands
continuous adaptation and innovation. In
conclusion, IoT malware represents a formida-
ble challenge in the digital age, but it is one
that can be addressed effectively with a combi-
nation of proactive measures, vigilant analysis,
and ongoing collaboration among industry
stakeholders, researchers, and policymakers.
As ToT technology continues to advance and
infiltrate various aspects of our lives, the
importance of robust cybersecurity measures
cannot be overstated. It is our hope that this
comprehensive survey serves as a valuable
resource in the ongoing effort to secure loT
ecosystems against the ever-present threat of
malware.
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ABSTRACT

Smart contracts, leveraging the power of blockchain technology, have revolutionized the execution
and enforcement of agreements. However, their adoption also brings forth substantial challenges in
terms of security and privacy. This research paper aims to identify the recent areas of focus and
provide a comprehensive perspective on blockchain applications and smart contracts, highlighting
their main issues and corresponding solutions. Furthermore, it seeks to address the gaps in current
research and outline future avenues of investigation. The primary objective is to assess the security
and privacy concerns associated with smart contracts in blockchain and propose effective measures
to enhance their robustness. By conducting a thorough analysis of vulnerabilities, attack vectors, and
privacy considerations, this study offers valuable insights into the risks involved in smart contracts.
It also puts forth practical solutions and best practices to mitigate these risks, ensuring a more secure
and privacy-preserving environment for the deployment and execution of smart contracts.

Keywords: Blockchain, privacy, security, technology, risks.

1. INTRODUCTION

The Smart contracts, driven by the
innovative potential of blockchain technology,

have emerged as a groundbreaking solution in
the domain of decentralized digital transac-
tions. In 2008, Satoshi Nakamoto introduced
the concept of peer-to-peer cash transactions
without the reliance on a centralized system.
Blockchain, a digital ledger that publicly stores
and verifies transactions through nodes, forms
the foundation of this technology. The underly-

ing structure of blockchain involves the valida-
tion of transactions by nodes and the security
of these transactions through cryptographic
hash functions. On the other hand, a smart
contract represents a self-executing agreement
encoded within a blockchain, enabling the
automatic enforcement of contractual terms
without intermediaries [1]. Essentially, it is a
computer program composed of a set of rules
that operate on the blockchain. By harnessing
the transparent and immutable characteristics
of blockchain, smart contracts provide height-
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ened efficiency, security, and trustworthiness
across various industries such as finance,
supply chain management, and healthcare [2].

Messages to
Transaction other contracts

Data. Val (Data, Valug)
M( | Vaue | Address ——
7

| Account (EOA)

Smart Contract

; Events
State  Functions

Fig 1: A basic structure of Smart Contract

The adoption of smart contracts has gained

significant momentum, revolutionized
traditional business processes, and enabled
new forms of decentralized applications. A
smart contract consists of the value, address,
functions, and state. However, this rapid
expansion brings forth a range of challenges
and considerations, particularly in terms of
security and privacy. As smart contracts
increasingly handle sensitive data and control
valuable assets, it becomes imperative to
assess and address the security and privacy
implications associated with their deployment

and execution [3].

The research problem at hand revolves around
the assessment of the security and privacy
issues related to smart contracts in blockchain.
It is crucial to identify and understand the
vulnerabilities, risks, and potential attack
vectors that can compromise the integrity,
availability, and confidentiality of smart
contracts. Furthermore, ensuring the privacy of
contract participants and protecting their sensi-
tive information from unauthorized access is of
paramount importance. The objectives of this
research article are twofold [4]. Firstly, it aims
to conduct a comprehensive analysis of the
security challenges faced by smart contracts.

This analysis will encompass the identification
and examination of vulnerabilities in smart
contract code, potential attacks on contract
execution, and governance-related risks. Addi-
tionally, it will explore the privacy concerns
associated with smart contracts, including
issues of identity and transaction privacy, as
well as data confidentiality and access control

[3].

Secondly, this research article seeks to propose
solutions to enhance the security and privacy
of smart contracts in blockchain. By leverag-
ing best practices, auditing approaches, and
secure execution environments, we aim to
mitigate the identified security risks and
vulnerabilities. Similarly, through the adoption
cryptographic
techniques and the exploration of privacy-fo-

of privacy-preserving

cused blockchain protocols, we intend to
enhance the privacy of smart contract transac-
tions and safeguard sensitive data [5]. By
addressing the security and privacy challenges
in smart contracts, we can foster a more
trustworthy and resilient ecosystem for their
deployment and execution. This not only
instills confidence in stakeholders but also
encourages wider adoption of smart contracts,
enabling their potential to be fully realized
across diverse industries. The subsequent
sections of this article will delve deeper into
the identified research problem, analyzing
security and privacy issues, and proposing
practical solutions to enhance the robustness of
smart contracts in blockchain [6].

2. BACKGROUND STUDY AND
RELATED WORK

The section on background study and related
work presents a comprehensive overview of
prior research, studies, and advancements in
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the realm of enhancing the security and priva-
cy of smart contracts in blockchain. The
concept of smart contracts was initially
proposed by Nick Szabo in 1994 [7]. This
section aims to provide the necessary context
for the current research article by highlighting
the existing knowledge, identifying gaps, and
showcasing the contributions made by previ-
ous studies in addressing the security and
privacy challenges associated with smart
contracts [8].

For instance, Hiroki Watanabe et al. [9] delve
into the application of smart contracts in digital
rights management and propose a consensus
method. Ahmed Kosba et al. introduce Hawk,
a cryptographic approach to writing secure
smart contracts. Joshua Ellul and Gordon J.
Pace [10] describe Alkyl VM, a virtual
machine tailored for creating smart contracts in
Internet of Things applications. The authors of
[11] and [12] explore the execution process of
smart contracts and highlight specific security
issues. Through an examination of various
articles related to smart contracts, it becomes
evident that Solidity, a high-level language, is
widely used for smart contract implementation
[13].

Multiple blockchain platforms, including
Ethereum, Eris DB, Zeppelin, and Counterpar-
ty, employ Solidity as their development
language. Ethereum, in particular, utilizes a
stack-based bytecode language for writing
smart contract code, which is executed in the
Ethereum Virtual Machine (EVM) [14].

3. SMART CONTRACT SECURI-
TY RESEARCH

Previous research has extensively focused on
identifying vulnerabilities and security flaws

in smart contract code. Studies have analyzed
common coding flaws and weaknesses, such as
reentrancy, integer overflow/underflow, and
unchecked external calls, to highlight the
potential risks and propose best practices for
secure smart contract development. Research-
ers have also explored automated tools and
formal verification techniques to improve the
security of smart contracts. These advance-
ments aim to detect and prevent vulnerabilities
during the development phase and provide
rigorous analysis of smart contract code for
potential flaws. Auditing and testing approach-
es have been investigated to assess the security
of deployed smart contracts. Third-party
audits, bug bounties, and code review process-
es have been employed to identify vulnerabili-
ties and enhance the overall security of smart
contracts [15].

4. HOW SMART CONTRACT
WORKS IN BLOCKCHAIN

The Smart contracts are digitized contracts that
are programmed using code and implemented
on blockchain networks. They facilitate the
exchange of assets in a transparent and
conflict-free manner without the involvement
of an intermediary. Once deployed on a block-
chain, a smart contract serves as an automated
agent that executes the terms of an agreement
between parties. The code of a smart contract
contains conditional statements that reflect the
terms and outcomes of the agreement. For
instance, if two parties agree to trade money
for property, the smart contract can automati-
cally transfer funds from one party to the other
upon the transfer of the property [14].

Self-sufficiency: Once deployed, a smart
contract independently enforces an agreement
between parties without human intervention. It
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is difficult to tamper with or terminate.

Smart
deployed on decentralized blockchains, so no

Decentralization: contracts  are
single entity controls them. This makes them
transparent and censorship-resistant.

Security: Blockchains are inherently secure
due to cryptography. Hacking or tampering
with a smart contract would require an
enormous amount of computing power and is
economically unfeasible in most cases.

Accuracy: Smart contracts are extremely
precise because they are programmed using
code. Vague terms in written legal contracts
often lead to disputes, but smart contracts leave
no room for ambiguity.

Trustlessness:  Blockchains and  smart
contracts eliminate the need for a trusted
third-party to oversee agreements and transac-
tions. The parties do not need to know or trust

each other to do business.

Immutability: Once deployed, a smart
contract can never be modified or deleted. It is
recorded permanently on the blockchain,
ensuring the records and terms of the agree-
ment cannot be altered [16]. While smart
contracts provide many benefits, they also
have some limitations. Because they cannot
access data outside the blockchain, they cannot
be used for agreements reliant on real-world
data [17]. They also cannot be halted or
reversed easily in the event of a hack or bug.
Finally, current smart contract platforms lack
mature, standardized programming languages
[18].

5. ADVANTAGES OF SMART
CONTRACTS

The use of smart contracts in blockchain

technology offers several advantages. These
include:

Transparency: Smart contracts are transpar-
ent, and the terms of the agreement are visible
to all parties involved. This ensures that there
is no room for ambiguity or misunderstanding.

Security: Smart contracts are executed
automatically, and their execution is recorded
on the blockchain network. This ensures that
the agreement is tamper-proof, and the contract

cannot be altered once it is executed.

Cost-Effective: The use of smart contracts
eliminates the need for intermediaries, which
reduces the cost of the transaction [19].

6. LIMITATIONS OF SMART
CONTRACTS

While smart contracts offer several advantag-
es, there are also some limitations to their use.
These include:

Complexity: Smart contracts are complex, and
their creation requires expertise in program-
ming and blockchain technology.

Immutability: Once a smart contract is
executed, it cannot be altered. This can be a
disadvantage if there are errors in the code or if
the terms of the agreement need to be changed
[20].

Legal Validity: The legal validity of smart
contracts is still a matter of debate, and there is
no clear legal framework for their use.

In summary, smart contracts have the potential
to streamline and secure many types of agree-
ments in the future, but further progress is still
required to address some of their existing
limitations [21]. With continued improvement,
smart contracts could transform how business-
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es and individuals conduct transactions and
enable new blockchain-based business models
[22].

7. REAL-LIFE APPLICATIONS
OF BLOCKCHAIN

Blockchain technology has gained attention
for its potential to revolutionize industries by
providing secure, transparent, and immutable
records. It enables decentralized consensus,
allowing participants to trust and transact
without intermediaries. While its origins lie in
the realm of cryptocurrencies [18], block-
chain's applications extend far beyond digital
currencies. In this article, we explore real-life
applications of blockchain in supply chain
management, healthcare, and financial
services, energy, voting, and education,
intellectual property, and digital identity.
Through these applications, blockchain is
poised to transform industries by enabling

transparency, traceability, and trust [23].

7.1. Supply Chain Management

The supply chain industry faces challenges
related to transparency, traceability, and coun-
terfeit products. Blockchain technology offers
a solution by creating an auditable and
immutable record of every transaction and
movement within the supply chain. This
ensures transparency and accountability
throughout the entire process. The Food Trust
initiative, a partnership between IBM and
Walmart, demonstrates the potential of block-
chain in enhancing food safety and traceability

[24].

7.2. Healthcare
Blockchain holds promise for revolutionizing
the healthcare industry by addressing issues

such as data interoperability, patient privacy,
and medical record management. Med Rec,
developed by researchers at MIT, leverages
blockchain to create a secure and auditable
ledger of medical records. This approach
empowers patients to control their own data
while enabling secure sharing with healthcare
providers. Blockchain-based medical record
systems reduce errors, redundancies, and
delays, leading to improved patient outcomes
[24].

7.3. Financial Services

Financial services are among the early adopt-
ers of blockchain technology. Blockchain
offers secure, transparent, and efficient
solutions for transactions, identity manage-
ment, and smart contracts. Ripple, a block-
chain-based payment protocol, facilitates fast
and low-cost cross-border transactions,
bypassing intermediariesClick or tap here to
enter text.. This technology reduces transaction
fees, enhances speed, and increases financial
inclusion, transforming traditional financial

systems [25].

7.4. Blockchain in Energy

The energy sector can leverage blockchain to
improve efficiency, transparency, and decen-
tralized energy trading. Blockchain-based
platforms enable peer-to-peer energy transac-
tions, optimizing energy usage and reducing
reliance on centralized authorities. The Brook-
lyn Microgrid project is an example of block-
chain-powered energy trading, where partici-
pants can buy and sell excess solar energy in a
secure and transparent manner [26].

7.5. Blockchain in Voting
Blockchain can introduce transparency, securi-
ty, and trust in the voting process. By leverag-
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ing blockchain technology, the voting process
can become tamper-proof, ensuring the integri-
ty of the electoral system. Agora, a blockchain
voting platform, successfully conducted a pilot
project in Sierra Leone, allowing citizens to
verify their votes and ensuring transparency in
the electoral process [22].

7.6. Blockchain in Education

Blockchain technology can revolutionize the
education sector by enabling secure and
verified credentials, preventing fraud, and
ensuring lifelong learner records. Block-
chain-based platforms can authenticate
degrees, certifications, and achievements,
allowing individuals to have a portable and
immutable record of their educational qualifi-
cations [24].

7.7. Blockchain in Intellectual Property
Blockchain provides a decentralized and trans-
parent platform for protecting intellectual
property rights. By recording transactions and
ownership on a blockchain, creators can estab-
lish proof of ownership and protect their
creations from infringement. The IP Chain
project in Russia is an example of blockchain
application in intellectual property manage-
ment, streamlining the registration and protec-
tion of patents, trademarks, and copyrights
[25].

7.8. Blockchain in Digital Identity
Blockchain technology can enhance digital
identity management by providing secure,
verifiable

decentralized, and identities.

Self-sovereign identity  solutions allow
individuals to control and manage their digital
identities, reducing the risk of identity theft
and enhancing privacy. Port, a block-

chain-based identity platform, enables individ-

uals to create and manage their digital identi-
ties, facilitating secure interactions in the
digital world [26].

8. CHALLENGES AND LIMITA
TIONS OF BLOCKCHAIN

Blockchain technology has gained significant
attention as a decentralized, secure, and trans-
parent system for managing digital transac-
tions. However, the technology still faces
several limitations and challenges that limit its
widespread adoption. In this paper, we explore
some of the key challenges and limitations of
blockchain technology.

8.1. Scalability Limitations

The traditional proof-of-work consensus
algorithm used by many blockchains limits
their transaction processing capacity to a few
dozen transactions per second. This is far
below the processing capacity of centralized
payment systems such as Visa or Mastercard.
Several solutions have been proposed to
address this issue, such as sharding and
off-chain

solutions  require

transactions. However, these

consensus among the
network participants and may compromise the
security and decentralization of the blockchain

[27].

8.2. Security and Privacy Concerns

Security and privacy concerns remain a signifi-
cant challenge for blockchain adoption.
Despite the use of cryptographic techniques to
secure the blockchain, hackers have exploited
vulnerabilities in smart contracts, wallets, and
exchanges to steal millions of dollars’ worth of
cryptocurrencies. The lack of standardized
security protocols and regulations also exposes
blockchain users to legal and regulatory risks
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[28].

9. INTEROPERABILITY AND
GOVERNANCE CHALLENGES

The interoperability and governance of block-
chain technology pose significant challenges.
Different blockchains have different standards,
protocols, and rules that limit their compatibil-
ity and coordination. The decentralized and
distributed nature of blockchain technology
also makes it difficult to establish a unified
governance framework and ensure the
accountability and transparency of its stake-

holders [29].

9.1. Organizational Challenges

Lack of awareness and understanding about
blockchain technology. Resistance to change
and cultural barriers within organizations.
High implementation costs and the need for
specialized expertise. The requirement for
large storage systems and increased computa-
tional power [28].

9.2. Governmental Challenges

Lack of laws and regulations addressing
technical disputes and smart contracts. The
need for standardization in blockchain applica-
tions. The importance of government support
and regulatory frameworks for blockchain
adoption [30].

9.3. Technical Challenges

Complexity of blockchain technology, making
it difficult for users to understand. The increas-
ing size of the blockchain, leading to perfor-
mance degradation. Demands for substantial
storage and computational resources, resulting
in environmental concerns. Latency issues in
adding verified blocks to the ledger. Integra-

tion challenges with legacy systems and the
interoperability of different blockchains [31].

9.4. Energy Consumption

Bitcoin and other cryptocurrencies use block-
chain technology for transactions. To validate
transactions, a process called mining is
performed using specialized hardware. How-
ever, this mining process consumes a lot of
energy, leading to a significant carbon
footprint. For example, Bitcoin mining
consumes about 125 TWh of energy annually.
This raises concerns about the environmental
impact of cryptocurrencies. Efforts are being
made to find energy-efficient solutions for
blockchain technology [32].

9.5. Selfish Mining

In a selfish mining attack, an individual or
group aims to maximize their own rewards by
exploiting the mining process and causing
other miners to waste their resources. Here's
how it works in simpler terms: The attacker
mines a block but keeps it private instead of
sharing it with the network. This means that
other miners are unaware of this block's
existence. Meanwhile, the honest miners
continue their efforts to validate a block,
unaware that the attacker has already found
one. This leads to a waste of their time and
resources. The attacker continues to work on
their private chain, trying to build a longer
chain than the public one known to the rest of
the network. By withholding their discovered
blocks and secretly building their own chain,
the attacker gains an advantage over honest
miners. They can release their private chain at
a strategic moment, causing the honest miners'
efforts to go to waste, and potentially reaping
more rewards for them. In essence, the selfish
mining attack is a strategy where an individual
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or group manipulates the mining process to
their advantage, causing other miners to waste
resources while they maximize their own
profits [31].

9.6. Personal Identifiable Information (PII)

There is a misconception surrounding the use
of blockchain for identity management. Many
believe that blockchain provides an ideal
decentralized alternative to store Personal
Identifiable Information (PII),
centralized databases. However, the reality is

replacing

that blockchain can be used in two ways for
PII: either by directly storing PII on the block-
chain or by creating attestations on the block-
chain that point to off-chain storage for PII.
Elmagharaby and Losavio have delved into the
concept of PII, specifically focusing on
communication and location privacy [33].

10. FUTURE OF BLOCKCHAIN

Blockchain technology is a revolutionary way
to securely record and store information.
Initially introduced through the digital curren-
cy Bitcoin, blockchain has evolved to offer
various applications beyond cryptocurrencies.
This technology operates as a decentralized
digital ledger that records transactions or infor-
mation. Instead of being controlled by a single
authority, such as a bank or government, it is
maintained by a network of computers [34].

In blockchain, each transaction or piece of
information is stored in a "block" and linked
together in a "chain" of blocks, forming a
complete record of all the transactions. The
blockchain platform provides a distributed
ledger that is scalable, secure, tamper-proof,
and accessible by each peer on the network.
Bitcoin, which operates on the blockchain, was
created as a digital currency by an anonymous

individual or group known as Satoshi Nakamo-
to [35]. Transactions on the Bitcoin blockchain
are verified by network participants called
"miners," who use powerful computers to
solve complex mathematical problems [34].
The blockchain platform utilizes Public Key
Cryptography
algorithms, which involve public and private

Asymmetric Encryption
keys to encrypt and decrypt data. Public keys
are used to encrypt messages, and private keys
are necessary to decrypt them. Conversely,
private keys are used to encrypt messages, and
public keys are required for decryption [36].

Blockchain
benefits. It ensures transparency, as anyone can

technology offers numerous
view the blockchain and verify transactions.
The information stored on the blockchain is
encrypted and resistant to alteration, enhancing
security. Additionally, blockchain enables
faster and more efficient transactions by elimi-
nating the need for intermediaries. The poten-
tial of blockchain extends beyond Bitcoin. It
can revolutionize various industries by increas-
ing transparency and accountability. Block-
chain's decentralized nature enhances security
and transparency, making it valuable in supply
chain management. It can track goods from
manufacturers to end-users, ensuring authen-
ticity and ethical production conditions.

The future of blockchain technology is promis-
ing. Beyond cryptocurrencies, blockchain can
facilitate smart contracts, which are self-exe-
cuting agreements with predefined conditions.
It also enables secure transfer and storage of
digital assets like property deeds and intellec-
tual property rights. However, it is worth
noting that public blockchain networks with a
large number of nodes can experience limita-
tions in transaction throughput and high laten-
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cy, resulting in slower propagation of transac-
tions and blocks [37].

11. CONCLUSION

Blockchain technology has evolved beyond
cryptocurrencies, finding applications in
various sectors. The examples discussed in this
article illustrate how blockchain enhances
transparency, security, and efficiency in supply
chain management, healthcare, financial
services, energy, government, and education.
As blockchain continues to advance, it holds
the potential to reshape industries, enabling
trust, and transforming the way we conduct
business and manage data. A number of
endeavors have been made to improve consen-
sus algorithms in blockchain, such as Peer
Census, Kickstarter, and Chepurnoyet al.'s new
consensus algorithm. Peer Census decouples
block creation and transaction confirmation,
while Kickstarter proposes the Greedy Heavi-
est-Observed Sub-Tree (GHOST) chain selec-
tion rule. Chepurnoyet al. proposed a new
consensus algorithm for peer-to-peer block-
chain systems where anyone who provides
non-interactive proofs of retrievability is
agreed to generate the block. The traditional
proof-of-work consensus algorithm used by
many blockchains limits their transaction
processing capacity to a few dozen transac-
tions per second. Security and privacy
concerns remain a significant challenge for
blockchain adoption, as hackers have exploited
vulnerabilities in smart contracts, wallets, and
exchanges to steal millions of dollars’ worth of
cryptocurrencies. The interoperability and
governance of blockchain technology pose
significant challenges, such as lack of aware-
ness and understanding, resistance to change,

high implementation costs, lack of laws and

regulations, need for standardization, govern-
ment support and regulatory frameworks,
complexity of blockchain technology, increas-
ing size of the blockchain, environmental
concerns, and integration challenges with
legacy systems.

In conclusion, blockchain technology has
several limitations and challenges that hinder
its widespread adoption. The scalability limita-
tions, security and privacy concerns, interoper-
ability and governance challenges, organiza-
tional challenges, governmental challenges,
technical challenges, energy consumption,
selfish mining, and the management of person-
al identifiable information are significant
barriers to the adoption of blockchain technol-
ogy. Addressing these challenges and develop-
ing innovative solutions are essential to realize
the full potential of blockchain technology.
Blockchain technology, introduced through
Bitcoin, offers a decentralized and secure way
to record and store information. Its potential
applications are vast, and it holds promise for
transforming various industries. As we look to
the future, it's important to explore how block-
chain can improve efficiency, transparency,
and security while addressing challenges
related to scalability and regulatory frame-
works. Please note that this explanation is
simplified to provide a basic understanding of
blockchain technology and Bitcoin. There are
many technical and complex aspects involved
in these topics, but this overview should give
you a general idea of how they work.
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ABSTRACT

The process of gathering, identifying, extracting, and documenting electronic evidence for use in
court is known as "digital forensics." We have a lot of tools at our disposal to make this procedure
quick and straightforward. Four tools have been selected for investigation and analysis in this work.
For every kind of digital forensics, the top tools have been selected based on several criteria. For
computer forensic tools, (Stellar and Forensic Tool Kit) have been investigated; for network forensic
tools, Network Map has been selected, and OSF mount has been examined as a live forensic tool.
Other forensic tool types, such as database, operating system, and mail forensic tools, are also
covered in this work. The role of Artificial intelligence in Digital Forensic tools has been discussed
in this paper by using both Decision Stump and Bayes net machine learning techniques. After
making an investigation of the IoT device traffic dataset using these two techniques, Decision Stump
gives us less accurate results compared with Bayes net.

Keywords: Forensics tool, Digital Evidence, Artificial intelligence, Forensic Analysis, Challenges.

1. INTRODUCTION gathering, identifying, extracting, and

documenting electronic evidence from various
electronic devices for use as admissible

The market for electronic devices,

such as laptops, PCs, and portable electronics, evidence in a court of law is known as digital

is growing rapidly. Since these gadgets are
networked and consume a lot of data,
cybercrime is thought to be mostly caused by
the Internet. Comparing digital forensics (DF)
to other forensic sciences, DF is still in its
infancy. DF science's involvement begins after
the crime has committed [1]. The process of

forensics (DF). [2]. The inquiry method mostly
relies on the DF tools, which will yield
efficient and productive outcomes. They are
different types of data to deal with these tools
like the Internet of Things (IoT) devices data,
computer devices, mobile devices cloud
computing, etc. [3]. Most of these tools’ goals
are to collect and recover the original
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files from the devices. DF tools are used for
solving problems related to computer crimes
like phishing, money laundering, bank Fraud,
and child exploitation. The most of shreds of
evidence have been found on computers [4].
As shown in figure 1, DF tools are divided into
computer forensics network forensics, live
forensics, Operating System forensics,
database forensics, and Mail forensics. As a
part of Artificial intelligence (AI) machine
learning (ML) generally and deep learning
especially have an important role in DF. As we
know the AI technique can work with big data
in a short time with accurate results. So, Al
helps the investigators in the DF analysis
process. The exuberance of forensic tools will
make it hard for users to choose the relevant
tool for their requirements [4], [5]. So, we
explored the most popular tools and collect
information about others to make a comparison
between them. However, the investigator can
choose the appropriate one for him and for the

crime that he will investigate.

The top DF tools for computer, network, and
live forensic tools were identified in this study
based on a number of crucial factors that are
taken into account for each category. For
instance, whereas port scanning and packet
analysis are crucial elements for network
forensic tools, imaging and hashing are
significant factors in computer forensic tools.
RAM dumps and live log analysis are crucial
requirements for  real-time forensic
technologies. The use of Artificial intelligence
in DF tools has been discussed in this paper by
using both Decision Stump and Bayes network
machine learning techniques on IoT device
datasets and a comparison between them has

been made. Decision Stump gives us less

accurate Results were compared with Bayes
net, which is less concerned about the
attributes or their relationships. On the other
hand, the best outcomes were obtained from
Bayes Net, as it effectively represented the
conditional dependencies among a set of
random variables. Each node in the network
signifies a variable, and each directed edge
represents a conditional relationship.

2. LITERATURE REVIEWS

They examined many DF analysis techniques
in [4]. It claimed that the pattern recognition
method is ideal for the DF's analysis step.
Numerous DF tools are developed using
characteristics derived from the detected
patterns. Therefore, a variety of tools are
crucial for finding solutions to all of the
disputes that arise throughout the execution
phase, in addition to being employed for the
preservation and analysis of individual pieces
of evidence data. Various methods for both live
and dead forensic analysis were discussed in
[6]. In addition to creating an understandable
environment to aid a detective, it retains the
crucial instructions from several DF programs,
like WIRESHARK, Autopsy, O.S. forensic,
TRUECRYPT, Forensic Tool Kit (FTK)
Imager, and SANS SIFT. Besides, they
information that can be
which
sidesteps destroying the information due to the

accumulate
transformed using live analysis,
stoppage of the target node. [7] said the major
process done by criminals is for destroying
files by deleting, damaging, or overwriting
hard disks, etc. The team only focused on how
to recover the destruction data. To recover the
damaged data with the help of different tools
WIRESHARK,

such as Autopsy,
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TRUECRYPT, FTK Imager, Operating system
X-WAYS, and SANS SIFT.
Researchers in [8] explained the attributes,

forensic,

constrictions, and applications of DF tools and
compared them with other tools in assisting
investigators or users in employing composite
DF tackles for their inspection. [9] employed a
machine learning technique and advising a
scheme to diagnose abnormal packets and
attacks. Naive Bayesian provided the best
accuracy against other classifiers. [10] used
NLP techniques to analyze DF shreds of
evidence. [11] focused on the recent readiness
and advances of DF tools in the composite
atmosphere. [12] proposed a method to build a
new intelligence DF model for storehouse
willingness. [13] suggested an effective model
for DF cloud Investigation called Cloud
Forensics Investigation Model (CFIM) to
pattern the crimes happening in the cloud
forensically. [14] proposed a DF framework
methodology for the social media network
community. This system contains operative
classifying digital devices, procedures,
analyzing and obtaining DF pieces of
evidence. [7] showed DF terms in the cyber
world and informed a comparative analysis of
the current stream state of forensics. [15]
for Al
applications in the DF especially in the

proposed  building architecture
analysis stage. [16] described an analysis of
up-to-date DF artificial intelligent schemes to
raise these procedures in forensic correction.
[17] said that the compression of data can
disturb different DF stages. [18] analyzed
different ML techniques and their usability in
recognizing evidence by tracking file systems.
The Machine Learning algorithms achieved
good outcomes. [19] proposed a classification
model for network traffic using Machine

Learning techniques. The results revealed that
the best outcome had been done by a random
forest classifier. [20] analyzed network traffic
to discover windows ransomware by spread on
ML and accomplished a Total Form (TF) a
percentage of 97.1% with the decision tree
method. Researchers in [21] proposed a
process of the text description of Natural
Language Processing and spam email
discovery. [22] suggested a model for the
cataloging of attacks in the cloud atmosphere
using ML procedures with a DF method. [23]
proposed model of managing intellectual
cybersecurity. The model practices Al
procedures to make the analysis procedure of
cybersecurity more proficient compared with
old-style security instruments. Through the
speedy development of technologies, it is
important to select DF methods and
frameworks. DF methods from 2015 to 2022
are offered in the next lines. [24] examine the
environments, cruise anomaly information,
and control relation report. [25] Conformist
data collection process strategy, provision law
of shaping the consistency of the DF pieces of
evidence. [26] study the DF on IEC/ISO ethics.
[27] employing Digital Forensic Readiness
(DFR) mechanism in amenability through the
IEC/ISO ethics. [28] proposed a model based
on Online Natural Language Processing (NLP)
for forensic investigation. The paper compared
different DF tools in different groups such as
computer Forensic Tools, Network Forensic
Tools, O.S Forensic Tools, Live Forensic
Tools, Database forensic tools, and Email
Forensic Tools. Consequently, the
investigators can choose the accurate tool used

for their requirements easily.
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Table 1: Analysis by using various techniques.

Ref.

[4]

[6]

171

8]

191

[10]

[11]

[12]

Key Focus

DF Analysis

Live and
Dead

Forensic
Analysis

Data
Recovery

DF Tools
Comparison

Machine
Learning

NLP
Techniques

Recent

Advances

Intelligence
DF Model

Techniques/Tools

Pattern
Recognition
Method

WIRESHARK,
Autopsy, O.S.
forensic,
TRUECRYPT,
FTK Imager,
SANS SIFT
WIRESHARK,
Autopsy,
TRUECRYPT,
FTK Imager, OS
Forensic, X-
WAYS, SANS
SIFT

Various DF Tools

Naive Bayesian

NLP

Findings/Contributions

Examined various DF
analysis techniques,
emphasized the
importance of pattern
recognition in DF's
analysis step.
Explored methods for
both live and dead
forensic analysis.

Focused on recovering
data destroyed by
criminals. Used different
tools for data recovery.

Explained attributes,
constraints, and
applications of DF tools.
Compared DF tools with
other tools for
investigator assistance.
Used machine learning
to diagnose abnormal
packets and attacks.
Naive Bayesian
provided the best
accuracy.

Used NLP techniques to
analyze DF shreds of
evidence.

Focused on recent
readiness and advances
of DF tools in a
composite atmosphere.
Proposed a method to
build a new intelligence
DF model for storehouse
willingness.

Loopholes
Analyzed

Destruction
of files by
deleting, or
overwriting
hard disks,
etc.

Abnormal
packets and
attacks.

82
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[13] Cloud Cloud Forensics Suggested an effective Crimes
Forensics Investigation model for DF cloud happening
Model (CFIM) investigation called CFIM. in the cloud
[14] Social Media =~ DF Framework Proposed a DF Operative
DF Methodology framework methodology  classifying
for the social media digital
network community. devices
[15] AI Al'in DF Analysis ~ Proposed building -
Applications architecture for Al
applications in DF,
especially in the analysis
stage.
[16] Al Schemes Al in Forensic Described an analysis of = -
Correction up-to-date DF artificial
intelligent schemes to
improve forensic
[17] Data - Stated that data -
Compression compression can disturb
different DF stages.
[18] ML Machine Learning ~ Analyzed different ML Usability in
Techniques Algorithms techniques for recognizing
recognizing evidence by evidence by
tracking file systems. tracking file
Achieved good systems.
outcomes.
[19] = Network Machine Learning ~ Proposed a classification -
Traffic Techniques model for network
(Random Forest) traffic using ML
techniques..
[20]  Ransomware = ML (Decision Analyzed network Windows
Detection Tree) traffic to discover ransomware
Windows ransomware detection.
using ML.
[21]  NLP and Natural Language Proposed a process for Spam ema il
Spam Email Processing the text description of discovery.
NLP and spam email
discovery.
[22] Cloud ML Procedures Suggested a model for Cataloging
Attacks with DF cataloging attacks in the attacks  in
cloud atmosphere the  cloud
atmosphere.
[23] Cybersecurity Al Procedures Proposed a model of Analysis
managing intellectual Al ~ procedure
procedures. of cyber
security.
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3. DIGITAL FORENSIC STAGES

In DF the first prototypical suggested has four
stages: Collection, Identification, Assessment,
and Admission.  different prototypical is
suggested to describe the stages of collecting,
analyzing, preservation, and reportage of the
pieces of evidence produced by many devices.
Recently, a growing number of extra
complicated prototypical are suggested. The
goal of these models is to speed up the whole
investigation procedure. The variety of sources
and devices of digital shreds of evidence
results in a variety of DF procedure models
[29]. There is no common procedure model
appropriate to use for all forms of the
investigation process. [30]. Figure 2 shows the
different stages of DFs. The role of each phase
is discussed below:

Despite DF being a new study zone, already
has completed important growth. The growth
is done by the enhancement of methodologies
and technology, for example, tools for
gathering and analyzing DF pieces of
evidence. In DF, a method to do an
investigation process is called a process model
which is a context with a sum of stages to do an
investigation. In DF investigation a standard
methodology should define the sequence of
actions need in the investigation process. A
perfect process model should be wide-ranging,
which means it should be applied to a large
number of cases. If a framework is very simple
and has fewer phases, the result is not provided
good guidance to the process of investigation.
Otherwise, if a framework has more stages
with sub-steps of each stage, the result is more
limited to its usage. Many studies place special
whole DF
significant ~ DF

attention on outlining the

investigation  process;

frameworks were covered in [31]. More
recently, development on the DF framework
has focused on addressing more specialized
issues such as gathering, examining,
analyzing, and preserving evidence in a single
phase. For instance, the triage paradigm [4],
works well in circumstances when time is a
crucial factor. By using the DF pledge,
investigators

may obtain information about the illegal more
quickly than they would have to wait for all
reports, which might take weeks, months, or

even longer.

4. IDENTIFICATION STAGE

At this point, the evidence is defined,
examined, and its position and source are
determined. Evidence shreds need to be
handled carefully and correctly. This stage's
objective is to safeguard the evidence's
integrity. It should be
conjunction with a record known as the Chain
of Custody (COC), which is identified by the
DF connection, the paper trail, or the DF

safeguarded in

evidence's sequential certification. It shows the
gathering, transfer, control sequence, and
analysis.

5. ACQUIRING STAGE

For more analysis, this stage helps to save the
state of the pieces of evidence. In this stage,
hard disk imaging is done as a copy of the data
on the hard disk. Three kinds of acquisition are
accepted according to law enforcement
forensic duplication, mirror image, and live
acquisition. A mirror image makes a forensics
duplication which saves the backup of the
device’s hard disk as a bit-for-bit cloning copy.
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6. ANALYSIS STAGE

Three types of analysis can be performed at the
analysis stage: restricted, partial, or complete
analysis. The narrow study only considers a
small portion of the available data. While full
inquiry aids in determining the initial cause of
the crime, partial analysis works with cookies,
log papers, email files, etc. [4] Several tools
made for the analysis step, such as Encase and
FTK, which can handle a lot of scripts to
extract information from the data that has to be
examined.

7. REPORTING STAGE

The reporting stage helps to deduce, in a
documented report form based on pieces of
evidence. This is done with the help of digital
crime laws represent the information for
further investigation.

8. DIGITAL FORENSIC TOOLS

The software programs created for the DF
investigation process in digital crimes are
known as digital forensic tools. There are
several DF tools available on the market. They
also come in generic or commercially licensed
versions. In this paragraph, we shall discuss
DF tools in several groups and conduct a
proportionate analysis of different tools within
each group. A variety of factors, including
technological considerations, general
concerns, disk imaging, string searching, and
legal difficulties, have been taken into account

while choosing DF tools.

8.1. Computer forensic tools
Computer DF tools are intended to certify that
the pieces of evidence taken out from

computers are correct and dependable. There
are different types of computer DF tools like
Data and Disk seizure DF tools. A comparative
investigation of five Computer forensic tools
based on feature parameters questions have
been made. For example, hashing, imaging,
and data recovery. In this paper, the Stellar tool
and Forensic Tool Kit (FTK) have been
explored in this review for computer forensic
Stellar:  Stellar tool helps the
investigator to find all files they want from the

analysis.

computer disk. Stellar is designed to be a
comprehensive recovery tool to help its users
to deal with all types of data loss scenarios,
without needing any expert knowledge. Digital
investigators can do normal or deep scanning.
Figure 5 show the deep scanning mode. It does
a whole signature-based file search which is
useful for recovering the files that normal
scanning could not found it.

Access Data's Forensic Toolkit, or FTK, is a
computer forensics tool that searches a hard
disk for various types of data. For instance, it
can look for text strings on a disk or in deleted
emails in order to decrypt encryption by
utilizing them as a dictionary of passwords.
Forensic Tool Kit Imager is a disk imaging
application that is also connected to FTK. This
program creates an image clone of a hard
drive, generates hash values (such as Secure
Hash Algorithms (SHA1) or Message-digest
Algorithms (MD5)), and verifies the integrity
of the result by comparing it to the original.
Using the FTK tool throughout the file analysis
process, the forensic data picture may be stored
and examined in a variety of formats, including
EO1, DD/raw, and AD1.

Table 1 has the comparison of key parameters
like imaging which is a technique of copying
physical storage for making investigations and
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gathering shreds of evidence. The copy does
not only include files, but every bit, sector,
partition, files, deleted files, folder, and also
unallocated spaces. The copy image is
identical to all the device or drives architecture
and contents. The second key parameter is
hashing, the professionals in Digital forensics
should use hashing algorithms, like MDS5 and
SHAI, to produce hash values of the original
files which they use in an investigation to
ensure that the pieces of evidence are not
changed or modified during the investigation,
pieces of evidence collection and analysis so
they protect their integrity. Another reason for
using hash values is that electronic pieces of
evidence are shared with various parties during
the investigation process like legal
professionals, law enforcement, etc. So, we
need to ensure that everybody has the same
copies of the pieces of evidence. Stellar
forensics that we chose to explore in this study
calculates hash values automatically.

8.2. Network Forensic Tools

Network forensics works through interpreting
and controlling networks to make an intrusion
detection and find unknown malicious and
abnormal threats through networks and their
associated devices. The Nmap DF tool has
been discovered in network investigation in
this paper as shown in Figure 8. Network Map:
This program examines the replies to packets
sent in order to identify hosts and services on a
computer network. We may probe networks
using Nmap's many services, which include
sophisticated services like vulnerability
detection, host finding, and O.S. detection.
Nmap may also work in varied situations of the
network such congestion, latency, and high

traffic during the scan process.

8.3. Live Forensic Tools

Active systems are the focus of live forensic. It
concentrates on RAM attribute extraction and
does a forensic analysis for it. Therefore, live
forensics offer reliable and accurate data for
investigations, which is far superior than the
insufficient data from previous DF processes.
We investigated the OSF mount tool as a live
forensic tool in this article. Because it mounts
image files produced by disk cloning programs
such as OSF Clone, it is known as OSF mount.
With OS Forensics, which is mounted as a
virtual disk on Windows, the picture file may
be examined. You may also use the OSF Mount
Forensic program to mount CD-ROMs and
DVDs as RAM drives.

Four live DF tools are chosen grounded on key
parameters like dealing with Search, Logs
analysis, memory dumping, and Live logs
analysis which is the process of taking all the
content in RAM and writing it to a storage
device.

8.4. Other Forensic Tools
There are sub-branches of forensic tools like
Database Forensic tools, O.S Forensic tools,
and Email Forensic tools. These three types of
tools have been explored in this section.
Critical data is warehoused in various
Database Management System (DBMYS) i.e.,
Oracle as a Relational Database Management
System store commercial data, MySQL work
with web stores as a back-end packing, while
SQLite stores personal data like SMS and
browser bookmarks. So, databases need their
special set of forensic tools. DF investigators
still need the necessary DF tools to investigate
Database
objects. Also, we require to establish a special
artifact

Management Systems forensic

standard  for storage and its
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mechanisms to develop advanced analysis
tools for Database. Operating System
Forensics tools are used for recovering and
gathering important information from the
Operating System of the device. The goal is to
find practical proof against the criminal. Four
methods are used for Operating system
forensics: disk-to-disk clone, disk-to-image
file, disk-to-data file, and the backup of a file.
This tool identifies abnormal files and makes a
hash-matching signature. In a live manner, the
data has been loaded and exported with all key
parameters like module, run count, title, file
size, category, last run time, date, time, etc.
then, the report is generated and presented to
the investigator includes I/O read-write,
threads, total CPU, etc. Emails played an
important role in communication through the
internet like business communications and
transmitting information between different
devices. Unfortunately, there are a lot of
encounters in email DF, for example, spoofing,
forged emails, and Unsigned Re-emailing.
Investigator has to collect the proof, identify
the criminal, and show up the judgments. It can

work with various Email formats, for example,

.msg, emlx, .pdf, .mht, xps, etc. by examining
header information, message body content,
and other key parameters like time. In addition,
it has a filtering option, exporting, saving, and
analysis.

8.5. Digital Forensics Tools Evaluation
Metrics

To enable the community of investigators to
independently assess different tools, it is
crucial to verify DF technologies using a
variety of criteria. Additionally, developers
will identify the areas of a tool that need
improvement. Metrics should encompass all of
the DF Tools' properties in order to achieve

exceptional accuracy and meet all criteria.
There hasn't been much study on the metrics of
DF Tools in this subject, despite the proposal
of a few techniques up until recently. A
solution was put out by [32] who defined
metrics to count the number of files generated
by the list of files (referred to as the precision
rate) and the number of pieces of evidence
correctly created from the list of pieces of
evidence (referred to as the accuracy rate).

The publication proposed a mechanism for
assessing the tool's performance. The outcome
is accurate if the evidence that has been
replicated is identical to the original. An MD5
hashing technique can be used for this.
Unfortunately, there are drawbacks to this
approach as well. For instance, since the
signatures will be altered, it is ineffective if a
single bit is lost or altered during the collecting
phase. Additionally, while the tool is not the
source of issues like disk damage, the
collection step may not retrieve the exact
pieces of evidence.

8.6. Use Of Artificial Intelligence in Digital
Forensic Tools

Digital investigators have a difficult time
finding pieces of evidence in digital
information. It has become difficult to specify
an investigation and its source of proof. The
various technology, specific procedures, and
processes used in the DF investigation are not
keeping up with the development of criminals.
So, criminals use these weaknesses to do their
crimes. Artificial intelligence (AI) is very
in DF
investigations. An algorithm based on Al is

important in identifying crime
very effective and highly recommended in
detecting and preventing risks and criminal

activity. Also, it is important in forecasting
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illegal activity. Researchers have used the
available evidence data in court to condemn a
person. The pattern recognition techniques are
the best for the Analysis stage of the DF.
Recognition of the Pattern has two procedures.
The first is an examination and the other one is
recognition. The features are taken out from
the patterns to be recognized in the analysis
step. Then, applying different methods of
pattern recognition to these features are
These
techniques are projected to improve diverse

practical for DF investigation.
DF tools to identify and gather pieces of
evidence that would be cooperative to deal
with explicit kinds of digital criminalities. For
example, the Jaro Winkler algorithm [33]and
Cosine similarity function [34] are considered
advanced pattern recognition algorithms for
identity resolution in DF they are typically
based on making similarity metrics for more
complex strings. The increasing popularity of
IoT devices and their privacy concerns
encourage us to choose an IoT device traffic to
analyze and make some investigations. We
chose an IOT Fridge device traffic dataset from
the University of New South Wales (UNSW)
Canberra at Australian Defense Force
Academy (ADFA). It contains six attributes
(Time, date, temperature, condition, label,
type) with full training set classifier. We
examine this dataset using two different
machine-learning techniques. We chose these

techniques because they are two separate

concepts. The first one is the decision stump
tree which is the ML technique of a
single-level of decision tree. Decision stumps
frequently work with apparatuses named base
learners or weak learners in ML. For nominal
attributes, it builds a stump that has a sprig for
every probable attribute rate or a stump has a
double of leaves, the first one matches a

specific class, and the second one has matched
all the other classes. The second machine
learning technique we used is the Bayesian
network, it is ideal for predicting the
probability of several possible known causes
the occurrence of an event was the contributing
factor. As we see in Table 6, compared with
Bayes Net, Decision Stump gives us less
accurate results because it does not care that
much about the attributes or their relationships.
It focuses only on how these attributes affect
the target.

On another hand, the best results, we got from
Bayes Net were because it represents a
conditional dependency of a set of random
variables. Each node in the network represents
a variable, and each directed edge in the
network represents a conditional relationship
the Confusion Matrix of Bayes net.

These findings highlight the need for a digital
inquiry and resolution in order to safeguard an
IoT device owner's privacy. It also shows how
important artificial intelligence methods are in
this industry, particularly machine learning
methods, and how continuing legislative
discussions around ISP data collecting and
utilization need to take loT-specific issues into
account.

9. CHALLENGES

The limits of the DF tools are highlighted in
this section. In [35], four DF issues have been
highlighted. The first is the difficulties with
law enforcement and the legal system, which
include issues with jurisdiction, privacy, legal
procedure, inadequate provisions for criminal
cases, standards, and the paucity of research on
DF Tools. Second, technological difficulties
with huge data, cloud computing, encryption,
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instability, and overuse of bandwidth. Thirdly,
a lack of defined procedures, skilled specialists
in DF, and a lack of unified formal
representation and forensic understanding.
Fourth, the difficulties in determining the
incidence response, the reliability of audit
trails, and the preparedness of DF. The globule
in the hard drive with the computer storage
capacity was the main focus of the researchers
in [17]. The development of cameras,
computers, and portable electronics is another.
[36] highlights the massive data of DF
challenge, especially in the Internet of Things
(IoT), and suggested a data modification
process in DF by distinguishing the imaging in
a massive amount of forensic data. [37]
emphasized DF process limitations with cloud
atmosphere like volatility, namely records,
data integrity, and creation of the forensic
image. [38] presented DF process difficulties
with the smartwatches.

10. CONCLUSION

An adequate investigation and incident
response strategy must be employed to
complete the inspection in the event of any
digital crime or assault. The steps of DF
inspection were discussed before along with a
comparison of several DF Tools. The sort of
crime or attack will determine which
instruments are used for the investigation.
Artificial Intelligence (Al) is playing a
significant role in analysis and prediction. To
determine which is better, many machine
learning techniques are used, and they are
validated using various metrics. The paper
analyzed various tools like Computers,
Networks, Databases, O.S, Live, and Mail DF
Tools. In computer forensics, the Stellar tool
has been chosen relatively to a comparison

with other tools according to some features

like imaging, hashing, recovery data,
reparation capability, seizure, acquisition, and
availability. In network forensic Nmap tool has
been chosen according to some features like
Port scanning, Packet analyzing & spoofing
topology and protocol analyzing, and
availability. OSF mount for the live forensic
tool has been chosen according to some
features in this study according to Live log
RAM  dumping,
availability. It likewise introduced the tender of
Al in the DF framework. Additionally, some

challenges are

analysis, search, and

emphasized  through
supplementary the DF examination procedure.
The future road of DF research should focus on
the main challenges in this field like IoT
forensics, Cloud DF as a service, big data, and
new tools of DF. For example, determining
specific data in IoT is stimulating the
investigator to identify where to locate or
straight the examination. Accordingly, the
above challenges can consider as a research
opportunity to continue in this field. As we
mention before, the main problem in DF is the
big forensic data, especially in network
forensics and IOT forensics. Therefore,
handling huge data in a trustworthy forensic
manner is a major difficulty in DF, and this is
seen to be an excellent chance for the
researchers to develop new methods and tools
to handle this large data. With DF, researchers
artificial
approaches. For instance, they can use natural

may also employ intelligence

language processing (NLP) to analyze DF data
and Artificial Neural Networks (ANN) to

recognize complex patterns in a variety of DF

branches. In order to provide us with the ideal
inquiry outcomes, future study should also
concentrate on creating cutting-edge methods
and instruments to examine more complex
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settings, such as clouds and networks that

resemble cyberspace.
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ABSTRACT

Over the past several decades, policing agencies have implemented an array of technological advancements
to improve operational efficiency. Pakistan has increased security measures across the country for muharram
processions carried out for Ashura. Security has been enhanced across the country for the peaceful observance
of Ashura due to wave of religious terrorism from previous few decads. For this, a huge personnel of regular
police officers, along with an additional reserve officers, are deployed to guard mourning processions and
gatherings across the country and to keep the law and order situation under control. Role of police in provid-
ing peace during muharram is very significant. Police personel perform their duties for late nights with great
spirit during 1st week of Muharram under harsh weather (usually hot days), and danger of terrorism despite
limited resources. Good behavior, determination, dedication of police force during the muharram duties is
praise worthy and exemplary and it ensured maintenance of atmosphere of law and order work with diligence
and commitment. Police officers remain alert to counter any untoward incident and keep keen eye on sensitive
areas during Ashura. Police sealed many parts of inner as part of security for Ashura. They blocked roads and
streets leading to these places. cellular phone signals remained suspended as part of upgraded security. Check-
points are kept functional across the country and additional security personnel is served during 9th and10th
muharram. District police personnel, bomb disposal units, Scouts, platoons of Constabulary and soldiers are
deployed to protect processions and sacred places and authorities took extraordinary measures to confirm the
security of people and religious gatherings during Ashura. Police installed closed circuit television cameras
(CCTV) along the procession routes. Police champions bear tough circumstances and nothing can down the
determination of the of Police force. We hope that the law enforcement agencies would continue to perform
their duties in the same way to ensure the protection of life and property of the citizens across the country.
Keywords: Role, Police, Muharram, CCTV, Ashura, Pakistan.

1. INTRODUCTION the two-way radio. Today, technology seems to
be advancing at an ever-accelerating pace, as
seen through the propagation of mobile and

Technology and policing have been wireless technology, high-powered computing,
interconnected for decades, dating back to the visual and audio technology, advanced analyt-
advent of the telephone, the automobile, and ics, and other technological advancements [1].
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The Arabic term matam refers in general to an
act or gesture of mourning; in Shia Islam, the
term designates acts of lamentation for the
martyrs of Karbala. Shia muslims gather in
public for ceremonial chest beating as a
display of their devotion to Imam Hussain
(A.S.) and/or conduct majlis in remembrance
of his suffering [2, 3]. In some Shi'a societies,
such as those in Bahrain, Pakistan, India,
Afghanistan, Iran, Syria, Bangladesh, and Iraq,
male participants may incorporate knives or
razors swung upon chains into their matam,
there are two basic forms of matam, using
one's hands only, that is, sineh-zani or chest-
beating and matam with implements like
chains, knives, swords and blades, that is,
zanjeer-zani), qama-zani, etc [4].

Matam in South Asia is the most significant
and sensitive Shia identity marker, although
the act is also condemned by some Shi'a
religious leaders. A form of ritual bloodletting,
practiced as an act of mourning by some Shia
Muslims (it is also forbidden according to
Grand Ayatollahs), for the younger grandson of
Muhammad, Hassain ibn Ali (A.S.) who was
killed along with his family, children, compan-
ions and close relatives at the Battle of Karbala
by the Umayyad leader Yazid [5,6].

The matam was first introduced by the Qizil-
bash tribe who were contributory in establish-
ing the Safavid government and then a
community of Shia maintain the [7] practice
hence public nature of ashura endorse diverse
spiritual, religious, and cultural ideas. One
form of mourning is the theatrical re-enact-
ment of the Battle of Karbala. In Iran, this is
called taziya or taziyeh. Theatrical groups that
specialize in taziya are called taziya groups.

Taziyas were popular through the Qajar dynas-
ty until the early twentieth century, but the
re-enactments slowly declined until they were
mostly abandoned in the large cities by the
early 1940s. Nonetheless, taziyas continued to
exist in Iran on a smaller scale, especially in
more rural and traditional areas. Reza Shah,
the first of the Pahlavi dynasty, outlawed
taziyas [8]. Despite attempts since 1979,
Muharram processions and various forms of
the rawza khani are still more common [9].

By increasing the number of shia Muslims in
cities and states, Muharram rituals have
changed to a more elaborate form. In the 9th
century, lamentation and wailing became
propounded as a mourning tradition. Noha is
the poem and story that was inspired by Maqtal
al-Hassain A. S. The poet or another one reads
the noha with a plaintive rthythm. The main
subject of noha is the pain from the killing of
Hussain (A.S.) ibn Ali. Noha consists of poems
in different languages such as Arabic, Urdu,
Farsi, Saraeki, Sindhi, and Punjabi.

The reaction of the audience in the reenact-
ment of the Battle of Karbala episode is signifi-
cant for the strengthening of distinct Shia
identity and the weeping over the killing of
Hussain ibn Ali (A.S.) and his followers is one
of these reactions. There is a close relationship
between lamentation and weeping [10].
According to the narration, Shia imams had
emphasized weeping for them, so it was trans-
mitted to future generations. According to Shia
tradition, the weeping and the flow of tears
provide condolences to Imam Hussain (A.S.)'s
mother and his family and they believe that
lamenting and weeping is just for offering
condolences to Imam Hussain’s family, there-
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fore, it is one of the good deeds done by the
mourners of Hassain (A.S.) and will help them
to save them from being condemned to hell on
the day of judgment [11].

Depending on the condition of society, the
Muharram processions rituals vary from one
city to another. The common form is the
starting of mourning processions from Imam
Hassain (A.S.) marsiya and the participants
would parade through the streets of their town
or village, finally, they come back to Imam
Hassain (A.S.) marsiya to perform other
mourning of Muharram's ritual. The proces-
sion was a common ritual of mourning of dead
persons in Arabic states before the appearance
of Islam. The chest-beating, flagellation, and
face-slapping are usual acts done during the
mourning procession, but chest-beating and
face-slapping have more precedence and the
history of these acts has reached to Buyid
dynasty period [12, 13].

In South Asia, literary and musical genres
produced by both Shias and Sunnis, that have
been inspired by the Battle of Karbala are
performed during the month, such as marsiya,
noha, and soaz. This is meant to increase the
people's understanding of how the enemies
fought The Battle of Karbala against Imam
Hussain (A.S.) and his followers [14].

In Hyderabad, the Bibi-Ka-Alam procession is
taken annually to mark the date. Speaking
specifically of Pakistan, Ashura is observed
across the country with solemnity every year to
pay homage to Imam Imam Hussain (A.S.)
and other martyrs of Karbala. Processions with
elaborate tazias are carried out in various cities
as thousands of security personnel protect the

mourners [15]. The procession routes are
dotted with sabeel (drinking stalls), which are
especially set up to provide cold drinks and
milk to participants, and the general public,
after they have walked long distances in hot
summer. Local administrations all over the
country place hospitals and ambulance
services on high alert. But while many of these
procession routes have existed since before
Partition, there are some interesting stories
about how they came about [16]. Every year,
on Muharram 9, as the sun sets, the central
Ashura procession of Lahore departs from
Nisar Haveli, Mochi Gate. After crossing some
of the city’s prominent mosques, imambar-
gahs, and bazaars, such as Mohalla Chehl
Bibian, Imambargah Syed Wajid Ali Shah,
Koocha Qazi Khana, Imambargah Maulvi
Feroz Ali, Mohalla Pir Gilanian, Imambargah
Syed Rajab Ali Shah, Chauhatta Mufti Baqir,
Chowk Kotwali, Kashmiri Bazaar, Sunehri
Masjid, Dabbi Bazaar, Gumti Bazaar, Tehsil
Bazaar, Ucchi Masjid and Bhaati Chowk, it
culminates at the historic Karbala Gamay Shah
on Muharram 10. Some routs have been
changed, but the route that was first adopted
more than 200 years ago has not changed [17].

2. ROLE OF PAKISTAN
GOVERNMENT TO PERMIT
AZADARI IN THE COUNTRY

After the partition of the Subcontinent
Indo-Pak, the government took responsibility
for all the Shia's azadari. So, they issued licens-
es for their majalis and ways of jaloos. Govt.
announced to protect them from the terrorist by
police force. From 1972, Prime Minister
Zulfigar Ali Bhutto took stand terrorism
against Azadari and after him, some govern-

Int.J. Elect.Crime Investigation 8(1):IJECI MS.ID- 07 (2024) 95




Role of Technology by Police to Maintain Peace During Muharram

ments of Pakistan could not do much for the
protection of Azadari but Azadar promoted day
by day. After 1999, President Musharraf took
the important role in the protection of majalis
and jaloos but terrorist attacks could not be
stopped. After him, President Asif Ali Zardari
provided generators to all the Imambargahs
due to heavy load-shedding issues of light.
After him, in 2013, Prime Minister Nawaz
Sharif also support the same motto. Similarly,
after the 2018 elections Prime Minister Imran
Khan gave very much independence to azadari
and also permission to do majlis in any houses
after just informing the police station. So, that
was an actual and good step for the ashura
rituals [18].

2.1. Azadari and terrorism in Pakistan

Shia minority forms the second largest Shia
population of any country, larger than the Shia
majority in Iraq. In the last two decades, as
many as 4,000 people are estimated to have
died in sectarian fighting in Pakistan, 300 in
2006. On the day of Ashura, terrorist attacks
occurred against Muharram processions in
many countries of the world [19].

e In 1940 bomb was thrown on Ashura
Procession in Delhi, 21 February [20].

* Raman [21] reported the explosion of a
bomb at the sacred shrine of Hazrat Imam
Ali

* Raza(A.S.) on 20 June, in Mashhad, Iran.
Actotal of 25 people were killed during this
attack and about 70 people got injured, it
was the most horrible terrorist attack in
Iran since 1981.

e In 2004 bomb attacks, during Shia

pilgrimage to Karbala, March 2, Karbala,
Iraq, and 178 people were killed whereas
5000 were injured [16].

 In 2008 due to clashes between Iraqi
troops and members of a Shia cult 263
people were killed on 19 January in Basra
and Nasiriya in Iraq [22].

« In 2009 (December 28), Karachi,
Pakistan, an explosion of a bomb killed
dozens of people during the Ashura

procession, and hundreds were injured.

e 2010: detention of 200 Shia Muslims, at a
shophouse in Sri Gombak known as
Hauzah Imam Ali ar-Ridha (Hauzah
ArRidha), 15 December, Selangor, Malay-
sia.

e In 2011: explosion of a bomb, during the
Ashura procession on 28th December,
Hilla and Baghdad, Iraq, 30 people were
killed.

* In 2011(6th December) a suicide attack
on Ashura procession, Kabul, Afghani-
stan, 63 people killed.

e In 2015 (on 24th October) three explo-
sions, during the Ashura procession, at a
mosque in Dhaka, Bangladesh, one person
was killed, and 80 people were injured.

Suicidal Attack on Muharram processions

Although suicide bombing has long history,
however, there is a recent increase in this crual
incidents in Pakistan as over few last years
thousands people have been killed in suicide
bombing incidents by terrorists. Assessing the
attitudes and perceptions of people toward
suicide bombing can help understand some of
the root causes of this phenomenon. The
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majority of the muslims condemnsuicide

bombing even no any religion supports this

inhuman fundamentalism action that is proba-

bly due to some underlying psychiatric illness.

Detail of Suicidal attacks in 2022:

e On 20th January 2022 suicide bomb attack
in Lahore

e On 25th January 2022 suicide bomb attack
in Kech District attack

*  On 2nd February 2022 suicide bomb attack
in Panjgur and Naushki raids

e On 2nd March 2022 suicide bomb attack in
Quetta

*  On 3rd March 2022 Sibi suicide bombing

e On 4th March 2022 suicide bomb attack in
Peshawar mosque

e  On 15th March 2022 suicide bomb attack
in Sibi IED explosion

*  On 26th April 2022 suicide bomb attack in
University of Karachi

*  On 12th May 2022 suicide bomb attack in
Karachi Saddar

e On 15th May 2022 suicide bomb attack in
Miranshah

e On 16th May 2022 suicide bomb attack in
Karachi Bolton Market

2.2. Role of Police in to conduct peaceful
Muharram Processions

The social security is the right of every citizen
and it is the duty of that state to provide
religioua freedom to its inhabitants. For this
purpose, Security Institutions (Army, Police,

IB) of Pakistan do their duties for the the
protection of the the public Public participating
in any festival. In our country, on the the
occasion of any festival (Political, Religious,
Social) these institutions provide security to
the the public.

Religious and cultural festivals are very
important in any civilized society. The partici-
pation of the people in these shows their
respect and interest in these festivals. Like
other events, 9th and 10th Muharram (Called
Youm Ashora ) are great events for muslims.
There is a great significance of these days
because these days are mentioned to the
martyred of Hazrat Imam Hussain (A.S).

Like other Muslims, people of Lahore also
celebrate muharram with great excitement. In
1850, Syed Ghulam Ali Shah (Gammy Shah)
arranged the first Azadari procession in
Lahore. The procession was started from
Mochi Gate and afterwards residents of Lahore
followed and continued this Azadari proces-

sion till date.

Being a Republican State in Pakistan every-
body can has/have his/her rights without any
fear. Religious freedom is part of the Constitu-
tion of Pakistan. Everybody can live without
any pressure and everyone has religious
freedom. All the Muslims celebrate Youm
Ashora in their own way whereas Fiqah Jaffria
celebrates it by mourning and Azadari Proces-

sionis.

In Pakistan police had always provided
foolproof security to all the majlis and ashura
jaloos all over the country despite of their sect
and interest. All the other institutions are on
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holiday but the police provide 24/7 duty on
critical days of Muharram and face hardships
these days to ready all the situations. A lot of
sacrifice is given by the police officers and
young person has been reported during these
days in the country during terrorist attacks.

For the protection of azadar and azadari
procession, all institutions launch their security
programs. Like, Police establish a walk
through gates at the the entry and exit points
from the the majlis using intelligence ways.
Traffic and Patroling Police also play its role to
smooth control of traffic. That azadar can be

azadari without any disturbance.

The police administration and founder of
majlis finalize a fool proof plan to avoid any
untoward incident. Strict ban enforced on
provocative speeches, and material. 29 emer-
gency ambulances, 11 fire vehicles, 4 rescue
vehicles, water rescue teams, and rescuers on
different mobile posts have been deployed to
provide emergency cover in the Lahore during
Muharram.

Activities of persons included in the Fourth
Schedule and those of banned organizations
are closely monitored and strict action is taken
against the elements involved in delivering
provocative speeches or wall-chalking etc
irrespective of their sectarian, political, ethnic,
or other affiliations without any discrimina-
tion. The security plan designed for the protec-
tion of majlis and processions are adhered to
with its true spirit and all the departments
concerned have been directed to remain active
to maintain law and order. The Lahore police
have prepared emergency contingency plans in

close coordination with district administrations

and Imamia. Police have sketched out a
complete security plan for majalis and Jaloos
during Muharram. For this over 7,000 emer-
gency staff and scouts have been trained to
control terrorists attck during Ashura. Every
year before the Muharram government
appoints duties of police officers in different
cities for the security of majlis and jalooses of
licensed imambargah. The paths of jalooses are
covered by proper security, and checked by
bomb detectors, and rescue teams are available
every moment during the table. Police play a
vital role in the safety of people. CCTV camer-
as are installed in the routes of jaloos and
police officers are appointed for proper check-
ing. The lady police officers are also appointed
in ladies wings. The entrance of all the streets
that are connected to the imambargah and
jaloos paths arre strictly checked and closed
through barriers and security police is appoint-
ed there with heavy weapons. So, police
provide all the security for the safety of
Muharram. Search, sweep, combing and/or
intelligence-based operations are continued in
and around the localities of gatherings and
procession routes. A force of plain clothed
commandos and snipers on rooftops of build-
ings, on the route of mourning processions/re-
ligious gatherings is also deployed [23]. Secu-
rity forces are made being high alert across
Pakistan and authorities likely elevate security
around all azadari sites and near procession

routes, especially in major urban centers.

Police personnel set up checkpoints on major
roadways, increased patrolling hours at night,
and increase security at malls, markets, and
other soft targets as a precautionary measure
[23]. Violence is possible in many areas,
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particularly in major cities such as Islamabad,
Karachi, Lahore, Peshawar, Quetta, and
Rawalpindi.

Major Ashura procession routes points are

typically at the following locations:

* Islamabad: Markazi Imambargah in Sector
G-6 to Melody Market, and back to Marka-

zi Imambargah

e Karachi: Nishtar Park on M.A. Jinnah
Road to Hussainian Iranian Imambargah in
Kharadar

. Lahore: Mochi Gate to Lower Mall, as
well as Nisar Haveli to Karbala Gamay
Shah Multan: Mumtazabad to Shah Shams
Shrine

*  Peshawar: Qissa Khawani to Kohati Gate

*  Quetta: Rehmatullah Chowk on Alamdar
Road to Punjabi Imambargah

* Rawalpindi: Imambargah Col. Magbool
Hussain on College Road to Imambargah
Qadeemi of Banni via Fawara Chowk.

During Pandemic police also successfully
enforce COVID-19 restrictions in permitted
gatherings. Officials may impose temporary
localized telecommunication restrictions to
prevent militant attacks and sectarian clashes.
To ensure peace and security during
Mubharram, the police have sucessfully prepare
the sound plan. A team of high police officials,
led by the Capital City Police chief, arrange the
security arrangements with stakeholders such
as organizers of Majalis,  Imambargahs
caretakers and, religious leaders as well as

members of divisional and executive peace

committees. The high command police officers
visit the Imambargahs and routes of mourning
processions in the city. The police make peace
and religious harmony possible by cooperation
of people from various groups to maintain the
spirit of brotherhood on the occasion of
Muharram. Some 15,000 cops drawn from
various squads and units of the police force are
also deployed for security outside Imambar-
gahs, along the routes of mourning proces-
sions, and at public places. The police, with the
assistance of the Counter Terrorism Depart-
ment and the Federal Investigation Agency
keep a strict watch on social media that may try
to cause hatred among people. The police also
play role to draw attention of the people
towards the external dangers the country is
facing and to get support against enemy machi-
nations. The security arrangements are
discussed in a meeting presided over by the
Senior Superintendent of Police (Operations)
which is also attended among others by all
Zonal SPs, SP (Investigation), Sub-Divisional
Police Officers, and Station House Officers.
All wings of police were given directions to
ensure complete coordination for the success
of this plan. The SSP has directed all SDPOs
and SHOs to maintain close liaison with peace
committees and organizers of ‘majlis’ and
processions in Muharram-ul-Haram. The SSP
is directed strict security arrangements for
gatherings and special checking of partici-
pants. Police personel make it ensure to
arrange strict checking of participants of
processions using metal detectors. Strict
vigilance is maintained to ensure security
measures are in place by the police as well as
peace committees, the SSP maintained. Police
is directed to launch an effective search opera-
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tion and combining activities in the slum areas
of the city including Afghan habitats and
enhancing vigilance at all entrance points of
the city. All SPs are asked to monitor this
search operation themselves and inform the
SSP’s office daily about progress in this
regard.

3. TRAFFIC MANAGEMENT BY
POLICE

As the Ashura is very sensitive ritual therefore
traffic police provide foolproof security by
strict traffic management this day. Police have
deployed closed-circuit video cameras along
all the procession routes to facilitate strict
command and control monitoring cell at police
headquarters in the country. The Police estab-
lished commendable, foolproof security proce-
dures the major procession of Muharram to
proceed peacefully to their destinations.
Considering the threat of placing and planting
any subversive material within mosques or
Imambargahs, at the locations of Majalis,
along the routes of the processions, particular-
ly in abandoned buildings, the administration
enacted additional security measures.

According to the Police chief, the major goal
of the police specified in this security order is
to protect lives, maintain law and order, ensure
the orderly and peaceful conduct of azadari
processions, and to be alert to deal with any
emergency or terrorist activity. The police
forces of the districts and divisional police
chiefs, SDPOs, and SHOs, as well as the police
chiefs of the South and East Ranges are in
charge of overseeing the security measures in

their respective jurisdictions.

4. ENFORCEMT OF LAW AND
REGULATION FOR SECURITY
OF ASHURA PROCESSION

The authorities order to safeguard the safety
and security of the people and belonging of
mourners as well as the general public. The
government also order station house officers to
go-ahead to file complaints against anyone
found to be in breach of the prohibition under
Section 188 of the Pakistan Penal Code. The
Punjab Home Department apply enforcement
of Section 144 and enlist the assistance of the
Pakistan Army in order to ensure the mainte-
nance of law and order and public safety
during the Muharram. In light of this decision,
a notification is released to enforce Section
144 throughout Punjab during Ashur-e-Mu-
harram. The notification states that the provin-
cial government has called upon the Army
personnel to remain on standby in order to
provide support to the police force in maintain-
ing law and order, particularly in areas deemed

sensitive.

The Home Department maintains and ensure
the presence of army, mostly on Muharram 8,
9, and 10th muharram to guarantee the safety
of the public in sensitive zones. Army person-
nel is appointed along the routes of major
processions on Muharram 9 and Ashura. These
provisions encompass a prohibition on initiat-
ing new processions, congregating in groups,
and engaging in any actions that could poten-
tially impede public order. Furthermore, the
utilization of knives, swords, and sticks during
processions has been unequivocally forbidden.
In order to maintain the safety of residents and
participants during Muharram processions, the
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authorities have implemented a ban on individ-
uals standing on rooftops of houses and shops
along the procession routes. This measure has
been put in place to prevent any accidents or
incidents that may arise due to overcrowding

or unsafe behavior.

Additionally, in an effort to minimize the risks
associated with motorcycle-related incidents
during the climax of the religious observance
on 9th and 10th Muharram, a ban on pillion
riding has been enforced. The intention behind
this measure is to reduce the number of people
on the roads, thereby decreasing the potential
for accidents and ensuring public safety.
Section 144 is a legal provision that grants
authority to local administrations in order to
prohibit gatherings of five or more individuals,
public processions, and demonstrations, with
the objective of averting any potential threats
to public peace and tranquility. In regard to
Muharram, the implementation of Section 144
aims at preventing any untoward incidents
from occurring during this sensitive period
[24].

For the 110 Imambargahs in the district Rawal-
pindi, there had been extensive security set up
under the plan. On July 30, 2022, mourning
majalis started. 112 radical zakirs from differ-
ent sects are not permitted to enter the district
during the month of Muharram, according to
the capital government. It's interesting to note
that the list also includes several zakirs and
academics who have passed away. Approxi-
mately 3,500 police officers, Rangers, and
volunteers had been stationed on procession
routes throughout Muharram as part of the
security plan, particularly on the 9th and 10th

of Ashura. The district had planned the impen-
etrable protection of Imambargah for the
tranquil conclusion of Muharram processions.
Helicopters were used to observe the funeral
processions from above. Drone coverage of
funeral processions had been forbidden by the

security arrangement.

The capital territory police also made sure that
the Residents were prohibited from standing
on rooftops, balconies, or plazas during the
Ashura processions. Additionally, gathering
bricks from the rooftops of homes on each side
of procession routes was prohibited by the
capital territory police. No one would be
permitted to carry matches or lighters during
the Muharram processions according to the
security arrangement by the police chief.
People entered mourning processions through
walk-through gates, and barbed wire had been
placed to close off all streets that were in the
procession's path which were also guarded by
police officers. With the use of carts and

containers, central roads were also sealed.

5. SAFETY OF THE PROCESSION

All arrangements required to assist the mourn-

ing had been completed by the capital police
department and law enforcement. By Imam-
bargah, all of the processions had come to an
end at 10:00 p.m. Religious academics and
clerics would draw attention to the tragedy's
different elements as well as Imam Hussain's
(RA) teachings. No one other than approved
police personnel was permitted to carry a
weapon during the Muharram parade, a police
spokesperson said. According to him, police

had not permitted anyone to arrange a
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brand-new Muharram parade, and stern
punishment had been taken against anyone
found to have violated SOPs. He added that a
separate, round-the-clock control room had
been established in his workplace. Due to the
installation of CCTV cameras along the routes
of the main Zuljinnah processions and in the
locations where majalis had been held, Ashura
processions were strictly supervised. Before
the processions began, the routes had been
thoroughly checked, and a bomb disposal team
had cleared them. In addition to District Police,
Ladies Police, Elite Force, Anti-Riot Force,
Traffic Police, Punjab Highway Patrol, Punjab
Constabulary, and Dolphin Force personnel,
2000 volunteers were also in charge of securi-
ty. The Ashura processions had been followed
by 20 mobile rescue squads. A thorough plan
had been developed to give the mourners first
aid and on-site pre-hospital medical care while
critical patients were transported to local

hospitals.

6. PUNJAB POLICE ALL SET
FOR STRICT SECURITY IN
MUHARRAM

Conducting of peaceful Muharram, protection
of people of all schools of thought, as well as
full security for Muharram meetings and
mourning processions is the top priority of
police department. More than 5,000 majlis and
650 mourning processions provide foolproof

security during the forthcoming Muharram,

whereas more than 4000 majalis held from the

Ist to the 10th of Muharram. The maximum
number of 143 mourning processions out of
the total would be held in the City division
during Ashura [25]. The CCPO directed SPs

and supervisory officers to stay in constant
liaison with the organizers of majlis and
mourning processions, license holders, schol-
ars of all schools of thought, businessmen, and
local representatives and all the supervisory
officers are asked to identify trouble points in
their respective areas of responsibility and
resolve the disputes and conflicts in consulta-
tion with stakeholders, ensuring surety bonds,

mandatory to ensure a feeling of peace.

The CCPO direct the SPs, Circle Officers, and
SHOs to supervise operational and logistic
matters including briefing the staff on the
security of routes, ensuring adherence to the
sound system act, enforcement of restrictions
of routes and timings of Majalis and mourning
processions. The social media monitoring,
search and sweep operations, geo-tagging,
police pickets, and registration of tenants is
ensured to avoid any mischievous actions of
anti-peace elements. Checking of all suspi-
cious vehicles and persons entering the city is
also being ensured through the e-police check-
ing mechanism at the entry and exit points of
the city. The construction of vantage points,
installation of walk-through gates, metal detec-
tors, and CCTV cameras at the Imambargahs
are ensured in collaboration with the adminis-
trators. The participants of the main mourning
procession are provided three layers of security
and nobody is allowed to enter the mourning
processions and Majalis without complete

checking.

The central mourning procession and other
sensitive programs are continuously monitored
with the help of CCTV cameras of the Punjab
Safe Cities Authority and the district adminis-
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tration, he said, and added that strict action
would be taken against those spreading hate
material, literature, and divisive propaganda.
All police officers are fully aware of logistics
and human resources at the police station,
circles, and divisional levels, he added. DIG
Operations, DIG Investigation, SSP Opera-
tions Mustansar Feroze, SSP Investigation,
SPs, and concerned police officers attended the
meeting. Inspector General Police (IGP)
Punjab Faisal Shahkar reported that the securi-
ty of majlis and processions during Ashura
Muharram are made with consultation of all
stakeholders including clerics, peace commit-
tees, civil society, and district administration
and that the Special Branch and Counter
Terrorism Department (CTD) provide all
possible support and provide reports to field
commanders for security arrangements of
Muharram. The IG Punjab directed that all
preparations for the security of Muharram
should be completed on time so that there was
no danger of disturbance of peace and that the
process of punishment should be ensured
immediately, and all supervisory officers
should dispose of the pending show-cause
notices at the earliest in a week. The existing
workload is completed within 7 days and the
progress report is submitted to the Central
Police Office. Police officers are directed to
keep constant contact with their Jawans so that
they do not face any difficulty in solving their
problems. The IGP directed all supervisory
officers including DPOs, and SPs to ensure
that the orderly room was held regularly.

The IG Punjab while giving instructions to the
officers for a zero-tolerance policy against

black sheep involved in corruption, mistreat-

ment of citizens, and illegal activities be strict-

ly punished against one-wheelers, kite flying,
and drug dealers [26].

(Starts from 9th Muharram 1lpm to 10th
Muharram 9:30 pm).

Starts from Nisar Haweli at 11:00 pm and
moves towards Chowk Nawab Sahab and turns
back to Lal Khuh Bazar (Mochi gate). Then
after passing from Tawela Nawab, Muhala
Shiyan, it returns to Kashmiri bazar then
moves to Chowk Rang Mehal. After that, it
moves to Tehsil Bazar turns left from Judge
Latif Chowk and moves straight to Bhati
Gate.It ends at Karbala Gamy Shah.

Table 1: Detail of Road Map Of 9™ ,10™
Muharam Procession of Gamay Shah K
Arbla LAhore

Streets

Mosques

Safe City Cameras

CCTV Camera

Darbar

Amam Bargah

Total Distance

7. ROLE OF TRAFFIC POLICE
TO CONTROL TRAFFIC
DURING ASHURA

The Islamic month of Muharram-Ul-Haram is
a month of mourning for all Muslim communi-
ties around the world as it includes the remem-
brance of happenings of ‘Karbala’. Mourning

processions are regularly organized and
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practiced mostly among the ‘Shia’ community
and groups from all over Pakistan commemo-

rate to organize ‘Majaalis’.

Traffic police also have a greater role like other
public services body because leading these
groups safely to their ‘Imaam Baargah’ is a big
responsibility. Stops and barriers are placed all
along the cities and the main roads and routes
so that there is no stoppage for the communi-
ties that are going to their processions or even
other people who are just carrying out their
normal routine. Multiple traffic check-posts
ensure the safety of all citizens and meanwhile,
they selflessly and fearlessly perform their
duties whether it is raining or sunny. Keeping
an eye on the traffic and keeping everyone on
track is a major contribution by the traffic
police in satisfying all communities during the

Ashura days.

Moreover not only keeping traffic on track, the
traffic wardens also contribute significant role
in conducting the majlis by helping them
mourners out in re-routing when lost as well as
lending a hand to make it easier to prepare and
districbute feasts (lungar) whenever and wher-
ever necessary.Regardless of sects and beliefs
as well as the difference in the school of
thought these wardens selflessly and sincerely
guide and perform all they can on duty without
any hesitation and with commitment although

the rest of the country practices holidays.

Keeping aside their family and children with
sheer commitment and wholesomeness the
traffic police department performs their duties
as an obligation and never demands any

reward in return. Technically they are assigned

to just keep an eye on the activity of the
citizens on the road and keep in check that
everyone follows traffic rules but they always
go a step further to ensure there is no ambigu-
ous activity that causes any problem for
anyone. In addition, they have a hawk-eyed
observation of every movement and every act
that is being performed so that the safety of the
citizens and the mourners is never compro-
mised. Providing alternate and short routes for
ambulances and 1122 emergency first-aid
bikes is a great and impeccable contribution of
traffic police towards the nation which is
always appreciated and blessed with the Du’as
of the nation. Metro bus service has been
suspended in view of the security of Ashura
Day, speedobs service has also been limited
from MAO College to Shahdara, orange line

train operation is going on as usual.

They have always been alert and ready to
sacrifice themselves wherever required just to
maintain the peace and prosperity in the
community among the citizens. Sights and
scenes of wardens helping out the women,
children, and elderly people at Majaalis are
always heart-warming and the commitment
and dedication that they show is definite that
Allah Almighty will surely greatly reward
them for these deeds that they perform. The
traffic police department has intelligently
performed its duties during Ashura keeping the
cities working and hustling as well as the
mourners carrying out their peaceful proces-
sions. The services of the real heroes of the
land of the pure are and will always be appreci-
ated in good words by the citizens Insh A Allah
[27].

Int.J. Elect.Crime Investigation 8(1):IJECI MS.ID- 07 (2024)




Role of Technology by Police to Maintain Peace During Muharram

8. ROLE OF SPECIAL POLICE
BRANCH TO ENSURE
SECURITY FOR MUHARRAM
PROCESSIONS

The organization is headed by an officer who is
assisted by 4 Deputy Inspectors-General of
Police and some senior superintendents, super-
intendents, deputy and assistant superinten-
dents, and other staff. For administrative and
operational purposes, the organization is divid-
ed into 9 regions, each headed by an officer of
the rank of Senior Superintendent or Superin-
tendent of Police. It has field offices in all
districts of the Punjab. The main duty of this
special police is to acquire and develop intelli-
gence usually of political or sensitive nature
and conducts investigation to protect the state
from perceived threats of subversion and other
terrorist activity and extremist political activity
Special police is deployed during national
events to ensure the safety of the public like the
most active of Moharram procession. Multiple
police branches officers are dispatched for
example firefighters normal police bomb
disposal squads etc Bomb disposal squads are
always on call and are ready to jump into
action as soon as they are needed. These are
highly trained professionals who are very
familiar with the mechanism inside the bomb.
Bomb disposal squads continuously check the
routes and areas surrounding the routes that the

people take during the procession. Moreover,

drones are also used to check the area from the
high grounds. If anything suspicious is record-
ed then it is immediately informed the authori-
ties and safety measures are take [28].

The network system during ashura is temporar-
ily disabled to prevent any leaking of informa-
tion and potential threats of hacking and virus-

es are also eliminated. The police disguise
themselves as normal civilian and they provide
information to other police officers. They mix
themselves among normal people and perform
the same activities as them to lower the suspi-
cion while keeping a very close eye on their
surroundings. They look closely at everyone
and if they notice someone suspicious then
they alert the other police officers and follow
the suspect. If the person turns out to be a
criminal then they are immediately sent to jail.
Medical staff is also available at all times. If
someone gets hurt then they are immediately
transferred to hospitals.

Special gates are present which ensure proper
arrangement of the people involved in the
procession and everyone is monitored
thoroughly to make sure no one is caring any
weapon or firearm. Routs that will be used in
the processions are closed of using large
containers and no vehicles are allowed to enter
professionals are hired who continuously
monitor the footage provided by the cameras
police officers and drones. They watch it
carefully and check for any suspicious activity.
Everything is directly reported to the higher
offices who overlook all the departments
involved in the procession [29].

9. CONCLUSION

To protect muharram processions in the future,
today all the police and security authorities
should check upcoming years' measures of
security all over Pakistan. All SSPs, SPs, and
SDPOs should make it possible to control wall
chalking or pasting posters which can hurt the
sentiments of people. Patrolling officers must
conduct visits to all the routes of Muharram
processions and ‘imambargahs’ and rooftops to
be covered by the police officials. The lady
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Police should be deputed for the female gather-
ings while police officers and ‘jawans’ would
perform security duties outside the ‘imambar-
gahs’. All Station House Officers (SHOs)
should get the complete bio-data of those
volunteers performing security duties. Peace
committees would be asked to ensure that no
stranger is allowed to stay in the worship
places for security reasons during the month of
Muharram. In Punjab: In Muharram, more
police officers, volunteers, special police, and
Razakars should be deployed in Punjab for
security. The officers should provide foolproof
four-layered security cover to the sensitive
Majalis and processions during Muharram to
maintain law and order in all districts of the
province. The police should work closely with
the Punjab Safe City Authority to ensure
security monitoring through maximum CCTVs
installed in different parts of the city as part of
a high-tech surveillance project. Similarly, the
police should carry out the flag march in sensi-
tive areas to promote a sense of security among
citizens. Policewomen would be given security
briefings before being deployed at the main
gatherings and mourning processions. The
Special Branch, an intelligence wing of the
Punjab police, should assist the law enforce-
ment agency during field operations. A region-
al police officers (RPO) conference should be
called to point out sensitive and most sensitive
zonesin major cities of Punjab in Muharram.
To meet any untoward situation during the
holy month, elite teams of IG’s reserve will
remain on standby in districts with Punjab
Constabulary platoons of the IG’s reserve on

high alert. Companies of the army and Rang-

ers should also remain on standby. Leaves of
all operational and security officials should be
canceled for Muharram. Special passes should
be issued to all security personnel to prevent

criminals from disguising themselves in police
uniforms. Strict action should be taken against
those displaying firearms, and weapons, and
firing in the air. Security guards should be
provided temporarily to personalities who have
received threats. The IGs should direct officers
to ensure the installation of searchlights and a
public address system on security vehicles
besides arranging for video recording of all
processions with the cooperation of the count-
er-terrorism department and Special Branch.
Installation of CCTV cameras, barbed wires,
walkthrough gates, jammers, and metal detec-
tors at all entry and exit points of cities and
processions must be sured. Monitoring of
houses on procession routes must also be
included in the security plan. The decision to
monitor anti-state elements involved in walk
chalking, publication of hate material, misuse
of loudspeakers, and ulemas banned and
prohibited from addressing publicly should
also made mandatory. For Emergency Plan,
emergency ambulances; fire vehicles, rescue
vehicles, water rescue teams, and rescuers on
different mobile posts should be deployed to
provide emergency cover to all mourning
processions. All mobile posts and ambulances
with medical kits should manage to move
along with the processions to provide mourn-
ers with immediate medical treatment. Emer-
gency officers, including trained doctors,
should supervise the arrangements on 9th and
10th muharram. Rangers should also form a
Crisis Management Cell Headquarters to deal
with any untoward incidents. Moreover, troops
should actively conduct snap-checking, and
mobile patrolling in different parts of the
province. Rangers should asked to warn and
discourage the hate material, hate speeches and
that strict restrictions be placed on aerial firing
and show of weapons. Strict action will be
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taken against those who fail to follow the rules,
according to the Rangers. Citizens should be
advised to contact Rangers on their WhatsApp
number 0316-2369996 and helpline 1101 to
report any suspicious activity. Safe City
Project can help in curbing street crimes during
muharram.In the future, we hope that All
institutions will provide security to azadar by
maintaining their traditions. We hope that
officers of all these departments will watch
everything. And provide full proof security to
azadar and azadari procession. And save the
azadari procession from any disturbing
situation. It is the moral and constitutional
right of azadar to demand security from the
Government. Because constitutionally that is
their right.
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ABSTRACT

The pervasive and persistent nature of malware in the contemporary digital realm demands sophisti-
cated methodologies for detection and analysis. Reverse engineering has emerged as a pivotal strate-
gy in malware analysis, offering the means to unravel the intricate workings of malicious code. This
research paper presents a comprehensive exploration of the role of reverse engineering in the
domain of malware detection and analysis. It delves into the fundamental stages of the reverse
engineering process, encompassing code disassembly, static analysis, and dynamic analysis. Addi-
tionally, reverse engineering facilitates meticulous analysis of malware, encompassing intricate
examination of its structural attributes, operational mechanisms, and behavioral characteristics.
However, the landscape of reverse engineering is not devoid of challenges. Malware authors employ
sophisticated obfuscation techniques and antianalysis mechanisms to impede reverse engineering
endeavors. These measures encompass code encryption, packing, anti-debugging, and anti-virtual-
ization strategies. By providing a comprehensive examination of the important role of reverse
engineering in malware detection and analysis, this research paper will elucidate an extensive array
of tools and methodologies.

Keywords: Malware, Reverse engineering, Code disassembly, Static analysis, Dynamic analysis

1. INTRODUCTION

cial websites. Malware includes deliberately
crafted programs or files designed to cause

The In the modern interconnected harm, infiltrate systems, or disrupt the normal

digital world, the growing prevalence of operations of computers, servers, or networks

malware poses a significant and persistent [1]. This insidious software compromises

threat to individuals, organizations, and even system integrity, granting unauthorized access

nations. Cybercriminals employ cunning to confidential data and enabling cybercrimi-

tactics, utilizing malware to clandestinely track
online activities and extract sensitive informa-
tion like usernames and passwords from finan-

nals to secretly monitor targeted computers
and their owners. Its covert nature allows
malware to remain undetected within a system
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for extended periods, evading discovery by
unsuspecting users. The relentless evolution of
malicious software, combined with its sophis-
ticated techniques, underscores the critical
need for robust and proactive malware detec-
tion and analysis methods. Thus, this study
aims to comprehensively discuss the
techniques, tools, and approaches used in
analyzing malware, shedding light on effective

strategies for countering this pervasive threat.

Reverse engineering emerges as a powerful
technique empowering researchers and cyber-
security professionals to dissect malware and
uncover its inner workings. It serves as a
foundational approach for understanding the
intricate structures and behaviors exhibited by
malicious software. By carefully deconstruct-
ing and analyzing the code and functionalities
of such programs, reverse engineering
provides security experts with invaluable
insights into the tactics used by cybercrimi-
nals. These insights play a pivotal role in
developing effective countermeasures, fortify-
ing existing security systems, and ultimately
mitigating the risks posed by sophisticated

malware attacks.

In simple terms, reverse engineering is a
process that involves disassembling various
items, including software, machinery, and
architectural structures, to extract design data.
It is also known as back engineering. In the
context of malware analysis, reverse engineer-
ing focuses on disassembling the components
of complex software products. Through this
method, researchers gain a deeper understand-
ing of the underlying principles, applications,
stages, and future prospects of reverse
engineering. Moreover, the article highlights
the evolving nature of reverse engineering and

its profound impact on the realm of cybersecu-

rity.
2. LITERATURE REVIEW

Numerous research articles related to malware
analysis using reverse engineering have been
encountered, highlighting its wide-ranging
applications. These articles encompass a
diverse range of methodologies, including
machine learning, artificial intelligence, and
other innovative techniques. However, recent
research articles have emphasized the utiliza-
tion of both static and dynamic analysis, as
well as hybrid analysis, to investigate malware.

One previous literature provided a comprehen-
sive description of static and dynamic analysis,
along with the tools and techniques employed.
The authors explored the deep-seated connec-
tion between malware samples and the dark
web, while also examining potential threats.
The primary aim of reverse engineering, as
discussed, is to replicate or enhance the
functionality of the original product by identi-
fying the underlying solution [2].

In another paper, an extensive analysis of static
and dynamic analysis techniques was present-
ed, accompanied by a detailed classification.
The authors presented an implementation of
malware analysis using these methods to
provide guidance and an overview of the
malware analysis process. They highlighted
the advantages of static and dynamic analysis,
as well as the associated challenges. The paper
concluded by emphasizing the need to
minimize the time required for malware analy-
sis while still obtaining detailed results from
the analysis.
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3. MALWARE DETECTION AND
PREVENTION

The protection against malware and its preven-
tion play a vital role in maintaining the security
and integrity of computer systems, networks,
and sensitive data. Recognizing the critical
significance of effective malware detection
and prevention is essential to shield against the
detrimental impacts caused by malware
attacks. One of the primary reasons why these
measures are indispensable is their role in
safeguarding an organization's reputation[3].
Successful malware attacks have the potential
to compromise customer data, violate privacy,
and disrupt services, leading to a loss of trust
from customers, damage to the brand's image,
and potential legal consequences. Neglecting
robust malware detection and prevention
strategies can result in lasting damage to an
organization's reputation, which can be
extremely challenging to recover from.

Additionally, malware can cause significant
financial losses. Cybercriminals use malware
to gain unauthorized access to financial infor-
mation, carry out fraudulent activities, and
extort money from individuals and organiza-
tions. This can impact personal finances,
disrupt business operations, and even create
broader financial instability. Moreover,
malware poses a critical threat to the loss of
valuable data and intellectual property[4].
Advanced forms of malware are specifically
designed to infiltrate systems, extract sensitive
information, and gain unauthorized access to
valuable intellectual property, leading to
substantial losses, compromised business
strategies, and erosion of competitive advan-
tage. Furthermore, malware has the capability

to disrupt the normal functioning of computer

systems and networks, resulting in significant
operational disruptions and downtime. This
can cause lost productivity, hinder business
continuity, and lead to potential financial
ramifications.

To tackle the multifaceted nature of the
malware threat, researchers are exploring
diverse methodologies,

including  signa-

ture-based  identification, behavior-based
detection, anomaly detection, and proactive
preventive measures. By delving into these
methodologies, this study aims to provide
valuable insights and discoveries, serving as a
valuable resource for cybersecurity profession-
als, researchers, and policymakers striving to
mitigate the widespread consequences of

malware.

3.1. Signature-based Detection
Signature-based detection is a malware detec-
tion approach that involves comparing code
bytes with pre-existing malware signatures
stored in a Blacklist database. This method
relies on distinct patterns to identify most
malware instances, making it a widely used
technique[5]. While newer and advanced
detection methods have emerged, signa-
ture-based detection remains relevant and
beneficial in specific scenarios. It offers sever-
al advantages:

Efficiency and Speed: Signature-based detec-
tion quickly scans files and systems using
predefined patterns, making it time-efficient,
during malware

especially large-scale

outbreaks or when a rapid response is needed.

Accuracy for Known Threats: It excels at
identifying known malware strains by compar-
ing files against an extensive signature
database, effectively combating established
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threats.

Low False Positives: Signature-based detec-
tion generates fewer false alarms, minimizing
the likelihood of legitimate files being flagged
as malware and reducing disruptions to normal
operations.

Ease of Implementation: Implementing this
method is straightforward once the signature
database is created and updated regularly,
making it accessible for organizations with
limited resources.

Cost-Effectiveness: It requires fewer compu-
tational resources, making it cost-effective for
budget constrained organizations without the
need for specialized equipment or extensive
training.

Despite these strengths, signature-based detec-
tion has limitations. It struggles to detect new
or zero-day malware without known signatures
and can be evaded through obfuscation or
encryption techniques employed by adversar-
ies. To enhance malware detection efficacy and
provide comprehensive defense against evolv-
ing threats, a combination of techniques such
as behavior-based analysis, machine learning,
and heuristics is recommended. Some of the
limitations and the need for alternative detec-
tion methods include[6]:

Zero-Day Attacks: Signature-based detection
may fail to detect zero-day attacks, which are
newly discovered vulnerabilities or malware
variants lacking known signatures.

Signature Updates: Timely updates to the
signature database are crucial for maintaining
the effectiveness of signature-based detection.

Polymorphic Malware: Signature-based detec-
tion faces challenges in identifying polymor-
phic malware due to its constantly changing

patterns through code obfuscation.

3.2. Heuristic-based Detection

Heuristic malware detection methods utilize
data mining and machine learning techniques
to understand the behavioral patterns exhibited
by executable files[7]. This approach focuses
on analyzing file behavior and characteristics
to assess potential threats, specifically target-
ing the identification of unknown or zero-day
malware. By scrutinizing factors such as file
activities, system interactions, code analysis,
and anomaly detection, heuristic-based detec-
tion improves the capability to recognize
suspicious or potentially dangerous files
without known signatures. Leveraging heuris-
tic analysis enables security systems to effec-
tively identify and mitigate emerging threats,
enhancing overall cybersecurity defenses.
Some advantages and limitations of heuris-
tic-based detection compared to signa-
ture-based detection are described below.

Detection of Unknown or
Zero-Day Malware:
Heuristic-based  detection  effectively

identifies  previously = unknown or
zero-day malware by analyzing behavior-
al patterns and characteristics, detecting
emerging threats before they are identi-

fied.

Adaptability to New Threats: Since it
focuses on behavior rather than specific
signatures, heuristic-based detection can
detect variations and new strains of
malware that may evade traditional signa-
ture-based methods.

Early Detection: By analyzing file activ-
ities, system interactions, and code,
heuristic-based detection identifies poten-
tial threats in their early stages.
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However, there are certain limitations associat-
ed with heuristic-based detection[8].

False Positives: Heuristic-based detec-
tion may generate false positives,
flagging legitimate files or programs as
malicious due to certain behavioral

patterns resembling malware. This can

lead to unnecessary alerts and disruptions.

False Negatives: Heuristic-based detec-
tion may also result in false negatives,
failing to identify certain types of
attack
techniques, leaving systems vulnerable to

malware  or  sophisticated

undetected threats.

Performance Impact: Real-time moni-
toring and analysis involved in heuris-
tic-based detection can strain system
resources,

impacting overall system

performance.

Continuous Updates and Maintenance:
Regular updates and maintenance are
required for heuristic-based detection
methods to keep up with evolving
malware techniques, updating rules,
algorithms, and behavioral models to
effectively detect new threats.

Despite these limitations, heuristic-based
detection remains a valuable tool in the fight
against malware, complementing other detec-
tion methods to provide a comprehensive
defense against a wide range of threats.

4. TOOLS AND TECHNIQUES IN
REVERSE ENGINEERING

The significance of tools and techniques in
reverse engineering cannot be overstated, as
they play a crucial role in various domains,
software intellectual

including security,

property protection, software maintenance,
vulnerability analysis, and malware detection.
These advanced tools empower analysts to
delve deep into complex systems, unravel their
inner workings, and comprehend their intricate
architectural design. By utilizing debuggers
and emulators, analysts can meticulously
scrutinize program behavior during runtime,
thoroughly inspect memory contents, and trace
intricate paths of execution. This dynamic
analysis approach helps in uncovering and
understanding potential security vulnerabili-
ties, such as buffer overflows, code injection
points, and insecure cryptographic implemen-
tations. Such insights are invaluable for
fortifying software against malicious attacks
and enhancing overall system resilience. Addi-
tionally, these tools play a crucial role in
property
Decompilers, in particular, enable the retrieval

safeguarding intellectual rights.
of highlevel source code from compiled
binaries, facilitating the identification of
infringements and enabling appropriate legal

action [9].

In the era of software maintenance and re-engi-
neering, reverse engineering tools assume a
vital role in dealing with legacy systems
characterized by outdated documentation or
code bases. Analysts leverage disassemblers
and decompilers to reverse engineer software,
extract relevant information, and gain a
comprehensive understanding of the system's
structure and behavior[10]. This information is
invaluable for identifying code defects,
improving software quality, and effectively
updating the software to align with current
standards and requirements. Furthermore,
reverse engineering tools are indispensable in
the field of malware analysis and detection.
Equipped with disassemblers and debuggers,
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analysts can dissect malware samples, compre-
hend their behavior, identify potential attack
vectors, and extract critical indicators of
compromise (IOCs). Reverse engineering
tools act as a catalyst for uncovering the
functionality of malware, such as information
theft, remote control, or persistence mecha-
nisms. This knowledge drives the development
of effective countermeasures, aids in updating
antivirus signatures, and enhances network
security to safeguard against an ever-evolving
threat landscape. Reverse engineering necessi-
tates the utilization of indispensable tools like
debuggers and disassemblers, which bestow
analysts with invaluable capabilities to scruti-
nize and comprehend intricate software
systems. These tools empower analysts to
navigate complex software landscapes and
extract vital insights that contribute to various
domains, ultimately enhancing the security,
maintenance, and overall resilience of software
systems [11].

4.1. Disassembler and Decompiler

A disassembler is a powerful tool used in
reverse engineering to convert machine code
or compiled binaries into humanreadable
assembly code. It provides analysts with
profound insights into the low-level operations
of a program, enabling them to understand its
internal mechanisms better. Let's explore the
characteristics, advantages, and disadvantages
of disassemblers. Characteristics of disassem-
blers are [12]:

Reverse Engineering: Disassemblers facili-
tate the reverse engineering of compiled code,
revealing the underlying assembly instructions
and aiding in comprehending the program's
behavior, identifying vulnerabilities, and

conducting security analysis.

Control Flow Analysis: Disassemblers assist
in analyzing the control flow of a program by
highlighting the sequence of instructions,
helping identify loops, conditionals, function
calls, and other control structures.

Symbolic Execution: Advanced disassem-
blers support symbolic execution, allowing
analysts to reason about the program's behav-
ior without directly executing it, instrumental
in identifying vulnerabilities.

Platform Independence: Disassemblers are
versatile tools capable of analyzing binaries
from diverse platforms, making them invalu-
able for cross-platform analysis and compati-
bility assessment.

Code Annotation and Documentation: Some
disassemblers allow annotating and document-
ing the disassembled code, enhancing code
collaboration

readability and facilitating

among researchers.

Pros of using disassemblers include In-Depth
Insights, Versatility, and Debugging Capabili-
ties, while some cons include Lack of
High-level Context, Obfuscation Challenges,
and Maintenance Overhead. Examples of
disassemblers are [13].

IDA Pro: Widely acclaimed as a comprehen-
sive and robust disassembler, IDA Pro offers
advanced analysis capabilities and supports
various architectures and file formats.

Ghidra: Developed by the National Security
Agency (NSA), Ghidra is a feature-rich and
extensible disassembler and reverse engineer-
ing framework that provides a range of analy-
sis tools.

Binary Ninja: Known for its modern and
user-friendly interface, Binary Ninja is a popu-
lar disassembler with interactive features and
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powerful analysis plugins.

On the other hand, decompilers are sophisticat-
ed tools used in reverse engineering to convert
compiled binaries or machine code back into
high-level programming languages. This
allows analysts to comprehend and modify the
original source code, playing a crucial role in
understanding the functionality and structure
of software systems. Let's explore the intrica-
cies of decompilers, including their unique
features, advantages, and disadvantages. Char-

acteristics of decompilers are.

Reverse Engineering: Decompilers enable
analysts to reverse engineer compiled code,
providing insights into the original source code
and facilitating a deeper understanding of the
program's logic and design.

High-Level Representation: Decompilers
generate a high-level representation of the
decompiled code, resembling the original
source code, aiding analysts in comprehending
the code's logic and facilitating further analysis
and modifications.

Control Flow Reconstruction: Decompilers
reconstruct the control flow of a program,
including loops, conditionals, and function
calls, helping understand the program's behav-
ior and structure.

Variable and Function Naming: Advanced
decompilers assign meaningful names to
variables and functions in the decompiled
code, enhancing code readability and compre-
hension.

Type Inference: Some decompilers perform
type inference, deducing data types of
variables and expressions, aiding in under-
standing the data flow and improving code
comprehension.

Advantages of decompilers include Source
Code Reconstruction, Vulnerability Discovery,
Software Maintenance, and Legacy Code
Understanding. Examples of Decompilers are
[14].

IDA Pro: In addition to being a powerful
disassembler, IDA Pro also offers decompila-
tion capabilities, providing a high-level repre-
sentation of the decompiled code.

Hex-Rays Decompiler: This commercial
decompiler, integrated with IDA Pro, is
renowned for its accuracy and ability to handle
complex code structures.

4.2. Debuggers and Emulators

Debuggers are essential software tools used in
software development and reverse engineering
to analyze and understand program behavior
during runtime [25]. They offer a wide range of
features that help efficiently identify and
resolve issues. Let's explore the unique
features, advantages, and disadvantages of
debuggers, along with some examples. Charac-

teristics of debuggers are:

Breakpoints: Debuggers allow analysts to set
breakpoints at specific code lines, pausing
program execution at those points for detailed
examination. This feature helps understand the
execution flow and identify problematic areas.

Step-by-Step Execution: Debuggers enable
code execution step-by-step, allowing analysts
to closely scrutinize the program's state at each
step. This aids in discovering bugs, logic
errors, and unexpected behaviors.

Variable Inspection: Analysts can inspect
variable values at any execution point using
debuggers. This feature assists in understand-
ing the program's state and diagnosing issues
related to incorrect variable assignments or
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calculations.

Real-Time Analysis: Debuggers provide a

dynamic analysis environment, allowing
analysts to observe program behavior in
real-time. This insight helps promptly identify

and resolve issues.

Call Stack Analysis: Debuggers offer insights
into the call stack, revealing the sequence of
function calls and their order of occurrence.
This helps understand program flow and
identify errors associated with function calls.

Debuggers play a crucial role in software
development, reverse engineering, and debug-
ging processes. They empower analysts to
understand program behavior, identify issues,
and enhance software quality. However, it is
essential to use debuggers judiciously, consid-
ering performance implications and adhering
to legal and ethical considerations.

On the other hand, emulators are software or
hardware systems designed to replicate the
functionality of another system or device,
enabling it to run on a different platform.
Emulators find applications in various
domains, such as gaming, software develop-
ment, and system testing. They offer unique
features, advantages, and disadvantages, along
with certain limitations [15]. Let's explore the
intricacies of emulators, including their
features, advantages, and disadvantages, along
with some examples. Characteristics of emula-

tors are:

Platform Replication: Emulators replicate the

hardware architecture and software environ-
ment of a target system, enabling programs or
games designed for that system to operate on a
different platform. This facilitates crossplat-
form compatibility and the execution of legacy
software.

Performance Optimization: Emulators often
incorporate performance optimization features
to enhance the execution speed of the emulated
system. These optimizations may include
dynamic recompilation, justin-time compila-
tion, or hardware acceleration to achieve
acceptable performance levels.

Debugging and Analysis Tools: Emulators
provide debugging and analysis tools that aid
in software development and system analysis.
These tools enable code inspection, memory
monitoring, and performance profiling, allow-
ing developers to diagnose and rectify issues
efficiently.

Peripheral and Input Simulation: Emulators
can simulate various peripherals and input
devices of the emulated system. This includes
emulating controllers, keyboards, mice, touch-
screens, and other input/output devices,
providing a complete user experience.

State Saving and Load: Emulators often offer
the capability to save and load the state of the
emulated system. This allows users to pause
and resume emulation at any point, making it
convenient for testing, debugging, and preserv-
ing progress in games or applications.

While emulators offer significant advantages,
such as cross platform compatibility and
preservation of legacy systems, they introduce
additional overhead that can impact the perfor-
mance of the emulated system [28]. The extent
of performance degradation depends on factors
such as hardware specifications, complexity of
emulation, and

employed  optimization

techniques. Examples of emulators:

Dolphin: Dolphin is a widely used emulator
for Nintendo GameCube and Wii games,
providing accurate emulation and numerous
features for customization and enhancement.
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QEMU: QEMU is a versatile emulator that
supports various hardware architectures and
can emulate entire computer systems, making
it useful for virtualization and cross-platform
development.

BlueStacks: BlueStacks is an emulator specif-
ically designed for running Android applica-
tions on Windows and macOS systems, allow-
ing users to experience Android apps in a
desktop environment.

Emulators serve as powerful tools in various
domains, facilitating software execution on
different platforms, aiding in testing and devel-
opment, and preserving legacy systems. How-
ever, it is crucial to consider performance
implications and legal considerations while
utilizing emulators.

5. MALWARE ANALYSIS USING
REVERSE ENGINEERING

5.1. Static Analysis

Static analysis refers to the examination of
software programs without executing them.
This analysis can be applied to various repre-
sentations of the software, including the binary
representation. When source code is compiled
into a binary executable, some information is
lost, making it more challenging to study the
code[16]. In the context of static PE malware
detection using deep learning, there are two
primary frameworks for feature extraction.
The traditional approach is based on feature
engineering, where features are manually
extracted from specific file formats. All possi-
ble features are then aggregated into a total
feature vector. While the advantage is that the
extracted features are meaningful and can
parse each section of a PE file separately, the
downside is that it requires a lot of effort, and

there's no guarantee that the extracted features
will be practically useful[17].

Analyzing a given binary without executing it
is often done manually. For example, if the
source code is available, various interesting
information, such as data structures and used
functions, can be extracted. However, this
information gets lost once the source code is
compiled into a binary executable, making
further analysis challenging. There are differ-

ent techniques used for static malware analy-

S1S:

File Fingerprinting: This involves examining
external features of the binary, such as comput-
ing a cryptographic hash (e.g., md5) to distin-
guish it from others and verify its integrity.

File Format Analysis: Leveraging metadata
of a given file format can provide useful infor-
mation. For example, from a Windows binary
in PE format, details like compilation time,
imported/exported functions, and strings can
be extracted.

AV Scanning: Checking the binary against
known malware in antivirus scanners can be
time-consuming but is necessary at times.

Packer Detection: Malware is often distribut-
ed in an obfuscated form using packers,
making it difficult to recover logic and metada-
ta. Finding unpackers for specific cases can be
challenging.

Disassembly: The main part of static analysis
involves disassembling the binary, converting
machine code to assembly language. This
allows analysts to examine program logic and
understand its purpose.

The main advantage of static malware analysis
is that it allows a comprehensive analysis of a
binary, covering all possible execution paths. It

Int.J. Elect.Crime Investigation 8(1):IJECI MS.ID- 08 (2024)




Malware Detection and Analysis Using Reverse Engineering

is also generally safer than dynamic analysis
since the source code is not executed. Howev-
er, it can be time-consuming and requires
expertise. Malware samples' source code is
typically not readily available, limiting the
applicable static analysis techniques to those
based on the binary representation. Moreover,
static analysis becomes more complex when
dealing with malicious code intentionally
designed to resist analysis.

5.2. Dynamic Analysis

Dynamic malware analysis involves executing
a given malware pattern within a controlled
environment to monitor its actions and analyze
its malicious behavior during runtime. Unlike
static analysis, dynamic analysis overcomes
the unpacking difficulty as the malware
unpacks itself, providing a clear view of the
program's actual behavior. However, dynamic
analysis has some drawbacks, including
incomplete code coverage due to monitoring
only one execution path, and the risk of harm-
ing third-party systems if the analysis environ-
ment is not properly isolated. Moreover,
malware samples may alter their behavior or
cease execution altogether when detected in a
managed analysis environment. There are two

basic techniques for dynamic malware analy-

SIS

Analyzing the Difference Between Defined
Points: Malware is executed for a specific
period, and then the changes made to the
system are analyzed by comparing it to the
initial state. This method provides a compari-
son report on the behavior of the malware.

Observing Runtime Behavior: Malicious
activities launched by the malware application
are monitored during runtime using special-
ized tools, often in a sandboxed environment

that isolates the malicious process from the rest
of the system using virtualization mecha-
nisms[18].

For example, the Regshot tool allows taking
snapshots of the registry before and after
executing the binary and then comparing the
two snapshots to identify file additions and
changes. Dynamic analysis involves executing
the malicious sample and monitoring its
behavior, focusing on API calls and system
invocations. Analyzing the parameters passed
to these functions provides insights into the
sample's interactions with the environment and
how it processes sensitive data.

While dynamic analysis is a powerful method,
static analysis based systems also exist,
although they are less popular due to malware's
protection against static methods. Malware
often employs code obfuscation, encryption,
and runtime packing to evade disassembly. The
main advantage of static analysis lies in its
ability to reason about all possible execution
paths of the malware, while dynamic analysis
is limited to a single execution path.

Dynamic malware analysis offers valuable
insights into malware behavior during runtime,
but it is not the only approach for analyzing
malicious binaries. Static analysis based
systems exist but face challenges due to the
complexity of modern malware protection
techniques. Both methods have their strengths
and limitations, and a combination of
approaches is often necessary to comprehen-
sively analyze and combat malware threats.

6. CHALLENGES AND FUTURE
DIRECTION

Although we have discussed numerous advan-
tages and the necessity of reverse engineering
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in the field of Malware Detection and Analy-
sis, there are challenges inherent in each devel-
opmental phase. It is crucial to acknowledge
and address these challenges to establish
reverse engineering as the optimal approach
for Malware Analysis. The utilization of
reverse engineering for malware detection and
analysis presents several arduous obstacles
that researchers and cybersecurity profession-
als must overcome. These challenges encom-
pass :

Code Obfuscation:
frequently

Malware  authors

employ diverse obfuscation
techniques with the deliberate intention of
concealing the true nature and functionality of
their malicious code. This deliberate obfusca-
tion complicates the reverse engineers'
comprehension of the underlying logic and

objectives of the malware.

Advanced
malware strains are equipped with anti-analy-

Anti-Analysis Techniques:

sis mechanisms designed to detect and thwart
These
techniques may involve the identification of

reverse  engineering  endeavors.

virtual environments, anti-debugging
measures, or self-destruct mechanisms, render-
ing the extraction of meaningful insights from

the malware a daunting task [16].

Complex Control Flows: Malware often
employs intricate control flows, such as loop
unrolling, encryption, or polymorphism, to
obfuscate the understanding of its execution

path. Analyzing such convoluted control flows

can significantly impede the reverse engineer-
ing process.

Time and Resource Intensiveness: Reverse
engineering demands expertise, patience, and
substantial computational resources, making it
a laborious and time consuming task. Unravel-

ing the inner workings of complex malware
and comprehending its intricacies can be a
time-intensive endeavor, especially when
dealing with highly sophisticated and intricate
strains.

Rapidly Evolving Malware: Malware authors
continuously evolve their techniques to evade
detection and analysis. This necessitates that
reverse engineers constantly update their
skills, adapt to new evasion tactics, and remain
abreast of emerging malware trends and strate-
gies.

Legal and Ethical Considerations: Reverse
engineering malware raises legal and ethical
concerns as it involves analyzing software
without the explicit consent of its creators.
Researchers must adhere to relevant laws,
regulations, and ethical guidelines to ensure
their activities remain within legal boundaries
and uphold ethical standards.

Overcoming these challenges necessitates a
combination of technical expertise, innovative
approaches, collaboration within the cyberse-
curity community, and a steadfast commitment
to remain informed about the latest advance-
ments in malware analysis and reverse
engineering techniques.

Reverse engineering is becoming a prominent
trend in the realm of Malware Analysis. How-
ever, it requires refinement in light of the
challenges we discussed earlier. To establish it
as the best approach, further creative work and
mind-blowing techniques are necessary. In the
field of Malware Detection and Analysis using
reverse engineering, numerous future direc-
tions hold promise for advancements and
research [13]. By exploring these directions,
researchers can contribute to the continuous
development of effective strategies and tools to
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combat the evolving landscape of malware
threats. These directions include:

Automation and Machine Learning:
Integrating automation and machine learning
techniques can significantly enhance the
efficiency and effectiveness of malware detec-
tion and analysis using reverse engineering.
Developing intelligent algorithms and models
capable of automatically analyzing and classi-
fying malware samples can expedite the detec-
tion process, especially in the face of

ever-evolving malware threats.

Behavioral Analysis: While static analysis of
malware code is commonly employed, future
research can focus on advancing behavioral
analysis techniques. By monitoring the

runtime behavior of malware samples,

researchers can gain insights into the dynamic
actions and interactions of malicious code,

enabling more accurate and comprehensive

detection and analysis.

i. Threat and Sharing:
Collaboration and information sharing

Intelligence

among  cybersecurity  professionals,
researchers, and organizations are critical
in combating the evolving landscape of
malware. Future research can explore
frameworks and platforms that facilitate
the sharing of threat intelligence, enabling
faster detection, analysis, and response to

new malware strains.

Evasion Techniques and Countermea-
sures: As malware authors continue to
develop sophisticated evasion techniques,
future research should concentrate on
identifying and understanding these
techniques to develop effective counter-
studying
advanced obfuscation, anti-analysis, and

measures. This  involves

evasion mechanisms employed by
malware and devising strategies to

overcome them.

Hardware-Level Analysis: Traditional
malware analysis primarily focuses on
software-level analysis. However, future
research can explore hardware-level
analysis techniques, such as firmware
analysis and hardware emulation, to
uncover malware operating at a lower
level, beyond the scope of traditional
software-based analysis.

Internet of Things (IoT) Malware: With
the proliferation of [oT devices, the threat
of malware targeting these interconnected
devices is increasing. Future research can
delve into reverse engineering techniques
specifically tailored for IoT malware
detection and analysis, addressing the
unique challenges posed by this rapidly
expanding ecosystem.

Privacy-Preserving Analysis: Malware
analysis often involves handling sensitive
and confidential data. Future research can
explore techniques that ensure privacy
preservation during reverse engineering
and analysis processes, enabling effective
analysis while safeguarding the privacy of

individuals and organizations involved.

Real-Time and Proactive Detection:
Malware attacks are growing more sophisticat-
ed and occur in real-time. Future research can
focus on developing real-time and proactive
detection mechanisms using reverse engineer-
ing. This involves continuous monitoring,
analysis, and early detection of malware to
minimize the impact and prevent further

propagation [18].
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7. CONCLUSION

In conclusion, this research paper has success-
fully outlined and discussed the main findings
derived from the analysis and detection of
malware using reverse engineering methods.
The study has shed light on crucial insights
obtained through the examination of malware
samples using reverse engineering techniques,
resulting in notable advancements in the field
of malware analysis and detection. Notably,
the paper has addressed existing limitations
and bridged gaps identified in previous litera-
ture. The contributions of this research paper to
the field of malware analysis and detection
should not be underestimated. By employing
reverse engineering techniques, this study has
deepened the current understanding of
malware behavior, exposed new techniques for
malware detection, and enhanced the overall

capabilities of the field. The findings have

brought us closer to a more robust and effec-

tive approach to combating malware threats.
Based on the outcomes of this research, several
recommendations can be made for future
research and development endeavors. Firstly, it
is crucial to investigate advanced obfuscation
techniques employed by malware authors to
counteract detection efforts. By exploring
ways to overcome obfuscation, researchers can
stay ahead of evolving malware tactics. Addi-
tionally, efforts should be directed towards
improving anti-reverse engineering methods to
mitigate the impact of such techniques on
analysis. The integration of artificial intelli-
gence and machine learning into malware
detection processes also shows promise and
warrants further exploration. Lastly, enhancing
the effectiveness of hybrid analysis approach-
es, which combine static and dynamic analysis
techniques, is an area that should be prioritized

for future development. The recommendations
put forth in this paper will guide future efforts
and enable researchers and practitioners to
combat emerging malware threats effectively.
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