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Deficiencies In Peca And Proposed Amendments To Facilitate Investigating 
Agencies, Courts And Prosecution; Proper Use Of Electronic Devices For Effective 

Implementation Of Law

Abstract: 

The purpose of this paper is to analyze and propose amendments in the Pakistan Electronic Crime Act 
(PECA). It is observed that the Act contains some inherent weaknesses and difficulties due to which 
some criminals may set free. The investigating agencies, courts, prosecution and the defense attorney 
formulate a system and work within the ambit of the applicable laws. They derive their strength from the 
explicit provision of Law and the prescribed procedure. In the case of Electronic Crimes, the forensic 
evidence, its organization and presentation in the court of law is of pivotal importance. Any deficiency, 
for example, in procurement of evidence may destroy the entire case of the prosecution in court. The lack 
of evidence or incorrect procedure of its procurement helps the defense attorney. The judges have to give 
the verdict keeping in view the well organized and consistent evidence and also under the explicit 
provisions of law. The central idea of this paper is to make effective modifications and amendments in 
PECA, as it lacks “proper and soundproof” system for procuring general evidence, forensic and 
electronic evidence. The paper also focuses on these procedure.

Key Words: Electronic Crimes, Cyber Evidence collection, Electronics Devices

Malik et al LGURJCSIT 2019 

LGU International Journal for
Electronic Crime Investigation

LGU (IJECI)
ISSN: 2522-3429 (Print)
ISSN: 2616-6003 (Online)

1.  Introduction:

he extensive use of digital media and Telectronics devices has caused an 
increase in cybercrimes and there has 

been a need to constitute the law for the 
protection of rights of citizens. This has 
adversely  curtailed some of the constitutional 
rights of citizens. The digital forensic and 
evidence collection is of pivotal importance; it 
includes computer forensic, incidence response, 
evidence from mobile, videos, voice biometrics, 
password recovery and data recovery from 
demaged devices.  The PECA “Prevention of 
Electronic Crimes Act 2016”, was introduced to 
fight with offenses such as harassment, 
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terrorism infringement of right of privacy of 
citizens and right to express. According to [1], 
there have been reservationsin favor and against 
this bill by a few parliamentarians and the media 
at the time of its promulgation and making it 
public. It is reported in [1] that the parliament 
committee did not appreciate some objections 
such as sinister, menacing, ominous, creepy and 
baleful.

The difference between PECA and legislation 
formerly implemented on the subject of 
cybercrimes are mostly related to the computer-
aided crimes, while the present laws are also 
relevant to the speeches and actions reflecting 
criminal behavior. The underline philosophy to 
implements PECA is to deal with extremist and 
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terrorist activities such as the killing of our 
innocent children at Army Public School, 
Peshawar.

Major Objectives of PECA have been to 
prosecute hate speech, harassment online, and 
fighting with terrorism including criminal 
defamation using I.T systems. We know that the 
well known top cybercrimes are infringement of 
privacy, online harassment, hacking personal 
data of users by illegal means. More effective 
legislation is the need of the day. A critical 
discussion has been presented in [2] stressing the 
need to take necessary measures to make the 
legislation more effective for implementation. A 
detailed discussion, procedure and relevant legal 
points have been raised in [4] and [5] in the 
context of “Prevention of Electronic Crime Act 
2016” and the use of Cyber Space by terrorist 
organizations.

2.  Some Concerns and Reservations 

     about PECA

The complete procedure for collection of 
evidence must have been a salient feature; which 
the Act lacks. The unclear provisions in any law 
are examined on the basis of “Doctrine of 
Vagueness”, which needs the laws to describe 
clearly the punishable conduct; otherwise, it 
may be rendered as void. 

Vagueness Definition:

Duhaime's Law Dictionary defines “a law which 
lacks in precision as not to give sufficient 
guidance for legal debate. Vagueness is a 
doctrine of constitutional law; and grounds upon 
which a statute can be found to be inoperative. 
Every law must be sufficiently clear for the 
citizens to grasp its import.”

According to [2], terrorists use digital tunnels or 
darknet, which is difficult to trace without 
adequate expertise; PECA is silent about these 
terminologies and technologies. Such issues 
need to be properly tackled and redressed in the 
revised/amended version of PECA.  According 
to [3], several provisions of PECA are 
controversial and create the problems due to the 
restrictions imposed such as potential harm to 
the right of privacy. According to [6] PECA 
provides the provision for warrants of retention, 
search, to have access and for information 
collection in real-time.

There are concerns of legal experts about certain 
sections of PECA such as sections 3, 4, 5, 6, 7 
and 8 and it is advocated and proposed to make 
them more effective to strengthen the 
investigating agencies specially FIA, the 
prosecution and hence the Courts. 

Section 3 prohibits unauthorized access to the 
information system or data.

Section 4 prohibits unauthorized copying and 
transmission of data.

Sect ion 5  prohibi ts  in terference with 
information systems or data

Section 6 provides punishment for unauthorized 
access to critical infrastructure information 
systems or data.

Section 7 deals with unauthorized copying or 
transmission of critical infrastructure data.

Section 8 deals with Interference with the 
critical infrastructure information system or 
data.

Section 9 relates Glorification of an offense 
relating to terrorism

Section 10 properly covers the ambit of cyber 
terrorism envisaged by the above-mentioned 
sections from 6 to 9. 

The sections 31, 33, 34 and 35 provide the 
procedure for accessing the Data by the 
investigating officer.

Under Section 37 exclusive powers are entrusted 
to the PTA (Pakistan Telecommunication 
Authority) to remove online or block contents of 
information, this apparently seems contrary to 
Article 19 of the Pakistan Constitution 
according to critics. The information to be 
removed or blocked normally is repugnant to or 
derogatory to Islamic injunctions, decency, 
public order  or defense of Pakistan. There is 
provision for the review of the orders of the 
authority. However, the High Court has the 
jurisdiction to listen to appeals.

The PECA defines the dishonest intension as 
quoted  below:

“Dishonest Intention” means intention to cause 
injury, wrongful gain or wrongful loss or harm to 
any person or to create hatred or incitement to 
violence”.

The counter-terrorism wing of the Federal 
Investigation Agency (FIA) has the powers to 
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4. PECA Lacks Proper Procedure for 

    Acquiring Evidence

Although the section 31 is  related to 
preservation and acquisition of the Data by the 
authorized agents, it must be reasonably and 
properly acquired for criminal investigation. 
The investigating officer uses randomly his 
powers what is legally termed as blanket 
authorization, which lacks checks and balances. 
The Blacks Law Dictionary defines the Blanket 
Authorization [16] as a contract letting a party to 
do an activity with no approval. 

This provision is perhaps capable of being used 
against political opponents. The investigating 
team may consist of the personnel from the 
following penal:

Ÿ Forensic Specialist,  

Ÿ High Tech Crime personnel, 

Ÿ Cyber Security Specialist

Ÿ Computer Forensics Lab representative from 
Computer Crimes unit, Forensic and 
Technical Services

Ÿ Computer Specialist, R&D

5.  Important Steps in Digital Evidence 

     Processing

For the purpose of processing the evidence, 
following procedure should be adhered to in the 
logical order as per policy and rules of the 
investigating agency, Evidence Assessment,  
Evidence Acquisition, Evidence Examination 
and Reporting. The assessment of forensic 
evidence is of fundamental  importance. As the 
foresic evidence is fragile and can be demaged 
or changed, therefore, at the time of acquisition 
special care must be taken to preserve it with 
integrity and all contents intact. It ia always 
recommended to make best bit-by-copy of the 
original evidence. During the examination of the 
evidence, we extract,  analyse and recover the 
relevant Data and then legally interpret it after 
making it  logicaly in useful form.  Afterwards, 
we perform activities such as, examination of 
the partition system,  physical extraction, logical 
extraction of data from drive, extraction of file 
system and file sizes with their locations, 
recovery of deleted files, encrypted and 
compressed data. Final step is the prepreation of  
written report containing the conclusions and 

summon, detain and investigate the political 
activists and journalists on the issues of “anti-
state activities”, propaganda against armed 
forces, state functionaries and institutions.  The 
PECA provisions must be strong enough to 
support FIA, prosecution and the court of Law to 
reach the just decision. 

The important factor to be looked into the matter 
is the intention of the offender. The kind of 
intention may be that of coercion, intimidation, 
to create a sense of fear, panic or insecurity. The 
question arises on how the investigating officer 
and prosecution should prove the existence of a 
factor of intimidation, to create a sense of fear, 
panic or insecurity from the forensic evidence. 
PECA gives extensive powers to agencies to 
access private information or Data or to copy 
and transmit it.

PECA offends the constitutional guarantees of 
”due process of law” provided in the Pakistan 
Constitution. The definition of an “act” is not 
comprehensive, which is defined as a “series of 
acts”.  Similarly, the definition of dishonest 
intention lacks having been defined as similar to 
legal injury. The words “to create hatred” 
included in the definition, makes it difficult to 
prove guilt. Moreover, Cyber-terrorism has not 
been properly linked with violence and the risk 
of harm.The prosecution shall have to prove the 
dishonest intention also when the offender has 
caused, intimidation, created a sense of fear, 
panic or insecurity. For this purpose, well 
qualified and trained personnel are required 
having expertise in legal, electronics and 
computer science. A detailed overview of 
Pakistan's Cybercrime Law has been presented 
in [12].

3. The Notion of Dishonest Intention

Certain actions committed with dishonst 
intention are offences. For example, opening a 
bank account, having unauthorized access to the 
networks,  computer accounts or documents and  
to impersonate a police officer. The acts of lying 
, misrepresentation, immoral and unethical 
behavior, theft at work place by violation of 
“code on coduct”,  such as harassment or drug 
abuse in office; normally such offences are 
committed with dishonest intetions. 

LGU International Jounral For Electronic Crime Investigation 3(3) LGUIJECI MS.ID-11(2019)
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findings. 

The findings must enlist all files with detailed 
description and  relevance to evidence along 
with those of deleted files, graphics, pictures, 
hidden files and hidden attributes.

6.  Forensic Image  MD5 must be 

     Prepared at Scene of Offence

According to [13], The basic way to preserve  
the evidence is obtaining mirror image of hard 
disk, which is called forensic image or hard drive 
clone. It is the bit-to-bit exact copy of the 
original hard disk obtained from the scene of 
crime. 

This paper highly recommends that the image or 
clone be prepared at the scene of offence at the 
time of collection of forensic evidence to avoid 
future complication in the court.

Technically speaking, MD5 is a versatile 
method called Message Digest Algorithm. 
Actually, it is a cryptographic Hash function, 
which can check and verify that the contents of 
the file or drive have not been changed. On input 
of any size it returns the requisite output 
authenticating the input. “The output from MD5 
is a 128-bit message digest value”. The 
following are relevant particulars discussed  
[14]:

Digest sizes: 128 bit

Block sizes: 512 bit

Rounds: 4

7.  Devices where the

Criminal Data Resides

There are several ways and means to store the 
Data and place it. The most useable in practice 
are the Cloud Storage, Mobile devices like USB, 
Compact Disk,  and other portable storage 
media, printed material, hard disk (Secondary 
memory devices), audio and video Disks 
Photographic images or stored data while 
communication onto websites using computers, 
mobile devices, and Networks. 

8.  National Force for Cybercrimes NR3C

According to [7], the Federal Investigating 
Agency (FIA) established the National 

Response Centre for Cyber Crimes in 2007 to 
fight against the misuse of technology in society. 
It possesses expertise in IT, digital forensics and 
Technical investigation. It is providing training 
to the Police, Judiciary, Lawyers and academia 
through short courses, seminars and workshops 
to create proceedings. The protection of 
recovered forensic information has been an 
important and debatable issue due to the 
undefined chain of custody of the information. 
Unfortunately, no proper procedure has been 
prescribed in PECA on how to collect and 
organize information.

The protect ion of  recovered forens ic 
information has been an important and debatable 
issue due to the undefined chain of custody of the 
information. been an important and debatable 
issue due to the undefined chain of custody of the 
information.awareness. There are a few 
examples of the areas of forensics used and 
exploited by offenders, such as legal difficulties 
arising due to ignorance of investigating officer.

It has been observed that often the embarrassing 
situations do arise in the court of law merely due 
to ignorance or lack of knowledge for not 
following up proper and complete procedure on 
the eve of collecting information at the scene of 
offense. There are four important pillars i.e. the 
court of law, the prosecutor, investigating officer 
and the attorney of the offender. Any pitfall in 
the collection of forensic evidence may destroy 
the case of the prosecution. Most of the time, the 
investigating agencies and investigating officers 
do not take the prosecutor in confidence. The 
prosecutor is also sometimes ill-informed about 
complete evidence collected and how it was 
acquired. In the case of naïve evidence and 
violation of procedure by investigating officer 
makes the case stronger for attorney of the 
offender.

9.  Acquisition and Preservation of Data 

     for Evidence

In case the forensic information is lying in the 
hands of unconcerned and incompetent 
personnel, it is liable to be forged or altered 
either at the disadvantage to the offender or to 
save him from the offense and allegations. The 
percentage of this factor is high. Therefore, the 
question of acquisition and preservation of Data 
is extremely important. Following are some 

LGU International Jounral For Electronic Crime Investigation 3(3) LGUIJECI MS.ID-11(2019)
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source media. One way is copying Data from 
one Hard drive to another drive, the drive which 
is of larger size its blank spaces are filled with 
zeros after copying data onto it. We may copy 
Data from drive to a file sector by sector; the 
authors of this paper don't recommend this 
manner.

Conclusion

The PECA sections 3, 4, 5,6,7,8, 26 and 27 
particularly need revision/amendments while 
other provisions also need minor revision, where 
there are pitfalls. The fundamental purpose of 
the promulgation of PECA was to facilitate 
certain procedures well defined under digital 
t r a n s f o r m a t i o n s ,  b e c a u s e  o f  r e c e n t 
improvements  in  the  innova t ion  and 
advancement in electronic devices and 
procedures. The terrorists use digital tunnels or 
darknet, which is difficult to trace without 
adequate expertise; PECA is silent about some 
terminologies and technologies.This aspect and 
feature must be fulfilled.The investigating 
officers must be qualified and well trained in the 
current state-of-art in Internet, Computing, 
Information Technology and Law. The training 
facilities for FIA investigating teams may be 
arranged at the universities having advanced 
forensic Labs, for Example, Lahore Garrison 
University Lahore. The legal difficulties arising 
due to unqualified investigating officers may be 
minimized by either their replacement with 
highly skilled and qualified personnel or their 
training must be a regular feature to properly 
tackle the well-known Cybercrime categories 
particulrly Money Laundering, Hacking and 
Identity theft, violation of Intellectual property 
rights, Bank Frauds, financial misappropriation 
and electronic terrorism.
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points to observe while collecting and 
preserving the forensic Data:

· In case of Disks,  a bit by bit copy be 
prepared at the time of procuring it on 
the scene of offence,

· The reliable chain of custody must 
exist in the office of Investigating 
agency who can preserve it with great 
care and caution. 

· In case it is to be sent to the IT Experts, 
another similar bit-by-bit copy with 
complete index be prepared. This is 
what we term as forensic duplication of 
evidence.

· The copy may be handed over to the 
experts for evaluation in LAB, while 
the original documents or Disk shall 
reside with a reliable chain of 
custodians.

10.  Preparing Clone and Mirror Image of 

       the Hard Disks and a Golden Rule

Technically, the forensic image of the hard disk 
is termed as mirror image or hard drive clone. It 
is a pre-requisite for digital forensics 
proceedings to create an exact digital image of 
the devices such as fingerprint, hard drive, SSD, 
USB or other media. We create a unique digital 
image required for court proceedings so that the 
authenticity of collected forensic evidence is not 
challenged.The Golden Rule of digital evidence 
is that original media should never be changed. 
Therefore, it is very strongly recommended that 
the bit-by-bit mirror image (copy) be prepared, 
the process is called forensic imaging.

It is useful to know the difference between clone 
and image of a disk or media. The colon can be 
prepared by using image.  The clone is a working 
and functional copy of the original hard disk, 
while the image is an “archive” of the disk and 
can be used to make a bit-by-bit true copy. The 
procedure for copying the disks has been 
discussed in depth in [8],[9], [10] and [11]. The 
digital forensic experts must know what is the 
appropriate tool is to be used to create the clone 
or an image; he must have appropriate 
qualifications and training. When the creation of 
image is complete any industry-standard tool 
can be used. A hash generation process looks up 
the entire zeros and ones which are across the 
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Anomaly based Intrusion Detection System

Abstract: 

In the digital World full of hackers and scammers, data security is what everyone needs the most. 
Hackers and scammers invent new ways of stealing information on daily basis. A method to come up 
with more precise system is Intrusion Detection system. IDS is todays need because, it helps the 
individuals to keep up their confidentiality and integrity. Intrusions, that disturbs the security and 
secrecy of the system, has become major concern for many organizations. The logic and ways Intrusion 
Detection System uses are related to these days. Through cloud computing, Intrusion Detection System 
has creäted a world where it can flourish and be most operative. By means of cloud computing, the 
fundament has engrossed with the Intrusion Detection technology. 

Keywords— Anomaly Based IDS, IDS, Poly kernel, Normalized poly kernel RBF kernel
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I.  Introduction

n Intrusion Detection System is Aemployed to differentiate every kind of 
vulnerable links available in traffic and 

systems that cannot be identified with traditional 
firewall. It includes network attacks against 
susceptible facilities, attacks on data driven 
applications and host-based networks such as 
enhancement in privilege, unlicensed access and 
logins to sensitive data and vulnerable files (i.e. 
Malwares, Trojans, and worms).

 

A.  Need for Intrusion Detection System 

Confidentiality is the main concern between 
individual and corporate sector. If these 
problems are not solved, businesses will not be 
in a better position to truly take advantage of all. 

Like, Sony Pictures Entertainment [1] 
experienced one of the most vulnerable 
commercial attack in the history. Thousands of 
records grabbed by hackers  were revealed 
online with personal details of almost 6,000 
employees of Sony, including Sony feature films 
and the salary details of top management. The 
hackers also achieved to retrieve details about 

Deloitte financiers who are Sony's auditors. 

The above-mentioned data breach, that 
happened on 24th November, caused in the halt 
of whole computer network of one of 
Hollywood's prime and most authoritative 
studios. Here is the collective report that the 
hacking was carried out by North Korea in 
payback for the future release of a Sony comedy 
movie called "The Interview". The storyline 
tracks Seth Rogan and James Franco who were 
working in the CIA (Central Intelligence 
Agency) to eliminate Kim Jong-un the dictator 
of North Korea.

Industrial think tanks observed that almost 
60,000 new, vulnerable computer programs and 
315,000 new, vulnerable files are discovered 
daily. From 2006 to 2012, the number of security 
happenings stated by federal agencies amplified 
from 5,503 to 48,562 - a rise of 78.2% - and in 
2013 McAfee investigation estimated that 
worldwide cybercrime failures might total $400 
billion. Cyber-attacks are a risk to America's 
nationwide and financial security, in addition to 
separate privacy, to the fundamental and most 
important factor, corporate strategies, and 
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knowledgeable property for all [8]. 

Cloud computing, though, has taken new 
applicability to IDS structures, resulting flow in 
the IDS marketplace. An important element of 
today's security top preparations, Intrusion 
Detection Systems are created to sense attacks 
that can happen regardless of preventive 
procedures. In fact, Intrusion Detection System 
is today's unique top selling security equipment 
and it is predicted to remain increase. Despite 
everything, cloud security is far too multifaceted 
to be checked physically. 

This study deals with anomaly-based intrusion 
detection system. It uses support vector machine 
for model evaluation.

B.  Support Vector Machine 

Support vector machine (SVM) is the best-
recognized algorithm for classification of binary 
data. It uses statistical learning method for 
classification and regression by using different 
kernel functions. Its applications include a wide 
range of pattern recognition applications and 
now it is popular in networks security due to 
good generality nature and to overcome the 
curse of dimensionality. The SVM selected the 
appropriate parameters for model evaluation.

C.  Limitations of SVM

SVM is a supervised learning model required 
labelled data for learning.  It is designed for 
Binary classification [14]. Another issue is 
training of support vector machine (SVM) is a 
time-consuming process and required a huge 
dataset. Thus, it is computationally costly, and 
resource restricted for informal networks, that 
increase the architecture complexity and 
decrease accuracy [10].

To resolve this issue NSL-KDD binary dataset is 
used where data is labelled as normal or 
Anomaly only.

II.  Literature Review

Computer world is growing explosively. 
Computer System suffer security vulnerabilities 
that are technically difficult and economically 
costly. On KDD, test set is a classification rate of 

86% to nearly 100%. 

There square measures some issues within the 
KDD knowledge set that cause the analysis 
results on this knowledge set to be dishonest. 
That square measure mentioned below: 

One of the foremost vital insufficiencies within 
the knowledge discovery in database's (KDD) 
dataset is that the immense variety of redundant 
stored information, that causes the training 
algorithms to be projected towards the frequent 
records, So, to stop them from learning 
uncommon records that square measures 
typically additional harm to networks like R2L 
and U2R attacks. Furthermore, the presence of 
these frequent records within the check set can 
cause the assessment results to be biased by the 
strategies that have higher detection rate on the 
repeated records [3].

Solution for this is to first take away all the 
redundant records in each training and testing 
set. Moreover, to make a different set of the 
knowledge discovery in databases (KDD) 
knowledge set, we have a tendency to willy-nilly 
sampled records from the #successfulPrediction 
price teams, in such how that the numeral of 
records chosen from every cluster is reciprocally 
proportional to the proportion of records within 
the original #successfulPrediction price teams. 
for example, the quantity of records within the 
#successfulPrediction price cluster of the KDD 
toy constitutes zero.04% of the initial records, 
therefore, 99.96% of the records during this 
cluster square measures enclosed within the 
generated sample. The generated knowledge 
sets ,  square measure KDDTrain+ and 
KDDTest+. 

Dataset social control is important to boost the 
performance of IDS once amount of dataset is 
large. Hence, technique used is Min-Max 
technique of social control.

Features will be selected based on information 
gain. It was calculated as 

Let [5] S be a group of training set samples with 
their match up labels. Imagine there are m 
categories/classes and the training set contains si 
samples of category/class I and s are that the total 
variety of samples within the training set. 
predictable data required to classify a sample is 
computed by: 
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Let Sj contain sij samples of class/category i. A 
feature F with values will divide the training set 
into v subsets wherever Sj is that the set that has 
the worth fj for feature F [5]. moreover, Entropy 
of the feature F is calculated as 

Information gained for F is calculated as:

The dependency magnitude relation [6] is solely 
calculated therefore Dependency ratio

Where 
HVF = highest variety of occurrence variation 
for a category label in attribute f. 
TIN = total variety of occurrences of that 
category within the dataset 
OTH = variety of occurrences for different 
category labels supported a or a group of 
Variations. 
TON =  to ta l  va r i e ty  o f  in s t ances  o f 
category/class labels within the dataset creating 
OTH.

It helps to pick out options by high worth to low 
worth and so they're evaluated.

Rule induction is [15] one in all the major 
varieties of data processing and in unsupervised 
learning systems it is probably the most common 
variety of information discovery. Rule induction 
on a data is a vast responsibility wherever all 
doable patterns are completely force out of the 
information.

For the how much the rule to be helpful there 
must be two things that provide a great 
information
o Accuracy - however typically is that 

the rule corrects?
o Coverage - however typically will the 

rule apply?  

III. NSL-kdd dataset

The dataset employed in the study is NSL-KDD. 
NSL-KDD could be a dataset counseled to 
resolve a number of the characteristic issues of 

the KDD'99 dataset [9]. Although, this new sort 
of KDD information set still suffers from a 
number of the issues mentioned by McHugh and 
won't be an ideal demonstration of current real 
networks, attributable to the deficiency of public 
datasets for network-based Intrusion Detection 
Systems, it is still sensible as a good benchmark 
dataset to assist researchers to compare 
completely different intrusion detection ways.

Moreover, the quantity of records within the 
NSL-KDD train and test set are affordable. This 
advantage makes it cheap to run the experiments 
on the whole set while not the requirement to 
arbitrarily choose a little portion. Therefore, 
analysis results of various analysis work are 
reliable and comparable.

Features of datasets are:

Table 1- Features of Dataset
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IV.   Working of  Anomaly  Based      
Intrusion Detection System: 

Anomaly based refer to the statistical measure of 
system features. For this NSL-KDD dataset is 
used.
In general, Anomaly based detection involves 
following steps:  

1.  Pre-Processing
It is an important step in data mining process. It 
converts the raw into understandable format.  
There it required a training dataset for the 
learning of IDS. It contains 41 features.

2.  Feature Selection  
In machine learning it is a procedure of choosing 
a subset of pertinent features/attributes used to 
create model. For specific results we need 
relevant features. Feature selection methods are 
adopted for following motives 
Ÿ Over simplification of model so it becomes 

easy to understand. 
Ÿ Shorter training time. 
Ÿ To avoid curse of dimensionality. 
Ÿ Enhance generalization by reducing over 

fitting. 

Feature are selected using Cfs Subset Evaluation 
with Genetic Search algorithms. Attributes are 
selected using percentage folds.
number of folds (%) attribute

Table 2- Selected Features of Dataset

Features selected are:

Table 3. Feature selected on the
basis of fold percentage

Graph 1- Features Selected

3.  Parameter Optimization
It is a process of choosing optimal parameter for 
learning algorithms. This measure is known as 
hyperparameter and resultant model solves 
problem optimally. 

4.  Classification  
Classification is a process of arrangement of 
optimized parameters so that useful information 
can extract in data. It assigns items in a 
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collection to categories or classes. It results in 
the formation of a model.

In machine learning, modelling SVM's are 
supervised learning models with linked learning 
algorithms that examine facts used for 
classification or regression study. 

Models are developed using SMO. Sequential 
minimal optimization (SMO) is a process for 
elucidation the quadratic programming (QP) 
problem that rises during the learning of support 
vector machines. Following kernels are to be 
used.

Poly kernel is said to be polynomial kernel. It 
finds the similarities not only between features 
but also among there subsets. Polynomial kernel 
is defined as:
 
In this,
x , y = vectors in vector space
c= effect of higher degree order term vs lower 
degree term. C always greater than 0. If c=0 then 
kernel is said to be homogenous.

Normalized poly kernel is the refined form of 
Polynomial kernel. First data is normalized and 
then processed. It is defined as:

5.  Evaluation  
Model will be evaluated on the bases of 
confusion matrix. Multiple scores are measured 
such as: accuracy, precision, recall, F-measure 
by performance of 10-fold cross-validation.
V.  Result
This proposed study of IDS is tested using 
WEKA (Waikato Environment for knowledge 
Analysis).
The dataset NSL-KDD has advantages over 
KDD99 due to Removal of redundant records 
and affordability for use in experimental 
purpose. Classification results are based on 
NSL_KDD 20%. The cross-validation folds are 
set to 10. 

For Poly kernel

Table 4- Poly Kenel
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6
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POLY KENEL

No of features Accuracy Precision

Recall F-measure

Graph 2. Poly kernel Evaluation results.

For Normalized Kernel

Table 5- Normalized Kernel
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KERNEL
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Graph 3- Poly Kernel

For RBF kernel

Table 6- RBF kernel
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RBF  KERNEL

No of features Accuracy Precision

Recall F-measure

Graph 4- RBF Kernel
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Table 7- Decision Tree

For Decision tree (J48)

4 1
3 3

0

9
7
.8
6

9
9
.5
8

9
9
.5
7

1 0 0 % > = 5 0 > 0

CHART TI TLE

No of features Accuracy

Graph 5- Decision Accuracy

As the no of attributes increases the accuracy 
increases to some extent. The normalized poly 
kernel achieved high accuracy then other SMO 
kernels. This classification evaluation is binary 
class evaluation.

Table 8- Binary class Evaluation

Graph 6- Comparison

VI.  Conclusion

IDS is today's need because, it helps the 
individuals to keep up their confidentiality and 
integrity. Intrusion that disturbs the security and 
secrecy of the system, has become major 
concern for many organizations. 
Hence, there's a desire of strong IDS which 
might observe completely different attack with 
high attack recognition accuracy. In this, we've 
got proposed a technique of intrusion detection 
using SVM which might increase the intrusion 
detection correctness.
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Forensics Analysis of Typewriter and Typewritten Documents

Abstract: 

This article reviews the forensic examination of the typewriter and typewritten documents. The main 
purpose of examination is to identify the source or origin of the typewritten documents or the link 
between two typescripts that can be vital to a court of law. Immense application of the typewriter 
increased the production of fraudulent documents for deceit. Typewritten documents are examined 
using scientific methods based on class and individual characteristics. These are physical and chemical 
methods of observation and comparison. 
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1.  Introduction 

he beauty of letters written on a paper Tfascinates the attention of the reader 
particularly in case of scripts produced 

by the electronic typewriter in offices and 
institutions (5). There are various typed and 
office printed documents which have been 
produced in different forms for a significant time 
period. The first typewriter introduced 
commercially was as long as 1873 which further 
made the introduction of electronic typewriters. 
It was followed by the development of 
computers and printers as advances were made 
in technology. Large application of these devices 
in workplace and home increased the production 
of fraudulent documents greatly over the years 
(1, 2). 
Typewriters are being frequently used to write 
threatening letters, ransom and extortion notes 
for criminal objectives. It is mistakenly 
considered by criminals that the impressions 
p r o d u c e d  m a k e  t h e  l e t t e r s  o r  n o t e s 
imperceptible. It is not only true in case of pen 
and paper that leave traces behind about the 
source of a document but also mechanical 
devices do so. Typed or copied documents can 
have distinctive marks often left by typewriters, 
printers and copy machines. These marks can 
help the investigator to reveal any alteration in 
document or the exact machine that produced 
the document in question. In case of typewriter, 

the document examiner finds out the make and 
model number, compares the typed note with a 
suspect typewriter for the match/mismatch if 
available (4).  

The information obtained from the forensic 
document examination can be presented to a 
court of law or to investigating police officer that 
seeks evidence relevant to the source or origin of 
questioned document. These information can be 
conveyed in different ways including obvious 
typed or printed words or marks in a script and 
other elusive hidden marks that cannot be seen 
with naked eyes such as misalignment of 
characters, microscopic damage to typeface of a 
typewriter, security or water or pressure marks 
exerted during typing to hold the paper 
mechanically in a typewriter or printer. By 
concentrating on such information, document 
examiner can determine the forgery. Although 
there are many cases where evident falsification 
can immediately be seen such as one of 
document relevant to attempted suspicious 
purchase of Uranium in Iraq by the Sadam 
Hussain Government from Niger where an 
outdated letterhead was typed with incorrect 
symbol of Niger presidency (1). 

For the admissibility and validation of 
typewritten evidence to a court of law, proper 
documentation must be followed for document 
examination that can be obtained by following 

LGU International Jounral For Electronic Crime Investigation 3(3) LGUIJECI MS.ID-13(2019)

Research Article



15

country or state's administrative protocols and 
scientific procedures (1, 2). 

2.  Typewriting

Typewriters have now been used for more than 
100 years with modification in form and 
manufacture standards. Initial experimentation 
evolved a standard typebar machine, is still 
found in use today. Beside these simple and 
basic models, more advanced and different 
forms of typewriters have been introduced into 
the industry of which some have become 
outdated (2, 3). Typewriters are of two types, a 
typebar typewriter and the interchangeable 
single element typewriter. The typebar 
typewriters have typeface element that is 
fastened into the machine permanently whereas 
the interchangeable element typewriters have 
typeface that is fixed to a type ball, printwheel or 
thimble that can be exchanged and removed 
easily from the machine (1, 13). Of such single 
element typebar machines unfortunately are 
replaced now by computers which are connected 
to printers that use daisy-wheel, dot-matrix, and 
ink-jet or laser technologies. These have 
provided a variety of means to printed characters 
on documents involved an in criminal activity. 
Over and above the content typed can provide 
evidence of worth to the investigator or court (2, 
3 & 4). The document examiners when handling 
typewritten questioned document, look at 
typeface and letter spacing of the machine or 
typebar element as follows(1, 6);

2.1.  Typeface 

Typewriter manufacturer adopted a general style 
of typeface for many years following with 
differences in size and design. Some of makers 
can have fairly large differences in their 
products, and some with more understated. 
Larger differences or variations are of numerals 
including figures such as 2s with or without 
straight bases, 3s with curved or flat tops, and 4s 
either with an open or enclosed triangle. Capital 
letters are also of larger variations such as M and 
W are made to type with center either extending 
to the whole or half of the height of letter. 
Smaller variations are found in lowercase letters 
such as the letter a shape at bottom and letter t 
with cross bar position and length. Each style 
differs radically like those of shaded characters 
with differences in line width, making the letter 
"cubic", rectangular designs with rounded 

corners rather than circular, and designs similar 
to cursive handwriting (2, 3 & 8). 
All these designs can be moved manually or 
electrically after mounting on typebars or single 
elements typically called as "golf ball" or 
"daisywheels" because of the appearance. They 
are easily removed and replaced by other styles 
from a machine. Earlier, these typefaces were 
designed and made for the machine by the 
manufacturer but now supplied by specialist 
producers for typewriter manufacturer. 
Document examiners should have a collection of 
typefaces  of  d i fferent  machines  wi th 
classification system that can enable them to find 
out the style that resembles the typewriting 
found on the questioned document. The 
collection is also used for the identification of 
common origin when comparing typewriting 
from questioned and known document (2, 3 & 
7).  

2.2.  Letter Spacing 

The typewriters involve a mechanism that is 
used to ensure proper spacing of the letters. Most 
collective spacing is 10 to 12 letters to an inch of 
typewriting. Commonly, document examiners 
do not refer to spacing characters per inch, rather 
length covered by 100 characters. Therefore, 
typewriters that print 10 characters to the inch 
with spacing of 254mm per 100 characters are 
known as pica machines. While those that print 
12 characters to the inch with spacing of 212mm 
per 100 characters are referred to as elite 
machines. Other letter spacing used by manual, 
electrical typebar and single element machines 
are of 185, 200, 210, 220, 225, 230, 236, 250 and 
260 (1, 2 & 3). Proportionate letter spacing is 
obtained by machines that print letters based on 
units depending on their width. Typical units are 
1/32 or 1/36 of an inch with result nearly similar 
to pica and elite spacing (2, 3, 7 & 14).

3.  Typewriting Identification 

Typewritten documents can be examined by 
using the scientific principles of observation, 
reasoning with appropriate tests and comparison 
with known reference standards. The main task 
of the examiner is to determine the similarities or 
differences between the two pieces of 
typescripts. At first, the examiner will identify 
the source of production of the disputed 
document either it was typed on a manual 
typebar machine, single element or produced by 
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interchangeable element machine while many 
electronic typewriters can also produce typed 
documents at two or different spacing (1, 7 & 
10).   

3.1.  Comparison of Typescripts

The comparison of the typescripts is similar to 
that of handwriting analysis where the two 
documents are observed side by side, noting 
each letter, figure, comma, question mark, 
currency sign, and other considerable characters 
if they match. Obvious signs of imperfections 
caused by damage or clear misalignment are 
noted and compared. The whole depiction of 
important features, similarities and differences 
or variable, is evaluated to reach a conclusion. In 
most of the comparison cases, the variation 
within the sample is relatively considerable that 
can be caused due to number of reasons such as 
looseness in mechanism of the typewriter, 
quality of ribbon, and features associated to the 
typist. Features obtained from side by side 
comparison are sufficient enough to arrive at any 
proper conclusions (1, 2, 3 & 10). 

The significant points for the comparison of the 
typescript are the overall size and design of the 
typeface letters and numerals such as capital M 
and W, the figure 2 with or without straight base, 
and curve at the ending of letters like f or t (1, 6). 
Spacing and size of letters were fundamentals of 
the document examination such as in case of 
Killian documents dispute where the allegedly 
forged documents were brought to public notice 
during the US presidential campaign of George 
W. Bush in 2004. Two document examiners, 
Richard Polt and Flounder came to conclusion 
that was based partly on letter spacing. Results 
concluded that the Killian documents presented 
could matched the modern technology based 
computer and printer using Microsoft Word with 
default font. These documents were allegedly 
typed in 1973 when the proportional print 
typewriters were in use while the original 
documents were produced on a typewriter with 
differential spacing and straight apostrophes. 
The forged documents produced were with 
proportional spacing and curly apostrophes 
which can be achieved on a computer (1).

3.2.  Image Comparison

At early days, type scripts were examined by 
comparing them with known or standard 

ink-jet or laser printer (1). Secondly, the 
document  examiner  wi l l  ident i fy  the 
manufacturer, model of the machine, a particular 
machine that was used for alteration and 
addition to a document other than that was used 
to type original document, date of the document 
typed at, and the manufacturer year of the 
typewriter or in some cases ink or paper (1, 2 & 
3). 

Typewritten documents can be simplified both 
as class and individual characteristics. Class 
characteristics include those of specific make 
and model number of machine, identified by 
comparing the typefaces with a reference 
collection such as Haas Atlas. It is now in the 
form of computer database program which 
contains the images of the typefaces with 
re fe rence  to  typewr i te r  make ,  name, 
manufacturer and serial number (1, 2, 4 &18). 
While individual characteristics involve the 
comparison of a questioned document to a 
pa r t i cu l a r  t ypewr i t e r  mach ine .  Such 
characteristics are developed through use and 
misuse of the machine in the form of wear on a 
character and faulty alignment. Such evidence 
linked to a specific typewriter was found in USA 
Unabomb case of 1998 conviction of Theodore 
J. Kaczynski (1, 20) known as the Unabomber in 
which a unique characteristic of the letter "u" 
was identified from the correspondence from 
Kaczynski that matched the letter "u" on a 
typewriter key seized during investigation. 
Individual characteristics can be attributed to a 
particular machine if it is a typebar machine 
whereas machine with an interchangeable 
element, only a text can be associated with a 
particular element rather than a machine (1, 2, 4 
& 9). 

The main approach of the document examiner in 
most  of  the examinat ion for  efficient 
identification is the comparison of questioned 
document with known or standard documents 
rather than those of individual characteristics. 
This is observed due to a wide variety of 
characters, word spacing and page styles all on 
the same printer produced by word processing 
software (1, 2 & 3).  According to Ellen David, 
many typewriter manufacturers have merged 
and been producing particular typeface or letter 
spacing that may not be peculiar to one make and 
model of machine. Therefore it is possible for a 
machine to produce different results for various 
reasons such as changing of the print element in 
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typeface specimens printed on cards which were 
projected onto a large screen and sent to another 
computer for analysis. A modified examination 
if necessary, can be performed by using the 
specialist spacing grids in the form of plastic 
sheets marked with regular spaced vertical lines 
especially designed to fit the spacing selected by 
typewriter manufacturer. The relative position 
of the grid lines when placed over the typed 
character, gives a clear clue of accuracy of its 
alignment (1, 2, 3 & 6). 

Other than grids, high resolution imaging 
software can be used for comparison that 
produces direct superimposition of images with 
differences among them. Traditionally, it was 
done optically by using comparison projectors 
such as Docucenter 4500 that project the two 
document images together onto one. The two 
documents when superposed appear to be one if 
they are same. The differences in the two 
documents can be seen by oscillating the images 
or lightening the documents with different 
colors such as red and green. Even smaller 
differences produced from different typewriters 
can also be detected by contrasting smaller 
variations found in the output of one machine 
such as alignment, wear or damage (2, 3). 

3.3.  Typewriting Dating

A typed document can be dated by using features 
which are present in one sample but absent in 
other. Most of the time, a document is 
questioned to establish certain time period when 
it was typed such as combat report in 1942 by 
Lieutenant Marseille, a German fighter pilot 
during world war II known as "Star of Africa" on 
the battlefields of northern Africa. The authentic 
report dated 27.2.1942 has been written on a 
German typewriter likely Triumph having 
typeface amongst the old type models with 
closed middle element "M and W" as shown in 

Figure 1: Authentic report by Lieutenant 
Marseille from 1942 (19). 
This typewriter was manufactured between 
1930 and 1940, and equipped with the Pica type 
font "Ro 1"whose earlier version started in 1964 
(2, 3 & 19). The type font produced by 
"Ransmayer & Rodrian" in Berlin, contains 
following new types; 
Ÿ " M W " characters with shortened middle 

element was produced in 1951.
Ÿ " f " character was produced with shortened 

horizontal middle line in 1957. 
Ÿ " r " character was produced with horizontal 

line lengthened on the right side in 1961. 
Ÿ " i " character was produced with shortened 

horizontal headline in 1964.
Therefore, the results obtained from the 
examination of falsified or questioned combat 
report are contrary to the date 27.2.1942 as it 
contained the characteristic features which were 
not introduced in typed year of the report as 
shown in following figure (19);  

Figure 2: Falsified combat report Lieutenant 
Marseille from 1942 (19). 

The samples of the output of a machine 
produced at a regular interval, can be examined 
by discovering the old and new occurrence of the 
damaged characters with changing pattern of 
faults. Like from noting the fault found in a 
certain document but not another then the time 
period during which fault existed can be 
discovered by the analysis of sequence of dated 
documents. Features other than fault or damage 
to a typewriter, after repairing can also be used to 
give information about the date of typing (2, 3 & 
11). 
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4.  Linking Typewriting to a Typewriter 

Substantial evidence other than deduced from 
typescript, is the actual machine identification 
that was used to type it. It is used as a significant 
evidence in the investigation of a trail in civil or 
criminal court. It is not always the case to 
compare the typewriting with typewriting, 
instead quick comparison of typescript with 
typeface on the machine is made. Exclusion or 
inclusion of the typewriter or typeface element is 
made if clear differences are found after 
comparison such as a round top 3 on a document 
and flat-topped 3 on the machine. Sample is 
taken out for more detailed comparison if such 
difference is not seen (2, 3). 

During the comparison of typescript with 
typewriter, the typeface in the typebar machine 
and the typewriter its self are to be regarded as 
one such as in single element models either type 
ball or type wheel, the typed material has both a 
machine and an element in a combination of two. 
It is not found in practice for the typewriters to be 
set to a standard of absolute perfection by 
limiting the value of results obtained from the 
comparison of their products. Therefore, 
variations can be found in the typebar machines, 
type elements and mechanism of typewriters 
using those elements (2, 3 & 7). Difference 
found after maintaining quality control is small 
to be of forensic value. One source within 
forensic science, produces variability when 
compared. If such variation of significance 
found between the sources, no key comparison 
can be placed. Small variations found between 
typewritings produced from different machines 
are no larger than those from one machine. 
Features that develop during lifetime of a 
typewriter such as fault from wear or damage, 
are of greater significance as these occur 
randomly for the most part. These features are 
different for different typewriters as follow (2, 3 
& 9); 

4.1.  Mechanical Faults

Visible imperfections in the typescript can occur 
in a number of ways such as damage to 
individual characters and misalignment of 
certain characters. The damage can be in the 
form of bent or chipping of the metal type due to 
the depression of two keys of the typebar 
machine together and collision between the two 
components, showing results in subsequent 

printed impressions. Type ball machines have 
less dominant damage due to small molding 
defects during manufacture that can be appeared 
on a typewritten page. However, print wheel 
characters are also susceptible to mechanical 
fault. The damage in the metal type of the type 
bar machine remains unchanged permanently 
while the damage in the plastic material of type 
wheel elements deteriorates quickly once the 
coating surface has been broken (2, 3 & 7). 

Misalignment of certain characters can occur 
during manufacturing of metal type pieces 
bearing characters which are fused onto the ends 
of the type bars. The consistency applied for 
affixing them is not always perfect, resulting in 
small differences in the relative positions of the 
printed characters. The twist or bent in a type bar, 
will result in misplaced impressions of the 
characters diverging upward, downward, left or 
right, at an angel or combination of two or more 
from their ideal positions. Depending on the 
distortion of the type bar, twisting can result in 
an uneven image by printing character more 
heavily on one side than other or at top or 
bottom. Looseness can occur during mechanical 
process which can produce characters with 
aligned or out of their positions. No constant 
misalignment of a single character can be 
revealed if there is great variation in the relative 
positions of all the keys (2, 3 & 10).

The rotating mechanism in the type ball 
machines,  can print  characters out of 
adjustments due to wear or damage resulting in 
misplacement of characters on the row or 
column. As it is a mechanical fault of the 
machine so it will be present though the type ball 
is changed. Damage to the base of the element 
which is to position it mechanically, can also 
misplace a vertical row of characters. As this 
fault is in element then it can be disappeared if 
the element is changed and when the same 
element is placed in another machine, same 
defect will be appeared again (2, 3 & 7). 

Print wheel machines unlike conventional type 
bar machines, also give displacement of the 
printed characters but with one character 
position only due to the distortion to the type bar 
of the wheel. The spacing of daisy wheel 
machines is very consistent varying between 
machines. The causes of variation could be both 
in the machines and element (2, 7 & 15).
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is in good condition. In some cases, it can 
produce so thick lines limiting the details if 
heavily inked fabric ribbon is substituted but 
satisfactory for carbon paper as it gives clearer 
outline of the characters (2, 3 & 8). Samples of 
entire keyboard both with and without operation 
of shift key, should be taken to record all the 
features of the characters including upper 
lowercase letters, figures, and punctuation 
marks etc. While taking the samples, the 
question passage should be typed four to five 
times in same layout as that of being compared 
so that the output consistency can be tested. 
Machines collected, should be identified with 
details such as make, model and serial number. 
Possible valuable evidence can be obtained from 
the known materials that have been typed on the 
same machine being questioned when there has 
been a change over a period. When the date of 
the typewritten document is questioned, the 
letters typed on or around, before and after this 
date are significant. If a typewritten document 
has more than one possible sources, document 
examiner may make a primary examination of 
obvious features such as center of capital Ms and 
Ws, straight or round tape of figure 3 and open or 
close end of figure 4. The typeface in the 
typewriter machines as compared to the modern 
machines, is fixed, therefore a mismatch likely 
indicates that different machines or different 
elements have been used (2, 3 & 9). 

6.  Other Examination Process

There are various means of connecting a 
typescript with a typewriter other than 
comparison of typescript. Most significant of 
these are the examination of the ribbon, ink 
analysis, identification of erasures or addition 
and who typed it as explained following (2, 3); 

6.1.  Ribbon-Composition Identification

Identification and examination of typewriter 
ribbon is essential for a typewritten document if 
suspected as altered or added. These are 
temporary equipment which do not need 
identical replacement therefore stating that 
difference in the ink of the ribbon in a machine 
and on the paper, does not exclude the typewriter 
machine from the one used to type that particular 
typescript. As the ribbons are made in large 
numbers to a controlled standards so it is of little 
worth to compare the ink or plastic material on 
the typewritten paper with other document or in 

4.2.  Other Faults

There are various other reasons that can produce 
less than imperfect results from the typewrites as 
follow; 
Ÿ Dirty characters can misprint a letter such as 

an unlinked circle printed as a solid one. This 
can be corrected easily as it is a temporary 
condition.

Ÿ Mechanism of the shift key can move too far 
or not that results in capital letters and 
position higher or lower than they should be.

Ÿ Loose paper holding mechanism may result 
into unevenly separated lines of the 
typescripts. 

Ÿ Disposition of the platen or flat metal plate 
can cause all the characters to print heavily at 
the top or bottom. 

Ÿ Spacing mechanism of the platen sometimes 
can misfire or backfire by giving unrequired 
gap between characters or crowding of two 
letters on each other.

Ÿ In electric type bar machines, the pressure 
adjustment for each character is different so 
printing constantly more heavily or lightly.

Ÿ Defective alignment of the ribbon in the 
typewriter can cut off the top or bottom of the 
characters. Similarly, mixture of black and 
red typescript is print out if dual color ribbon 
is used (2, 3 & 8). 

5.  Sample Collection

The role of forensic investigator in comparison 
of typescript is either to identify the source or 
origin of a document or the link between the two 
or more typewritten documents. In most of the 
cases, the typewriter acquisition as an evidence 
is a lead for various reasons such as discovering 
of characters which appear on the typescript but 
not in the typeface of the typewriter. This points 
out a possible source if the key of relative 
character is not replaced or it is damaged that can 
be seen upon examination of the machine (2, 3). 
Recovery of ribbon, correcting tapes and 
electronic memories as evidence from the 
machine can be dealt later for the comparison to 
the typewriter rather than samples from it. Extra 
element is taken with the machine if it is 
acquisition of single element machine (2, 3 & 9). 
When it is not possible to remove the machine, 
then samples should be taken either by using a 
ribbon or a piece of carbon paper with control of 
ribbon in template position. It may provide 
better results if the carbon paper is new or ribbon 
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Liquid Chromatography (HPLC), Capillary 
Electrophoresis (CE) and Gas Chromatography. 
Ink libraries are being developed yet with 
limited samples (5, 17 & 24). 

6.3.  Typewriting Erasures Identification 

Typewriting documents can be subjected to 
alteration by using special correcting fluids 
which is normally used for the correction of 
typing mistakes. This can be identified by using 
strong lighting source directly on the page or 
through the page from the back side as the paper 
of the typed document is likely to be thinner than 
the layer of dried correcting fluid. Suitable inert 
volatile liquid is used that soaks into the paper 
and correcting fluid by making it more 
translucent and does not affect the typewriting. 
As the solvent is volatile so the examination and 
photograph must be made quickly. The 
procedure can be repeated as it does not affect 
the paper permanently (2, 4 & 11). 

Mechanical means are also used for erasing the 
typewriting using sharp blade for scraping the 
surface or hard rubber to erase. Oblique lights 
are used for identification of what was erased by 
examining indentations and traces of ink 
remaining. Infrared (IR) light is used for 
identification of erased typewriting where an 
invisible component of the ink that penetrates 
more deeply into the paper, may luminesces in 
this spectrum. However, typewriting produced 
with carbon ribbon adhere only to the surface of 
the paper which can be easily lifted off with an 
inbuilt adhesive tape and their remained 
indentation can identify the erased typing (2, 12 
& 16). 

6.4.  Added Typescript Identification 

Alignment consistency testing can determine 
the timing of the two pieces of typewriting on the 
same document or paper. It is assumed for the 
cases where the piece of typewriting on a 
document was not present when it was seen first 
or when it was signed or added later for the 
deceiving objectives. For the purpose to add an 
extra typewriting to an already typed document, 
it has to be replaced in the machine with accurate 
alignment both horizontally and vertically. It is 
not easy as it sounds to ensure the exact 
alignment of the added portion in a correct 
position. 

a ribbon of a typewriter. However this is useful 
to compare two typescripts that might have been 
typed approximately at the same time on the 
same machine (2, 22).

There are two basic types of typewriter ribbon, 
the fabric and carbon ribbon. The fabric ribbon 
uses ink and does not retain legible image of the 
prepared text whereas the carbon ribbon can 
retain readable text by using carbon film. Both of 
the types can be distinguished clearly under low-
power magnification. Other types are correction 
ribbon including lift off and cover up which also 
retain images that can be compared with text and 
carbon ribbons (21, 22 & 23). 

Carbon ribbons are produced by a number of 
different manufacturer that can be distinguished 
on paper by microscope. Comparison of paper 
fiber-transfer is possible by using comparison 
microscope as the polythene backing on carbon 
ribbon with low density can assume the imprint 
of fibers in the paper. Scanning electron 
microscope (SEM) is used for the sequencing of 
typing stroke order determination of the fabric 
ribbons and deposits from the carbon ribbon. In 
case of typing which crosses a signature made 
with ball point pen, can determine the stroke 
order from the carbon ribbons. Scanning 
electron microscope analysis gives clear 
separation of different types but being partially 
destructive method as piece of questioned 
document is removed, is a drawback though 
recent development made it possible to enlarge 
specimen chamber (12, 22).

6.2.  Ink Identification

Ink and paper analysis sometimes can determine 
the age of the production of typed document by 
working on dating of inks production and 
composition. Document examiners try to 
determine as much information as possible from 
typescript by using nondestructive techniques of 
observation and comparison with naked eye, 
magnifying glass and optical techniques such as 
Video Spectral Comparator (VSC), Ultraviolet 
light UV and Infrared IR. However in some 
cases, these methods become insufficient for the 
identification of the ink used to type the 
questioned document so therefore chemical 
methods are applied which can cause partial 
destruction of the document such as Thin Layer 
Chromatography (TLC), High Performance 
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Gird method is helpful for the examination of 
this typewritten evidence. Grid covers the main 
body of the typescript so that each character on a 
line is in position in its box and centrally placed. 
Only alternate lines will be positioned 
accurately if half spacing is applied while the 
other lines will fall into place. This method 
shows either characters fall into the correct place 
or not in the grid. Any crease or fold in the 
typewritten document can cause problems as it 
reduces the length of the paper sheet and 
appearance out of alignment. It should be 
considered before making any conclusion (2, 3 
& 7).  

6.5.  Typist Identification 

There are different typing methods developed by 
technical changes in fashion or styles, apply 
individuality to the basic pattern. Therefore, a 
letter can be typed in number of ways causing 
variations such as spacing of lines, size of the 
margins, and indentation depth at the beginning 
of paragraph, number of spaces after commas or 
periods, and use of capital letters (2, 3 & 10). All 
of these variables are consistent for one typist. 
Typewriting in questioned made with manual 
machine, can give the touch of the typist which is 
an indication of who typed it. It is helpful in 
exceptional cases where heavy pressure is 
applied even though sometimes the periods and 
letters are punched out of the paper. All of these 
factors are not unique and can be relevant to the 
operator how he/she was taught. Like a person 
with no proper training of laying out a letter is 
unable to create a well-produced piece of 
typescript as compared to a professional typist 
(2, 3). 

The common authorship of two pieces of 
typewriting can be obtained by the identification 
of the errors made in them such as infrequent 
typist may have problem with figure 1 who is 
quite likely to use capital I. This evidence can be 
sufficient in a limited population where to 
pinpoint only one or two people for a particular 
style of typing. It is also possible for a person to 
mask his ability by copying errors of another 
person therefore considering all possibilities. 
Identification of typist can be made by the 
comparison of known and questioned document 
using previously typed material by the suspect 
(2, 3 & 10).

7.  Conclusion 

Typewritten document is one of the class of 
questioned document examination that always 
has been needing solution. Careful observation 
and comparison is made for the examination of 
typescripts produced on a typewriter. The charge 
of document examiners is to discover either two 
or more pieces of the typescripts are similar or 
there are clear differences. If they have 
differences then it is indication of two different 
source and if these characters are found to be 
similar in two typescripts, then they are 
concluded to have a common source of 
production or one machine has been used. Class 
and individual characteristics are used for the 
comparison of typescripts and a typewriting 
machine. Scientific methods of examination by 
physical or chemical means are performed for 
comparisons. Some of these methods can be 
destructive but advances in science reduced the 
chances. Careful observation must be made 
before reaching any conclusion. 
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Cyber Security - Incident Response and Management

Abstract: 

Today, Information Technology has bought a lot of benefits for the mankind but it has also made us 
susceptible to failures and attacks as well. This article discusses the increasing complexity of cyber-
security threats and capabilities of information security teams in applying controls required to 
effectively respond to threats. In this article, the main stages of managing information security incidents 
and events are discussed, designed to help create an effective response process to security incidents and 
as a result to reduce losses and quickly restore performance in dynamically changing IT infrastructure 
and threat landscape.
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1.  Introduction

s organizations become more and more Atechnology dependent, they become 
more vulnerable to information security 

attacks. The situation can be summarized by 
following quotes:

“It is inescapable at some phase that associations 
will endure a data security incident. Such an 
incident may bring about numerous negative 
effects, for example, loss of organization 
reputation and client confidence, legal issues, 
lost efficiency and direct monetary loss. [1]”
It is not economically feasible for an 
organization to implement unbreakable security 
measures to protect their assets [2], so they need 
to prepare for a response in case of a security 
attack on their ICT infrastructure.

An information security incident can be defined 
as;

“An identified occurrence of a system, service or 
network state pointing to a possible breach in 
information security, policy or failure of 
controls or a previously unknown situation that 
may be related to the security, and has a 

significant probability of compromising 
business operations and threatening information 
security. [3]”

Reducing the potential risks of violation of the 
availability, integrity and confidentiality of 
information resources due to information 
security incidents can be achieved by their 
timely detection in conjunction with the 
response. Moreover, responding to information 
security incidents is often less expensive and 
more effective than investigating them. An 
information security incident can lead to 
malfunctioning of systems, services, networks 
and as a result prolonged unavailability of 
critical business processes, loss / modification of 
the transmitted or stored information without the 
possibility of its recovery, reputational risks of 
the owner of the information resources and 
contractors.

A practical approach to building a reference 
process is described in detail in following 
international standards:

ü ISO / IEC 27001: 2013 Information 
Security Management System.
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 A  s t a n d a r d  t h a t  c o n t a i n s  b o t h 
recommendations for the construction, 
implementation, use and support of the 
information security management system 
as a whole, and approaches to managing 
information security incidents [4].

ü NIST SP 800-61 Computer Security 
Incident Handling Guide. 

 A comprehensive security incident 
handling guide that describes various 
approaches to incident response and 
handling [5].

ü CMU / SEI-2005-TR-015 Defining 
incident management process for CISRT.

 A d o c u m e n t  f o r  e v a l u a t i n g  t h e 
performance of the CISRT (Critical 
Incident Stress Response Team) unit that 
provides prevention, processing and 
response to information security incidents 
[6].

ü ISO / IEC TR 18044: 2004 Information 
Security Incident Management. 

 T h e  d o c u m e n t  e s t a b l i s h e d 
recommendations for information security 
incident management regarding planning, 
operation, analysis and improvement of the 
process [7].

ü NIST SP 800-83 Guide to Malware 
Incident Prevention and Handling. 

 A guide to preventing and handling 
malware incidents involving workstations 
and laptop infections [8].

ü NIST SP 800-86 Guide to Integrating 
Forensic Techniques into Incident 
Response. 

 A guide to investigative techniques for 
responding to identified incidents [9].

ü ISO / IEC 27035-2:2019 Guidelines to 
Plan and Prepare for Incident Response. 

 It points to the development of guidelines 
to enhance an organization's actual 
readiness to respond to a security incident 
[10].

 These two can be regarded as the main 
g u i d e l i n e s  r e l a t e d  t o  i n c i d e n t 
management;

ü ISO-IEC 27035 [10]
ü NIST Special Publication 800-61 [5] 

They offer a structured approach to planning and 
preparing for incident response, what to do when 

incident strikes and how to extract lessons 
afterwards.
SANS [11] and ENISA [12] also provided 

Fig 1: NIST-SP 800-61 r2 Incident-
Response-Life-Cycle

In general case, the life cycle of managing events 
and incidents of information security is usually 
divided into following stages:

1. Plan & Prepare
2. Detection & Reporting
3. Assessment & Containment
4. Incident Response
5. Lessons learnt

Next, we consider each stage of the information 
security incident and event management process 
in more detail.

2.  Plan & Prepare

Planning and preparing is presumably the most 
significant step in incident response. An 
association that is not set up to deal with an 
incident is more likely to fail in detecting and in 
turn responding to an information security 
i n c i d e n t  i n  t h e i r  v i c i n i t y .  A  m a i n 
recommendation is the establishment of a 
security response team based on the experiences 
at LRZ-CSIRT [13]. The planning phase 
includes the formation of an incident response 
program including procedures, policies, 
compliance and governance documents, etc. For 
effective execution, the socializing of the 
different aspects of this program is also required. 
The studies and experiences provided by 
Werlinger et al. [14], Metzger et al. [13], Ahmad 
et al. [15], hove and Tarnes [16], gives an 
overview of many technical measures that can be 
taken to prepare for incident detection and 
response. They can be summarized in following 
steps:

Ÿ Organize a round the clock call-tree among 
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all departments in the organization, so a 
breach can be communicated as soon as 
possible.

Ÿ Implement IDS / IPS and other monitoring 
systems.

Ÿ Make sure that incident response team is 
fully equipped with required equipment, 
access, software, chain of custody forms, 
secure storage and a control room.

Ÿ Train incident  responders  with the 
organization's IT infrastructure including 
installed software, policies, protocols & 
permitted ports, etc.

Ÿ Use a single email address with shared 
mailbox vs. a distributed list for better 
achieving. The access to the mailbox should 
only be for the incident response team 
members.

Ÿ Organize internal and external training 
sessions for the staff members.

Ÿ Run mock realistic breach scenarios to test 
the detection tools and response process.

2.1  Detection & Reporting

The purpose of detecting computer attacks is to 
timely respond to incidents related to them in 
order to further take measures to eliminate the 
consequences of such incidents.

The timely detection of a security breach is a 
major problem in implementing security 
measures. An observation made by researcher 
Koivunen [17] was that in majority of the 
incidents studied none to the victims discovered 
the security breach own their own, but they had 
to rely on automated tools for timely detection of 
breaches. 

In the course of activities to detect computer 
attacks, the following processes should be 
implemented:
Ÿ Monitoring the implementation of uniform 

operating rules for the detection of computer 
attacks on information resources.

Ÿ Control over centralized updating of decision 
rule databases for computer attack detection 
tools.

Ÿ Detection of previously unknown computer 
attacks at the network level, including the use 
of network traffic analysis tools on 
communication channels.

Ÿ Detection of previously unknown computer 
attacks conducted using malicious software, 
including using methods of behavioral 

analysis of software.
Ÿ Develop decisive rules for unknown 

computer attacks.

2.2  Assessment & Containment

The analysis of an incident can be done in two 
stages:

i. Initial Incident Analysis
ii. Comprehensive Incident Analysis.

The objective of the initial analysis of the 
i nc iden t  i s  t he  e s t ab l i shmen t  o f  t he 
circumstances and possible consequences of the 
incident.

The objective of the comprehensive incident 
analysis is the point out the causes of the incident 
a n d  t h e  a c t u a l  c o n s e q u e n c e s  t o  t h e 
infrastructure.

The purpose of the analysis of the data on 
security events is to identify information 
security incidents, including those related to 
previously unknown computer attacks, as well 
as incidents related to the insufficient 
effectiveness of the measures taken to protect 
information.

Information is collected from results of all 
information protection tools used in accordance 
with the security policies adopted in information 
systems. These are sources such as:

Ÿ Attack detection tools and firewalls used on 
communication channels through which 
information resources are accessed.

Ÿ Network traffic analysis tools using data 
mining techniques.

Ÿ Detection tools for attacks and firewalls used 
in local area networks in which the 
components of information resources are 
located.

Ÿ Software Behavioral Analysis Tools.

The collection of information from these sources 
is recommended in an automated mode. In this 
case, the rules for normalizing information 
security events are implemented. Information 
about security events is compared with 
information about the vulnerabilities of 
components of information resources to predict 
the possible actions of an attacker during 
computer attacks.
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of computer attacks, the conduct of which 
caused the occurrence of the incident.

Ÿ Fixation and analysis of network traffic 
circulating in the information resource 
involved in the incident.

Ÿ Determining the causes of the incident and its 
possible consequences for the information 
resource.

Ÿ Localization of the incident.
Ÿ Collection of information for the subsequent 

establishment of the causes of the incident.
Ÿ Planning for incident response.
Ÿ Disaster management.
Ÿ Control of liquidation of consequences.
Ÿ Formation of  recommendat ions for 

improving regulatory documents ensuring 
security of information resources.

2.4  Lessons Learnt

An incident is deemed completed after all 
measures have been taken, provided that the 
establishment of the causes of the incident has 
shown the adequacy of the measures taken. 
Analysis of the results of the elimination of the 
consequences of the incident includes and 
assessment of the following aspects:

Ÿ Damage caused to the information resource 
and its owner as a result of the incident.

Ÿ Shortcomings in ensuring the security of 
information that did not allow to prevent the 
incident.

Ÿ Timeliness of incident detection.
Ÿ Personnel actions in localizing the incident 

and liquidating its consequences.
Ÿ The timing of the aftermath of the incident.
Ÿ When assessing the harm caused to an 

information resource and its owner as a result 
of an incident, the following are taken into 
account:

Ÿ Personnel labor and other costs associated 
with the elimination of consequences.

Ÿ Damage caused to the public interests and 
interests of the owner of the information 
resource, including those related to violation 
of confidentiality.

Ÿ When assessing deficiencies in ensuring 
information security, the following are 
determined:

Ÿ Regulatory requirements, non-compliance, 
lack of effectiveness which made the 
incident possible.

Ÿ Additional protective measures that are not 

When analyzing data about security events using 
automated tools, correlation rules are applied 
[14]. Correlation rules are determined by 
responsible employees or, a third party security 
firm, taking into account information obtained 
during the inventory and identification of 
vulnerabilities in information resources. In the 
process of functioning, constant work is carried 
out to adapt the sources of data on security events 
with the means of their analysis to increase the 
efficiency of detection of computer attacks, as 
well as work on formation of new correlation 
rules and signatures.

It is suggested that incidents be recorded 
utilizing computerized methods for accounting 
and processing dependent on markers that 
influence the level of negative effect of an 
incident, since the manual procedure of incident 
handling is ineffective as they prompt a high 
asset utilization of work force and altogether 
increase the reaction time to information 
security incidents of high criticality.

It is particularly challenging to handle an 
incident when IT operations are outsourced 
among several suppliers. In such cases, priority 
handling to incidents becomes a major issue, i.e. 
"what does it mean for the customer, when a 
server is down? (de Souza et al., 2011) [18].

2.3  Incident Response

Different organizations have different 
approaches to handle an incident. For some, it is 
important that the incident is handled properly 
and its future occurrence must be controlled or 
any other similar vulnerability in system should 
be rectified. While for others, it is important to 
minimize the damage of business operations by 
fast recovering of systems using temporary 
means if necessary [16].

Software and hardware documentation were 
identified as the most important information for 
dealing with incidents, Kurowski and Frings 
(2011) [19].

An organization's information security incident 
response process can be divide into following 
stages:
Ÿ Fixing the state and analysis of objects of 

information resources involved in the 
incident.

Ÿ Coordination of activities to stop the impact 
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mandatory in accordance with the current 
regulatory documents, but which could 
prevent the incident.

Conclusion

Depending on the organization's activities, 
m e t h o d o l o g i c a l  r e c o m m e n d a t i o n s  o f 
international standards, which describe a fairly 
complete set of measures necessary to build the 
process of managing incident and information 
security events, can be the optimal choice of 
application. Regardless of which methodology 
is selected or developed for managing incidents 
and information security events, it should:

Ÿ Take into account the needs of the 
organization.

Ÿ Be as automated as possible.
Ÿ Run non-stop (24 hours a day, 7 days a week).
Ÿ Be applicable to the organization, taking into 

account the corporate culture and available 
resources.

Ÿ Reflect in the form of a model the real 
landscape of information security threats 
relevant to the organization.

Ÿ Be transparent to all interested parties, 
i n c l u d i n g  c o m p a n y  m a n a g e m e n t , 
representatives of regulators, external and 
internal auditors.
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Effects of Emotions in Cognitive Based Game

Abstract: 

 Recognition of emotion has been done through different perspectives and is useful in many domains of 
Human Computer Interaction (HCI), especially in intelligent systems, interactive robots, web 
applications interaction, and to elaborate social media. Our aim is to design a system which encapsulates 
the behavior's set into roles which helps other developers in wrap behaviors into segments that can 
diverse dynamically, based on player moves.  Games utilize contextual data about players and their 
environment to explore new means of interactions and enhance game experience. Cognitive science 
plays an important role in the performance of cognitive ASs. Recent research claims that the cognitive 
based games must incorporate in adaptive mechanisms especially in real- time adaption. Our research 
focuses on the domain of computer games based on emotions of player. In this research paper, we will 
layout a framework for adaptive agent game at which player's emotions are shown at each move in 
emotion avatar. With the help of cognition adaptive nature, system can change its level of difficulty as 
any change occur in performance of player. After achieving a real cognitive improvement, system will 
be able to provide appropriate challenges. Emotions in games enhance the motivation of player's by 
dynamically adapt the procedure of agent systems. 

Keyword: Dimensional Model (DM), Classification Model (CM), facial expression emotions (FEE), 
Affective Virtual Reality (AVR), Game State (GS), AS (AS), Heart Rate Variability (HRV)
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1.  Introduction:

sychology has many topics in his area but Pmost important concept is “Emotion”. In 
computer science paradigm, we can 

handle the emotions in the “Human-Computer 
Interactions (HCI)”.  In computer science, we 
can model emotions in two categories.

i. Dimensional Model (DM)
ii. Classification Model (CM)

In DM, emotions are understandable by 
designed in a coordinate system and mentioned 
in space. In CM, emotions are described after 
categorization. In general, emotions are 
categorized in four categories, i) behavioral 
reaction ii) expressive reaction iii) physiological 
reactions iv) subjective feelings [1]. Our 
research is basically based on behavioral 
reaction category

Behavioral Reaction: Behaviors shows 
complete picture of feelings and in our 
mechanism, behaviors are based on engine of 
game. There are five types in which behaviors 
are categorized [2]. Our agent-based system 
supports all these five categories.

i. Responsive: behavior should be 
“Responsive” such as quick reaction.

ii. Interruptible: behavior may be affected 
by other events, actions and behavior.

iii. Collaboration: it should respond 
corresponding to the other behavioral 
action.

iv. Generative: they can be easily created 
by other programmers which are at 
initial stage.

v. Resumable: we can continue the 
process if it break at any stage.
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Emotions are conveying meaning through facial 
expressions and these emotions are handling of 
skin, movements, and facial muscles. These 
facial expression emotions (FEE) are analyzed 
through computer science techniques such as 
computer vision and image processing. 

Agents are characterizing by their location of 
placement. In general they are categorizing in 
three types. First type is known as “Purely 
Reactive Agent”. In these type insects, virtual 
insects and insect-like robots are used. This type 
is considered as most general one. Second 
category is “Continuum of Agents” which deals 
with animals and robots, in other words they deal 
in artificial life. Third class name is “Cognitive 
Agents or Thinking Agents”. They are based on 
humans (may be humans are consider as virtual 
humans )  and  in t e l l i gen t  agen t s .  The 
classification of agents is shown in figure 1.

Fig. 1: Categories of Agents

Reactive agents performance is very limited 
when we compare it with cognitive. Cognitive 
agents have more plan ability; they have more 
co-ordination power with other sets or 
themselves. In other words cognition reacts 
when an event happens [3]. Whereas, reactive 
agents are worked collectively with the 
bounding of all together in terms to solve 
complex problems. Some comparison is given 
below in figure 2.

Fig. 2: Comparison between reactive agents 
and cognitive agents

Facial expressions can be helpful in game 
scenario by showing the response of game 
player (emotional response), such as what are 

the feeling of a player at different levels 
specially game levels became harder and harder; 
with the help of these features we can get a 
feedback of player in terms of emotions through 
the process of game design [4, 5, 6, 7].  

The latest “resurrection” of activity in VR, 
spurred with the incipient gaming technologies. 
Designers of Human-Computer Interaction 
(HCI) system are utilized in the immersion 
experience, distribute compelling, announce 
different multidimensional input/output 
contrivance, interactive style with approach of 
3D world. Furthermore, one research area of 
HCI is controvertible, that achieves best place in 
upcoming time which creates strives towards 
straightforward communication in person 
Encephalon and computer systems. In 2006, 
Ca i rns  p resen t  an  idea  tha t  accura te 
“Immersion” which may only be access through 
proper utilization of latest Encephalon-
computer Interfaces [8]. But, as that day 
concerns, it is paramount to accept, in leading, 
how it may be conceivable to quantify and, 
emotional connectivity and person engagement 
influence  wi th  bas ic  wor lds  u t i l iz ing 
“Psychophysiological” methods. Encephalon-
Computer Interaction (BCI) systems endeavor 
to  amel iorate  HCI and increment  the 
engagement impression by precisely interfacing 
with the nerve system of human and abstracting 
the unreal fence to emotional interaction 
controlled by ordinary input-exhibit strategies. 
These incipient channels of interface can have 
the possibilities for the purpose of introduction 
an immensely colossal number of incipient 
communication methods in latest HCI systems, 
and may be they are able to amend the process of 
interaction considerably. As the interaction 
process has been highly predicated when we use 
“Conventional” techniques, in that system 
operators  most ly  deal  wi th  “Physical 
Interaction” contrivances to optically discern, 
sense haptic, auricular discern, act, and in a few 
perspective even verbalize with the scheme. As a 
development to these conventional schemes; the 
near-term purpose of BCI structures, may be 
able to convert user Noetic conceptions and 
concerns by blunt contact to the user Encephalon 
and utilize this advice as an incipient method 
channel for HCI structures [9]. Researchers have 
move their attentions towards prelude of straight 
Encephalon system interaction from HCI 
structure, Aljandro at el. and Avinash at el. Cited 
some examples in their literature [10], these 
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examples discuss quantification of melancholy, 
control mechanism and stress-level at 
adaptation of game [12, 13]. Affective 
computation is described under the umbrella of 
research sub-categories into BCI systems. 
Affective computation, in basis, file psycho 
physiological signals which receive from the 
computer-users, which after facilitating the 
whole system to retrieve data of pertinence to 
their cognitive states and emotions. This input 
data could give many distinguish features for 
latest HCI systems, endeavoring to fortify the 
d e v e l o p m e n t  o f  t e n a b l e  i m m e r s i v e 
interpretations. When we discuss briefly VR 
field and the pertinence of affect issues, analysts 
have calculated the implementation of 
constructive realities in many distinctive areas. 
As well as regalement, Vrs and soi-disant 
“serious games” counterparts have been utilized 
for purposes of training [7, 8, and 9], pain 
diversion, rehabilitation régimes, and emotional 
disorder therapy, to mention but a handful of 
applications. The all above mention discussion 
focus the attentions of users interaction with 
virtual situation, and to increment their 
impression of immersion and presence within 
them, so efficaciously distributing incipient 
proficiency, erudition or may be in rare cases, 
alternate as a form of clinical diversion. In 2006, 
Joel's advise that transmutations in the 
exhilaration level, affect the cognitive and 
recollection action. He suggested that 
recollection performance adjustment (either 
impairments or ameliorations) are fully time 
dependent and the emotional experience 
background. Ergo, describe the users' emotions 
perception, when bare to virtual realities and 
handling their affective experiences in the 
virtual situations. We conceptualized, evaluated 
and designed an AVR, capable to arouse sundry 
emotional maturities on the component of the 
user's utilizer. In the latest study, by using the 
architecture of Affective VR, a computing 
scheme which is  based on affect  was 
conceptualized, evaluated and designed. By 
doing this, the affair in the middle of human 
emotions and psycho physiological signals have 
been the investigation focus, and evoked 
through the designed AVR. To back this work:
The AS control consideration; and fully check 
has been perform in WM [2] [3]  [4] . 
Consideration and WM are the two cognitive 
skills assessment tools that are essentially 
cognate; input information as signal regulates 
which create attention and WM absorb it [5]. 

When we are taking about other processes of 
cognition they are perpetual. Recent work in 
understanding of game environment suggests 
that WM does not consistent effected with the 
negative valence [2] [4]. However, utilizing 
felicitous can be incremented by the attention 
through which a player can activate [4]. 

The latest strategy in this current research 
cognition based game has adaptive nature 
through which a player transmute the difficulty 
level of game in authentic time which is based on 
the players' performance [6] [7].

However, when we talk about adaptive 
mechanisms they ignore the paramount AS role 
on performance of cognition. The analysis and 
detection of AS Include in this flexible structure 
can amend the adaptation which has a positive 
impact on the cognitive performance of player 
[9]. The main goals of this research are twofold: 
1) investigating WM achievement with 
comparing desktop with VR when a player 
playing a video game, and 2) examine the role of 
arousal and valence on performance of WM.

Games are fun and fun is playing games. When 
we are talking about computer games, they are 
measured in affective computing. Games have 
properties such as they are interactive, result-
oriented, competitive, dynamic, has excited 
nature. Because of these characteristics, we can 
influence player's state of emotions.

1.1.  Affect and Cognition:

AS, represented arousal and valence in a two 
dimensional form, which can have effects of 
both negative and positive on WM and attention 
[10]. Benin et al. [2] in his paper summarize the 
hypotheses related to the following question. 
“How emotion affects recollection?” While 
negative and positive valence conventionally 
enhances  recol lec t ion ,  a rousal  avai l s 
recollection. Furthermore, when emotion avails 
to  process  information (encoding) ,  i t 
additionally facilitates the storage of that 
particular information (consolidation) [2]. This 
affair between cognition and affect has withal 
been studied in terms of physiological to 
utilizing mainly HRV as a quantification of 
cognitive load and stress. 
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1.2.  Affect detection in gaming:

User experience related to earnestness and 
vividness of emotions are highly suggested [12]. 
In last few years, researcher induced the 
utilization of VR in video games especially has 
brought an instrument in engagement and 
immersion of game player's. In the virtual world 
the feelings of player our reported to incipient 
the immersion degree level [12]. AS presence in 
game have been suggested the direct influence in 
the presence of earnestness and vividness of 
emotions [12]. Many researchers referred VR as 
“Affective medium” because it has the capacity 
to evoke and the AS concentration [12].

 AS is utilized to improve adaptive assessment 
i.e. closed-loop input in video games that are 
based on habituating the game confer to the 
current AS of player [13]. AS can withal for 
purpose as well as to amend the player 
experience. 

1.3.  Cognitive Training Affects:

A new trend of cognitive skill effect is studied in 
video games. However, most of the games do not 
induce the beneficial skills of cognition. Studies 
were highlighted reiterated contributions of 
cognitive skills without adaptation of difficulty 
[13]. Recently, Anguera et al. engendered a new 
video game “Neuro racer”. In this game, he 
demonstrated authentic amendments to improve 
the cognitive skills for example multitasking and 
attention. His game habituates the player's 
performance through the difficulty level in order 
to opportunely check their cognitive art. With 
the utilization of such approaches we can handle 
the emotional disorder's like despondence and 
cognitive capabilities like in different other 
games such as in game “EVO” [7]. Some certain 
elements related to game are integrated to gain 
rewards, increasing more fun levels in game and 
in releasing mental stress [13]. This incipient 
game generation for the use of train cognitive 
system demonstrates the paramount of keenly 
intellective flexible mechanisms in terms to test 
the player and introduce personalized training. 
Mishra et al. [13] demonstrate that the closed-
loop as input channel should utilize the 
performance of player's additionally authentic 
data related to time computed as player perform 
some comportment and interaction.

2.  Related Work:

Machine-learning techniques and genetic 
algorithms are the latest trends which are used in 
gaming to learn player's game and make a game 
more challenging. Curz and Demasi designed an 
“Intel l igent Agent Employing Genetic 
Algorithm techniques” to make a user game 
level into a best fit curve [18]. In these types of 
games player's activity is monitor and then made 
decisions about game goals. Our aim too is to 
monitor a player's activity in game and after 
collecting the information of player's progress 
and system defines player's emotions about 
game activities. 

Now a day, a “Dynamic Game Difficulty 
Balancing” (DGDB) technique is used to adjust 
parameters of games. In other words, this 
mechanism is incorporate adaptation in games. 
By using, that technique we can monitors the 
performance of player in terms of game's level 
difficulty. Chapman's and Hunicke make an 
approach in which they can handle the 
environment setting of games. By doing this 
they measure the game harder and easier level of 
challenges [19]. Resident Evil uses a “Difficulty 
Scale” parameter in their systems to measure the 
performance of player according to player's 
grade [20]. Mario Kart introduces a bounce 
feature to help in upgrading player's position. 
Imbert and de Antonio use emotion-driven 
reasoning technique in the model of Cognitive 
Architecture to handle social behavior and 
emotions [21].

Yeh et al. [4] described the strategy of negative 
emotions that how they influence WM in an 
ingeniousness of game by simply inquire 
participants to play game in three incrementing 
levels of difficulty. Homogeneous to Bennion et 
al. [2], he fined a point that arousal can avail the 
WM but negative effects could be generated. 
They defined a game with evading negative 
emotions in the game which increases the 
challenges to arouse the player's consideration.

3.  Framework: 

This part represents the necessary data for 
guiding the designers of games for enhancing 
their game through the concepts and techniques 
for artificial intelligence to incorporate player's 
emotions and feeling. So we present software 
framework architecture in figure 3 and define 
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their components in detail form. This system 
framework architecture is visible in figure 1 to 
provide a flexible model of artificial intelligent 
based games. Further components with different 
roles are clearly separated to provide flexibility 
in implementation of each component to the 
designer. As we know each decision in agent 
based systems, is based on “Local Situation” and 
this decision is affected only “Local Situation” 
[22]. 

Fig.3: Framework Architecture

3.1.  Game Linkage (GL):

GL provides the fundamental functionality to 
the player to interact with the agent system. In 
order to co-operate such communication, a 
protocol is used for communication to 
characterize the specific picture message to 
convey player's emotions [23]. As a player 
execute a particular action in this game, the GS 
become changed for that particular reason, 
through the process of cognition player avatar is 
selected and successfully send to the Player's 
Intelligence phase.

3.2.  Player's Intelligence (PI):

This component part works with all the parts of 
s y s t e m .  F i r s t l y,  i t  c o n n e c t s  w i t h  a 
communication protocol to game GL to 
communicate with game system. When the state 
of game or emotion is changed by taking further 
step in game; the state sends next latest avatar 
command to PI. PI then receive a corresponding 
avatar from IL after the conformation of rules. 

3.3.  System Rules:

The system makes its decision, based on logics 
of AI in the rule form. This rule system works as 
backbone of AI system. In our system this part is 
split into two parts, i) Emotion Computation rule 

(ECR) and ii) Abstract Reaction Rule (ARR). In 
order to design a system for AI rules, 
programmers can choose many programming 
languages. In our system we use C#. The main 
beneficial  point  of our system is that 
programmers can switch player's emotions by 
just switching the system rule. 

3.4.  System states:

This part is split into three further components. 
Game state: each game has many level of 
competition. Game player have to complete a 
level to reach at next level. After completion of 
one level, the state will updated and state of 
game will be changed. Emotion state: after each 
step or decision command at each level, emotion 
of avatar will be changed according to the 
situation. Player's reaction will vary after each 
move or after each change in avatar. 

4.  System Input:

We capture emotions as input parameter through 
facial expressions. The main purpose of this 
research idea is to design a novel scheme based 
on player's emotions interaction in a game. We 
build a system, which directly handles the 
player's facial expressions. Our proposed system 
handles five categories of emotions (happy, sad, 
surprise, angry, fear) out of eight emotions 
(Happy, Sad, Fear, Normal/ Neural, Surprise, 
Anger, Disgust, Contempt).

Fig.4: Types of Emotions

4.1.  Methodology:

Our Agent based system focuses on characters 
(characters which player used to play). System 
thoroughly monitors the game activities by 
continually collecting data at each move of 
player and at each level. 
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Fig.5: Rules for Player's Emotions 

4.2.  System Outcomes: 

In our idea, we employ the player's emotional 
states, in plan to increase the social assessment. 
At that stage we neither use any conquer 
substantive player's emotion structure. Our main 
focus is to introduce a new idea based on 
intelligent system, to build a new avatar of 
player that is dynamically build emotions. That 
avatars are selected on the player's selection of 
objects and player's score gained. Our system 
behaves like a commentator of sports and any 
TV-show game and tries to simulate human 
behavior. 

4.3.  Algorithm:

We use C# language to build our agent based 
system for defining the player's emotions in 
game at each move in each level. The system 
pseudocode is visible in figure 6, 7 to provide a 
main methodology of artificial intelligent based 
games.

Fig. 8: Best player move, “Happy” avatar.

Fig. 9: little mistake in player's move,
“Surprise” avatar.

At each move made by player, our agent system 
predicts player's emotions about game difficulty. 
The following are the decisions of our proposed 
agent based system. These rules are graphically 
defined in figure 5. 

i. If player move is valid and accurate, 
our agent system makes  “Happy Face”

ii. If player move is invalid and not up to 
the mark, our agent system makes “Sad 
Face”

iii. If player move take much time in 
d e c i s i o n ,  s y s t e m  m a k e s  
“Disappointed Face”

iv. If player continuously made wrong 
moves then system generates “Angry 
Face”

v. If player hit a move and generated 
results are excellent, then system 
generates “Surprise Face”

vi. At the start of game Player's emotions 
described by “Normal Face”

Fig. 10: not an accurate move,
“Contempt” avatar.
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Fig. 11: Player's wrong move, “Fear” avatar.

Fig. 12: Not best player move, “Disgust” avatar.

Fig. 13: Player going to be loses the game,
“Sad” avatar.

Fig.14: Player loses the game, “Sad” avatar.

5.  Future work: 

Future work may be based on emotion 
distinguished between the player's different 
smiles such as some smiles are only close-lip 
and some smiles convey real meaning of laugh 
means obviously big smile. Both are handling in 
our system as “happy”. Really need is to 
distinguish such difference in emotion types.

Emotion agent system is based on image 
processing and artificial intelligent approaches 
by characterize and analyze the FEE. System 
collected this FEE which is stored in a database 
on a windows computer. This system handles 
five categories of emotions (happy, sad, surprise, 
angry, fear) out of eight emotions (Happy, Sad, 
Fear, Normal/ Neutal, Surprise, Anger, Disgust, 
Contempt). As our system generate output in 
image form, in future researcher can enhance 
these outputs at audio messages corresponding 
to behavior, can generate any text message on 
screen corresponding to player's behavior, and 
any animation based on type of emotions as 
define in figure 4.

6.  Conclusion: 

In our research paper, we design a framework for 
constructing a game based on artificial 
intelligence techniques, to present player's 
emotions at each level of game or at each move. 
Our work exhibit the usefulness of generic 
framework architecture for game player's 
emotions. By using this novel approach, 
designers can design their games by search 
processing, way of inducing and utilization of 
player's emotions. We can motivate player's by 
dynamically adapt the procedure of agent 
systems. Another important element is 
improving the game experience with the 
emotion images explaining the emotions of 
player, it will introduce the social interaction. 
Our research idea will help the game's developer 
in player 's characters creation for the 
development of new games, insert new emotions 
and adaptation of social assessment. 
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