
3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

 Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 
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and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].
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and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 
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Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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Concept Definition 
Cyberspace Cyberspace is an interconnected network of all the communication devices worldwide including 

computer systems, servers, IT infrastructure, information exchange and the interaction between 
technology and humans for information processing, exchange, storage, retrieval and utilization. 

Cyber capital Sensitive infrastructure, critical network systems, critical information, or citizens of a country. 
Cyber 

vulnerability 
A flaw in security program, or internal control, or in the implementation of cyber asset, which 
may be exploited or triggered by an internal or foreign adversary to perform cyber-attack. 

Cyber-threats Any incident that has the potential to disrupt cyber space such as illegal access, disclosure, 
destruction or manipulation of information, and/or blockage/disruption of service delivery. 

Cyber-threat-
level 

Cyber threat levels can be distinguished as: individual, provisional, institutional, critical 
infrastructure, national and international. 

Cyber threats 
probability 

Probability of cyber threats can be categorized as: imminent, probable, unlikely, very unlikely. 

Cyber threats 
intensity 

Intensity of cyber threats can be classified as disaster (very high), crisis (high), major security 
incident (moderate), normal security incident (low) and small security incident (very low). 

Cyber attack A cyber-attack is defined as any illegal cyber action targeted at breaking cyber asset security 
policies and inflicting harm, disruption, or interruption of services or access to information on 
cyber assets in that jurisdiction. A cyber-attack is also defined as the intentional use of cyber 
weapons against information systems that results in a cyber-incident. 

Cyber weapon Cyber weapons are systems that are intended and built to interfere with the structure or 
functioning of other cyber systems. Botnets, logic bombs, network exploits, malware, and traffic 
creation systems are examples of technologies used to prevent service attacks and distributed 
services. 

Cyber-warfare It is the highest degree and most intricate cyber-attacks carried out against various nations' cyber 
interests and has the most devastating implications. 

Cyber warfare 
origin 

An aggressor state or group under an aggressor state organization control or abandons cyber 
power and cyber weapons. 

Cyber defense Deterrence, prevention, preventive, quick detection, effective, and deterrent reaction to any cyber 
assault using all unarmed cyber and non-cyber facilities of a nation 

Cyber-biome The construction of native and dynamic cyber environments that assist a nation in numerous 
domains is referred to as a cyber-biome. 

Computer 
Virus 

A computer virus is a piece of code that replicates itself and spreads to other programs, causing 
the programs to malfunction. NIMDA, SLAMMER, and SASSER are several well-known 
viruses. 

Computer 
Hacker 

A person who gains an unauthorized access to a system or information in order to read, copy, 
delete, replace or destroy data. 



3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 
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and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information,  

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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Type  Features 
Cyber_Crime Actions taken in cyber space by an individual or organization usually by non-governmental 

attackers in violation of criminal law and is carried out through the help of computer system. 
Cyber_Attack To disrupt of destroy the working operation of a computer network. 

Cyber_Warfare The warfare conducted between nations for political or security purposes in the cyberspace and 
is similar or more deadly to an armed attack. 

 



3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 
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(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 
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and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 
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2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].
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networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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Method Name Description 
Denial_of_Service 
(DOS) 

To disrupt the services of a computer system by exhausting all the network resources of the 
system. As a result system users can get access to it [19]. 

Man_in_the_Middle To eavesdrop the communication between victim and server by sniffing the network traffic. 
Attacker can even change data packets [72]. 

Computer Malware To infect victims using computer viruses or worms [36]. 
Phishing To make user disclose his personal or organizations confidential information by using 

physiological techniques using emails or other platforms [50]. 
 

Table 3: Strategies most typically employed by cybercriminals.



3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-
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tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

from unallocated space examiners use the 
technique of Data carving. Even though it is 
advantageous to comprehend the procedure 
and have the ability to carry it out manually if 
necessary, there are a lot of utilities that can 
carry out this activities for us. 

There are different situations in which we carry 
out the process of Data carving. Such as, if you 
open a file, it can appear to be one thing when 
in reality it's two things since the contents may 
have been stuffed into another file. You might 
have data that is simply stored outside the 
reach of several widely used operating system 
functions in situations where you have forked 
data, such as an alternate data stream or a 
resource fork [3]. We therefore carry out data 
carving. However, in order to extract data from 
a hard drive, we must first understand what we 
are looking for and how far to search. Since we 
are dependent on byte patterns on the drive, 
adopting  this data carving strategy has 
several drawbacks. It cannot be guaran-
teed that byte patterns like “ff d9” will only 
appear in the files we are looking for. The 
most frequent instance of carving in an actual 
investigation is an attempt to recover deleted 
data for which the associated metadata is either 
missing or no longer linked.

2.  Data Carving 

A wise forensic examiner once said “when all 
else fails, we carve”. Data carving, also known 
as File carving is a forensic procedure that is 
used for reconstructing files in unallocated 
space. It is also an effective skill for the recov-
ery of deleted data from unallocated memory 
space by locating the file signatures or the 
magic numbers.

There are several issues that an examiner may 
face during the process of Data Carving. Such 
as, the majority of tools would be able to locate 
the header, but it is possible that the footer 
would not be in the same or subsequent cluster. 
Thus, the carved file may be incomplete and 
may not be viewable. Data carving process can 
also result in many false hits, therefore, Footer 
analysis may reduce this problem. For several 
reasons file system information may not be 
available at some point, digital media could 
have been formatted to destroy the file system 
or a specific file might have been removed or 
deleted such that the file system indexes stop 
referring to the file content or maybe a file 
might be hidden in slack space or unallocated 
clusters [4]. A file recovery process or the 
process of recovering deleted data by locating 
the file signatures is basically known as File 
carving or Data carving. Raw bytes of the disk 
are scanned for the file carving process and 
then reassembled by examining the file signa-
ture.

File Signatures are also termed as Magic num-
bers which is a constant used for identifying 
the file format and distinguishing between the 
file formats, this means two different file types 
cannot have same File signatures. For example 
a JPEG file begins with “0xFFD8” and ends 
with “0xFFD9”. These constants are called 
File signatures or Magic numbers. File signa-
tures can be altered which can result in fake 
file type identification. 

Depending upon the situation, various tools for 
Data carving can be used by the examiner. 
However, it is required that the examiner clear-
ly understands the features of the tool and has 
a clear concept of carving a file. Currently, 
many Data carving commercial tools exists. 

Namely, Encase, Win-hex, Access-data FTK, 
foremost, scalpel and many more. 

If we talk about Windows Operating System, 
space is allocated on the hard disk drive as 
adjoining sectors in the form of group which 
are also known as clusters or allocation units. 
Whenever a new file is created, available space 
is found by the system and that space is allocat-
ed to that file. Unallocated space can be 
defined as the space that is not allocated within 
the file system to the active files [5]. This space 
is also sometimes called free space and on a 
hard drive it is a logical space on which 
Windows operating system can write to. It is 
basically opposing of allocated space, where 
files are already written by the operating 
system. 

Data might by hidden by the criminal in slack 
space. The remaining storage on a computer’s 
hard disk drive is the Slack space and it when 
an operating system allocates a space to the file 
and all of that space is not needed by the file. In 
other words, The portion after the end of a file 
but before the end of a cluster or block is usual-
ly referred to as slack space. In computer 
forensics, the analysis of Slack space is a very 
important aspect. In forensic investigations, it 
can be an important form of evidence. For 
example, if an entire hard disk cluster is filled 
by a file and the user deletes that file, and then 
a new file is saved by the user that does not 
entirely fill the hard disk cluster then the 
leftover space would not be necessarily be 
empty, it may contain data from the deleted 
file. Forensic examiners can extract that infor-
mation using computer forensics tools. 

In the following figure 1, one cluster is shown 
that is of 4096 bytes containing 8 sectors of 

512 bytes each represented as S1, S2, S3 .. S8 
respectively. 

Figure 1: Slack space explanation

To destroy the evidence, file deletion is one of 
the effortless way. Whether by using 
“DELETE” or “SHIFT + DELETE” button. 
Whenever the file is being deleted, the contents 
of the file are not wiped. Windows use the 
concept of pointers to track where the files 
exist on the hard disk drive. Every file and 
folder has a pointer. When a file is deleted, the 
pointer is removed and the sectors that contain 
the data of the file are marked as “available”. 
The file content is recoverable until and unless 
those sectors are overwritten. If a person does 
not wants his/her data to be recovered, they can 
use tools that wipes hard disk drives free space.

2.1 Difference between File Recovery 
and File Carving

One might be confused between the term file 
recovery and data carving. By using some 
forensics tool we can recover the deleted file 
until and unless it is not overwritten by any 
other file [6]. File system information is used 
for the purpose of file recovery and many files 
can be recovered by using the file system infor-
mation. Whereas, file carving or data carving 
works on raw data. File system information is 

not used during the process of file carving. In 
Data carving, a file is recovered on the basis of 
content and the structure of the file without the 
involvement of any matching file system meta 
data. If there is a case like corrupt directory 
entries or the missing directory entries, file 
carving technique is effectively used.  All we 
are looking at when it comes to data carving is 
a collection of bytes on a disc. It basically 
comes down to finding the drive's header bytes 
and then just extracting data from succeeding 
bytes.

2.2   Importance of Data Carving

Data carving is a crucial aspect in Digital 
forensics because it is a considerate technique 
in detecting a deleted file. A file can be hidden 
or concealed anywhere in areas like lost 
clusters, slack space, unallocated clusters of 
the hard disk drive. Forensic investigators may 
be sometimes in a situation where they are 
required to recover data. But why Data Carv-
ing? When the data is there, but can’t be 
correctly interpreted due to absent or damaged 
meta-data. For examples: File system corrup-
tion, Device formatting, Unknown proprietary 
formats, Files removed or deleted (uninten-
tionally or intentionally).
 
Traditional data recovery techniques are based 
on the file system information and the metada-
ta information is used to recover deleted files. 
However their might be some cases where 
there is no metadata information available and 
for such cases advanced forensic techniques 
are used such as Data carving. Files can be 
recovered through data carving as long as they 
are not overwritten.

A file system can store information in a variety 

of methods, and that information and data may 
persist long after the user thinks it has gone. 
This is crucial information for forensics 
experts because a suspect can try to conceal 
evidence, so you'll need to know not just where 
it might still be but also how to get to it. Data 
carving skills are crucial for this reason.

3.  Acceptable Evidence

Any document, physical item or testimony that 
can be used for proving a fact under the rules of 
evidence in a court of law. The admissibility of 
the evidence depends on various components. 
Those evidence that does not fall under the law 
of evidence are entitled as “inadmissible”. 
During file carving there is a complication that 
has to do with fragmented files. By fragmented 
files we mean a file that is stored on the disk at 
two or more different physical locations. And 
some techniques cannot reconstruct these types 
of files. Carving is done on the basis of file 
signatures and unfortunately not all file types 
have a standard footer signature and therefore 
locating the end of file is difficult. But if a file 
is carved in a forensically sound manner, it is 
then acceptable in the court of law [7]. Foren-
sic soundness provides assurance that during 
the investigation the evidence was not 
destroyed or corrupted.

4.  Manual Data Carving

Many automated tools exist to carve data out of 
a hard drive.  In this section we will see how an 
investigator or examiner can perform manual 
Data carving by locating the file signatures. 
Basically, We will look on how to carve data in 
an old fashioned way. To extract data we will 
use UNIX utilities [8]. First we created an 
image of  a 4GB USB rather than using a raw 

partition using the command;

sudo dd if=/dev/sdb1 of=image.dd

Figure 2: Creating Forensic image

Now we will find the headers of PNG file 
using the command;

grep -oba IHDR image.dd 

And after running this command we get 
number of headers in the image file. “IHDR” is 
the PNG file header.

Figure 3: Checking Headers of PNG file

And similarly we can find the footers of PNG 
file using command;

 grep -oba IEND image.dd

The ”IEND” chunk must appear LAST. It 
marks the end of the PNG data stream.

Figure 4 shows how we find out our starting 
sector, ending sector and block size. 

Figure 4:  Starting/ending sector, block size

Now we have all the information about our 
PNG file. let’s carve our PNG file from 
image.dd file using command;

dd if=image.dd of=img.png bs=512 
skip=16416 count=4831 command. 

Figure 5: Carving file 

We successfully extracted the PNG file from 
image.dd File named img.png.

 

Figure 6: File extracted

5.  Data Carving using HEX Editor

File carving is a technique for getting erased or 
reassembled computer files. It entails looking 
for a file within a data stream. This step is 
important in digital forensics because the 
forensics expert must examine all of the file 
system files and check for any deleted or 
formatted files that need to be further investi-
gated. We can use any HEX editor such as 
WinHex and HxD to perform the process of 
Data Carving. Download the image file from 
here;

ht tp: / /sceweb.sce.uhcl .edu/abeyseker-
a/ITEC4381/images/Mantooth.E01

Steps to perform Data Carving using HEX 
Editor;

i. Our objective in manual data carving is to 
locate a JPG file. Now in the HEX we will 
find header of a JPG file by simply right 
clicking or “CTRL + F” and the header for 
a JPG file is “FF D8”.

Figure 7: Location JPG header

ii. We got the starting point and on the left 
side we can see the digital offset 
“90640896” in figure 3.

Figure 8: Header of a JPG file

iii. Now the next step is to find the footer for 
the JPG file. The footer for the JPG file is 
“FF D9” and we will follow the same 
procedure we followed for locating the file 
header that is by simply right clicking or 
“CTRL + F”.

Figure 9: Locating the footer of JPG file

iv. We have successfully located the footer of 
the JPG file, that is the Ending of the file. 
As it can be seen in figure 5, “FF D9” has 
been highlighted with its digital offset 
90659280". In other words we have got 
the starting and the ending point of the 
JPG file.

Figure 10: Footer of the JPG file

v. If we notice figure 3 and figure 5, we have 
digital offset 90640896 in figure 3 and 
digital offset 90659280 in figure 5. We 
will subtract 90640896 from 90659280 
and we get 18400 which is the selection 
size of the JPG file.

Figure 11: Defining the selection size of the 
JPG file

vi. We then save the file with JPG extension. 
And file is therefore recovered. Viewing 
the JPG file, we can see this is one of the 
JPG file that was also carved using Foren-
sic Explorer and Autopsy so�ware. 

         

Figure 12: JPG File recovered by manual 
Data carving process.

5.1    Data Carving using other Tools

Tools like Forensic Explorer and Autopsy can 
be used for the purpose of Data Carving. 
Forensic Explorer is a tool that can be used by 
both novice and experienced investigators. 
This tool provides easy to use graphical user 
interface (GUI) followed by keyword search, 
data recovery, script technology, sort and filter. 

Large volume of data is quickly processed, 
complex investigative tasks are efficiently 
automated, detailed reports are produced and 
productivity is thereby increased. On the other 
hand, A digital forensic platform, Autopsy is 
used by corporate examiners and investigators, 
law enforcement agencies and military for 
digital forensic investigations for data carving. 

Carving support offered by Forensic Explorer 
is for mare that 300 file types. It supports 
Cluster based file carving, Sector based file 
carving and also the Byte based file carving. In 
FAT or NTFS, which are the cluster based file 
system, a new file must start in a new cluster. 
The file signature then appears near the file 
boundary so the file signatures are therefore 
searched near the file boundaries and the 
carving speed is then achieved. Their might be 
some situations in which performing lower 
level search for sector aligned file signatures 
may be advantageous, additional files can be 
recovered. Time needed to complete search is 
increased when carving in sector mode. And in 
some situations, carving data on byte by byte 
level may be of great importance [9]. A byte 
based data carve is used when we are searching 
for a file that exists within a file. For example, 
within a backup file. A Robust Pascal Script-
ing engine is offered by Forensic Explorer 
where writing of data carving scripts is possi-
ble. 

Whereas, Autopsy comes with a module 
named Photo Rec Carver that is used for Data 
carving and carves files from unallocated 
space [10]. The module works on the same 
principle of locating the File signatures i.e. 
headers and footers. For using this module the 
examiner just needs to select the checkbox in 
the ingest module settings and then the Photo 

Rec Carver is enabled. Under the tree of Data 
Sources, results of carving are shown with the 
heading “$CarvedFiles”.

5.1.1  Comparison between Carved files 
using Forensic Explorer and Autopsy

Following table shows a comparison of carved 
files between Forensic Explorer and Autopsy 
using the same Forensic image “mantooth”.

 Forensic Explorer Autopsy

  GIF 0 1

  REG 0 2

  JPG 5 5

  DOC 6 6

  TXT 368 0

  DAT 2 0

  NTFS 1 0

  PNG 0 1

It can be seen that 1 GIF, 2 REG, 5 JPG, 6 
DOC and 1 PNG file is carved by Autopsy. 
Whereas, 5 JPG, 6 DOC, 365 TXT, 2 DAT and 
1 NTFS files are carved by Forensic Explorer. 
A plus point for Forensic Explorer is that it 
provides a Disk view and  a category graph 
which provides convenience for the examiner 
to categorize the file types. 

Figure 8: Forensic Explorer Category graph 

6.  Conclusion

Digital forensics, field of file recovery is still 
growing and has made progress in the recovery 
of transient data. In conclusion, this paper 
covered the basics of Data carving in which we 
described data carving along with other impor-
tant concepts of slack space, unallocated space 
and Magic numbers. We performed file 
carving using the tools and HEX editor and on 
the other hand we also touched the area of 
manual data carving using UNIX utility. 
Furthermore advancement of tools for data 
carving process will have a greater impact. 
However, data carving remains a beneficial 
technique for the recovery of files and poten-
tial evidence without using any file system 
meta data information during digital investiga-
tions.  There is a lot of research yet to be done 
in the area of data recovery. File carving 
technique is greatly used by the forensic 
experts and the examiners to squeeze every bit 
of data out of the media. However, carving is 
impossible if a new file has already been 
overwritten in the unallocated area where the 
old file was placed. 
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1.  Introduction

 Today we regard ourselves as in a 
computerized world, where most data is made, 
caught, communicated, put away, and handled 
in computerized structure. From house to the 
industry, computers have become a everyday 
thing and there has been a massive increase in 
the crimes associated with it. This is where 
Digital Forensics come in. The focus of the 
forensic science discipline known as "digital 
forensics" is the use of digital information 
produced, saved, and conveyed by computers 
as a source of evidence in investigations and 
legal procedures. Digital forensic analysis 

makes it possible to recognize the type of 
crime committed and the culprit behind the 
crime. The main source of evidence against 
such crimes is the computer hard disk [1]. 
Investigator can perform forensic investigation 
of the file system on the hard disk to gather 
evidence against the criminal. Suspect might 
hide some sensitive information in the free 
space or the slack space of the file system 
therefore there is a need of forensic investiga-
tion of these spaces to retrieve the sensitive 
information [2]. Data storage on hard disk 
drive are organized by the file system, it is 
responsible for allocating free space to the files 
and to keep track of those files. To extract data 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

from unallocated space examiners use the 
technique of Data carving. Even though it is 
advantageous to comprehend the procedure 
and have the ability to carry it out manually if 
necessary, there are a lot of utilities that can 
carry out this activities for us. 

There are different situations in which we carry 
out the process of Data carving. Such as, if you 
open a file, it can appear to be one thing when 
in reality it's two things since the contents may 
have been stuffed into another file. You might 
have data that is simply stored outside the 
reach of several widely used operating system 
functions in situations where you have forked 
data, such as an alternate data stream or a 
resource fork [3]. We therefore carry out data 
carving. However, in order to extract data from 
a hard drive, we must first understand what we 
are looking for and how far to search. Since we 
are dependent on byte patterns on the drive, 
adopting  this data carving strategy has 
several drawbacks. It cannot be guaran-
teed that byte patterns like “ff d9” will only 
appear in the files we are looking for. The 
most frequent instance of carving in an actual 
investigation is an attempt to recover deleted 
data for which the associated metadata is either 
missing or no longer linked.

2.  Data Carving 

A wise forensic examiner once said “when all 
else fails, we carve”. Data carving, also known 
as File carving is a forensic procedure that is 
used for reconstructing files in unallocated 
space. It is also an effective skill for the recov-
ery of deleted data from unallocated memory 
space by locating the file signatures or the 
magic numbers.

There are several issues that an examiner may 
face during the process of Data Carving. Such 
as, the majority of tools would be able to locate 
the header, but it is possible that the footer 
would not be in the same or subsequent cluster. 
Thus, the carved file may be incomplete and 
may not be viewable. Data carving process can 
also result in many false hits, therefore, Footer 
analysis may reduce this problem. For several 
reasons file system information may not be 
available at some point, digital media could 
have been formatted to destroy the file system 
or a specific file might have been removed or 
deleted such that the file system indexes stop 
referring to the file content or maybe a file 
might be hidden in slack space or unallocated 
clusters [4]. A file recovery process or the 
process of recovering deleted data by locating 
the file signatures is basically known as File 
carving or Data carving. Raw bytes of the disk 
are scanned for the file carving process and 
then reassembled by examining the file signa-
ture.

File Signatures are also termed as Magic num-
bers which is a constant used for identifying 
the file format and distinguishing between the 
file formats, this means two different file types 
cannot have same File signatures. For example 
a JPEG file begins with “0xFFD8” and ends 
with “0xFFD9”. These constants are called 
File signatures or Magic numbers. File signa-
tures can be altered which can result in fake 
file type identification. 

Depending upon the situation, various tools for 
Data carving can be used by the examiner. 
However, it is required that the examiner clear-
ly understands the features of the tool and has 
a clear concept of carving a file. Currently, 
many Data carving commercial tools exists. 

Namely, Encase, Win-hex, Access-data FTK, 
foremost, scalpel and many more. 

If we talk about Windows Operating System, 
space is allocated on the hard disk drive as 
adjoining sectors in the form of group which 
are also known as clusters or allocation units. 
Whenever a new file is created, available space 
is found by the system and that space is allocat-
ed to that file. Unallocated space can be 
defined as the space that is not allocated within 
the file system to the active files [5]. This space 
is also sometimes called free space and on a 
hard drive it is a logical space on which 
Windows operating system can write to. It is 
basically opposing of allocated space, where 
files are already written by the operating 
system. 

Data might by hidden by the criminal in slack 
space. The remaining storage on a computer’s 
hard disk drive is the Slack space and it when 
an operating system allocates a space to the file 
and all of that space is not needed by the file. In 
other words, The portion after the end of a file 
but before the end of a cluster or block is usual-
ly referred to as slack space. In computer 
forensics, the analysis of Slack space is a very 
important aspect. In forensic investigations, it 
can be an important form of evidence. For 
example, if an entire hard disk cluster is filled 
by a file and the user deletes that file, and then 
a new file is saved by the user that does not 
entirely fill the hard disk cluster then the 
leftover space would not be necessarily be 
empty, it may contain data from the deleted 
file. Forensic examiners can extract that infor-
mation using computer forensics tools. 

In the following figure 1, one cluster is shown 
that is of 4096 bytes containing 8 sectors of 

512 bytes each represented as S1, S2, S3 .. S8 
respectively. 

Figure 1: Slack space explanation

To destroy the evidence, file deletion is one of 
the effortless way. Whether by using 
“DELETE” or “SHIFT + DELETE” button. 
Whenever the file is being deleted, the contents 
of the file are not wiped. Windows use the 
concept of pointers to track where the files 
exist on the hard disk drive. Every file and 
folder has a pointer. When a file is deleted, the 
pointer is removed and the sectors that contain 
the data of the file are marked as “available”. 
The file content is recoverable until and unless 
those sectors are overwritten. If a person does 
not wants his/her data to be recovered, they can 
use tools that wipes hard disk drives free space.

2.1 Difference between File Recovery 
and File Carving

One might be confused between the term file 
recovery and data carving. By using some 
forensics tool we can recover the deleted file 
until and unless it is not overwritten by any 
other file [6]. File system information is used 
for the purpose of file recovery and many files 
can be recovered by using the file system infor-
mation. Whereas, file carving or data carving 
works on raw data. File system information is 

not used during the process of file carving. In 
Data carving, a file is recovered on the basis of 
content and the structure of the file without the 
involvement of any matching file system meta 
data. If there is a case like corrupt directory 
entries or the missing directory entries, file 
carving technique is effectively used.  All we 
are looking at when it comes to data carving is 
a collection of bytes on a disc. It basically 
comes down to finding the drive's header bytes 
and then just extracting data from succeeding 
bytes.

2.2   Importance of Data Carving

Data carving is a crucial aspect in Digital 
forensics because it is a considerate technique 
in detecting a deleted file. A file can be hidden 
or concealed anywhere in areas like lost 
clusters, slack space, unallocated clusters of 
the hard disk drive. Forensic investigators may 
be sometimes in a situation where they are 
required to recover data. But why Data Carv-
ing? When the data is there, but can’t be 
correctly interpreted due to absent or damaged 
meta-data. For examples: File system corrup-
tion, Device formatting, Unknown proprietary 
formats, Files removed or deleted (uninten-
tionally or intentionally).
 
Traditional data recovery techniques are based 
on the file system information and the metada-
ta information is used to recover deleted files. 
However their might be some cases where 
there is no metadata information available and 
for such cases advanced forensic techniques 
are used such as Data carving. Files can be 
recovered through data carving as long as they 
are not overwritten.

A file system can store information in a variety 

of methods, and that information and data may 
persist long after the user thinks it has gone. 
This is crucial information for forensics 
experts because a suspect can try to conceal 
evidence, so you'll need to know not just where 
it might still be but also how to get to it. Data 
carving skills are crucial for this reason.

3.  Acceptable Evidence

Any document, physical item or testimony that 
can be used for proving a fact under the rules of 
evidence in a court of law. The admissibility of 
the evidence depends on various components. 
Those evidence that does not fall under the law 
of evidence are entitled as “inadmissible”. 
During file carving there is a complication that 
has to do with fragmented files. By fragmented 
files we mean a file that is stored on the disk at 
two or more different physical locations. And 
some techniques cannot reconstruct these types 
of files. Carving is done on the basis of file 
signatures and unfortunately not all file types 
have a standard footer signature and therefore 
locating the end of file is difficult. But if a file 
is carved in a forensically sound manner, it is 
then acceptable in the court of law [7]. Foren-
sic soundness provides assurance that during 
the investigation the evidence was not 
destroyed or corrupted.

4.  Manual Data Carving

Many automated tools exist to carve data out of 
a hard drive.  In this section we will see how an 
investigator or examiner can perform manual 
Data carving by locating the file signatures. 
Basically, We will look on how to carve data in 
an old fashioned way. To extract data we will 
use UNIX utilities [8]. First we created an 
image of  a 4GB USB rather than using a raw 

partition using the command;

sudo dd if=/dev/sdb1 of=image.dd

Figure 2: Creating Forensic image

Now we will find the headers of PNG file 
using the command;

grep -oba IHDR image.dd 

And after running this command we get 
number of headers in the image file. “IHDR” is 
the PNG file header.

Figure 3: Checking Headers of PNG file

And similarly we can find the footers of PNG 
file using command;

 grep -oba IEND image.dd

The ”IEND” chunk must appear LAST. It 
marks the end of the PNG data stream.

Figure 4 shows how we find out our starting 
sector, ending sector and block size. 

Figure 4:  Starting/ending sector, block size

Now we have all the information about our 
PNG file. let’s carve our PNG file from 
image.dd file using command;

dd if=image.dd of=img.png bs=512 
skip=16416 count=4831 command. 

Figure 5: Carving file 

We successfully extracted the PNG file from 
image.dd File named img.png.

 

Figure 6: File extracted

5.  Data Carving using HEX Editor

File carving is a technique for getting erased or 
reassembled computer files. It entails looking 
for a file within a data stream. This step is 
important in digital forensics because the 
forensics expert must examine all of the file 
system files and check for any deleted or 
formatted files that need to be further investi-
gated. We can use any HEX editor such as 
WinHex and HxD to perform the process of 
Data Carving. Download the image file from 
here;

ht tp: / /sceweb.sce.uhcl .edu/abeyseker-
a/ITEC4381/images/Mantooth.E01

Steps to perform Data Carving using HEX 
Editor;

i. Our objective in manual data carving is to 
locate a JPG file. Now in the HEX we will 
find header of a JPG file by simply right 
clicking or “CTRL + F” and the header for 
a JPG file is “FF D8”.

Figure 7: Location JPG header

ii. We got the starting point and on the left 
side we can see the digital offset 
“90640896” in figure 3.

Figure 8: Header of a JPG file

iii. Now the next step is to find the footer for 
the JPG file. The footer for the JPG file is 
“FF D9” and we will follow the same 
procedure we followed for locating the file 
header that is by simply right clicking or 
“CTRL + F”.

Figure 9: Locating the footer of JPG file

iv. We have successfully located the footer of 
the JPG file, that is the Ending of the file. 
As it can be seen in figure 5, “FF D9” has 
been highlighted with its digital offset 
90659280". In other words we have got 
the starting and the ending point of the 
JPG file.

Figure 10: Footer of the JPG file

v. If we notice figure 3 and figure 5, we have 
digital offset 90640896 in figure 3 and 
digital offset 90659280 in figure 5. We 
will subtract 90640896 from 90659280 
and we get 18400 which is the selection 
size of the JPG file.

Figure 11: Defining the selection size of the 
JPG file

vi. We then save the file with JPG extension. 
And file is therefore recovered. Viewing 
the JPG file, we can see this is one of the 
JPG file that was also carved using Foren-
sic Explorer and Autopsy so�ware. 

         

Figure 12: JPG File recovered by manual 
Data carving process.

5.1    Data Carving using other Tools

Tools like Forensic Explorer and Autopsy can 
be used for the purpose of Data Carving. 
Forensic Explorer is a tool that can be used by 
both novice and experienced investigators. 
This tool provides easy to use graphical user 
interface (GUI) followed by keyword search, 
data recovery, script technology, sort and filter. 

Large volume of data is quickly processed, 
complex investigative tasks are efficiently 
automated, detailed reports are produced and 
productivity is thereby increased. On the other 
hand, A digital forensic platform, Autopsy is 
used by corporate examiners and investigators, 
law enforcement agencies and military for 
digital forensic investigations for data carving. 

Carving support offered by Forensic Explorer 
is for mare that 300 file types. It supports 
Cluster based file carving, Sector based file 
carving and also the Byte based file carving. In 
FAT or NTFS, which are the cluster based file 
system, a new file must start in a new cluster. 
The file signature then appears near the file 
boundary so the file signatures are therefore 
searched near the file boundaries and the 
carving speed is then achieved. Their might be 
some situations in which performing lower 
level search for sector aligned file signatures 
may be advantageous, additional files can be 
recovered. Time needed to complete search is 
increased when carving in sector mode. And in 
some situations, carving data on byte by byte 
level may be of great importance [9]. A byte 
based data carve is used when we are searching 
for a file that exists within a file. For example, 
within a backup file. A Robust Pascal Script-
ing engine is offered by Forensic Explorer 
where writing of data carving scripts is possi-
ble. 

Whereas, Autopsy comes with a module 
named Photo Rec Carver that is used for Data 
carving and carves files from unallocated 
space [10]. The module works on the same 
principle of locating the File signatures i.e. 
headers and footers. For using this module the 
examiner just needs to select the checkbox in 
the ingest module settings and then the Photo 

Rec Carver is enabled. Under the tree of Data 
Sources, results of carving are shown with the 
heading “$CarvedFiles”.

5.1.1  Comparison between Carved files 
using Forensic Explorer and Autopsy

Following table shows a comparison of carved 
files between Forensic Explorer and Autopsy 
using the same Forensic image “mantooth”.

 Forensic Explorer Autopsy

  GIF 0 1

  REG 0 2

  JPG 5 5

  DOC 6 6

  TXT 368 0

  DAT 2 0

  NTFS 1 0

  PNG 0 1

It can be seen that 1 GIF, 2 REG, 5 JPG, 6 
DOC and 1 PNG file is carved by Autopsy. 
Whereas, 5 JPG, 6 DOC, 365 TXT, 2 DAT and 
1 NTFS files are carved by Forensic Explorer. 
A plus point for Forensic Explorer is that it 
provides a Disk view and  a category graph 
which provides convenience for the examiner 
to categorize the file types. 

Figure 8: Forensic Explorer Category graph 

6.  Conclusion

Digital forensics, field of file recovery is still 
growing and has made progress in the recovery 
of transient data. In conclusion, this paper 
covered the basics of Data carving in which we 
described data carving along with other impor-
tant concepts of slack space, unallocated space 
and Magic numbers. We performed file 
carving using the tools and HEX editor and on 
the other hand we also touched the area of 
manual data carving using UNIX utility. 
Furthermore advancement of tools for data 
carving process will have a greater impact. 
However, data carving remains a beneficial 
technique for the recovery of files and poten-
tial evidence without using any file system 
meta data information during digital investiga-
tions.  There is a lot of research yet to be done 
in the area of data recovery. File carving 
technique is greatly used by the forensic 
experts and the examiners to squeeze every bit 
of data out of the media. However, carving is 
impossible if a new file has already been 
overwritten in the unallocated area where the 
old file was placed. 
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1.  Introduction

 Today we regard ourselves as in a 
computerized world, where most data is made, 
caught, communicated, put away, and handled 
in computerized structure. From house to the 
industry, computers have become a everyday 
thing and there has been a massive increase in 
the crimes associated with it. This is where 
Digital Forensics come in. The focus of the 
forensic science discipline known as "digital 
forensics" is the use of digital information 
produced, saved, and conveyed by computers 
as a source of evidence in investigations and 
legal procedures. Digital forensic analysis 

makes it possible to recognize the type of 
crime committed and the culprit behind the 
crime. The main source of evidence against 
such crimes is the computer hard disk [1]. 
Investigator can perform forensic investigation 
of the file system on the hard disk to gather 
evidence against the criminal. Suspect might 
hide some sensitive information in the free 
space or the slack space of the file system 
therefore there is a need of forensic investiga-
tion of these spaces to retrieve the sensitive 
information [2]. Data storage on hard disk 
drive are organized by the file system, it is 
responsible for allocating free space to the files 
and to keep track of those files. To extract data 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

from unallocated space examiners use the 
technique of Data carving. Even though it is 
advantageous to comprehend the procedure 
and have the ability to carry it out manually if 
necessary, there are a lot of utilities that can 
carry out this activities for us. 

There are different situations in which we carry 
out the process of Data carving. Such as, if you 
open a file, it can appear to be one thing when 
in reality it's two things since the contents may 
have been stuffed into another file. You might 
have data that is simply stored outside the 
reach of several widely used operating system 
functions in situations where you have forked 
data, such as an alternate data stream or a 
resource fork [3]. We therefore carry out data 
carving. However, in order to extract data from 
a hard drive, we must first understand what we 
are looking for and how far to search. Since we 
are dependent on byte patterns on the drive, 
adopting  this data carving strategy has 
several drawbacks. It cannot be guaran-
teed that byte patterns like “ff d9” will only 
appear in the files we are looking for. The 
most frequent instance of carving in an actual 
investigation is an attempt to recover deleted 
data for which the associated metadata is either 
missing or no longer linked.

2.  Data Carving 

A wise forensic examiner once said “when all 
else fails, we carve”. Data carving, also known 
as File carving is a forensic procedure that is 
used for reconstructing files in unallocated 
space. It is also an effective skill for the recov-
ery of deleted data from unallocated memory 
space by locating the file signatures or the 
magic numbers.

There are several issues that an examiner may 
face during the process of Data Carving. Such 
as, the majority of tools would be able to locate 
the header, but it is possible that the footer 
would not be in the same or subsequent cluster. 
Thus, the carved file may be incomplete and 
may not be viewable. Data carving process can 
also result in many false hits, therefore, Footer 
analysis may reduce this problem. For several 
reasons file system information may not be 
available at some point, digital media could 
have been formatted to destroy the file system 
or a specific file might have been removed or 
deleted such that the file system indexes stop 
referring to the file content or maybe a file 
might be hidden in slack space or unallocated 
clusters [4]. A file recovery process or the 
process of recovering deleted data by locating 
the file signatures is basically known as File 
carving or Data carving. Raw bytes of the disk 
are scanned for the file carving process and 
then reassembled by examining the file signa-
ture.

File Signatures are also termed as Magic num-
bers which is a constant used for identifying 
the file format and distinguishing between the 
file formats, this means two different file types 
cannot have same File signatures. For example 
a JPEG file begins with “0xFFD8” and ends 
with “0xFFD9”. These constants are called 
File signatures or Magic numbers. File signa-
tures can be altered which can result in fake 
file type identification. 

Depending upon the situation, various tools for 
Data carving can be used by the examiner. 
However, it is required that the examiner clear-
ly understands the features of the tool and has 
a clear concept of carving a file. Currently, 
many Data carving commercial tools exists. 

Namely, Encase, Win-hex, Access-data FTK, 
foremost, scalpel and many more. 

If we talk about Windows Operating System, 
space is allocated on the hard disk drive as 
adjoining sectors in the form of group which 
are also known as clusters or allocation units. 
Whenever a new file is created, available space 
is found by the system and that space is allocat-
ed to that file. Unallocated space can be 
defined as the space that is not allocated within 
the file system to the active files [5]. This space 
is also sometimes called free space and on a 
hard drive it is a logical space on which 
Windows operating system can write to. It is 
basically opposing of allocated space, where 
files are already written by the operating 
system. 

Data might by hidden by the criminal in slack 
space. The remaining storage on a computer’s 
hard disk drive is the Slack space and it when 
an operating system allocates a space to the file 
and all of that space is not needed by the file. In 
other words, The portion after the end of a file 
but before the end of a cluster or block is usual-
ly referred to as slack space. In computer 
forensics, the analysis of Slack space is a very 
important aspect. In forensic investigations, it 
can be an important form of evidence. For 
example, if an entire hard disk cluster is filled 
by a file and the user deletes that file, and then 
a new file is saved by the user that does not 
entirely fill the hard disk cluster then the 
leftover space would not be necessarily be 
empty, it may contain data from the deleted 
file. Forensic examiners can extract that infor-
mation using computer forensics tools. 

In the following figure 1, one cluster is shown 
that is of 4096 bytes containing 8 sectors of 

512 bytes each represented as S1, S2, S3 .. S8 
respectively. 

Figure 1: Slack space explanation

To destroy the evidence, file deletion is one of 
the effortless way. Whether by using 
“DELETE” or “SHIFT + DELETE” button. 
Whenever the file is being deleted, the contents 
of the file are not wiped. Windows use the 
concept of pointers to track where the files 
exist on the hard disk drive. Every file and 
folder has a pointer. When a file is deleted, the 
pointer is removed and the sectors that contain 
the data of the file are marked as “available”. 
The file content is recoverable until and unless 
those sectors are overwritten. If a person does 
not wants his/her data to be recovered, they can 
use tools that wipes hard disk drives free space.

2.1 Difference between File Recovery 
and File Carving

One might be confused between the term file 
recovery and data carving. By using some 
forensics tool we can recover the deleted file 
until and unless it is not overwritten by any 
other file [6]. File system information is used 
for the purpose of file recovery and many files 
can be recovered by using the file system infor-
mation. Whereas, file carving or data carving 
works on raw data. File system information is 

not used during the process of file carving. In 
Data carving, a file is recovered on the basis of 
content and the structure of the file without the 
involvement of any matching file system meta 
data. If there is a case like corrupt directory 
entries or the missing directory entries, file 
carving technique is effectively used.  All we 
are looking at when it comes to data carving is 
a collection of bytes on a disc. It basically 
comes down to finding the drive's header bytes 
and then just extracting data from succeeding 
bytes.

2.2   Importance of Data Carving

Data carving is a crucial aspect in Digital 
forensics because it is a considerate technique 
in detecting a deleted file. A file can be hidden 
or concealed anywhere in areas like lost 
clusters, slack space, unallocated clusters of 
the hard disk drive. Forensic investigators may 
be sometimes in a situation where they are 
required to recover data. But why Data Carv-
ing? When the data is there, but can’t be 
correctly interpreted due to absent or damaged 
meta-data. For examples: File system corrup-
tion, Device formatting, Unknown proprietary 
formats, Files removed or deleted (uninten-
tionally or intentionally).
 
Traditional data recovery techniques are based 
on the file system information and the metada-
ta information is used to recover deleted files. 
However their might be some cases where 
there is no metadata information available and 
for such cases advanced forensic techniques 
are used such as Data carving. Files can be 
recovered through data carving as long as they 
are not overwritten.

A file system can store information in a variety 

of methods, and that information and data may 
persist long after the user thinks it has gone. 
This is crucial information for forensics 
experts because a suspect can try to conceal 
evidence, so you'll need to know not just where 
it might still be but also how to get to it. Data 
carving skills are crucial for this reason.

3.  Acceptable Evidence

Any document, physical item or testimony that 
can be used for proving a fact under the rules of 
evidence in a court of law. The admissibility of 
the evidence depends on various components. 
Those evidence that does not fall under the law 
of evidence are entitled as “inadmissible”. 
During file carving there is a complication that 
has to do with fragmented files. By fragmented 
files we mean a file that is stored on the disk at 
two or more different physical locations. And 
some techniques cannot reconstruct these types 
of files. Carving is done on the basis of file 
signatures and unfortunately not all file types 
have a standard footer signature and therefore 
locating the end of file is difficult. But if a file 
is carved in a forensically sound manner, it is 
then acceptable in the court of law [7]. Foren-
sic soundness provides assurance that during 
the investigation the evidence was not 
destroyed or corrupted.

4.  Manual Data Carving

Many automated tools exist to carve data out of 
a hard drive.  In this section we will see how an 
investigator or examiner can perform manual 
Data carving by locating the file signatures. 
Basically, We will look on how to carve data in 
an old fashioned way. To extract data we will 
use UNIX utilities [8]. First we created an 
image of  a 4GB USB rather than using a raw 

partition using the command;

sudo dd if=/dev/sdb1 of=image.dd

Figure 2: Creating Forensic image

Now we will find the headers of PNG file 
using the command;

grep -oba IHDR image.dd 

And after running this command we get 
number of headers in the image file. “IHDR” is 
the PNG file header.

Figure 3: Checking Headers of PNG file

And similarly we can find the footers of PNG 
file using command;

 grep -oba IEND image.dd

The ”IEND” chunk must appear LAST. It 
marks the end of the PNG data stream.

Figure 4 shows how we find out our starting 
sector, ending sector and block size. 

Figure 4:  Starting/ending sector, block size

Now we have all the information about our 
PNG file. let’s carve our PNG file from 
image.dd file using command;

dd if=image.dd of=img.png bs=512 
skip=16416 count=4831 command. 

Figure 5: Carving file 

We successfully extracted the PNG file from 
image.dd File named img.png.

 

Figure 6: File extracted

5.  Data Carving using HEX Editor

File carving is a technique for getting erased or 
reassembled computer files. It entails looking 
for a file within a data stream. This step is 
important in digital forensics because the 
forensics expert must examine all of the file 
system files and check for any deleted or 
formatted files that need to be further investi-
gated. We can use any HEX editor such as 
WinHex and HxD to perform the process of 
Data Carving. Download the image file from 
here;

ht tp: / /sceweb.sce.uhcl .edu/abeyseker-
a/ITEC4381/images/Mantooth.E01

Steps to perform Data Carving using HEX 
Editor;

i. Our objective in manual data carving is to 
locate a JPG file. Now in the HEX we will 
find header of a JPG file by simply right 
clicking or “CTRL + F” and the header for 
a JPG file is “FF D8”.

Figure 7: Location JPG header

ii. We got the starting point and on the left 
side we can see the digital offset 
“90640896” in figure 3.

Figure 8: Header of a JPG file

iii. Now the next step is to find the footer for 
the JPG file. The footer for the JPG file is 
“FF D9” and we will follow the same 
procedure we followed for locating the file 
header that is by simply right clicking or 
“CTRL + F”.

Figure 9: Locating the footer of JPG file

iv. We have successfully located the footer of 
the JPG file, that is the Ending of the file. 
As it can be seen in figure 5, “FF D9” has 
been highlighted with its digital offset 
90659280". In other words we have got 
the starting and the ending point of the 
JPG file.

Figure 10: Footer of the JPG file

v. If we notice figure 3 and figure 5, we have 
digital offset 90640896 in figure 3 and 
digital offset 90659280 in figure 5. We 
will subtract 90640896 from 90659280 
and we get 18400 which is the selection 
size of the JPG file.

Figure 11: Defining the selection size of the 
JPG file

vi. We then save the file with JPG extension. 
And file is therefore recovered. Viewing 
the JPG file, we can see this is one of the 
JPG file that was also carved using Foren-
sic Explorer and Autopsy so�ware. 

         

Figure 12: JPG File recovered by manual 
Data carving process.

5.1    Data Carving using other Tools

Tools like Forensic Explorer and Autopsy can 
be used for the purpose of Data Carving. 
Forensic Explorer is a tool that can be used by 
both novice and experienced investigators. 
This tool provides easy to use graphical user 
interface (GUI) followed by keyword search, 
data recovery, script technology, sort and filter. 

Large volume of data is quickly processed, 
complex investigative tasks are efficiently 
automated, detailed reports are produced and 
productivity is thereby increased. On the other 
hand, A digital forensic platform, Autopsy is 
used by corporate examiners and investigators, 
law enforcement agencies and military for 
digital forensic investigations for data carving. 

Carving support offered by Forensic Explorer 
is for mare that 300 file types. It supports 
Cluster based file carving, Sector based file 
carving and also the Byte based file carving. In 
FAT or NTFS, which are the cluster based file 
system, a new file must start in a new cluster. 
The file signature then appears near the file 
boundary so the file signatures are therefore 
searched near the file boundaries and the 
carving speed is then achieved. Their might be 
some situations in which performing lower 
level search for sector aligned file signatures 
may be advantageous, additional files can be 
recovered. Time needed to complete search is 
increased when carving in sector mode. And in 
some situations, carving data on byte by byte 
level may be of great importance [9]. A byte 
based data carve is used when we are searching 
for a file that exists within a file. For example, 
within a backup file. A Robust Pascal Script-
ing engine is offered by Forensic Explorer 
where writing of data carving scripts is possi-
ble. 

Whereas, Autopsy comes with a module 
named Photo Rec Carver that is used for Data 
carving and carves files from unallocated 
space [10]. The module works on the same 
principle of locating the File signatures i.e. 
headers and footers. For using this module the 
examiner just needs to select the checkbox in 
the ingest module settings and then the Photo 

Rec Carver is enabled. Under the tree of Data 
Sources, results of carving are shown with the 
heading “$CarvedFiles”.

5.1.1  Comparison between Carved files 
using Forensic Explorer and Autopsy

Following table shows a comparison of carved 
files between Forensic Explorer and Autopsy 
using the same Forensic image “mantooth”.

 Forensic Explorer Autopsy

  GIF 0 1

  REG 0 2

  JPG 5 5

  DOC 6 6

  TXT 368 0

  DAT 2 0

  NTFS 1 0

  PNG 0 1

It can be seen that 1 GIF, 2 REG, 5 JPG, 6 
DOC and 1 PNG file is carved by Autopsy. 
Whereas, 5 JPG, 6 DOC, 365 TXT, 2 DAT and 
1 NTFS files are carved by Forensic Explorer. 
A plus point for Forensic Explorer is that it 
provides a Disk view and  a category graph 
which provides convenience for the examiner 
to categorize the file types. 

Figure 8: Forensic Explorer Category graph 

6.  Conclusion

Digital forensics, field of file recovery is still 
growing and has made progress in the recovery 
of transient data. In conclusion, this paper 
covered the basics of Data carving in which we 
described data carving along with other impor-
tant concepts of slack space, unallocated space 
and Magic numbers. We performed file 
carving using the tools and HEX editor and on 
the other hand we also touched the area of 
manual data carving using UNIX utility. 
Furthermore advancement of tools for data 
carving process will have a greater impact. 
However, data carving remains a beneficial 
technique for the recovery of files and poten-
tial evidence without using any file system 
meta data information during digital investiga-
tions.  There is a lot of research yet to be done 
in the area of data recovery. File carving 
technique is greatly used by the forensic 
experts and the examiners to squeeze every bit 
of data out of the media. However, carving is 
impossible if a new file has already been 
overwritten in the unallocated area where the 
old file was placed. 
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1.  Introduction

 Today we regard ourselves as in a 
computerized world, where most data is made, 
caught, communicated, put away, and handled 
in computerized structure. From house to the 
industry, computers have become a everyday 
thing and there has been a massive increase in 
the crimes associated with it. This is where 
Digital Forensics come in. The focus of the 
forensic science discipline known as "digital 
forensics" is the use of digital information 
produced, saved, and conveyed by computers 
as a source of evidence in investigations and 
legal procedures. Digital forensic analysis 

makes it possible to recognize the type of 
crime committed and the culprit behind the 
crime. The main source of evidence against 
such crimes is the computer hard disk [1]. 
Investigator can perform forensic investigation 
of the file system on the hard disk to gather 
evidence against the criminal. Suspect might 
hide some sensitive information in the free 
space or the slack space of the file system 
therefore there is a need of forensic investiga-
tion of these spaces to retrieve the sensitive 
information [2]. Data storage on hard disk 
drive are organized by the file system, it is 
responsible for allocating free space to the files 
and to keep track of those files. To extract data 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

from unallocated space examiners use the 
technique of Data carving. Even though it is 
advantageous to comprehend the procedure 
and have the ability to carry it out manually if 
necessary, there are a lot of utilities that can 
carry out this activities for us. 

There are different situations in which we carry 
out the process of Data carving. Such as, if you 
open a file, it can appear to be one thing when 
in reality it's two things since the contents may 
have been stuffed into another file. You might 
have data that is simply stored outside the 
reach of several widely used operating system 
functions in situations where you have forked 
data, such as an alternate data stream or a 
resource fork [3]. We therefore carry out data 
carving. However, in order to extract data from 
a hard drive, we must first understand what we 
are looking for and how far to search. Since we 
are dependent on byte patterns on the drive, 
adopting  this data carving strategy has 
several drawbacks. It cannot be guaran-
teed that byte patterns like “ff d9” will only 
appear in the files we are looking for. The 
most frequent instance of carving in an actual 
investigation is an attempt to recover deleted 
data for which the associated metadata is either 
missing or no longer linked.

2.  Data Carving 

A wise forensic examiner once said “when all 
else fails, we carve”. Data carving, also known 
as File carving is a forensic procedure that is 
used for reconstructing files in unallocated 
space. It is also an effective skill for the recov-
ery of deleted data from unallocated memory 
space by locating the file signatures or the 
magic numbers.

There are several issues that an examiner may 
face during the process of Data Carving. Such 
as, the majority of tools would be able to locate 
the header, but it is possible that the footer 
would not be in the same or subsequent cluster. 
Thus, the carved file may be incomplete and 
may not be viewable. Data carving process can 
also result in many false hits, therefore, Footer 
analysis may reduce this problem. For several 
reasons file system information may not be 
available at some point, digital media could 
have been formatted to destroy the file system 
or a specific file might have been removed or 
deleted such that the file system indexes stop 
referring to the file content or maybe a file 
might be hidden in slack space or unallocated 
clusters [4]. A file recovery process or the 
process of recovering deleted data by locating 
the file signatures is basically known as File 
carving or Data carving. Raw bytes of the disk 
are scanned for the file carving process and 
then reassembled by examining the file signa-
ture.

File Signatures are also termed as Magic num-
bers which is a constant used for identifying 
the file format and distinguishing between the 
file formats, this means two different file types 
cannot have same File signatures. For example 
a JPEG file begins with “0xFFD8” and ends 
with “0xFFD9”. These constants are called 
File signatures or Magic numbers. File signa-
tures can be altered which can result in fake 
file type identification. 

Depending upon the situation, various tools for 
Data carving can be used by the examiner. 
However, it is required that the examiner clear-
ly understands the features of the tool and has 
a clear concept of carving a file. Currently, 
many Data carving commercial tools exists. 

Namely, Encase, Win-hex, Access-data FTK, 
foremost, scalpel and many more. 

If we talk about Windows Operating System, 
space is allocated on the hard disk drive as 
adjoining sectors in the form of group which 
are also known as clusters or allocation units. 
Whenever a new file is created, available space 
is found by the system and that space is allocat-
ed to that file. Unallocated space can be 
defined as the space that is not allocated within 
the file system to the active files [5]. This space 
is also sometimes called free space and on a 
hard drive it is a logical space on which 
Windows operating system can write to. It is 
basically opposing of allocated space, where 
files are already written by the operating 
system. 

Data might by hidden by the criminal in slack 
space. The remaining storage on a computer’s 
hard disk drive is the Slack space and it when 
an operating system allocates a space to the file 
and all of that space is not needed by the file. In 
other words, The portion after the end of a file 
but before the end of a cluster or block is usual-
ly referred to as slack space. In computer 
forensics, the analysis of Slack space is a very 
important aspect. In forensic investigations, it 
can be an important form of evidence. For 
example, if an entire hard disk cluster is filled 
by a file and the user deletes that file, and then 
a new file is saved by the user that does not 
entirely fill the hard disk cluster then the 
leftover space would not be necessarily be 
empty, it may contain data from the deleted 
file. Forensic examiners can extract that infor-
mation using computer forensics tools. 

In the following figure 1, one cluster is shown 
that is of 4096 bytes containing 8 sectors of 

512 bytes each represented as S1, S2, S3 .. S8 
respectively. 

Figure 1: Slack space explanation

To destroy the evidence, file deletion is one of 
the effortless way. Whether by using 
“DELETE” or “SHIFT + DELETE” button. 
Whenever the file is being deleted, the contents 
of the file are not wiped. Windows use the 
concept of pointers to track where the files 
exist on the hard disk drive. Every file and 
folder has a pointer. When a file is deleted, the 
pointer is removed and the sectors that contain 
the data of the file are marked as “available”. 
The file content is recoverable until and unless 
those sectors are overwritten. If a person does 
not wants his/her data to be recovered, they can 
use tools that wipes hard disk drives free space.

2.1 Difference between File Recovery 
and File Carving

One might be confused between the term file 
recovery and data carving. By using some 
forensics tool we can recover the deleted file 
until and unless it is not overwritten by any 
other file [6]. File system information is used 
for the purpose of file recovery and many files 
can be recovered by using the file system infor-
mation. Whereas, file carving or data carving 
works on raw data. File system information is 

not used during the process of file carving. In 
Data carving, a file is recovered on the basis of 
content and the structure of the file without the 
involvement of any matching file system meta 
data. If there is a case like corrupt directory 
entries or the missing directory entries, file 
carving technique is effectively used.  All we 
are looking at when it comes to data carving is 
a collection of bytes on a disc. It basically 
comes down to finding the drive's header bytes 
and then just extracting data from succeeding 
bytes.

2.2   Importance of Data Carving

Data carving is a crucial aspect in Digital 
forensics because it is a considerate technique 
in detecting a deleted file. A file can be hidden 
or concealed anywhere in areas like lost 
clusters, slack space, unallocated clusters of 
the hard disk drive. Forensic investigators may 
be sometimes in a situation where they are 
required to recover data. But why Data Carv-
ing? When the data is there, but can’t be 
correctly interpreted due to absent or damaged 
meta-data. For examples: File system corrup-
tion, Device formatting, Unknown proprietary 
formats, Files removed or deleted (uninten-
tionally or intentionally).
 
Traditional data recovery techniques are based 
on the file system information and the metada-
ta information is used to recover deleted files. 
However their might be some cases where 
there is no metadata information available and 
for such cases advanced forensic techniques 
are used such as Data carving. Files can be 
recovered through data carving as long as they 
are not overwritten.

A file system can store information in a variety 

of methods, and that information and data may 
persist long after the user thinks it has gone. 
This is crucial information for forensics 
experts because a suspect can try to conceal 
evidence, so you'll need to know not just where 
it might still be but also how to get to it. Data 
carving skills are crucial for this reason.

3.  Acceptable Evidence

Any document, physical item or testimony that 
can be used for proving a fact under the rules of 
evidence in a court of law. The admissibility of 
the evidence depends on various components. 
Those evidence that does not fall under the law 
of evidence are entitled as “inadmissible”. 
During file carving there is a complication that 
has to do with fragmented files. By fragmented 
files we mean a file that is stored on the disk at 
two or more different physical locations. And 
some techniques cannot reconstruct these types 
of files. Carving is done on the basis of file 
signatures and unfortunately not all file types 
have a standard footer signature and therefore 
locating the end of file is difficult. But if a file 
is carved in a forensically sound manner, it is 
then acceptable in the court of law [7]. Foren-
sic soundness provides assurance that during 
the investigation the evidence was not 
destroyed or corrupted.

4.  Manual Data Carving

Many automated tools exist to carve data out of 
a hard drive.  In this section we will see how an 
investigator or examiner can perform manual 
Data carving by locating the file signatures. 
Basically, We will look on how to carve data in 
an old fashioned way. To extract data we will 
use UNIX utilities [8]. First we created an 
image of  a 4GB USB rather than using a raw 

partition using the command;

sudo dd if=/dev/sdb1 of=image.dd

Figure 2: Creating Forensic image

Now we will find the headers of PNG file 
using the command;

grep -oba IHDR image.dd 

And after running this command we get 
number of headers in the image file. “IHDR” is 
the PNG file header.

Figure 3: Checking Headers of PNG file

And similarly we can find the footers of PNG 
file using command;

 grep -oba IEND image.dd

The ”IEND” chunk must appear LAST. It 
marks the end of the PNG data stream.

Figure 4 shows how we find out our starting 
sector, ending sector and block size. 

Figure 4:  Starting/ending sector, block size

Now we have all the information about our 
PNG file. let’s carve our PNG file from 
image.dd file using command;

dd if=image.dd of=img.png bs=512 
skip=16416 count=4831 command. 

Figure 5: Carving file 

We successfully extracted the PNG file from 
image.dd File named img.png.

 

Figure 6: File extracted

5.  Data Carving using HEX Editor

File carving is a technique for getting erased or 
reassembled computer files. It entails looking 
for a file within a data stream. This step is 
important in digital forensics because the 
forensics expert must examine all of the file 
system files and check for any deleted or 
formatted files that need to be further investi-
gated. We can use any HEX editor such as 
WinHex and HxD to perform the process of 
Data Carving. Download the image file from 
here;

ht tp: / /sceweb.sce.uhcl .edu/abeyseker-
a/ITEC4381/images/Mantooth.E01

Steps to perform Data Carving using HEX 
Editor;

i. Our objective in manual data carving is to 
locate a JPG file. Now in the HEX we will 
find header of a JPG file by simply right 
clicking or “CTRL + F” and the header for 
a JPG file is “FF D8”.

Figure 7: Location JPG header

ii. We got the starting point and on the left 
side we can see the digital offset 
“90640896” in figure 3.

Figure 8: Header of a JPG file

iii. Now the next step is to find the footer for 
the JPG file. The footer for the JPG file is 
“FF D9” and we will follow the same 
procedure we followed for locating the file 
header that is by simply right clicking or 
“CTRL + F”.

Figure 9: Locating the footer of JPG file

iv. We have successfully located the footer of 
the JPG file, that is the Ending of the file. 
As it can be seen in figure 5, “FF D9” has 
been highlighted with its digital offset 
90659280". In other words we have got 
the starting and the ending point of the 
JPG file.

Figure 10: Footer of the JPG file

v. If we notice figure 3 and figure 5, we have 
digital offset 90640896 in figure 3 and 
digital offset 90659280 in figure 5. We 
will subtract 90640896 from 90659280 
and we get 18400 which is the selection 
size of the JPG file.

Figure 11: Defining the selection size of the 
JPG file

vi. We then save the file with JPG extension. 
And file is therefore recovered. Viewing 
the JPG file, we can see this is one of the 
JPG file that was also carved using Foren-
sic Explorer and Autopsy so�ware. 

         

Figure 12: JPG File recovered by manual 
Data carving process.

5.1    Data Carving using other Tools

Tools like Forensic Explorer and Autopsy can 
be used for the purpose of Data Carving. 
Forensic Explorer is a tool that can be used by 
both novice and experienced investigators. 
This tool provides easy to use graphical user 
interface (GUI) followed by keyword search, 
data recovery, script technology, sort and filter. 

Large volume of data is quickly processed, 
complex investigative tasks are efficiently 
automated, detailed reports are produced and 
productivity is thereby increased. On the other 
hand, A digital forensic platform, Autopsy is 
used by corporate examiners and investigators, 
law enforcement agencies and military for 
digital forensic investigations for data carving. 

Carving support offered by Forensic Explorer 
is for mare that 300 file types. It supports 
Cluster based file carving, Sector based file 
carving and also the Byte based file carving. In 
FAT or NTFS, which are the cluster based file 
system, a new file must start in a new cluster. 
The file signature then appears near the file 
boundary so the file signatures are therefore 
searched near the file boundaries and the 
carving speed is then achieved. Their might be 
some situations in which performing lower 
level search for sector aligned file signatures 
may be advantageous, additional files can be 
recovered. Time needed to complete search is 
increased when carving in sector mode. And in 
some situations, carving data on byte by byte 
level may be of great importance [9]. A byte 
based data carve is used when we are searching 
for a file that exists within a file. For example, 
within a backup file. A Robust Pascal Script-
ing engine is offered by Forensic Explorer 
where writing of data carving scripts is possi-
ble. 

Whereas, Autopsy comes with a module 
named Photo Rec Carver that is used for Data 
carving and carves files from unallocated 
space [10]. The module works on the same 
principle of locating the File signatures i.e. 
headers and footers. For using this module the 
examiner just needs to select the checkbox in 
the ingest module settings and then the Photo 

Rec Carver is enabled. Under the tree of Data 
Sources, results of carving are shown with the 
heading “$CarvedFiles”.

5.1.1  Comparison between Carved files 
using Forensic Explorer and Autopsy

Following table shows a comparison of carved 
files between Forensic Explorer and Autopsy 
using the same Forensic image “mantooth”.

 Forensic Explorer Autopsy

  GIF 0 1

  REG 0 2

  JPG 5 5

  DOC 6 6

  TXT 368 0

  DAT 2 0

  NTFS 1 0

  PNG 0 1

It can be seen that 1 GIF, 2 REG, 5 JPG, 6 
DOC and 1 PNG file is carved by Autopsy. 
Whereas, 5 JPG, 6 DOC, 365 TXT, 2 DAT and 
1 NTFS files are carved by Forensic Explorer. 
A plus point for Forensic Explorer is that it 
provides a Disk view and  a category graph 
which provides convenience for the examiner 
to categorize the file types. 

Figure 8: Forensic Explorer Category graph 

6.  Conclusion

Digital forensics, field of file recovery is still 
growing and has made progress in the recovery 
of transient data. In conclusion, this paper 
covered the basics of Data carving in which we 
described data carving along with other impor-
tant concepts of slack space, unallocated space 
and Magic numbers. We performed file 
carving using the tools and HEX editor and on 
the other hand we also touched the area of 
manual data carving using UNIX utility. 
Furthermore advancement of tools for data 
carving process will have a greater impact. 
However, data carving remains a beneficial 
technique for the recovery of files and poten-
tial evidence without using any file system 
meta data information during digital investiga-
tions.  There is a lot of research yet to be done 
in the area of data recovery. File carving 
technique is greatly used by the forensic 
experts and the examiners to squeeze every bit 
of data out of the media. However, carving is 
impossible if a new file has already been 
overwritten in the unallocated area where the 
old file was placed. 
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1.  Introduction

 Today we regard ourselves as in a 
computerized world, where most data is made, 
caught, communicated, put away, and handled 
in computerized structure. From house to the 
industry, computers have become a everyday 
thing and there has been a massive increase in 
the crimes associated with it. This is where 
Digital Forensics come in. The focus of the 
forensic science discipline known as "digital 
forensics" is the use of digital information 
produced, saved, and conveyed by computers 
as a source of evidence in investigations and 
legal procedures. Digital forensic analysis 

makes it possible to recognize the type of 
crime committed and the culprit behind the 
crime. The main source of evidence against 
such crimes is the computer hard disk [1]. 
Investigator can perform forensic investigation 
of the file system on the hard disk to gather 
evidence against the criminal. Suspect might 
hide some sensitive information in the free 
space or the slack space of the file system 
therefore there is a need of forensic investiga-
tion of these spaces to retrieve the sensitive 
information [2]. Data storage on hard disk 
drive are organized by the file system, it is 
responsible for allocating free space to the files 
and to keep track of those files. To extract data 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

from unallocated space examiners use the 
technique of Data carving. Even though it is 
advantageous to comprehend the procedure 
and have the ability to carry it out manually if 
necessary, there are a lot of utilities that can 
carry out this activities for us. 

There are different situations in which we carry 
out the process of Data carving. Such as, if you 
open a file, it can appear to be one thing when 
in reality it's two things since the contents may 
have been stuffed into another file. You might 
have data that is simply stored outside the 
reach of several widely used operating system 
functions in situations where you have forked 
data, such as an alternate data stream or a 
resource fork [3]. We therefore carry out data 
carving. However, in order to extract data from 
a hard drive, we must first understand what we 
are looking for and how far to search. Since we 
are dependent on byte patterns on the drive, 
adopting  this data carving strategy has 
several drawbacks. It cannot be guaran-
teed that byte patterns like “ff d9” will only 
appear in the files we are looking for. The 
most frequent instance of carving in an actual 
investigation is an attempt to recover deleted 
data for which the associated metadata is either 
missing or no longer linked.

2.  Data Carving 

A wise forensic examiner once said “when all 
else fails, we carve”. Data carving, also known 
as File carving is a forensic procedure that is 
used for reconstructing files in unallocated 
space. It is also an effective skill for the recov-
ery of deleted data from unallocated memory 
space by locating the file signatures or the 
magic numbers.

There are several issues that an examiner may 
face during the process of Data Carving. Such 
as, the majority of tools would be able to locate 
the header, but it is possible that the footer 
would not be in the same or subsequent cluster. 
Thus, the carved file may be incomplete and 
may not be viewable. Data carving process can 
also result in many false hits, therefore, Footer 
analysis may reduce this problem. For several 
reasons file system information may not be 
available at some point, digital media could 
have been formatted to destroy the file system 
or a specific file might have been removed or 
deleted such that the file system indexes stop 
referring to the file content or maybe a file 
might be hidden in slack space or unallocated 
clusters [4]. A file recovery process or the 
process of recovering deleted data by locating 
the file signatures is basically known as File 
carving or Data carving. Raw bytes of the disk 
are scanned for the file carving process and 
then reassembled by examining the file signa-
ture.

File Signatures are also termed as Magic num-
bers which is a constant used for identifying 
the file format and distinguishing between the 
file formats, this means two different file types 
cannot have same File signatures. For example 
a JPEG file begins with “0xFFD8” and ends 
with “0xFFD9”. These constants are called 
File signatures or Magic numbers. File signa-
tures can be altered which can result in fake 
file type identification. 

Depending upon the situation, various tools for 
Data carving can be used by the examiner. 
However, it is required that the examiner clear-
ly understands the features of the tool and has 
a clear concept of carving a file. Currently, 
many Data carving commercial tools exists. 

Namely, Encase, Win-hex, Access-data FTK, 
foremost, scalpel and many more. 

If we talk about Windows Operating System, 
space is allocated on the hard disk drive as 
adjoining sectors in the form of group which 
are also known as clusters or allocation units. 
Whenever a new file is created, available space 
is found by the system and that space is allocat-
ed to that file. Unallocated space can be 
defined as the space that is not allocated within 
the file system to the active files [5]. This space 
is also sometimes called free space and on a 
hard drive it is a logical space on which 
Windows operating system can write to. It is 
basically opposing of allocated space, where 
files are already written by the operating 
system. 

Data might by hidden by the criminal in slack 
space. The remaining storage on a computer’s 
hard disk drive is the Slack space and it when 
an operating system allocates a space to the file 
and all of that space is not needed by the file. In 
other words, The portion after the end of a file 
but before the end of a cluster or block is usual-
ly referred to as slack space. In computer 
forensics, the analysis of Slack space is a very 
important aspect. In forensic investigations, it 
can be an important form of evidence. For 
example, if an entire hard disk cluster is filled 
by a file and the user deletes that file, and then 
a new file is saved by the user that does not 
entirely fill the hard disk cluster then the 
leftover space would not be necessarily be 
empty, it may contain data from the deleted 
file. Forensic examiners can extract that infor-
mation using computer forensics tools. 

In the following figure 1, one cluster is shown 
that is of 4096 bytes containing 8 sectors of 

512 bytes each represented as S1, S2, S3 .. S8 
respectively. 

Figure 1: Slack space explanation

To destroy the evidence, file deletion is one of 
the effortless way. Whether by using 
“DELETE” or “SHIFT + DELETE” button. 
Whenever the file is being deleted, the contents 
of the file are not wiped. Windows use the 
concept of pointers to track where the files 
exist on the hard disk drive. Every file and 
folder has a pointer. When a file is deleted, the 
pointer is removed and the sectors that contain 
the data of the file are marked as “available”. 
The file content is recoverable until and unless 
those sectors are overwritten. If a person does 
not wants his/her data to be recovered, they can 
use tools that wipes hard disk drives free space.

2.1 Difference between File Recovery 
and File Carving

One might be confused between the term file 
recovery and data carving. By using some 
forensics tool we can recover the deleted file 
until and unless it is not overwritten by any 
other file [6]. File system information is used 
for the purpose of file recovery and many files 
can be recovered by using the file system infor-
mation. Whereas, file carving or data carving 
works on raw data. File system information is 

not used during the process of file carving. In 
Data carving, a file is recovered on the basis of 
content and the structure of the file without the 
involvement of any matching file system meta 
data. If there is a case like corrupt directory 
entries or the missing directory entries, file 
carving technique is effectively used.  All we 
are looking at when it comes to data carving is 
a collection of bytes on a disc. It basically 
comes down to finding the drive's header bytes 
and then just extracting data from succeeding 
bytes.

2.2   Importance of Data Carving

Data carving is a crucial aspect in Digital 
forensics because it is a considerate technique 
in detecting a deleted file. A file can be hidden 
or concealed anywhere in areas like lost 
clusters, slack space, unallocated clusters of 
the hard disk drive. Forensic investigators may 
be sometimes in a situation where they are 
required to recover data. But why Data Carv-
ing? When the data is there, but can’t be 
correctly interpreted due to absent or damaged 
meta-data. For examples: File system corrup-
tion, Device formatting, Unknown proprietary 
formats, Files removed or deleted (uninten-
tionally or intentionally).
 
Traditional data recovery techniques are based 
on the file system information and the metada-
ta information is used to recover deleted files. 
However their might be some cases where 
there is no metadata information available and 
for such cases advanced forensic techniques 
are used such as Data carving. Files can be 
recovered through data carving as long as they 
are not overwritten.

A file system can store information in a variety 

of methods, and that information and data may 
persist long after the user thinks it has gone. 
This is crucial information for forensics 
experts because a suspect can try to conceal 
evidence, so you'll need to know not just where 
it might still be but also how to get to it. Data 
carving skills are crucial for this reason.

3.  Acceptable Evidence

Any document, physical item or testimony that 
can be used for proving a fact under the rules of 
evidence in a court of law. The admissibility of 
the evidence depends on various components. 
Those evidence that does not fall under the law 
of evidence are entitled as “inadmissible”. 
During file carving there is a complication that 
has to do with fragmented files. By fragmented 
files we mean a file that is stored on the disk at 
two or more different physical locations. And 
some techniques cannot reconstruct these types 
of files. Carving is done on the basis of file 
signatures and unfortunately not all file types 
have a standard footer signature and therefore 
locating the end of file is difficult. But if a file 
is carved in a forensically sound manner, it is 
then acceptable in the court of law [7]. Foren-
sic soundness provides assurance that during 
the investigation the evidence was not 
destroyed or corrupted.

4.  Manual Data Carving

Many automated tools exist to carve data out of 
a hard drive.  In this section we will see how an 
investigator or examiner can perform manual 
Data carving by locating the file signatures. 
Basically, We will look on how to carve data in 
an old fashioned way. To extract data we will 
use UNIX utilities [8]. First we created an 
image of  a 4GB USB rather than using a raw 

partition using the command;

sudo dd if=/dev/sdb1 of=image.dd

Figure 2: Creating Forensic image

Now we will find the headers of PNG file 
using the command;

grep -oba IHDR image.dd 

And after running this command we get 
number of headers in the image file. “IHDR” is 
the PNG file header.

Figure 3: Checking Headers of PNG file

And similarly we can find the footers of PNG 
file using command;

 grep -oba IEND image.dd

The ”IEND” chunk must appear LAST. It 
marks the end of the PNG data stream.

Figure 4 shows how we find out our starting 
sector, ending sector and block size. 

Figure 4:  Starting/ending sector, block size

Now we have all the information about our 
PNG file. let’s carve our PNG file from 
image.dd file using command;

dd if=image.dd of=img.png bs=512 
skip=16416 count=4831 command. 

Figure 5: Carving file 

We successfully extracted the PNG file from 
image.dd File named img.png.

 

Figure 6: File extracted

5.  Data Carving using HEX Editor

File carving is a technique for getting erased or 
reassembled computer files. It entails looking 
for a file within a data stream. This step is 
important in digital forensics because the 
forensics expert must examine all of the file 
system files and check for any deleted or 
formatted files that need to be further investi-
gated. We can use any HEX editor such as 
WinHex and HxD to perform the process of 
Data Carving. Download the image file from 
here;

ht tp: / /sceweb.sce.uhcl .edu/abeyseker-
a/ITEC4381/images/Mantooth.E01

Steps to perform Data Carving using HEX 
Editor;

i. Our objective in manual data carving is to 
locate a JPG file. Now in the HEX we will 
find header of a JPG file by simply right 
clicking or “CTRL + F” and the header for 
a JPG file is “FF D8”.

Figure 7: Location JPG header

ii. We got the starting point and on the left 
side we can see the digital offset 
“90640896” in figure 3.

Figure 8: Header of a JPG file

iii. Now the next step is to find the footer for 
the JPG file. The footer for the JPG file is 
“FF D9” and we will follow the same 
procedure we followed for locating the file 
header that is by simply right clicking or 
“CTRL + F”.

Figure 9: Locating the footer of JPG file

iv. We have successfully located the footer of 
the JPG file, that is the Ending of the file. 
As it can be seen in figure 5, “FF D9” has 
been highlighted with its digital offset 
90659280". In other words we have got 
the starting and the ending point of the 
JPG file.

Figure 10: Footer of the JPG file

v. If we notice figure 3 and figure 5, we have 
digital offset 90640896 in figure 3 and 
digital offset 90659280 in figure 5. We 
will subtract 90640896 from 90659280 
and we get 18400 which is the selection 
size of the JPG file.

Figure 11: Defining the selection size of the 
JPG file

vi. We then save the file with JPG extension. 
And file is therefore recovered. Viewing 
the JPG file, we can see this is one of the 
JPG file that was also carved using Foren-
sic Explorer and Autopsy so�ware. 

         

Figure 12: JPG File recovered by manual 
Data carving process.

5.1    Data Carving using other Tools

Tools like Forensic Explorer and Autopsy can 
be used for the purpose of Data Carving. 
Forensic Explorer is a tool that can be used by 
both novice and experienced investigators. 
This tool provides easy to use graphical user 
interface (GUI) followed by keyword search, 
data recovery, script technology, sort and filter. 

Large volume of data is quickly processed, 
complex investigative tasks are efficiently 
automated, detailed reports are produced and 
productivity is thereby increased. On the other 
hand, A digital forensic platform, Autopsy is 
used by corporate examiners and investigators, 
law enforcement agencies and military for 
digital forensic investigations for data carving. 

Carving support offered by Forensic Explorer 
is for mare that 300 file types. It supports 
Cluster based file carving, Sector based file 
carving and also the Byte based file carving. In 
FAT or NTFS, which are the cluster based file 
system, a new file must start in a new cluster. 
The file signature then appears near the file 
boundary so the file signatures are therefore 
searched near the file boundaries and the 
carving speed is then achieved. Their might be 
some situations in which performing lower 
level search for sector aligned file signatures 
may be advantageous, additional files can be 
recovered. Time needed to complete search is 
increased when carving in sector mode. And in 
some situations, carving data on byte by byte 
level may be of great importance [9]. A byte 
based data carve is used when we are searching 
for a file that exists within a file. For example, 
within a backup file. A Robust Pascal Script-
ing engine is offered by Forensic Explorer 
where writing of data carving scripts is possi-
ble. 

Whereas, Autopsy comes with a module 
named Photo Rec Carver that is used for Data 
carving and carves files from unallocated 
space [10]. The module works on the same 
principle of locating the File signatures i.e. 
headers and footers. For using this module the 
examiner just needs to select the checkbox in 
the ingest module settings and then the Photo 

Rec Carver is enabled. Under the tree of Data 
Sources, results of carving are shown with the 
heading “$CarvedFiles”.

5.1.1  Comparison between Carved files 
using Forensic Explorer and Autopsy

Following table shows a comparison of carved 
files between Forensic Explorer and Autopsy 
using the same Forensic image “mantooth”.

 Forensic Explorer Autopsy

  GIF 0 1

  REG 0 2

  JPG 5 5

  DOC 6 6

  TXT 368 0

  DAT 2 0

  NTFS 1 0

  PNG 0 1

It can be seen that 1 GIF, 2 REG, 5 JPG, 6 
DOC and 1 PNG file is carved by Autopsy. 
Whereas, 5 JPG, 6 DOC, 365 TXT, 2 DAT and 
1 NTFS files are carved by Forensic Explorer. 
A plus point for Forensic Explorer is that it 
provides a Disk view and  a category graph 
which provides convenience for the examiner 
to categorize the file types. 

Figure 8: Forensic Explorer Category graph 

6.  Conclusion

Digital forensics, field of file recovery is still 
growing and has made progress in the recovery 
of transient data. In conclusion, this paper 
covered the basics of Data carving in which we 
described data carving along with other impor-
tant concepts of slack space, unallocated space 
and Magic numbers. We performed file 
carving using the tools and HEX editor and on 
the other hand we also touched the area of 
manual data carving using UNIX utility. 
Furthermore advancement of tools for data 
carving process will have a greater impact. 
However, data carving remains a beneficial 
technique for the recovery of files and poten-
tial evidence without using any file system 
meta data information during digital investiga-
tions.  There is a lot of research yet to be done 
in the area of data recovery. File carving 
technique is greatly used by the forensic 
experts and the examiners to squeeze every bit 
of data out of the media. However, carving is 
impossible if a new file has already been 
overwritten in the unallocated area where the 
old file was placed. 
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1.  Introduction

 Today we regard ourselves as in a 
computerized world, where most data is made, 
caught, communicated, put away, and handled 
in computerized structure. From house to the 
industry, computers have become a everyday 
thing and there has been a massive increase in 
the crimes associated with it. This is where 
Digital Forensics come in. The focus of the 
forensic science discipline known as "digital 
forensics" is the use of digital information 
produced, saved, and conveyed by computers 
as a source of evidence in investigations and 
legal procedures. Digital forensic analysis 

makes it possible to recognize the type of 
crime committed and the culprit behind the 
crime. The main source of evidence against 
such crimes is the computer hard disk [1]. 
Investigator can perform forensic investigation 
of the file system on the hard disk to gather 
evidence against the criminal. Suspect might 
hide some sensitive information in the free 
space or the slack space of the file system 
therefore there is a need of forensic investiga-
tion of these spaces to retrieve the sensitive 
information [2]. Data storage on hard disk 
drive are organized by the file system, it is 
responsible for allocating free space to the files 
and to keep track of those files. To extract data 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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3.1 Specialists’ Point of View

Experts in the legal and technological 
disciplines have devised a variety of defini-
tions of cyberattack, the most notable of which 
are as follows:

According to Richard Clark, a cyberattack is 
an activity taken by a state to enter a computer 
or computer network in one or more nations 
with the intent of causing harm or destruction 
[33]. In the examination and critique of this 
definition, it can be stated that the perpetrator 
of the assault, the goal of the attack, and the 
intent of the attack are three factors as the 
standard, without taking into account the type 
of harm [34]. In addition, only the state is often 
recognized as the perpetrator of an assault if 
the attack is begun by a person in a context and 
geographic region (the cyberspace of a 
state-controlled network) under the control and 
jurisdiction of a state. If NGOs and private 
organizations conduct action against foreign 
nations, they are mainly beyond the scope of 
the preceding description and are not covered, 
leaving a vacuum in the legal coverage of such 
actions. Given this position, it is reasonable to 
conclude that the above definition is essential-
ly inadequate, since it excludes the majority of 
assaults carried out by private and non-govern-
mental organizations, resulting in a void [31].
Michael Hayden: Any purposeful effort to 
destroy or disrupt another country's computer 
network [35]. Obviously, this term is also quite 

broad and makes no distinction between cyber-
crime, cyberattack, and cyberwarfare, and the 
borders between their detection are blurred, 
and the lack of this distinction will undoubted-
ly affect critics and policymakers. The wide 
framework of the norms of war allows for 
unfettered internet, which will undoubtedly 
have harmful and negative repercussions for 
the expansion of war and the belligerence of 
states [36]. So, the preceding definition's 
generality is also its fundamental flaw, result-
ing in a lack of luck. In contrast to the first 
definition, which confined the perpetrator of 
an assault to a government aggressor, this term 
is broad, simple to interpret, and, as previously 
said, may be harmful, have bad consequences, 
and lead to international conflicts. Relations 
are tumultuous, and they eventually constitute 
a danger to international peace [37].

Martin Libicki: A digital assault on a computer 
system causes the targeted computer system to 
look normal while creating and sending out 
erroneous replies [38]. This definition of a 
cyber-assault effectively eliminates a wide 
variety of possible dangers to the national 
security of nations whose cyber infrastructure 
has been targeted but has not yet reached the 
degree and threshold of substantial attack. The 
fact is that these threats can inflict harm to the 
target country's computer systems and 
networks. As a result, any definition of cyber 
assault that excludes the aforementioned is 
unavoidably inadequate and not necessarily 

Computer network operations, according to the 
USNM cyberspace operations strategy, include 
attack, defense, and exploit enablement [18]. 
The latter differs from cyber assaults and cyber 
defenses as it main focus is on acquiring and 
analyzing information and not on damaging 
the network, it can act as a preparation phase 
for an attack [19]. Such activities can also be 
conducted out in order to disseminate informa-
tion and propaganda [20]. To steal important 
computer data, computer-network activities 
can also be undertaken. Wire taps and key 

loggers are effective tools for cyber espionage 
in this situation [21]. External users can access 
software through trap doors at any moment 
without the computer user's awareness. A 
sniffer is a program used to steal usernames 
and passwords [22]. Table 1 summarizes the 
fundamental concepts and definitions of cyber-
space.

Table 1: Fundamental concepts and basic 
definitions of cyberspace [12] [19] [29] [30].

Cyberwarfare may have the following implica-
tions [23] [5] [24]:

• Overthrow the governing system or 
constitute a catastrophic danger to nation-
al security;

• Begin traditional warfare at the same time 
to assist the start of physical combat;

• Causing catastrophic damage or harm to 
the country's image on a global scale;

• Causing severe disruption or harm to the 
country's political and economic connec-
tions;

• Internal turmoil; mass casualties or a 
threat to public health and safety;

• State administration is being disrupted on 
a large scale;

• Undermining public trust or national, 
religious and ethnic beliefs;

• Serious economic harm to the country;

• Widespread interruption or disruption of 
cyber systems.

In addition to these, five scenarios may also be 
considered for cyber warfare: (1) governments 
sponsored cyber-attacks to acquire information 
for future attacks, (2) cyber-attacks intended at 
laying the framework for any disturbance or 
public movement, and (3) cyber-attacks 
aiming at causing harm. In cyberattacks that 
impair equipment and aid physical assaults, (4) 
cyberattacks that supplement physical attacks, 
and (5) cyberattacks with the ultimate purpose 
of widespread devastation or disruption (cyber 

warfare) [25]. Encryption is one sort of cyber 
assault. Encryption is a reversible technique of 
encrypting data that necessitates the use of a 
key to decrypt. Encryption can be used in 
tandem with encryption to give an additional 
degree of secrecy [26]. Encryption is the 
practice and study of encrypting and decrypt-
ing data such that it can only be decoded by a 
certain individual. The cryptosystem is the 
system used to encrypt and decode data [27]. 
Encryption is a strong tool for securing sensi-
tive and private information from strangers and 
criminals, as well as concealing unwanted 
behavior from law enforcement. Cryptograph-
ic techniques require continual integration to 
reduce vulnerabilities as computers get faster 
and failover solutions become more secure 
[28]. It is important to note that there is a 
distinction between cybercrime, cyberwarfare, 
and cyberattack in general. Figure 3 and Table 
2 demonstrate the conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack.

(Figure 3: Conceptual contrast between 
cybercrime, cyberwarfare, and cyberattack)

Table 2: Conceptual contrast between cyber-
crime, cyberwarfare, and cyberattack [31] 
[32].

and sharing important and sensitive 
information around the world [4]. Cyber space 
has seen a significant increase in activates and 
financial transactions, through social media 
and other websites, a significant portion of 
people’s daily life and activities are spent in 
cyber space as well [5]. A country’s GDP 
(Gross Domestic Product) now has a 
significant percentage through online 
companies like e-commerce or freelancing and 
cyberspace indicators are showing that this 
percentage is on the rise. These days’ cyber 
space is linked to income and success of a 
significant portion of people globally [6]. In 
other words, several components of social life 
are connected to cyber space and any problem 
that arise in this space like insecurity or 
instability will have a direct effect on various 
areas of social life in real world [7]. All this 
adds to the problems and challenges for the 
users and organization which are working in 
online industry. Low cost to use, anonymity 
and lack of knowledge about cyber threats 
have resulted in a rise in cybercrimes either 
conducted against individuals or organizations 
by malicious groups or individuals equipped 
with proper knowledge. Cyber warfare, cyber 
terrorism, cyber bullying, and cyber espionage 
are some examples of cybercrimes [8]. All this 
leads to a very dangerous situation for national 
security as cybercrimes are not like traditional 
security threats where the threat actors are 
usually out in the open [9]. Specialist and 
analyst have been debating the potential of 
cyber-attacks on national security for decades 
[10]. There are numerous incidents of 
widespread physical and economic damage 
due to cyber-attacks like an attack on the 
banking system or virus to disrupt stock 
market activities or disruption to supply of 
power by injecting incorrect commands in 

system or disruption to air traffic control 
system can cause air accidents, all these cause 
countries to shut down its operations and lead 
to security issues [11] [12]. Experts struggle to 
cope with the cyber-attacks due to a large 
number of attack vectors across various 
technologies. It also becomes difficult to enact 
proper laws and mitigation strategies unless 
countries have a clear definition of 
cyber-attacks which are acknowledged by 
international community [13]. As a result, the 
question arises [14] as to;

• What constitutes a cyber-attack?

• What its feature are?

• If any attack occurs in cyber space can it 
be regarded as a crime in its proper defini-
tion.

The availability of proper definitions and 
categorization of cyber-attacks can no doubt 
help legal fraternity to establish proper laws 
and punishments. Without a clear picture and 
lack of knowledge about severity of cyber-at-
tacks, it leads to diversity in interpretations and 
practices which eventually leads to sometimes 
contradicting legal results [15] [16]. Therefore, 
the importance of fundamental knowledge of 
cyber-attacks, there working and analysis is of 
paramount importance and it necessitates 
extensive and continuous research. The 
foundational knowledge of cyber-attacks is 
discussed in this paper, followed by an analysis 
of mitigation techniques and categorization of 
cyber-attacks. Current definitions are analyzed 
from the perspective of global specialists and 
organizations. In the end conclusion of paper is 
provided. 

1. Introduction

 Internet has become an essential part of 
our daily lives for the more than two decades 
now. Due to the technological enhancements 
and low prices, the internet facility has seen a 
big boost in its availability, performance and 
uses. More than 3 billion users are connected 

to internet now worldwide [1]. Due to 
e-commerce and other activities, billions of 
dollars are generated by the global network of 
internet which has now become a significant 
portion of global economy [2]. Currently, the 
majority activities including social, cultural, 
economic and even governmental and NGOs 
are being done in the cyberspace [3]. Cyber 
space has become a center piece in controlling 

and controllers implanted in critical sectors. 
Another source of assaults is groups who target 
network systems for profit, and the number of 
attacks by these groups is growing [48]. In 
addition, other organizations (hackers) 
occasionally infiltrate the network to express 
themselves. In the current state of affairs, it is 
feasible to enter the network with minimum 
knowledge and abilities by obtaining the 
essential applications and protocols from the 
Internet and utilizing them for other sites. 
Simultaneously, another politically motivated 
organization known as hacktivism launched 
attacks on major online pages or email provid-
ers. These organizations often raise the burden 
on email providers and distribute their political 
messages through website infiltration [49]. 
Dissatisfied agents within an organization, on 
the other hand, are a key source of cybercrime, 
and these agents do not require a great deal of 
understanding about cyberattacks; since their 
target system awareness typically provides 
unlimited access to the system or takes the 
company's information. Terrorists are another 
source of risks because they aim to damage, 
disable, or deliberately exploit vital infrastruc-
ture in order to endanger national security, 
create large losses, harm national economies, 
and disrupt public attitude and confidence 
[50]. Figure 4 depicts the origins of cyber-at-
tacks.

Denial of service, logic bombs, abuse tools, 
sniffers, Trojans, viruses, worms, spam, and 
botnets are the most common cyber assault 
tactics. Figure 5 depicts many forms of cyber-
attacks. The authorized user's access to the 
system is denied in a denial of service attack, 
and vice versa. In fact, the attacker eventually 
immerses the target machine in numerous 

messages and disrupts legal data flow. This 
stops any system from connecting to the 
Internet or interacting with other systems [51]. 
They attack from a huge number of distributed 
systems at the same time in another strategy 
known as wide denial of service. This is 
commonly accomplished by spreading worms 
across numerous computers in order to assault 
the target. The public can use abusive tools to 
find and penetrate weaknesses in networks 
with differing skill levels. Another sort of 
attack is logic bombs, in which programmers 
add code into a software that automatically 
conducts damaging operations whenever a 
specified event happens [52] [53]. A sniffer is a 
software that listens in on routing information 
and searches for particular information such as 
passwords by inspecting each packet in the 
data stream [54]. Trojans conceal deadly code 
and frequently masquerade as beneficial appli-
cations that victims are prepared to use [55]. 
Viruses also taint system files, mainly utilities, 
by introducing copies of themselves into these 
files. These versions execute by loading the 
infected file into memory, allowing the virus to 
infect subsequent files. Viruses, unlike worms, 
require human assistance to propagate. A 
worm, on the other hand, is a self-replicating 
system software that copies itself from one 
computer to another on a network [56]. Finally, 
a botnet is a network of compromised remote 
control devices that are used to distribute 
malware, coordinate assaults, spam, and steal 
data. Botnets are often deployed discreetly on 
target computers, allowing unauthorized 
individuals to remotely manipulate the target 
system in order to achieve their harmful objec-
tives. Botnets are frequently referred to as 
"electronic troops" [57].

networks, and data from internal and external 
threats. Cybersecurity experts safeguard 
networks, servers, intranets, and computer 
systems. Cybersecurity guarantees that only 
those who are permitted have access to this 
information [12]. Understanding the different 
forms of cybersecurity is essential for effective 
defense. Figure 6 depicts the many forms of 
cybersecurity.

(Figure 6: Types of cyber security)

Network-Security: To safeguards computer 
networks against viruses and hackers. Cyber-
security refers to a collection of solutions that 
allow firms to protect computer networks 
against hackers, organized attacks, and viruses 
[64].
Application Security: The use of software 
like antivirus applications, encryption, and 
firewalls or the use of hardware devices to 
secure systems from threats that may interfere 
with application development [65].
Information Security: The digital data must 
be protected from misuse, disclosure, unau-
thorized access, unlawful change, and deletion 
[66].
Operational security: The methods and 
decisions taken to regulate and secure data are 
referred to as operational security. For exam-

ple, user privileges when connecting to a 
network, or processes that determine when and 
where information can be kept or exchanged 
[66].
Cloud Security: Cloud security is the process 
of protecting information/data stored in the 
cloud through tools and monitoring it in order 
to remove the possibility of on-site assaults 
[67].
User training: Individuals are the unexpected 
parts of cybersecurity. A virus can be inadvert-
ently infected into a security system by 
anyone. Teaching employees to not to connect 
anonymous USB drives, to remove suspicious 
attachments in emails and other crucial 
concerns should be part of every corporate 
security policy [67].

Cybercrimes can be any actions that are unlaw-
ful and are performed to compromise a system, 
device or network. It can be categorized in two 
types: crimes that target systems and crimes in 
which systems operate inadvertently. Table 3 
depicts the strategies most typically employed 
by cybercriminals. Any organization's security 
must have three principles: Confidentiality, 
Integrity, and Availability. These three princi-
ples are known as the CIA Triad and they have 
been the norm for system security from the 
early days of computing (see Figure 7) [68]. 

(Figure 7: CIA Triad)

comprehensive [39] [40].

Tallinn Manual Group: A cyber-attack is a 
malicious or defensive cyber action that causes 
casualties, property damage, or destruction. 
The issue of contention with this definition is 
the produced outcome and effect. According to 
the source of this definition, a cyber-attack is 
of the attack type if it results in the outcomes 
indicated in the definition (i.e., causing bodily 
and economic harm) [29]. As a result, rather 
than the attack itself, the main basis for this 
group's definition is the result-oriented nature 
of a cyber-attack; such an attack can be 
described as an attack if it leaves an objective, 
tangible, violent effect and consequence, while 
at this stage, the rules of international law in 
relevant fields and areas (right to resort to 
duress, the law of war, and the law of interna-
tional responsibility will be enforceable [41].

4. Cyberspace Threats

Naturally, the scale of global cyberspace 
produces overlapping spheres of control for 
state actors with varying cultural and legal 
approaches as well as strategic goals [42]. 
Countries all around the world already rely 
significantly for communication and control of 
the real world on cyber space. As a result, 
cyberspace is progressively influencing state 
security responsibilities and functions [43]. 
There is no certainty in the product supply 
chain process due to worldwide manufacture 
of hardware and software goods. The network 
realm is qualitatively distinct due to its scala-
bility. Bombs have a limited physical reach in 
the most extreme situations; but, the reach of 
cyber threats is quite vast; hence, we have a 
method by which we may regulate real-world 

activities. Cyberspace activities, like many 
other disciplines of expertise, are controlled by 
a small number of people. Users are unable to 
change or control the software and hardware 
that they utilize. To manage and control cyber 
warfare there are only few organizations that 
are capable and it is no secret [44]. Despite the 
requirement for focus and competence, the 
scattered structure of the cyber world prohibits 
a single individual or group of people from 
gaining total control. Changes in the network-
ing industry are occurring at a rapid pace and 
are based on the ongoing development of 
computing and communication technology. 
This acceleration is aided by network 
cohesiveness. Every transition ushers in a new 
period of sensitivity and responsiveness. 
Cyberspace, far from being stagnant through-
out [45], is nearly dynamic. The distribution of 
cyber assets is similar to all sorts of organiza-
tions, ranging from closed and govern-
ment-controlled systems to those owned and 
managed by society's private sector, each with 
various resources and facilities, as well as 
varied skills and concerns [46]. Because of the 
nature of cyberspace, there is currently no 
technical capability to confidently attribute 
actions to people, groups, or organizations. 
External threats, internal threats, threats in the 
supply chain of products and services, and 
risks owing to poor operational capabilities of 
local forces are the primary dangers in cyber-
space [47]. Some intelligence collecting and 
espionage actions are carried out by foreign 
intelligence services using cyber technologies. 
Many similar examples have been documented 
throughout the world as a result of the exploita-
tion and disruption of national information 
infrastructure, such as computer systems, 
Internet information networks, and processors 

(Figure 4: Cyber threat sources)

(Figure 5: Cyber-attack types.)

Qiu and his colleagues investigated the impact 
and danger of cybersecurity in a WAMS-based 
FFR (fractional flow reserve) control using a 
unique scale CNN to interpret faked data from 
two scales [58]. They are also researching a 
cybersecurity defensive strategy for FFR 
systems based on time and frequency. The 
results reveal that true synchro phasor data is 
more accurate and robust. Based on knowl-
edge-based hidden Makrove modelling, Lee 
and his colleagues created a way to unify the 
cyberattack recovery process [59]. They also 
investigated a safe state approximation 
approach based on the updated HMM. A case 
study demonstrates the efficacy of the present-

ed strategy. Zhang and Malacaria developed a 
cybersecurity decision support system to help 
organizations choose the appropriate security 
combination to fight against multi-stage 
assaults [60]. To identify ongoing threats, the 
system includes LM-powered online and 
preventative improvements. They discovered a 
Bayesian STACKELBERG game of selecting 
efficient solutions online. Kim and his 
colleagues investigated NPP for cyberattack 
likelihood factors [61]. Furthermore, AHP and 
FA are used to quantify the comparative impor-
tance of NPP likelihood factors. They discov-
ered that support for South Korea's approach to 
cybersecurity was associated with a stronger 
preference for execution. According to Tosun, 
the cyberattack had an immediate detrimental 
impact on the company's reputation. Further-
more, financial markets have increased in a 
rebound drop in response to corporate security 
breaches. Furthermore, transaction rates have 
risen as a result of selling pressure and 
improved liquidity. R&D and dividends fall 
with time, whereas target firms continue to pay 
CEOs [62].

5. Mitigation Techniques – Cyber 
Security

Cybersecurity is a critical concern in the 
infrastructure of any business and organiza-
tion. In brief, a cybersecurity-based firm or 
organization can gain high status and numer-
ous accomplishments as a consequence of the 
company's capacity to secure private and 
consumer data from rivals. Customers' and 
individuals' competitors, as well as organiza-
tions, are abusive. In order to thrive and flour-
ish, a firm or organization must first provide 
the highest available security [63]. Cybersecu-
rity is taking real steps to secure information, 

from unallocated space examiners use the 
technique of Data carving. Even though it is 
advantageous to comprehend the procedure 
and have the ability to carry it out manually if 
necessary, there are a lot of utilities that can 
carry out this activities for us. 

There are different situations in which we carry 
out the process of Data carving. Such as, if you 
open a file, it can appear to be one thing when 
in reality it's two things since the contents may 
have been stuffed into another file. You might 
have data that is simply stored outside the 
reach of several widely used operating system 
functions in situations where you have forked 
data, such as an alternate data stream or a 
resource fork [3]. We therefore carry out data 
carving. However, in order to extract data from 
a hard drive, we must first understand what we 
are looking for and how far to search. Since we 
are dependent on byte patterns on the drive, 
adopting  this data carving strategy has 
several drawbacks. It cannot be guaran-
teed that byte patterns like “ff d9” will only 
appear in the files we are looking for. The 
most frequent instance of carving in an actual 
investigation is an attempt to recover deleted 
data for which the associated metadata is either 
missing or no longer linked.

2.  Data Carving 

A wise forensic examiner once said “when all 
else fails, we carve”. Data carving, also known 
as File carving is a forensic procedure that is 
used for reconstructing files in unallocated 
space. It is also an effective skill for the recov-
ery of deleted data from unallocated memory 
space by locating the file signatures or the 
magic numbers.

There are several issues that an examiner may 
face during the process of Data Carving. Such 
as, the majority of tools would be able to locate 
the header, but it is possible that the footer 
would not be in the same or subsequent cluster. 
Thus, the carved file may be incomplete and 
may not be viewable. Data carving process can 
also result in many false hits, therefore, Footer 
analysis may reduce this problem. For several 
reasons file system information may not be 
available at some point, digital media could 
have been formatted to destroy the file system 
or a specific file might have been removed or 
deleted such that the file system indexes stop 
referring to the file content or maybe a file 
might be hidden in slack space or unallocated 
clusters [4]. A file recovery process or the 
process of recovering deleted data by locating 
the file signatures is basically known as File 
carving or Data carving. Raw bytes of the disk 
are scanned for the file carving process and 
then reassembled by examining the file signa-
ture.

File Signatures are also termed as Magic num-
bers which is a constant used for identifying 
the file format and distinguishing between the 
file formats, this means two different file types 
cannot have same File signatures. For example 
a JPEG file begins with “0xFFD8” and ends 
with “0xFFD9”. These constants are called 
File signatures or Magic numbers. File signa-
tures can be altered which can result in fake 
file type identification. 

Depending upon the situation, various tools for 
Data carving can be used by the examiner. 
However, it is required that the examiner clear-
ly understands the features of the tool and has 
a clear concept of carving a file. Currently, 
many Data carving commercial tools exists. 

Namely, Encase, Win-hex, Access-data FTK, 
foremost, scalpel and many more. 

If we talk about Windows Operating System, 
space is allocated on the hard disk drive as 
adjoining sectors in the form of group which 
are also known as clusters or allocation units. 
Whenever a new file is created, available space 
is found by the system and that space is allocat-
ed to that file. Unallocated space can be 
defined as the space that is not allocated within 
the file system to the active files [5]. This space 
is also sometimes called free space and on a 
hard drive it is a logical space on which 
Windows operating system can write to. It is 
basically opposing of allocated space, where 
files are already written by the operating 
system. 

Data might by hidden by the criminal in slack 
space. The remaining storage on a computer’s 
hard disk drive is the Slack space and it when 
an operating system allocates a space to the file 
and all of that space is not needed by the file. In 
other words, The portion after the end of a file 
but before the end of a cluster or block is usual-
ly referred to as slack space. In computer 
forensics, the analysis of Slack space is a very 
important aspect. In forensic investigations, it 
can be an important form of evidence. For 
example, if an entire hard disk cluster is filled 
by a file and the user deletes that file, and then 
a new file is saved by the user that does not 
entirely fill the hard disk cluster then the 
leftover space would not be necessarily be 
empty, it may contain data from the deleted 
file. Forensic examiners can extract that infor-
mation using computer forensics tools. 

In the following figure 1, one cluster is shown 
that is of 4096 bytes containing 8 sectors of 

512 bytes each represented as S1, S2, S3 .. S8 
respectively. 

Figure 1: Slack space explanation

To destroy the evidence, file deletion is one of 
the effortless way. Whether by using 
“DELETE” or “SHIFT + DELETE” button. 
Whenever the file is being deleted, the contents 
of the file are not wiped. Windows use the 
concept of pointers to track where the files 
exist on the hard disk drive. Every file and 
folder has a pointer. When a file is deleted, the 
pointer is removed and the sectors that contain 
the data of the file are marked as “available”. 
The file content is recoverable until and unless 
those sectors are overwritten. If a person does 
not wants his/her data to be recovered, they can 
use tools that wipes hard disk drives free space.

2.1 Difference between File Recovery 
and File Carving

One might be confused between the term file 
recovery and data carving. By using some 
forensics tool we can recover the deleted file 
until and unless it is not overwritten by any 
other file [6]. File system information is used 
for the purpose of file recovery and many files 
can be recovered by using the file system infor-
mation. Whereas, file carving or data carving 
works on raw data. File system information is 

not used during the process of file carving. In 
Data carving, a file is recovered on the basis of 
content and the structure of the file without the 
involvement of any matching file system meta 
data. If there is a case like corrupt directory 
entries or the missing directory entries, file 
carving technique is effectively used.  All we 
are looking at when it comes to data carving is 
a collection of bytes on a disc. It basically 
comes down to finding the drive's header bytes 
and then just extracting data from succeeding 
bytes.

2.2   Importance of Data Carving

Data carving is a crucial aspect in Digital 
forensics because it is a considerate technique 
in detecting a deleted file. A file can be hidden 
or concealed anywhere in areas like lost 
clusters, slack space, unallocated clusters of 
the hard disk drive. Forensic investigators may 
be sometimes in a situation where they are 
required to recover data. But why Data Carv-
ing? When the data is there, but can’t be 
correctly interpreted due to absent or damaged 
meta-data. For examples: File system corrup-
tion, Device formatting, Unknown proprietary 
formats, Files removed or deleted (uninten-
tionally or intentionally).
 
Traditional data recovery techniques are based 
on the file system information and the metada-
ta information is used to recover deleted files. 
However their might be some cases where 
there is no metadata information available and 
for such cases advanced forensic techniques 
are used such as Data carving. Files can be 
recovered through data carving as long as they 
are not overwritten.

A file system can store information in a variety 

of methods, and that information and data may 
persist long after the user thinks it has gone. 
This is crucial information for forensics 
experts because a suspect can try to conceal 
evidence, so you'll need to know not just where 
it might still be but also how to get to it. Data 
carving skills are crucial for this reason.

3.  Acceptable Evidence

Any document, physical item or testimony that 
can be used for proving a fact under the rules of 
evidence in a court of law. The admissibility of 
the evidence depends on various components. 
Those evidence that does not fall under the law 
of evidence are entitled as “inadmissible”. 
During file carving there is a complication that 
has to do with fragmented files. By fragmented 
files we mean a file that is stored on the disk at 
two or more different physical locations. And 
some techniques cannot reconstruct these types 
of files. Carving is done on the basis of file 
signatures and unfortunately not all file types 
have a standard footer signature and therefore 
locating the end of file is difficult. But if a file 
is carved in a forensically sound manner, it is 
then acceptable in the court of law [7]. Foren-
sic soundness provides assurance that during 
the investigation the evidence was not 
destroyed or corrupted.

4.  Manual Data Carving

Many automated tools exist to carve data out of 
a hard drive.  In this section we will see how an 
investigator or examiner can perform manual 
Data carving by locating the file signatures. 
Basically, We will look on how to carve data in 
an old fashioned way. To extract data we will 
use UNIX utilities [8]. First we created an 
image of  a 4GB USB rather than using a raw 

partition using the command;

sudo dd if=/dev/sdb1 of=image.dd

Figure 2: Creating Forensic image

Now we will find the headers of PNG file 
using the command;

grep -oba IHDR image.dd 

And after running this command we get 
number of headers in the image file. “IHDR” is 
the PNG file header.

Figure 3: Checking Headers of PNG file

And similarly we can find the footers of PNG 
file using command;

 grep -oba IEND image.dd

The ”IEND” chunk must appear LAST. It 
marks the end of the PNG data stream.

Figure 4 shows how we find out our starting 
sector, ending sector and block size. 

Figure 4:  Starting/ending sector, block size

Now we have all the information about our 
PNG file. let’s carve our PNG file from 
image.dd file using command;

dd if=image.dd of=img.png bs=512 
skip=16416 count=4831 command. 

Figure 5: Carving file 

We successfully extracted the PNG file from 
image.dd File named img.png.

 

Figure 6: File extracted

5.  Data Carving using HEX Editor

File carving is a technique for getting erased or 
reassembled computer files. It entails looking 
for a file within a data stream. This step is 
important in digital forensics because the 
forensics expert must examine all of the file 
system files and check for any deleted or 
formatted files that need to be further investi-
gated. We can use any HEX editor such as 
WinHex and HxD to perform the process of 
Data Carving. Download the image file from 
here;

ht tp: / /sceweb.sce.uhcl .edu/abeyseker-
a/ITEC4381/images/Mantooth.E01

Steps to perform Data Carving using HEX 
Editor;

i. Our objective in manual data carving is to 
locate a JPG file. Now in the HEX we will 
find header of a JPG file by simply right 
clicking or “CTRL + F” and the header for 
a JPG file is “FF D8”.

Figure 7: Location JPG header

ii. We got the starting point and on the left 
side we can see the digital offset 
“90640896” in figure 3.

Figure 8: Header of a JPG file

iii. Now the next step is to find the footer for 
the JPG file. The footer for the JPG file is 
“FF D9” and we will follow the same 
procedure we followed for locating the file 
header that is by simply right clicking or 
“CTRL + F”.

Figure 9: Locating the footer of JPG file

iv. We have successfully located the footer of 
the JPG file, that is the Ending of the file. 
As it can be seen in figure 5, “FF D9” has 
been highlighted with its digital offset 
90659280". In other words we have got 
the starting and the ending point of the 
JPG file.

Figure 10: Footer of the JPG file

v. If we notice figure 3 and figure 5, we have 
digital offset 90640896 in figure 3 and 
digital offset 90659280 in figure 5. We 
will subtract 90640896 from 90659280 
and we get 18400 which is the selection 
size of the JPG file.

Figure 11: Defining the selection size of the 
JPG file

vi. We then save the file with JPG extension. 
And file is therefore recovered. Viewing 
the JPG file, we can see this is one of the 
JPG file that was also carved using Foren-
sic Explorer and Autopsy so�ware. 

         

Figure 12: JPG File recovered by manual 
Data carving process.

5.1    Data Carving using other Tools

Tools like Forensic Explorer and Autopsy can 
be used for the purpose of Data Carving. 
Forensic Explorer is a tool that can be used by 
both novice and experienced investigators. 
This tool provides easy to use graphical user 
interface (GUI) followed by keyword search, 
data recovery, script technology, sort and filter. 

Large volume of data is quickly processed, 
complex investigative tasks are efficiently 
automated, detailed reports are produced and 
productivity is thereby increased. On the other 
hand, A digital forensic platform, Autopsy is 
used by corporate examiners and investigators, 
law enforcement agencies and military for 
digital forensic investigations for data carving. 

Carving support offered by Forensic Explorer 
is for mare that 300 file types. It supports 
Cluster based file carving, Sector based file 
carving and also the Byte based file carving. In 
FAT or NTFS, which are the cluster based file 
system, a new file must start in a new cluster. 
The file signature then appears near the file 
boundary so the file signatures are therefore 
searched near the file boundaries and the 
carving speed is then achieved. Their might be 
some situations in which performing lower 
level search for sector aligned file signatures 
may be advantageous, additional files can be 
recovered. Time needed to complete search is 
increased when carving in sector mode. And in 
some situations, carving data on byte by byte 
level may be of great importance [9]. A byte 
based data carve is used when we are searching 
for a file that exists within a file. For example, 
within a backup file. A Robust Pascal Script-
ing engine is offered by Forensic Explorer 
where writing of data carving scripts is possi-
ble. 

Whereas, Autopsy comes with a module 
named Photo Rec Carver that is used for Data 
carving and carves files from unallocated 
space [10]. The module works on the same 
principle of locating the File signatures i.e. 
headers and footers. For using this module the 
examiner just needs to select the checkbox in 
the ingest module settings and then the Photo 

Rec Carver is enabled. Under the tree of Data 
Sources, results of carving are shown with the 
heading “$CarvedFiles”.

5.1.1  Comparison between Carved files 
using Forensic Explorer and Autopsy

Following table shows a comparison of carved 
files between Forensic Explorer and Autopsy 
using the same Forensic image “mantooth”.

 Forensic Explorer Autopsy

  GIF 0 1

  REG 0 2

  JPG 5 5

  DOC 6 6

  TXT 368 0

  DAT 2 0

  NTFS 1 0

  PNG 0 1

It can be seen that 1 GIF, 2 REG, 5 JPG, 6 
DOC and 1 PNG file is carved by Autopsy. 
Whereas, 5 JPG, 6 DOC, 365 TXT, 2 DAT and 
1 NTFS files are carved by Forensic Explorer. 
A plus point for Forensic Explorer is that it 
provides a Disk view and  a category graph 
which provides convenience for the examiner 
to categorize the file types. 

Figure 8: Forensic Explorer Category graph 

6.  Conclusion

Digital forensics, field of file recovery is still 
growing and has made progress in the recovery 
of transient data. In conclusion, this paper 
covered the basics of Data carving in which we 
described data carving along with other impor-
tant concepts of slack space, unallocated space 
and Magic numbers. We performed file 
carving using the tools and HEX editor and on 
the other hand we also touched the area of 
manual data carving using UNIX utility. 
Furthermore advancement of tools for data 
carving process will have a greater impact. 
However, data carving remains a beneficial 
technique for the recovery of files and poten-
tial evidence without using any file system 
meta data information during digital investiga-
tions.  There is a lot of research yet to be done 
in the area of data recovery. File carving 
technique is greatly used by the forensic 
experts and the examiners to squeeze every bit 
of data out of the media. However, carving is 
impossible if a new file has already been 
overwritten in the unallocated area where the 
old file was placed. 
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1.  Introduction

 Today we regard ourselves as in a 
computerized world, where most data is made, 
caught, communicated, put away, and handled 
in computerized structure. From house to the 
industry, computers have become a everyday 
thing and there has been a massive increase in 
the crimes associated with it. This is where 
Digital Forensics come in. The focus of the 
forensic science discipline known as "digital 
forensics" is the use of digital information 
produced, saved, and conveyed by computers 
as a source of evidence in investigations and 
legal procedures. Digital forensic analysis 

makes it possible to recognize the type of 
crime committed and the culprit behind the 
crime. The main source of evidence against 
such crimes is the computer hard disk [1]. 
Investigator can perform forensic investigation 
of the file system on the hard disk to gather 
evidence against the criminal. Suspect might 
hide some sensitive information in the free 
space or the slack space of the file system 
therefore there is a need of forensic investiga-
tion of these spaces to retrieve the sensitive 
information [2]. Data storage on hard disk 
drive are organized by the file system, it is 
responsible for allocating free space to the files 
and to keep track of those files. To extract data 

2. Methodology

The methodology used in this research paper is 

explained in the below diagram:

3. Fundamental Concepts

Cyber assaults are part of a larger context than 
what is generally referred to as information 
operations. Electronic warfare, psychology, 
computer networks, military tricks and securi-
ty operations, and other major capabilities, 

combined with special support and related 
capabilities, are used extensively in informa-
tion operations to infiltrate, hijack or stop 
human decision-making [17]. The steps of a 
cyber-attack can be depicted as shown in 
Figure 2.

According to the Confidentiality concept, only 
those who have proper authorization can have 
access to sensitive information and can make 
use of sensitive functionalities of an organiza-
tion. According to the Integrity concept, only 
authorized personnel are permitted to edit, 
remove or delete sensitive information and 
functions. According to the Availability 
concept, systems, services, and data must be 
made available on demand in accordance with 
specified specifications based on SLA service 
levels [69]. The greatest cybersecurity proce-
dures go above and beyond the aforementioned 
criteria. This basic protection can be circum-
vented by any competent hacker. As a compa-
ny grows in size, cybersecurity gets increas-
ingly complex. Another cybersecurity restric-
tion is coping with the increasing number of 
persons participating in the flow of virtual and 
real-world data. The shortage of skilled 
vocations to do the work is a significant barrier 
in cybersecurity. Many are at the bottom end of 
the cybersecurity vision, with general abilities. 
Coverage of cyberspace is a big topic. In the 
next essay, we'll go through the many sorts of 
cybersecurity. A complete approach takes into 
account all of these factors and does not 
overlook any of them [70]. The world's key 
infrastructure is a hybrid of cyber and physical 
components. This amazing building provides 
us with several advantages. Deploying online 

systems, on the other hand, introduces 
additional vulnerabilities for hackers and 
cyberattacks. Organizational decision-makers 
must priorities how an assault impacts their 
performance. Some of the most talented new 
hackers regard web application security as the 
weakest link in the chain of attack on corpora-
tions. This reduces the amount of labor 
required to hack and infiltrate the information. 
Cybersecurity is getting increasingly sophisti-
cated. Businesses must have a "security 
perspective" on how cybersecurity works. 
Because of heightened security dangers, 
investments in cybersecurity systems and 
services are expanding. McAfee, Cisco, and 
Trend Micro are three businesses that are 
involved in this space [71].

5.1 Cyber-Security Policy

Over time, the network boosts community 
production and effectively distributes knowl-
edge. No matter whatever application or indus-
trial network is used, the goal is to increase 
output. The rapid movement of data to cyber-
space primarily undermines the entire system's 
security. Security metrics are frequently in 
direct opposition with progress for technical 
experts enhancing production, since preventa-
tive measures decrease, ban, or delay user 
access, consume metrics that indicate impor-

tant system resources, and respond to manage-
ment concerns [73]. The term "policy" refers to 
rules and regulations for the dissemination of 
information, data protection objectives for the 
commercial sector, and system operational 
policies for technological controls in a number 
of domains relevant to cybersecurity. Howev-
er, the word cybersecurity policy is used for a 
distinct reason in this field. There is no defini-
tive definition of cybersecurity policy, as there 
is for the word "cyberspace," but when used as 
an adjective in the policy area, it alludes to a 
common notion [74].

Cybersecurity rules are recognized by the 
regulatory framework and explicitly applied to 
the regulator's relevant areas. The components 
of security policies differ depending on the 
policy scope [75]. National cybersecurity 
policy, for example, applies to all citizens and 
maybe international businesspeople operating 
in the industry, but corporate cybersecurity 
only applies to personnel who are hired or have 
legal contracts and are required to manage 
their behavior toward the organization. It is not 
realistic to expect resource suppliers that are 
totally dependent on one client to comply with 
client security standards unless a written 
contract is in existence [76]. National security 
objectives are not the same as business security 
objectives. The implementing agency is in 
charge of interpreting and registering the 
policy, and the regulatory committee and 
appropriate authorities are in charge of approv-
ing it. However, in most businesses, a central-
ized security department is in charge of cyber-
security policies, standards, and solutions. The 
enterprise security unit's standards and 
solutions serve as a reference for legislation. 
When security becomes a high concern for a 
company, cybersecurity rules are published by 

various internal units of the Common Compo-
nent Wing. These shared components can 
occasionally detect policy discrepancies 
caused by attempting to implement these 
concerns concurrently [38].

The country's cyber policy is now integrated 
into its national security strategy. Indeed, 
policies are formed and disseminated in papers 
and lectures via discussions and debates of 
many points of view. Rules and regulations 
have nothing to do with policies. Laws, agree-
ments, and guidelines, at best, offer a meaning-
ful and logical policy. Cybersecurity enforce-
ment orders, rules, and regulations, on the 
other hand, can be issued without the creation 
of a cybersecurity policy [77].

Different sectors are required to respect the 
norms in a corporate environment owing to the 
threat of fines, which will remain until the 
violating sector closes. For example, code HR, 
civil, or costing policies such that any violation 
of notification rules results in the closure of the 
relevant department. Middle managers are 
required to implement communication policies 
into departmental operations and generate 
metrics at the departmental level to measure 
policy compliance, as well as to assist proce-
dures such as hiring personnel or submitting 
costs. Any sort of organizational division has 
governance limits in the public sector [78]. 
There are instances in which different aspects 
of information categorization are significantly 
weighted, but the corporate security policy 
supplied by the CEO applies to the whole firm, 
but the security policy released by the CEO is 
confined to the domain. Technicians should 
apply. One of the most recent organization-
al-wide improvements has been the appoint-
ment of senior data security managers or senior 

managers in charge of choosing various 
aspects of an organization's security posture. 
Also, one of the disadvantages of corporate 
cybersecurity policy against HR/legal policy is 
that it is delegated to middle management. 
When the danger of disclosure of sensitive 
information is considerable, cybersecurity 
regulations may demand that information not 
be delivered without a comprehensive review 
of the recipient's capacity to preserve the 
security of the information [79]. The policy 
defers data risk assessment to managers who 
may seek to save money by outsourcing infor-
mation flow to the office and utilizing person-
nel outside the office for information analysis. 
Perhaps the same boss wishes to avoid inspec-
tion in order to reduce expenditures. This 
circumstance may be the consequence of a 
miscalculation of non-security professionals' 
information obligations, or it may be that the 
culture of the organization involved accepts 
the risk. In every scenario, work division is 
critical. These circumstances are exacerbated 
by the fact that cybersecurity measurements 
have not yet developed as accounting or HR 
metrics.

6. Conclusion

Cyber space and associated technologies are an 
important sources of power for current genera-
tion. The asymmetry of cyberspace along with 
anonymity and lack of security measures plus 
the low cost to access internet creates a 
situation of power dissipation. Because of 
which along with the measure taken at govern-
mental level, individuals and private organiza-
tions have to also put in effort against the 
malicious actors in cyber space. Cyber-attacks 
jeopardize the national security, and its impact 
may be measured in various ways. The first is 

that the national security can no longer be 
defined solely in terms of internal and external 
boundaries; technological advancements in 
people’s daily life pose a threat to national 
security as well due to interlinked services. 
The second is the removal of geographical 
boundaries of cyber threats; military threats 
used to have a definite geographical location 
with which it was easy to identify security 
threats but that’s not the case in terms of cyber 
space. The third factor is the varying level of 
vulnerabilities brought by cyber threats; the 
attacks and intermittent, multi-dimensional 
and extremely damaging due to their link with 
the critical infrastructure and networks. Fourth 
is that the traditional tools used by security 
agencies for the mitigation and containment of 
threats are insufficient. Governments alone 
cannot cope with all these variables. Effective 
bilateral collaboration between governments 
and the business sector is mutually beneficial 
in dealing with these threats. Fifth, as seen in 
the preceding point, cyber risks are not restrict-
ed to governments, and people and businesses 
are not immune to them. In the end, only with 
a collective effort and use to proper tools along 
with adequate knowledge can the threats of 
cyber-attacks in cyber space be minimized.
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