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7.   Conclusion

According to the author and the co-author, 
detection of malware in a packet is an interest-
ing activity in investigating it. The above-men-
tioned ways to detect the malware was related 
to the HTTP traffic. The reader can have a basic 
understanding of malware analysis in traffic.
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c. Adding Columns:
Wireshark also provide us with the feature 
which allows us to add the column of our own 
choice. For Adding the column, you must go 
through from the number of steps listed below:

STEP 01:
Go to the Edit on the menu and then select 
Column Preference option from the 
drop-down menu.

1.  Introduction

 Malware is the most common attack 
ing in the Cyber Security field. Most of the 
attackers use different malware techniques to 
gain benefit, it can be in terms of money or can 
be anything else. Malware can cause a huge 
damage to the user without his consent. In 
today’s world, it is becoming the most damage-
able attack. It can affect your system, 
hardware, data loss and mostly data theft, your 
network and many other. So, to survive in this 
world, to control the number of attacks and to 
investigate malware cases, malware analyst 
showed their existence. They provide many of 
the detection procedures or techniques of 
malware which we can be used to investigate 

these cases and to protect our system. Some 
questions that are being asked in this field are:

a) What behavioral changes a malware can 
cause?

b) How to detect the malware?

c) What are the procedures of malware 
analysis?

d) How to capture packets?

e) What tool should we use to do the analy-
sis?

The word malware is derived from words 
MALicious softWARE. Whereas the word 
software means the program that targets the 
safety and integrity of the system is called 
malware. So, the Malware Analysis is the field 

mass spectrometry's (MS) identification 
capabilities with HPLC's separation capacity 
[16].  

Based on Locard's Exchange Principle, 
forensic investigation of any trace evidence, 
including textile fibres, is performed [17]. 
According to this, "every contact leaves a 
trail." In reality, even though there has been a 
movement of material (in one or both ways), it 
might not be feasible to tell because of how 
little was really moved. Additionally, some 
surfaces may swiftly and readily lose 
transferred material due to their nature and 
texture. As a result, it's critical to gather 
clothes from suspects and victims as quickly as 
possible after an alleged crime since recent 
transfers are frequently involved in proof of 
touch (and hence affiliation) discovered by 
comparison of fibres.

When fibres are readily visible, forceps, lifts 
with sticky tape, or suction are used to recover 
or retrieve them from a crime scene [18]. 
Microscope comparison, fibre identification, 
and colour analysis are all steps in the study 
and analysis of fibres. UV/visible comparison 
microscopy is used to compare known or 
control fibres to extraneous (suspect) fibres 
that have been collected loosely or from tape 
lifts [19]. It is possible to identify whether a 
fibre is synthetic or natural using 
morphological information from optical 
microscopy, whereas synthetic fibres may be 
identified using pyrolysis gas chromatography 
(PGC) and pyrolysis mass spectrometry 
(PyMS). Visible light microspectrophotometry 
is used to check known and suspicious fibres 
for similarities following comparison 
microscopy [20]. If the resultant spectra are 
comparable, an FTIR analysis is performed, 

which provides a clear identification of the 
fibre polymer as well as some information on 
the dyes. The procedures utilised for dye 
extraction will vary on the kind of fibre and 
colour being employed.  Visually like colours 
could really be made up of many component 
dyes (a so-called "metameric match") that are 
easily distinguishable by TLC, HPLC and 
Surface Enhanced Resonance Raman 
Scattering (SERRS) have been successfully 
employed [21].

5.  Paint

Paint can be found as an evidence in a variety 
of situations. It may appear as tiny peels on the 
clothing of someone who has vandalised a 
building and damaged the paintwork, as paint 
streaks transmitted from one car to the other in 
a collision, or from a car to a victim in a 
hit-and-run accident [22]. Beginning with a 
microscopic inspection of control paint, such 
as that from the place of entry in the instance of 
a break-in, the analytical method to such 
evidence is used (found on the garments of the 
suspect). In addition to visible light 
microscopy, polarised light microscopy  are 
used because they can provide a wealth of 
information about the general appearance of 
the samples.This also includes the existence of 
a layer structure, the texture and color of the 
layers, information on particle size.Since 
single-layer forensic paint specimens are the 
norm, it is necessary to identify the chemical 
makeup of the  extenders, binders and 
pigments after comparing colours [23]. X-ray 
powder diffraction (XRD), X-ray fluorescence 
(XRF), and scanning electron 
microscopy/energy dispersive spectroscopy 
(SEM/EDS) are used to analyse paint pigments 
and extenders. Because it can do elemental 

studies found that zinc oxide powders with a 
20 nm particle size produce superior prints and 
UV fluorescence than other powders. 
Additionally, their newly created techniques 
operate in moist conditions where 
conventional powders cannot [30]. 

8.  Glass

Globally, Glass has potential applications. As a 
result, it frequently occurs in violent crimes 
including murder, robbery, planned car 
accidents, and reckless driving. When glass 
breaks, tiny pieces might become stuck to the 
offender's clothing or weapons. These pieces 
can be used as significant evidence in court 
proceedings if they are gathered, examined, 
and compared.It has also been done to analyse 
glass samples using both elemental analysis 
and RI determination. The majority of these 
investigations have come to the conclusion that 
these analyses are complementing rather than 
rival. Metals in glass samples may be analysed 
using inductively coupled plasma-atomic 
emission spectroscopy (ICP-AES) and 
inductively coupled plasma-mass spectrometry 
(ICP-MS). However, their primary drawback 
is their destructive nature, which has led to 
Laser Ablation-ICP-MS largely replacing 
them (LA-ICP-MS) [31]. Glass samples may 
quickly be directly analysed using a 
quasi-non-destructive approach. Other studies 
have using X-Ray Fluorescence (XRF) 
methods. XRF has a non-destructive nature, is 
simpler to operate, and costs less than ICP-MS. 
Due to its speed, lack of sample preparation 
requirements, and similar sensitivity to 
LA-ICP-MS, Laser Induced Breakdown 
Spectroscopy (LIBS) has recently gained 
popularity. Although to a lesser degree, glass 

examination has also been performed using the 
scanning electron microscope energy 
dispersive X-ray spectroscopy (SEM-EDX), 
particle free induced X-ray emission (PIXE), 
and the electron probe micro-analyzer (EPMA) 
[32][33].

9.  Arson

The most common accelerants used in arson 
assaults are gasoline (also known as gasoline), 
paraffin (also known as kerosene), and 
occasionally paint strippers.After the flame has 
been extinguished, any remnants of these 
substances may quickly vanish.The method 
that is most frequently used to analyse 
evidence of accelerants found at fire sites is gas 
chromatography (GC) [34]. The bags or jars 
containing the trash and garments are sampled 
from headspace to begin the examination. Any 
volatile residue is driven into the container's 
atmosphere by heating it.A syringe containing 
an absorbent material, like the resin Tenax, is 
used to pull the air comprising volatile 
compounds through the resin [35]. The 
absorbent substance is forced through the 
storage container into the surrounding air. 
Volatiles that have been absorbed are 
thermally exfoliated from the Tenax when the 
cuvette is inserted in the GC. As a result of the 
heating action of the fire,A mixture of peaks 
from the accelerants and any pyrolysis 
byproducts from the heat degradation of 
polymers and natural materials will appear in 
the resulting chromatogram. When residues 
are retrieved from a fire scene, the more 
volatile parts of petrol are not present, which at 
first may make identification more difficult. 
However, comparison with chromatograms of 
conventional  paraffin, diesel,white spirit and 

[4]. J.  M. Anderson, C. Matthies, S. 
Greathouse and A. Chari. “The Unreal-
ized Promise of Forensic Science-A 
Study of Its Production and Use”. 
Berkeley J. Crim. L., vol. 26, pp. 
121-127. 2021.

[5].  A. Shaw and A. Browne. “A practical 
and robust approach to coping with large 
volumes of data submitted for digital 
forensic examination. Digital Investiga-
tion”, vol. 10, no. 2, pp. 116-128. 2013.

[6].  M. Ulker, B. Arslan and S. Sagiroglu. 
“Evaluation of Fingerprint Enhance-
ment Techniques Used by Crime Scene 
Investigation. In 10th. International 
Conference on Information Security 
And Cryptology”. pp. 29-37. 2017.

[7].  E. Mistek, M. A. Fikiet, S. R. Khan-
dasammy aand I. K. Lednev. “Toward 
locard’s exchange principle: recent 
developments in forensic trace evidence 
analysis”. Analytical chemistry, 91(1), 
637-654. 2018.

[8].  M. R. Meyer, J. Wilhelm, F. T. Peters, 
and H. H. Maurer. “Beta-keto ampheta-
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designer drug mephedrone and toxico-
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diesel will typically identify the accelerants 
[36].

10. Coclusion

Forensic science applications can lead to 
distinct identifications in different ways. In 
situ trace analysis using Surface Enhanced 
Resonance Raman Scattering Spectroscopy 
(SERRS), which is practically non-destructive, 
also has a lot of promise. SIRMS and SERRS 
will undoubtedly advance, becoming 
important analytical techniques for 
determining, respectively, the source and 
composition of materials such as drugs, dyes, 
glass, fuels, soils ,inks, glass explosives, and  
and many others. This is similar to how DNA 
profiling will undoubtedly continue to 
advance.
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analysis and offers a magnified view of the 
paint flake specimen, scanning electron 
microscopy is very helpful. An elemental 
analysis can be accomplished by focusing the 
electron beam directly on certain paint layers 
and individual particles. It is possible to infer 
the quality of pigments present in the material, 
however SEM/EDS by itself cannot identify 
the pigments with certainty.Although 
multilayer paints require layer separation 
before examination, XRD is a good 
non-destructive method for analysing paint 
since it does offer conclusive identification of 
the pigments (organic or inorganic) and 
extenders [24]. Its relative insensitivity in 
compare to the other approaches is its main 
flaw. Elements have also been analysed using 
laser ablation inductively coupled 
plasma-mass spectrometry (LA-ICP-MS). 
Prior to ICP-MS analysis, the laser ablation 
method can concurrently sample numerous 
layers in order to identify and quantify trace 
elements that are present in various layers of 
the sample. A new method of discriminating is 
added via trace element analysis. Pyrolysis 
techniques like Pyrolysis Gas Chromatography 
(PGC) and Pyrolysis Mass Spectrometry are 
used to analyse the binders in a paint material 
[25].

6.  Fibres

Target fibre investigations demonstrate that 
practically all fibres only sometimes appear in 
the environment, as was previously noted. 
Indigo-dyed cotton would be the most notable 
exception. This suggests that the degree of 
linkage is likely to be high if well-known and 
unknown fibres are comparable overall in 
physical and chemical properties. This may not 

be the same as personalising the evidence. 
Only a tear match can differentiate between 
fibres. In addition to the previously mentioned, 
fibres (and hairs, too) have the shared 
characteristic of being easily transferred from 
one substance to another or from a material to 
a different surface, like a chair seat. The 
transmitted fibres may stay on the destination 
item or may just be transferred again [26].

7.  Fingerprints

The finger markings, which are the 
impressions made by the friction ridges of the 
finger. These fingerprints not only show that 
the surface or object was touched, but they also 
help to identify the individual. Latent, patent, 
and plastic fingerprints are the three types that 
are most frequently discovered [27]. Almost 
all crime scenes contain latent prints, which 
must be processed since they are difficult to 
see with the human eye [28]. A wide range of 
physical and chemical techniques have been 
developed to decode the latent fingermarks. 
The most popular technique for creating latent 
fingermarks is powder.The best fingerprint 
powder will attach to the finger sweat residues, 
which produce the distinctive patterns that 
transform latent prints into coloured or 
fluorescent visible prints depending on the 
type of powder used. It is much more difficult 
to make a definite identification since many 
common materials stick to the backdrop [29]. 
In order to solve these issues and increase 
precision, nanotechnology is being employed 
to build fingerprint.The fingerprint pattern has 
been deciphered using tiny particles. 
Numerous research have shown that 
nanopowders may be used to decode 
fingerprints, and most recently, one of these 
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Abstract
Forensic science is becoming a growing discipline in crime scene investigation. The field of rhetori-
cal science has recently undergone an intriguing evolution and significantly raised its public visibili-
ty. Advances in science and technology, increased dependence on law enforcement and court 
systems science, and media exposure have all contributed to the importance of forensic. Several 
completely unrelated fields have been associated with the name "forensics". Among the topics that 
commonly make the headlines are acts of terrorism, a rise in gun ownership, drug misuse, and 
driving while under the influence of narcotics. The forensic scientist must rely on chemical analysis 
of trace amounts of materials such as  drugs, explosives, discharge residues, toxicological speci-
mens, paints, glass, fibres,  soil, etc. to establish or rule out links between suspect and victim and 
scene in the absence of fingermarks and of material that could lead to the recovery of DNA. This 
instructional overview outlines the analytical issues that forensic chemists must deal with, as well as 
the current approaches and strategies used to solve them.
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1.    Introduction

 Now, the public in general has 
grown more awareness of how science is used 
to solve crimes, as a result of the rise in both 
fictional and documentary television shows 
[1]. Among the topics that commonly make the 
headlines are acts of terrorism, a growth in the 
illicit use of guns, drug trafficking, and driving 
while under the influence of narcotics [2]. 
Since the identification of person-specific 
human DNA "fingerprints" and the subsequent 

forensic use of DNA fingerprints in 1985, 
forensic science laboratories have invested a 
significant amount of money in the creation of 
DNA profiling techniques. Evidence makes it 
as advanced tool for identification [3]. 
According to Forensic Technology Survey's 
findings and related case studies, there is an 
urgent need for more advanced forensic 
science technology, as well as for qualified 
people to utilize it and communicate its 
findings [4]. Major conclusions include that 
numerous crime laboratories have a sizable 

backlog of evidence that has not been analyzed 
or otherwise processed [5]. No matter how 
careful a criminal tries to avoid leaving his 
fingerprints, he may still accidentally touch 
other areas of his body and leave bodily fluids 
or tissue behind, each of which will contain his 
DNA. In crime scenes, fingerprints are also 
person-specific [6]. However, forensics 
experts should indeed focus solely on chemical 
evaluation of trace quantities of materials such 
as explosive devices, stimulants, glass, soil, 
etc. to develop links between victim and 
suspect [7]. This study will look at the most 
recent approaches to forensic analytical 
chemistry for the categories of evidence 
mentioned above. The case become more 
prompt if effective forensic scientific skills are 
available.

2.  Process Used By a 
Toxicologist

Three steps may be identified in the procedure 
toxicologists use. In the first, the medicines, 
metabolites, and other relevant analytes are 
tentatively identified using qualitative 
analysis. These are identified through 
screening tests, same like with narcotic 
examination of confiscated goods. But the 
narcotics chemist who was apprehended has 
fewer alternatives. There are two reasons for 
this restriction. The sample matrices come first 
and are more significant [8].

3.  Drug Analysis

The most often abused narcotics 
amphetamines, heroin, benzodiazepines, 
cannabis, cocaine are the substances that a 
forensic drugs analyst is most likely to come 
across [9]. They can be found in small amounts 

in the hands of individual users as so-called 
"street seizures," in greater amounts in the 
hands of local drug traffickers, and in 
kilogramme quantities as imported substances. 
The basic objectives of the forensic scientist's 
analysis are to: (a) establish if a prohibited 
substance is present, (b) establish the quantity 
of the substance, and (c) occasionally establish 
the link between drug samples by comparison 
or "profiling" [10]. For quick screening and 
straightforward comparison, thin layer 
chromatography (TLC) is used on ethanol 
extracts of the resin, herbal material and oil 
[11]. Profiling can be done using GC-MS or 
HPLC. Reversed-phase HPLC will establish if 
the resin blocks came from the same batch 
based on the results of the preliminary TLC 
screen. HPLC is helpful since, unlike GC-MS, 
it does not call for derivatizing the materials. 
Because they are thermally labile, 
tetrahydrocannabinolic acids would break 
down under GC-MS conditions. The drug 
profile is shown by the chromatogram [12].

4.  Explosives

The removal of explosive residues or traces 
can be done using sticky tape, solvent cleaning 
of objects, vacuum sampling, or swabbing (dry 
or with a solvent) [13]. Ion mobility 
spectrometry is a quick and practical screening 
procedure at the crime scene or in the lab 
(IMS) [14]. Explosive remnants from 
questionable surfaces are collected using a 
suction using a portable IMS device. [15]. 
Prior to colour spot tests and chromatographic 
analysis, residues submitted to the lab are first 
inspected under a microscope.They are then 
dissolved in a solvent such ethanol or acetone. 
The most popular analytical system combines 

identify the application, operating system, 
vendor, and version of requesting user-agent 
[5]. The syntax of use-agent is User-Agent: 
<product> / <product-version> <comment>.

D. HOSTNAME:
A hostname is a label that is assigned to a 
device connected to a computer network and 
that is used to identify the device in the various 
forms of electronic communication such as 
World Wide Web [4].

E. FILE HASHES:
File hashing is also used for file verification. 

3.  Tools For Analysis:

There are many tools that we can use to do 
analysis on the malware like PeStudio, Process 
Hacker, Process Monitor (ProcMon), ProcDot, 
Autoruns, Fiddler, IDA PRO, Ghidra. 
Wireshark is mainly used for the analysis 
because of its simplicity.

4.  Wireshark:

Wireshark is a free and open-source packet 
analyzer. Wireshark is a tool used for capturing 
and analyzing PCAPs files. It is used for 
network troubleshooting, analysis, software 
and communication, protocol development 
and education. The working of Wireshark is 
like tcpdump but has a graphical front and 
integrated sorting and filtering options. All the 
packet traffic is visible on the interface includ-
ing uni-cast traffic. Wireshark is a data captur-
ing program that understand the structure of 
different network protocol and it uses PCAPs 
to capture packets so it can only capture 
packets on the type of network that PCAP 
support. It can also color packets based on 

of inspecting malware tests to attempt to 
extricate important data about their starting 
point, conduct, and effect. There are many 
techniques that are used by malware analysts, a 
person who perform these activities, like Static 
Analysis and Dynamic Analysis [1]. Static 
Analysis include analysis of the malicious 
code without running it i.e., the File Headers, 
Strings, Hashes whereas the Dynamic Analysis 
include the analysis of the malicious code in a 
sandbox or safe environment.

2.  IOC’S:

IOC’s stands for Indication of Compromise. 
These are the forensics evidence of a potential 
intrusion on a system network. These clues 
allow security professionals to determine the 
tactic of an occurred or impending attack IOCs 
are not always easy to detect, they can be as 
simple as metadata elements or incredibly 
complex malicious code and content samples. 
There are several IOC’s which are listed 
below:

A. IP ADDRESS:
The word IP stands for “Internet Protocol”, 
which can be regard as the set of rules govern-
ing the form of data sent via the internet or 
local network [3]. IP addresses are the unique 
addresses which can be used to identify the 
device.

B. DOMAIN NAME:
A domain name is a part of a URL. It is a string 
of text that maps to a numeric IP address, used 
to access a website from client servers [4].

C. USER AGENT:
The User-Agent request header is a characteris-
tic string that let servers and network peers 

rules that match fields in packets to help the 
user identify the type of traffic at a glance. 
Users can change the interface according to 
their choice [2].

4.1  Wireshark Default View
When you open the Wireshark, you will see 
this interface. To open a packet, just go to the 
file in the menu bar. Click open and select your 

file. From Wireshark, you can also analyze the 
packets of your machine. All you need to do is 
choose the Local Area Connection. Another 
way to capture the local packets is to choose 
the Start Capturing Packets option with a 
symbol        on the top left side of the page. And 
to stop the capturing, click on the option 
named as Stop Capturing Packets with the  
symbol.

4.2  Starting With Wireshark:
Now have a look on Wireshark user interface. 
The main window shows Wireshark as you 

would usually see it after some packets are 
captured or loaded.

a. Hiding Columns:
We can easily hide the columns in the 
interface, we can also unhide the columns 
when there is a need to use the columns. First 
Right-Click on the Column which you want to 
hide and then uncheck the column name. And 
to unhide the column, you just need to check 
the column name again. Following Figures 
shows the way how to hide the columns:

b. Removing Columns:
There are some of the columns in the interface 
which are not required for the analysis like the 
NO column and the Length column. We can 
also remove these columns. For this we just 
need to Right Click on that column and then 
Select Remove this Column option from the 
drop-down menu.

4.3  Wireshark Display Parts
The Wireshark Display has 4 parts as shown in 
the figure. These parts are also described 
below [7]:

a) Filter Box (1): It is used to filter the 
packets displayed.

b) Packet Listing (2): It shows all packets 
that satisfied the display filter. 

c) Packet Detail Windows (3): Display the 
contents of the currently selected packet.

d) Hex Window (4): It displays the hex 
content of the current packet. The hex 
window is linked with the packets detail 
window and with highlight any field 
selected.

4.4  Changing The Default View:
The Default view of Wireshark is not very 
friendly to every user, so Wireshark gives a 
functionality to the user to customize the 
interface of the Wireshark according to their 
choice or need. The default column in the 
Wireshark is not ideal in every case. Here 
comes the need to modify the columns. The 
default columns are:

a) No: It is the frame number from the 
beginning of the PCAP.

b) Time: Seconds are broken down into 
Nanoseconds.

c) Source: Source address.

d) Destination: Destination address.

e) Protocol: Used in Ethernet Frame, IP 
Packet, or TCP segment.

f) Length: Length of Frame in Bytes.

So, following are the ways to customize the 
columns in the interface:

(-) which are used to add or remove the column 
respectively. 

The Column Preference Menu List all 
columns, viewed or hidden at the bottom of the 
menu there are two buttons plus (+) and minus 

and then rename the Column and select the 
type of your column.

STEP 02:
If you want to add a column, you just need to 
click on the plus sign, a new row will appear 

d. Apply As Column:
If you want to apply any field from the Packet 
Window Detail as a column, you need to 
Right-Click on that field. Choose Apply as 
Column option and then it will be displayed as 
column.

Same case goes with the removing column. 
After setting up this click on OK. Now, you 
have successfully changed the columns of the 
Wireshark interface.

e. Time Display:
We can also change the format of the displayed 
time. The default syntax of the time is seconds 
broken down into Nanoseconds which in real 
is like 0.101536. You can also change this 

syntax into readable syntax. First Go to the 
View from the Menu and then choose Time 
Display Format, now choose the format of 
your own choice.

5.  Detection Of Malware:

Initially, we will check the traffic, if they were 

sent in continuous packets, then they will be 
exportable through Wireshark itself or if not 
then we have to manually analyze the streams 

and packets. Detection of malware includes 
number of steps:

a. Analyze the network traffic present in the 
packet through protocol hierarchy.  

b. Check the greater percentage of network 
protocol i.e., HTTP/HTTPs, SMB etc.

c. Analyze all the packets present in the 
traffic.

d. Sort the objects with the Content-Type.
e. Locate suspicious files and take hashes of 

those files by using hashmyfile [8].
f. Cross Check the hashes of suspicious files 

by putting those hashes in Virus Total [9].

Sometimes malicious traffic can also be detect-
ed through different destination port for exam-
ple: victim is connecting through port:80 and 
attacker is connecting through port:143 sounds 
malicious.

6.  Case Study:

Let’s consider a case study [10]. Here we have 
a packet which contains the logs of malicious 
files. These files are responsible to make the 
machine infected. Now we must do some 

investigation in that packet to give the answers 
to some questions listed below. This section of 
the document covers that how and where to get 
the information in in the packet.

Questions
1. What is the infected file(s) downloaded 

and their hashes?
2. What is URL/Domain of the infected site?
3. What is the IP address of the infected site?
4. What is the IP address of the infected 

machine?
5. What is the hostname of the infected 

machine?
6. What is the mac address of the infected 

machine?

Question No. 01:

STEP 01:
Go to the file drop-down in the menu bar and 
then choose Export Objects. Then another 
drop-down will appear which will show some 
of the options like HTTP. As most of the traffic 
in the packet logs were of HTTP, so we will 
choose HTTP option from the menu.

After doing the above step, a window will 
appear with the name Wireshark – Export – 
HTTP object list. It will describe the informa-
tion of every downloadable material. We can 

sort the Content Type alphabetically just by 
clicking the Content Type. Now save every 
file.

Question No. 02:
Solution of Question no. 01 shows the infected 
files. Now the question is to get the URL/Do-
main of the infected site. Again, follow the steps 
mentioned in the Question No. 01 till the 
window appear with the name Wireshark – 
Export – HTTP object list. In this window, there 
is a column named as hostname. This column 
will give us the answer of Question No. 02. 
Questio No. 03:

We have already found the infected site 
hostname. Now we are going to find the IP 
address of that infected site. For this, just put the 
filter http.request. It will only show the logs 
requested by the user. In the Destination 
Column, we can easily find the IP address of the 
infected site.

Question No. 04:

packet then its information will be shown in 
the Packet Detail Window. Click on the last 
option in that window named as Dynamic Host 
Configuration Protocol. It will give you some 

further information. From that information, 
choose the Option: Host name. It will give you 
the hostname of the infected machine.

WAY 02:
Another way to find the host name of the 
infected machine is to put the filter of nbns in 
the filter box. Information Column shows the 

name of the infected machine.

Question No. 06:

To get the mac address of the infected 
machine, put the http.request filter in the filter 
box. Click any packet and then see the Packet 
Detail Window. It will show an option of 

Ethernet. Click this option and then you will 
see the Source which stores the mac address of 
the infected machine.

With the same filter, we can find the IP address 
of the infected machine. The Source Column 
shows the IP address of the infected machine.

QUESTION NO. 05:
There is more than one way to get the 

hostname of the infected machine. Some of 
them are described below:

WAY 01:
Put the DHCP filter in the filter box. Some of 
the packets will be shown. Click any of the 

After getting the hashes, copy those hashes of 
any type one by one and then put those hashes 

in the virus total that will show if these hashes 
are infected or not.

Take hashes of every file you downloaded 
from the list with the help of hashmyfiles 

software.
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7.   Conclusion

According to the author and the co-author, 
detection of malware in a packet is an interest-
ing activity in investigating it. The above-men-
tioned ways to detect the malware was related 
to the HTTP traffic. The reader can have a basic 
understanding of malware analysis in traffic.
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c. Adding Columns:
Wireshark also provide us with the feature 
which allows us to add the column of our own 
choice. For Adding the column, you must go 
through from the number of steps listed below:

STEP 01:
Go to the Edit on the menu and then select 
Column Preference option from the 
drop-down menu.

1.  Introduction

 Malware is the most common attack 
ing in the Cyber Security field. Most of the 
attackers use different malware techniques to 
gain benefit, it can be in terms of money or can 
be anything else. Malware can cause a huge 
damage to the user without his consent. In 
today’s world, it is becoming the most damage-
able attack. It can affect your system, 
hardware, data loss and mostly data theft, your 
network and many other. So, to survive in this 
world, to control the number of attacks and to 
investigate malware cases, malware analyst 
showed their existence. They provide many of 
the detection procedures or techniques of 
malware which we can be used to investigate 

these cases and to protect our system. Some 
questions that are being asked in this field are:

a) What behavioral changes a malware can 
cause?

b) How to detect the malware?

c) What are the procedures of malware 
analysis?

d) How to capture packets?

e) What tool should we use to do the analy-
sis?

The word malware is derived from words 
MALicious softWARE. Whereas the word 
software means the program that targets the 
safety and integrity of the system is called 
malware. So, the Malware Analysis is the field 

mass spectrometry's (MS) identification 
capabilities with HPLC's separation capacity 
[16].  

Based on Locard's Exchange Principle, 
forensic investigation of any trace evidence, 
including textile fibres, is performed [17]. 
According to this, "every contact leaves a 
trail." In reality, even though there has been a 
movement of material (in one or both ways), it 
might not be feasible to tell because of how 
little was really moved. Additionally, some 
surfaces may swiftly and readily lose 
transferred material due to their nature and 
texture. As a result, it's critical to gather 
clothes from suspects and victims as quickly as 
possible after an alleged crime since recent 
transfers are frequently involved in proof of 
touch (and hence affiliation) discovered by 
comparison of fibres.

When fibres are readily visible, forceps, lifts 
with sticky tape, or suction are used to recover 
or retrieve them from a crime scene [18]. 
Microscope comparison, fibre identification, 
and colour analysis are all steps in the study 
and analysis of fibres. UV/visible comparison 
microscopy is used to compare known or 
control fibres to extraneous (suspect) fibres 
that have been collected loosely or from tape 
lifts [19]. It is possible to identify whether a 
fibre is synthetic or natural using 
morphological information from optical 
microscopy, whereas synthetic fibres may be 
identified using pyrolysis gas chromatography 
(PGC) and pyrolysis mass spectrometry 
(PyMS). Visible light microspectrophotometry 
is used to check known and suspicious fibres 
for similarities following comparison 
microscopy [20]. If the resultant spectra are 
comparable, an FTIR analysis is performed, 

which provides a clear identification of the 
fibre polymer as well as some information on 
the dyes. The procedures utilised for dye 
extraction will vary on the kind of fibre and 
colour being employed.  Visually like colours 
could really be made up of many component 
dyes (a so-called "metameric match") that are 
easily distinguishable by TLC, HPLC and 
Surface Enhanced Resonance Raman 
Scattering (SERRS) have been successfully 
employed [21].

5.  Paint

Paint can be found as an evidence in a variety 
of situations. It may appear as tiny peels on the 
clothing of someone who has vandalised a 
building and damaged the paintwork, as paint 
streaks transmitted from one car to the other in 
a collision, or from a car to a victim in a 
hit-and-run accident [22]. Beginning with a 
microscopic inspection of control paint, such 
as that from the place of entry in the instance of 
a break-in, the analytical method to such 
evidence is used (found on the garments of the 
suspect). In addition to visible light 
microscopy, polarised light microscopy  are 
used because they can provide a wealth of 
information about the general appearance of 
the samples.This also includes the existence of 
a layer structure, the texture and color of the 
layers, information on particle size.Since 
single-layer forensic paint specimens are the 
norm, it is necessary to identify the chemical 
makeup of the  extenders, binders and 
pigments after comparing colours [23]. X-ray 
powder diffraction (XRD), X-ray fluorescence 
(XRF), and scanning electron 
microscopy/energy dispersive spectroscopy 
(SEM/EDS) are used to analyse paint pigments 
and extenders. Because it can do elemental 

studies found that zinc oxide powders with a 
20 nm particle size produce superior prints and 
UV fluorescence than other powders. 
Additionally, their newly created techniques 
operate in moist conditions where 
conventional powders cannot [30]. 

8.  Glass

Globally, Glass has potential applications. As a 
result, it frequently occurs in violent crimes 
including murder, robbery, planned car 
accidents, and reckless driving. When glass 
breaks, tiny pieces might become stuck to the 
offender's clothing or weapons. These pieces 
can be used as significant evidence in court 
proceedings if they are gathered, examined, 
and compared.It has also been done to analyse 
glass samples using both elemental analysis 
and RI determination. The majority of these 
investigations have come to the conclusion that 
these analyses are complementing rather than 
rival. Metals in glass samples may be analysed 
using inductively coupled plasma-atomic 
emission spectroscopy (ICP-AES) and 
inductively coupled plasma-mass spectrometry 
(ICP-MS). However, their primary drawback 
is their destructive nature, which has led to 
Laser Ablation-ICP-MS largely replacing 
them (LA-ICP-MS) [31]. Glass samples may 
quickly be directly analysed using a 
quasi-non-destructive approach. Other studies 
have using X-Ray Fluorescence (XRF) 
methods. XRF has a non-destructive nature, is 
simpler to operate, and costs less than ICP-MS. 
Due to its speed, lack of sample preparation 
requirements, and similar sensitivity to 
LA-ICP-MS, Laser Induced Breakdown 
Spectroscopy (LIBS) has recently gained 
popularity. Although to a lesser degree, glass 

examination has also been performed using the 
scanning electron microscope energy 
dispersive X-ray spectroscopy (SEM-EDX), 
particle free induced X-ray emission (PIXE), 
and the electron probe micro-analyzer (EPMA) 
[32][33].

9.  Arson

The most common accelerants used in arson 
assaults are gasoline (also known as gasoline), 
paraffin (also known as kerosene), and 
occasionally paint strippers.After the flame has 
been extinguished, any remnants of these 
substances may quickly vanish.The method 
that is most frequently used to analyse 
evidence of accelerants found at fire sites is gas 
chromatography (GC) [34]. The bags or jars 
containing the trash and garments are sampled 
from headspace to begin the examination. Any 
volatile residue is driven into the container's 
atmosphere by heating it.A syringe containing 
an absorbent material, like the resin Tenax, is 
used to pull the air comprising volatile 
compounds through the resin [35]. The 
absorbent substance is forced through the 
storage container into the surrounding air. 
Volatiles that have been absorbed are 
thermally exfoliated from the Tenax when the 
cuvette is inserted in the GC. As a result of the 
heating action of the fire,A mixture of peaks 
from the accelerants and any pyrolysis 
byproducts from the heat degradation of 
polymers and natural materials will appear in 
the resulting chromatogram. When residues 
are retrieved from a fire scene, the more 
volatile parts of petrol are not present, which at 
first may make identification more difficult. 
However, comparison with chromatograms of 
conventional  paraffin, diesel,white spirit and 
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diesel will typically identify the accelerants 
[36].

10. Coclusion

Forensic science applications can lead to 
distinct identifications in different ways. In 
situ trace analysis using Surface Enhanced 
Resonance Raman Scattering Spectroscopy 
(SERRS), which is practically non-destructive, 
also has a lot of promise. SIRMS and SERRS 
will undoubtedly advance, becoming 
important analytical techniques for 
determining, respectively, the source and 
composition of materials such as drugs, dyes, 
glass, fuels, soils ,inks, glass explosives, and  
and many others. This is similar to how DNA 
profiling will undoubtedly continue to 
advance.
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analysis and offers a magnified view of the 
paint flake specimen, scanning electron 
microscopy is very helpful. An elemental 
analysis can be accomplished by focusing the 
electron beam directly on certain paint layers 
and individual particles. It is possible to infer 
the quality of pigments present in the material, 
however SEM/EDS by itself cannot identify 
the pigments with certainty.Although 
multilayer paints require layer separation 
before examination, XRD is a good 
non-destructive method for analysing paint 
since it does offer conclusive identification of 
the pigments (organic or inorganic) and 
extenders [24]. Its relative insensitivity in 
compare to the other approaches is its main 
flaw. Elements have also been analysed using 
laser ablation inductively coupled 
plasma-mass spectrometry (LA-ICP-MS). 
Prior to ICP-MS analysis, the laser ablation 
method can concurrently sample numerous 
layers in order to identify and quantify trace 
elements that are present in various layers of 
the sample. A new method of discriminating is 
added via trace element analysis. Pyrolysis 
techniques like Pyrolysis Gas Chromatography 
(PGC) and Pyrolysis Mass Spectrometry are 
used to analyse the binders in a paint material 
[25].

6.  Fibres

Target fibre investigations demonstrate that 
practically all fibres only sometimes appear in 
the environment, as was previously noted. 
Indigo-dyed cotton would be the most notable 
exception. This suggests that the degree of 
linkage is likely to be high if well-known and 
unknown fibres are comparable overall in 
physical and chemical properties. This may not 

be the same as personalising the evidence. 
Only a tear match can differentiate between 
fibres. In addition to the previously mentioned, 
fibres (and hairs, too) have the shared 
characteristic of being easily transferred from 
one substance to another or from a material to 
a different surface, like a chair seat. The 
transmitted fibres may stay on the destination 
item or may just be transferred again [26].

7.  Fingerprints

The finger markings, which are the 
impressions made by the friction ridges of the 
finger. These fingerprints not only show that 
the surface or object was touched, but they also 
help to identify the individual. Latent, patent, 
and plastic fingerprints are the three types that 
are most frequently discovered [27]. Almost 
all crime scenes contain latent prints, which 
must be processed since they are difficult to 
see with the human eye [28]. A wide range of 
physical and chemical techniques have been 
developed to decode the latent fingermarks. 
The most popular technique for creating latent 
fingermarks is powder.The best fingerprint 
powder will attach to the finger sweat residues, 
which produce the distinctive patterns that 
transform latent prints into coloured or 
fluorescent visible prints depending on the 
type of powder used. It is much more difficult 
to make a definite identification since many 
common materials stick to the backdrop [29]. 
In order to solve these issues and increase 
precision, nanotechnology is being employed 
to build fingerprint.The fingerprint pattern has 
been deciphered using tiny particles. 
Numerous research have shown that 
nanopowders may be used to decode 
fingerprints, and most recently, one of these 

1.    Introduction

 Now, the public in general has 
grown more awareness of how science is used 
to solve crimes, as a result of the rise in both 
fictional and documentary television shows 
[1]. Among the topics that commonly make the 
headlines are acts of terrorism, a growth in the 
illicit use of guns, drug trafficking, and driving 
while under the influence of narcotics [2]. 
Since the identification of person-specific 
human DNA "fingerprints" and the subsequent 

forensic use of DNA fingerprints in 1985, 
forensic science laboratories have invested a 
significant amount of money in the creation of 
DNA profiling techniques. Evidence makes it 
as advanced tool for identification [3]. 
According to Forensic Technology Survey's 
findings and related case studies, there is an 
urgent need for more advanced forensic 
science technology, as well as for qualified 
people to utilize it and communicate its 
findings [4]. Major conclusions include that 
numerous crime laboratories have a sizable 
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backlog of evidence that has not been analyzed 
or otherwise processed [5]. No matter how 
careful a criminal tries to avoid leaving his 
fingerprints, he may still accidentally touch 
other areas of his body and leave bodily fluids 
or tissue behind, each of which will contain his 
DNA. In crime scenes, fingerprints are also 
person-specific [6]. However, forensics 
experts should indeed focus solely on chemical 
evaluation of trace quantities of materials such 
as explosive devices, stimulants, glass, soil, 
etc. to develop links between victim and 
suspect [7]. This study will look at the most 
recent approaches to forensic analytical 
chemistry for the categories of evidence 
mentioned above. The case become more 
prompt if effective forensic scientific skills are 
available.

2.  Process Used By a 
Toxicologist

Three steps may be identified in the procedure 
toxicologists use. In the first, the medicines, 
metabolites, and other relevant analytes are 
tentatively identified using qualitative 
analysis. These are identified through 
screening tests, same like with narcotic 
examination of confiscated goods. But the 
narcotics chemist who was apprehended has 
fewer alternatives. There are two reasons for 
this restriction. The sample matrices come first 
and are more significant [8].

3.  Drug Analysis

The most often abused narcotics 
amphetamines, heroin, benzodiazepines, 
cannabis, cocaine are the substances that a 
forensic drugs analyst is most likely to come 
across [9]. They can be found in small amounts 

in the hands of individual users as so-called 
"street seizures," in greater amounts in the 
hands of local drug traffickers, and in 
kilogramme quantities as imported substances. 
The basic objectives of the forensic scientist's 
analysis are to: (a) establish if a prohibited 
substance is present, (b) establish the quantity 
of the substance, and (c) occasionally establish 
the link between drug samples by comparison 
or "profiling" [10]. For quick screening and 
straightforward comparison, thin layer 
chromatography (TLC) is used on ethanol 
extracts of the resin, herbal material and oil 
[11]. Profiling can be done using GC-MS or 
HPLC. Reversed-phase HPLC will establish if 
the resin blocks came from the same batch 
based on the results of the preliminary TLC 
screen. HPLC is helpful since, unlike GC-MS, 
it does not call for derivatizing the materials. 
Because they are thermally labile, 
tetrahydrocannabinolic acids would break 
down under GC-MS conditions. The drug 
profile is shown by the chromatogram [12].

4.  Explosives

The removal of explosive residues or traces 
can be done using sticky tape, solvent cleaning 
of objects, vacuum sampling, or swabbing (dry 
or with a solvent) [13]. Ion mobility 
spectrometry is a quick and practical screening 
procedure at the crime scene or in the lab 
(IMS) [14]. Explosive remnants from 
questionable surfaces are collected using a 
suction using a portable IMS device. [15]. 
Prior to colour spot tests and chromatographic 
analysis, residues submitted to the lab are first 
inspected under a microscope.They are then 
dissolved in a solvent such ethanol or acetone. 
The most popular analytical system combines 

identify the application, operating system, 
vendor, and version of requesting user-agent 
[5]. The syntax of use-agent is User-Agent: 
<product> / <product-version> <comment>.

D. HOSTNAME:
A hostname is a label that is assigned to a 
device connected to a computer network and 
that is used to identify the device in the various 
forms of electronic communication such as 
World Wide Web [4].

E. FILE HASHES:
File hashing is also used for file verification. 

3.  Tools For Analysis:

There are many tools that we can use to do 
analysis on the malware like PeStudio, Process 
Hacker, Process Monitor (ProcMon), ProcDot, 
Autoruns, Fiddler, IDA PRO, Ghidra. 
Wireshark is mainly used for the analysis 
because of its simplicity.

4.  Wireshark:

Wireshark is a free and open-source packet 
analyzer. Wireshark is a tool used for capturing 
and analyzing PCAPs files. It is used for 
network troubleshooting, analysis, software 
and communication, protocol development 
and education. The working of Wireshark is 
like tcpdump but has a graphical front and 
integrated sorting and filtering options. All the 
packet traffic is visible on the interface includ-
ing uni-cast traffic. Wireshark is a data captur-
ing program that understand the structure of 
different network protocol and it uses PCAPs 
to capture packets so it can only capture 
packets on the type of network that PCAP 
support. It can also color packets based on 

of inspecting malware tests to attempt to 
extricate important data about their starting 
point, conduct, and effect. There are many 
techniques that are used by malware analysts, a 
person who perform these activities, like Static 
Analysis and Dynamic Analysis [1]. Static 
Analysis include analysis of the malicious 
code without running it i.e., the File Headers, 
Strings, Hashes whereas the Dynamic Analysis 
include the analysis of the malicious code in a 
sandbox or safe environment.

2.  IOC’S:

IOC’s stands for Indication of Compromise. 
These are the forensics evidence of a potential 
intrusion on a system network. These clues 
allow security professionals to determine the 
tactic of an occurred or impending attack IOCs 
are not always easy to detect, they can be as 
simple as metadata elements or incredibly 
complex malicious code and content samples. 
There are several IOC’s which are listed 
below:

A. IP ADDRESS:
The word IP stands for “Internet Protocol”, 
which can be regard as the set of rules govern-
ing the form of data sent via the internet or 
local network [3]. IP addresses are the unique 
addresses which can be used to identify the 
device.

B. DOMAIN NAME:
A domain name is a part of a URL. It is a string 
of text that maps to a numeric IP address, used 
to access a website from client servers [4].

C. USER AGENT:
The User-Agent request header is a characteris-
tic string that let servers and network peers 

rules that match fields in packets to help the 
user identify the type of traffic at a glance. 
Users can change the interface according to 
their choice [2].

4.1  Wireshark Default View
When you open the Wireshark, you will see 
this interface. To open a packet, just go to the 
file in the menu bar. Click open and select your 

file. From Wireshark, you can also analyze the 
packets of your machine. All you need to do is 
choose the Local Area Connection. Another 
way to capture the local packets is to choose 
the Start Capturing Packets option with a 
symbol        on the top left side of the page. And 
to stop the capturing, click on the option 
named as Stop Capturing Packets with the  
symbol.

4.2  Starting With Wireshark:
Now have a look on Wireshark user interface. 
The main window shows Wireshark as you 

would usually see it after some packets are 
captured or loaded.

a. Hiding Columns:
We can easily hide the columns in the 
interface, we can also unhide the columns 
when there is a need to use the columns. First 
Right-Click on the Column which you want to 
hide and then uncheck the column name. And 
to unhide the column, you just need to check 
the column name again. Following Figures 
shows the way how to hide the columns:

b. Removing Columns:
There are some of the columns in the interface 
which are not required for the analysis like the 
NO column and the Length column. We can 
also remove these columns. For this we just 
need to Right Click on that column and then 
Select Remove this Column option from the 
drop-down menu.

4.3  Wireshark Display Parts
The Wireshark Display has 4 parts as shown in 
the figure. These parts are also described 
below [7]:

a) Filter Box (1): It is used to filter the 
packets displayed.

b) Packet Listing (2): It shows all packets 
that satisfied the display filter. 

c) Packet Detail Windows (3): Display the 
contents of the currently selected packet.

d) Hex Window (4): It displays the hex 
content of the current packet. The hex 
window is linked with the packets detail 
window and with highlight any field 
selected.

4.4  Changing The Default View:
The Default view of Wireshark is not very 
friendly to every user, so Wireshark gives a 
functionality to the user to customize the 
interface of the Wireshark according to their 
choice or need. The default column in the 
Wireshark is not ideal in every case. Here 
comes the need to modify the columns. The 
default columns are:

a) No: It is the frame number from the 
beginning of the PCAP.

b) Time: Seconds are broken down into 
Nanoseconds.

c) Source: Source address.

d) Destination: Destination address.

e) Protocol: Used in Ethernet Frame, IP 
Packet, or TCP segment.

f) Length: Length of Frame in Bytes.

So, following are the ways to customize the 
columns in the interface:

(-) which are used to add or remove the column 
respectively. 

The Column Preference Menu List all 
columns, viewed or hidden at the bottom of the 
menu there are two buttons plus (+) and minus 

and then rename the Column and select the 
type of your column.

STEP 02:
If you want to add a column, you just need to 
click on the plus sign, a new row will appear 

d. Apply As Column:
If you want to apply any field from the Packet 
Window Detail as a column, you need to 
Right-Click on that field. Choose Apply as 
Column option and then it will be displayed as 
column.

Same case goes with the removing column. 
After setting up this click on OK. Now, you 
have successfully changed the columns of the 
Wireshark interface.

e. Time Display:
We can also change the format of the displayed 
time. The default syntax of the time is seconds 
broken down into Nanoseconds which in real 
is like 0.101536. You can also change this 

syntax into readable syntax. First Go to the 
View from the Menu and then choose Time 
Display Format, now choose the format of 
your own choice.

5.  Detection Of Malware:

Initially, we will check the traffic, if they were 

sent in continuous packets, then they will be 
exportable through Wireshark itself or if not 
then we have to manually analyze the streams 

and packets. Detection of malware includes 
number of steps:

a. Analyze the network traffic present in the 
packet through protocol hierarchy.  

b. Check the greater percentage of network 
protocol i.e., HTTP/HTTPs, SMB etc.

c. Analyze all the packets present in the 
traffic.

d. Sort the objects with the Content-Type.
e. Locate suspicious files and take hashes of 

those files by using hashmyfile [8].
f. Cross Check the hashes of suspicious files 

by putting those hashes in Virus Total [9].

Sometimes malicious traffic can also be detect-
ed through different destination port for exam-
ple: victim is connecting through port:80 and 
attacker is connecting through port:143 sounds 
malicious.

6.  Case Study:

Let’s consider a case study [10]. Here we have 
a packet which contains the logs of malicious 
files. These files are responsible to make the 
machine infected. Now we must do some 

investigation in that packet to give the answers 
to some questions listed below. This section of 
the document covers that how and where to get 
the information in in the packet.

Questions
1. What is the infected file(s) downloaded 

and their hashes?
2. What is URL/Domain of the infected site?
3. What is the IP address of the infected site?
4. What is the IP address of the infected 

machine?
5. What is the hostname of the infected 

machine?
6. What is the mac address of the infected 

machine?

Question No. 01:

STEP 01:
Go to the file drop-down in the menu bar and 
then choose Export Objects. Then another 
drop-down will appear which will show some 
of the options like HTTP. As most of the traffic 
in the packet logs were of HTTP, so we will 
choose HTTP option from the menu.

After doing the above step, a window will 
appear with the name Wireshark – Export – 
HTTP object list. It will describe the informa-
tion of every downloadable material. We can 

sort the Content Type alphabetically just by 
clicking the Content Type. Now save every 
file.

Question No. 02:
Solution of Question no. 01 shows the infected 
files. Now the question is to get the URL/Do-
main of the infected site. Again, follow the steps 
mentioned in the Question No. 01 till the 
window appear with the name Wireshark – 
Export – HTTP object list. In this window, there 
is a column named as hostname. This column 
will give us the answer of Question No. 02. 
Questio No. 03:

We have already found the infected site 
hostname. Now we are going to find the IP 
address of that infected site. For this, just put the 
filter http.request. It will only show the logs 
requested by the user. In the Destination 
Column, we can easily find the IP address of the 
infected site.

Question No. 04:

packet then its information will be shown in 
the Packet Detail Window. Click on the last 
option in that window named as Dynamic Host 
Configuration Protocol. It will give you some 

further information. From that information, 
choose the Option: Host name. It will give you 
the hostname of the infected machine.

WAY 02:
Another way to find the host name of the 
infected machine is to put the filter of nbns in 
the filter box. Information Column shows the 

name of the infected machine.

Question No. 06:

To get the mac address of the infected 
machine, put the http.request filter in the filter 
box. Click any packet and then see the Packet 
Detail Window. It will show an option of 

Ethernet. Click this option and then you will 
see the Source which stores the mac address of 
the infected machine.

With the same filter, we can find the IP address 
of the infected machine. The Source Column 
shows the IP address of the infected machine.

QUESTION NO. 05:
There is more than one way to get the 

hostname of the infected machine. Some of 
them are described below:

WAY 01:
Put the DHCP filter in the filter box. Some of 
the packets will be shown. Click any of the 

After getting the hashes, copy those hashes of 
any type one by one and then put those hashes 

in the virus total that will show if these hashes 
are infected or not.

Take hashes of every file you downloaded 
from the list with the help of hashmyfiles 

software.
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7.   Conclusion

According to the author and the co-author, 
detection of malware in a packet is an interest-
ing activity in investigating it. The above-men-
tioned ways to detect the malware was related 
to the HTTP traffic. The reader can have a basic 
understanding of malware analysis in traffic.
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c. Adding Columns:
Wireshark also provide us with the feature 
which allows us to add the column of our own 
choice. For Adding the column, you must go 
through from the number of steps listed below:

STEP 01:
Go to the Edit on the menu and then select 
Column Preference option from the 
drop-down menu.

1.  Introduction

 Malware is the most common attack 
ing in the Cyber Security field. Most of the 
attackers use different malware techniques to 
gain benefit, it can be in terms of money or can 
be anything else. Malware can cause a huge 
damage to the user without his consent. In 
today’s world, it is becoming the most damage-
able attack. It can affect your system, 
hardware, data loss and mostly data theft, your 
network and many other. So, to survive in this 
world, to control the number of attacks and to 
investigate malware cases, malware analyst 
showed their existence. They provide many of 
the detection procedures or techniques of 
malware which we can be used to investigate 

these cases and to protect our system. Some 
questions that are being asked in this field are:

a) What behavioral changes a malware can 
cause?

b) How to detect the malware?

c) What are the procedures of malware 
analysis?

d) How to capture packets?

e) What tool should we use to do the analy-
sis?

The word malware is derived from words 
MALicious softWARE. Whereas the word 
software means the program that targets the 
safety and integrity of the system is called 
malware. So, the Malware Analysis is the field 

mass spectrometry's (MS) identification 
capabilities with HPLC's separation capacity 
[16].  

Based on Locard's Exchange Principle, 
forensic investigation of any trace evidence, 
including textile fibres, is performed [17]. 
According to this, "every contact leaves a 
trail." In reality, even though there has been a 
movement of material (in one or both ways), it 
might not be feasible to tell because of how 
little was really moved. Additionally, some 
surfaces may swiftly and readily lose 
transferred material due to their nature and 
texture. As a result, it's critical to gather 
clothes from suspects and victims as quickly as 
possible after an alleged crime since recent 
transfers are frequently involved in proof of 
touch (and hence affiliation) discovered by 
comparison of fibres.

When fibres are readily visible, forceps, lifts 
with sticky tape, or suction are used to recover 
or retrieve them from a crime scene [18]. 
Microscope comparison, fibre identification, 
and colour analysis are all steps in the study 
and analysis of fibres. UV/visible comparison 
microscopy is used to compare known or 
control fibres to extraneous (suspect) fibres 
that have been collected loosely or from tape 
lifts [19]. It is possible to identify whether a 
fibre is synthetic or natural using 
morphological information from optical 
microscopy, whereas synthetic fibres may be 
identified using pyrolysis gas chromatography 
(PGC) and pyrolysis mass spectrometry 
(PyMS). Visible light microspectrophotometry 
is used to check known and suspicious fibres 
for similarities following comparison 
microscopy [20]. If the resultant spectra are 
comparable, an FTIR analysis is performed, 

which provides a clear identification of the 
fibre polymer as well as some information on 
the dyes. The procedures utilised for dye 
extraction will vary on the kind of fibre and 
colour being employed.  Visually like colours 
could really be made up of many component 
dyes (a so-called "metameric match") that are 
easily distinguishable by TLC, HPLC and 
Surface Enhanced Resonance Raman 
Scattering (SERRS) have been successfully 
employed [21].

5.  Paint

Paint can be found as an evidence in a variety 
of situations. It may appear as tiny peels on the 
clothing of someone who has vandalised a 
building and damaged the paintwork, as paint 
streaks transmitted from one car to the other in 
a collision, or from a car to a victim in a 
hit-and-run accident [22]. Beginning with a 
microscopic inspection of control paint, such 
as that from the place of entry in the instance of 
a break-in, the analytical method to such 
evidence is used (found on the garments of the 
suspect). In addition to visible light 
microscopy, polarised light microscopy  are 
used because they can provide a wealth of 
information about the general appearance of 
the samples.This also includes the existence of 
a layer structure, the texture and color of the 
layers, information on particle size.Since 
single-layer forensic paint specimens are the 
norm, it is necessary to identify the chemical 
makeup of the  extenders, binders and 
pigments after comparing colours [23]. X-ray 
powder diffraction (XRD), X-ray fluorescence 
(XRF), and scanning electron 
microscopy/energy dispersive spectroscopy 
(SEM/EDS) are used to analyse paint pigments 
and extenders. Because it can do elemental 
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studies found that zinc oxide powders with a 
20 nm particle size produce superior prints and 
UV fluorescence than other powders. 
Additionally, their newly created techniques 
operate in moist conditions where 
conventional powders cannot [30]. 

8.  Glass

Globally, Glass has potential applications. As a 
result, it frequently occurs in violent crimes 
including murder, robbery, planned car 
accidents, and reckless driving. When glass 
breaks, tiny pieces might become stuck to the 
offender's clothing or weapons. These pieces 
can be used as significant evidence in court 
proceedings if they are gathered, examined, 
and compared.It has also been done to analyse 
glass samples using both elemental analysis 
and RI determination. The majority of these 
investigations have come to the conclusion that 
these analyses are complementing rather than 
rival. Metals in glass samples may be analysed 
using inductively coupled plasma-atomic 
emission spectroscopy (ICP-AES) and 
inductively coupled plasma-mass spectrometry 
(ICP-MS). However, their primary drawback 
is their destructive nature, which has led to 
Laser Ablation-ICP-MS largely replacing 
them (LA-ICP-MS) [31]. Glass samples may 
quickly be directly analysed using a 
quasi-non-destructive approach. Other studies 
have using X-Ray Fluorescence (XRF) 
methods. XRF has a non-destructive nature, is 
simpler to operate, and costs less than ICP-MS. 
Due to its speed, lack of sample preparation 
requirements, and similar sensitivity to 
LA-ICP-MS, Laser Induced Breakdown 
Spectroscopy (LIBS) has recently gained 
popularity. Although to a lesser degree, glass 

examination has also been performed using the 
scanning electron microscope energy 
dispersive X-ray spectroscopy (SEM-EDX), 
particle free induced X-ray emission (PIXE), 
and the electron probe micro-analyzer (EPMA) 
[32][33].

9.  Arson

The most common accelerants used in arson 
assaults are gasoline (also known as gasoline), 
paraffin (also known as kerosene), and 
occasionally paint strippers.After the flame has 
been extinguished, any remnants of these 
substances may quickly vanish.The method 
that is most frequently used to analyse 
evidence of accelerants found at fire sites is gas 
chromatography (GC) [34]. The bags or jars 
containing the trash and garments are sampled 
from headspace to begin the examination. Any 
volatile residue is driven into the container's 
atmosphere by heating it.A syringe containing 
an absorbent material, like the resin Tenax, is 
used to pull the air comprising volatile 
compounds through the resin [35]. The 
absorbent substance is forced through the 
storage container into the surrounding air. 
Volatiles that have been absorbed are 
thermally exfoliated from the Tenax when the 
cuvette is inserted in the GC. As a result of the 
heating action of the fire,A mixture of peaks 
from the accelerants and any pyrolysis 
byproducts from the heat degradation of 
polymers and natural materials will appear in 
the resulting chromatogram. When residues 
are retrieved from a fire scene, the more 
volatile parts of petrol are not present, which at 
first may make identification more difficult. 
However, comparison with chromatograms of 
conventional  paraffin, diesel,white spirit and 
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637-654. 2018.

[8].  M. R. Meyer, J. Wilhelm, F. T. Peters, 
and H. H. Maurer. “Beta-keto ampheta-
mines: studies on the metabolism of the 
designer drug mephedrone and toxico-
logical detection of mephedrone, 
butylone, and methylone in urine using 
gas chromatography–mass spectrome-
try”. Analytical and bioanalytical chem-
istry. vol 397, no. 3. Pp. 1225-1233. 
2010.
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public health, vol. 21, no. 1, pp. 1-14. 
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diesel will typically identify the accelerants 
[36].

10. Coclusion

Forensic science applications can lead to 
distinct identifications in different ways. In 
situ trace analysis using Surface Enhanced 
Resonance Raman Scattering Spectroscopy 
(SERRS), which is practically non-destructive, 
also has a lot of promise. SIRMS and SERRS 
will undoubtedly advance, becoming 
important analytical techniques for 
determining, respectively, the source and 
composition of materials such as drugs, dyes, 
glass, fuels, soils ,inks, glass explosives, and  
and many others. This is similar to how DNA 
profiling will undoubtedly continue to 
advance.
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analysis and offers a magnified view of the 
paint flake specimen, scanning electron 
microscopy is very helpful. An elemental 
analysis can be accomplished by focusing the 
electron beam directly on certain paint layers 
and individual particles. It is possible to infer 
the quality of pigments present in the material, 
however SEM/EDS by itself cannot identify 
the pigments with certainty.Although 
multilayer paints require layer separation 
before examination, XRD is a good 
non-destructive method for analysing paint 
since it does offer conclusive identification of 
the pigments (organic or inorganic) and 
extenders [24]. Its relative insensitivity in 
compare to the other approaches is its main 
flaw. Elements have also been analysed using 
laser ablation inductively coupled 
plasma-mass spectrometry (LA-ICP-MS). 
Prior to ICP-MS analysis, the laser ablation 
method can concurrently sample numerous 
layers in order to identify and quantify trace 
elements that are present in various layers of 
the sample. A new method of discriminating is 
added via trace element analysis. Pyrolysis 
techniques like Pyrolysis Gas Chromatography 
(PGC) and Pyrolysis Mass Spectrometry are 
used to analyse the binders in a paint material 
[25].

6.  Fibres

Target fibre investigations demonstrate that 
practically all fibres only sometimes appear in 
the environment, as was previously noted. 
Indigo-dyed cotton would be the most notable 
exception. This suggests that the degree of 
linkage is likely to be high if well-known and 
unknown fibres are comparable overall in 
physical and chemical properties. This may not 

be the same as personalising the evidence. 
Only a tear match can differentiate between 
fibres. In addition to the previously mentioned, 
fibres (and hairs, too) have the shared 
characteristic of being easily transferred from 
one substance to another or from a material to 
a different surface, like a chair seat. The 
transmitted fibres may stay on the destination 
item or may just be transferred again [26].

7.  Fingerprints

The finger markings, which are the 
impressions made by the friction ridges of the 
finger. These fingerprints not only show that 
the surface or object was touched, but they also 
help to identify the individual. Latent, patent, 
and plastic fingerprints are the three types that 
are most frequently discovered [27]. Almost 
all crime scenes contain latent prints, which 
must be processed since they are difficult to 
see with the human eye [28]. A wide range of 
physical and chemical techniques have been 
developed to decode the latent fingermarks. 
The most popular technique for creating latent 
fingermarks is powder.The best fingerprint 
powder will attach to the finger sweat residues, 
which produce the distinctive patterns that 
transform latent prints into coloured or 
fluorescent visible prints depending on the 
type of powder used. It is much more difficult 
to make a definite identification since many 
common materials stick to the backdrop [29]. 
In order to solve these issues and increase 
precision, nanotechnology is being employed 
to build fingerprint.The fingerprint pattern has 
been deciphered using tiny particles. 
Numerous research have shown that 
nanopowders may be used to decode 
fingerprints, and most recently, one of these 

1.    Introduction

 Now, the public in general has 
grown more awareness of how science is used 
to solve crimes, as a result of the rise in both 
fictional and documentary television shows 
[1]. Among the topics that commonly make the 
headlines are acts of terrorism, a growth in the 
illicit use of guns, drug trafficking, and driving 
while under the influence of narcotics [2]. 
Since the identification of person-specific 
human DNA "fingerprints" and the subsequent 

forensic use of DNA fingerprints in 1985, 
forensic science laboratories have invested a 
significant amount of money in the creation of 
DNA profiling techniques. Evidence makes it 
as advanced tool for identification [3]. 
According to Forensic Technology Survey's 
findings and related case studies, there is an 
urgent need for more advanced forensic 
science technology, as well as for qualified 
people to utilize it and communicate its 
findings [4]. Major conclusions include that 
numerous crime laboratories have a sizable 

backlog of evidence that has not been analyzed 
or otherwise processed [5]. No matter how 
careful a criminal tries to avoid leaving his 
fingerprints, he may still accidentally touch 
other areas of his body and leave bodily fluids 
or tissue behind, each of which will contain his 
DNA. In crime scenes, fingerprints are also 
person-specific [6]. However, forensics 
experts should indeed focus solely on chemical 
evaluation of trace quantities of materials such 
as explosive devices, stimulants, glass, soil, 
etc. to develop links between victim and 
suspect [7]. This study will look at the most 
recent approaches to forensic analytical 
chemistry for the categories of evidence 
mentioned above. The case become more 
prompt if effective forensic scientific skills are 
available.

2.  Process Used By a 
Toxicologist

Three steps may be identified in the procedure 
toxicologists use. In the first, the medicines, 
metabolites, and other relevant analytes are 
tentatively identified using qualitative 
analysis. These are identified through 
screening tests, same like with narcotic 
examination of confiscated goods. But the 
narcotics chemist who was apprehended has 
fewer alternatives. There are two reasons for 
this restriction. The sample matrices come first 
and are more significant [8].

3.  Drug Analysis

The most often abused narcotics 
amphetamines, heroin, benzodiazepines, 
cannabis, cocaine are the substances that a 
forensic drugs analyst is most likely to come 
across [9]. They can be found in small amounts 

in the hands of individual users as so-called 
"street seizures," in greater amounts in the 
hands of local drug traffickers, and in 
kilogramme quantities as imported substances. 
The basic objectives of the forensic scientist's 
analysis are to: (a) establish if a prohibited 
substance is present, (b) establish the quantity 
of the substance, and (c) occasionally establish 
the link between drug samples by comparison 
or "profiling" [10]. For quick screening and 
straightforward comparison, thin layer 
chromatography (TLC) is used on ethanol 
extracts of the resin, herbal material and oil 
[11]. Profiling can be done using GC-MS or 
HPLC. Reversed-phase HPLC will establish if 
the resin blocks came from the same batch 
based on the results of the preliminary TLC 
screen. HPLC is helpful since, unlike GC-MS, 
it does not call for derivatizing the materials. 
Because they are thermally labile, 
tetrahydrocannabinolic acids would break 
down under GC-MS conditions. The drug 
profile is shown by the chromatogram [12].

4.  Explosives

The removal of explosive residues or traces 
can be done using sticky tape, solvent cleaning 
of objects, vacuum sampling, or swabbing (dry 
or with a solvent) [13]. Ion mobility 
spectrometry is a quick and practical screening 
procedure at the crime scene or in the lab 
(IMS) [14]. Explosive remnants from 
questionable surfaces are collected using a 
suction using a portable IMS device. [15]. 
Prior to colour spot tests and chromatographic 
analysis, residues submitted to the lab are first 
inspected under a microscope.They are then 
dissolved in a solvent such ethanol or acetone. 
The most popular analytical system combines 

identify the application, operating system, 
vendor, and version of requesting user-agent 
[5]. The syntax of use-agent is User-Agent: 
<product> / <product-version> <comment>.

D. HOSTNAME:
A hostname is a label that is assigned to a 
device connected to a computer network and 
that is used to identify the device in the various 
forms of electronic communication such as 
World Wide Web [4].

E. FILE HASHES:
File hashing is also used for file verification. 

3.  Tools For Analysis:

There are many tools that we can use to do 
analysis on the malware like PeStudio, Process 
Hacker, Process Monitor (ProcMon), ProcDot, 
Autoruns, Fiddler, IDA PRO, Ghidra. 
Wireshark is mainly used for the analysis 
because of its simplicity.

4.  Wireshark:

Wireshark is a free and open-source packet 
analyzer. Wireshark is a tool used for capturing 
and analyzing PCAPs files. It is used for 
network troubleshooting, analysis, software 
and communication, protocol development 
and education. The working of Wireshark is 
like tcpdump but has a graphical front and 
integrated sorting and filtering options. All the 
packet traffic is visible on the interface includ-
ing uni-cast traffic. Wireshark is a data captur-
ing program that understand the structure of 
different network protocol and it uses PCAPs 
to capture packets so it can only capture 
packets on the type of network that PCAP 
support. It can also color packets based on 

of inspecting malware tests to attempt to 
extricate important data about their starting 
point, conduct, and effect. There are many 
techniques that are used by malware analysts, a 
person who perform these activities, like Static 
Analysis and Dynamic Analysis [1]. Static 
Analysis include analysis of the malicious 
code without running it i.e., the File Headers, 
Strings, Hashes whereas the Dynamic Analysis 
include the analysis of the malicious code in a 
sandbox or safe environment.

2.  IOC’S:

IOC’s stands for Indication of Compromise. 
These are the forensics evidence of a potential 
intrusion on a system network. These clues 
allow security professionals to determine the 
tactic of an occurred or impending attack IOCs 
are not always easy to detect, they can be as 
simple as metadata elements or incredibly 
complex malicious code and content samples. 
There are several IOC’s which are listed 
below:

A. IP ADDRESS:
The word IP stands for “Internet Protocol”, 
which can be regard as the set of rules govern-
ing the form of data sent via the internet or 
local network [3]. IP addresses are the unique 
addresses which can be used to identify the 
device.

B. DOMAIN NAME:
A domain name is a part of a URL. It is a string 
of text that maps to a numeric IP address, used 
to access a website from client servers [4].

C. USER AGENT:
The User-Agent request header is a characteris-
tic string that let servers and network peers 

rules that match fields in packets to help the 
user identify the type of traffic at a glance. 
Users can change the interface according to 
their choice [2].

4.1  Wireshark Default View
When you open the Wireshark, you will see 
this interface. To open a packet, just go to the 
file in the menu bar. Click open and select your 

file. From Wireshark, you can also analyze the 
packets of your machine. All you need to do is 
choose the Local Area Connection. Another 
way to capture the local packets is to choose 
the Start Capturing Packets option with a 
symbol        on the top left side of the page. And 
to stop the capturing, click on the option 
named as Stop Capturing Packets with the  
symbol.

4.2  Starting With Wireshark:
Now have a look on Wireshark user interface. 
The main window shows Wireshark as you 

would usually see it after some packets are 
captured or loaded.

a. Hiding Columns:
We can easily hide the columns in the 
interface, we can also unhide the columns 
when there is a need to use the columns. First 
Right-Click on the Column which you want to 
hide and then uncheck the column name. And 
to unhide the column, you just need to check 
the column name again. Following Figures 
shows the way how to hide the columns:

b. Removing Columns:
There are some of the columns in the interface 
which are not required for the analysis like the 
NO column and the Length column. We can 
also remove these columns. For this we just 
need to Right Click on that column and then 
Select Remove this Column option from the 
drop-down menu.

4.3  Wireshark Display Parts
The Wireshark Display has 4 parts as shown in 
the figure. These parts are also described 
below [7]:

a) Filter Box (1): It is used to filter the 
packets displayed.

b) Packet Listing (2): It shows all packets 
that satisfied the display filter. 

c) Packet Detail Windows (3): Display the 
contents of the currently selected packet.

d) Hex Window (4): It displays the hex 
content of the current packet. The hex 
window is linked with the packets detail 
window and with highlight any field 
selected.

4.4  Changing The Default View:
The Default view of Wireshark is not very 
friendly to every user, so Wireshark gives a 
functionality to the user to customize the 
interface of the Wireshark according to their 
choice or need. The default column in the 
Wireshark is not ideal in every case. Here 
comes the need to modify the columns. The 
default columns are:

a) No: It is the frame number from the 
beginning of the PCAP.

b) Time: Seconds are broken down into 
Nanoseconds.

c) Source: Source address.

d) Destination: Destination address.

e) Protocol: Used in Ethernet Frame, IP 
Packet, or TCP segment.

f) Length: Length of Frame in Bytes.

So, following are the ways to customize the 
columns in the interface:

(-) which are used to add or remove the column 
respectively. 

The Column Preference Menu List all 
columns, viewed or hidden at the bottom of the 
menu there are two buttons plus (+) and minus 

and then rename the Column and select the 
type of your column.

STEP 02:
If you want to add a column, you just need to 
click on the plus sign, a new row will appear 

d. Apply As Column:
If you want to apply any field from the Packet 
Window Detail as a column, you need to 
Right-Click on that field. Choose Apply as 
Column option and then it will be displayed as 
column.

Same case goes with the removing column. 
After setting up this click on OK. Now, you 
have successfully changed the columns of the 
Wireshark interface.

e. Time Display:
We can also change the format of the displayed 
time. The default syntax of the time is seconds 
broken down into Nanoseconds which in real 
is like 0.101536. You can also change this 

syntax into readable syntax. First Go to the 
View from the Menu and then choose Time 
Display Format, now choose the format of 
your own choice.

5.  Detection Of Malware:

Initially, we will check the traffic, if they were 

sent in continuous packets, then they will be 
exportable through Wireshark itself or if not 
then we have to manually analyze the streams 

and packets. Detection of malware includes 
number of steps:

a. Analyze the network traffic present in the 
packet through protocol hierarchy.  

b. Check the greater percentage of network 
protocol i.e., HTTP/HTTPs, SMB etc.

c. Analyze all the packets present in the 
traffic.

d. Sort the objects with the Content-Type.
e. Locate suspicious files and take hashes of 

those files by using hashmyfile [8].
f. Cross Check the hashes of suspicious files 

by putting those hashes in Virus Total [9].

Sometimes malicious traffic can also be detect-
ed through different destination port for exam-
ple: victim is connecting through port:80 and 
attacker is connecting through port:143 sounds 
malicious.

6.  Case Study:

Let’s consider a case study [10]. Here we have 
a packet which contains the logs of malicious 
files. These files are responsible to make the 
machine infected. Now we must do some 

investigation in that packet to give the answers 
to some questions listed below. This section of 
the document covers that how and where to get 
the information in in the packet.

Questions
1. What is the infected file(s) downloaded 

and their hashes?
2. What is URL/Domain of the infected site?
3. What is the IP address of the infected site?
4. What is the IP address of the infected 

machine?
5. What is the hostname of the infected 

machine?
6. What is the mac address of the infected 

machine?

Question No. 01:

STEP 01:
Go to the file drop-down in the menu bar and 
then choose Export Objects. Then another 
drop-down will appear which will show some 
of the options like HTTP. As most of the traffic 
in the packet logs were of HTTP, so we will 
choose HTTP option from the menu.

After doing the above step, a window will 
appear with the name Wireshark – Export – 
HTTP object list. It will describe the informa-
tion of every downloadable material. We can 

sort the Content Type alphabetically just by 
clicking the Content Type. Now save every 
file.

Question No. 02:
Solution of Question no. 01 shows the infected 
files. Now the question is to get the URL/Do-
main of the infected site. Again, follow the steps 
mentioned in the Question No. 01 till the 
window appear with the name Wireshark – 
Export – HTTP object list. In this window, there 
is a column named as hostname. This column 
will give us the answer of Question No. 02. 
Questio No. 03:

We have already found the infected site 
hostname. Now we are going to find the IP 
address of that infected site. For this, just put the 
filter http.request. It will only show the logs 
requested by the user. In the Destination 
Column, we can easily find the IP address of the 
infected site.

Question No. 04:

packet then its information will be shown in 
the Packet Detail Window. Click on the last 
option in that window named as Dynamic Host 
Configuration Protocol. It will give you some 

further information. From that information, 
choose the Option: Host name. It will give you 
the hostname of the infected machine.

WAY 02:
Another way to find the host name of the 
infected machine is to put the filter of nbns in 
the filter box. Information Column shows the 

name of the infected machine.

Question No. 06:

To get the mac address of the infected 
machine, put the http.request filter in the filter 
box. Click any packet and then see the Packet 
Detail Window. It will show an option of 

Ethernet. Click this option and then you will 
see the Source which stores the mac address of 
the infected machine.

With the same filter, we can find the IP address 
of the infected machine. The Source Column 
shows the IP address of the infected machine.

QUESTION NO. 05:
There is more than one way to get the 

hostname of the infected machine. Some of 
them are described below:

WAY 01:
Put the DHCP filter in the filter box. Some of 
the packets will be shown. Click any of the 

After getting the hashes, copy those hashes of 
any type one by one and then put those hashes 

in the virus total that will show if these hashes 
are infected or not.

Take hashes of every file you downloaded 
from the list with the help of hashmyfiles 

software.
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7.   Conclusion

According to the author and the co-author, 
detection of malware in a packet is an interest-
ing activity in investigating it. The above-men-
tioned ways to detect the malware was related 
to the HTTP traffic. The reader can have a basic 
understanding of malware analysis in traffic.
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c. Adding Columns:
Wireshark also provide us with the feature 
which allows us to add the column of our own 
choice. For Adding the column, you must go 
through from the number of steps listed below:

STEP 01:
Go to the Edit on the menu and then select 
Column Preference option from the 
drop-down menu.

1.  Introduction

 Malware is the most common attack 
ing in the Cyber Security field. Most of the 
attackers use different malware techniques to 
gain benefit, it can be in terms of money or can 
be anything else. Malware can cause a huge 
damage to the user without his consent. In 
today’s world, it is becoming the most damage-
able attack. It can affect your system, 
hardware, data loss and mostly data theft, your 
network and many other. So, to survive in this 
world, to control the number of attacks and to 
investigate malware cases, malware analyst 
showed their existence. They provide many of 
the detection procedures or techniques of 
malware which we can be used to investigate 

these cases and to protect our system. Some 
questions that are being asked in this field are:

a) What behavioral changes a malware can 
cause?

b) How to detect the malware?

c) What are the procedures of malware 
analysis?

d) How to capture packets?

e) What tool should we use to do the analy-
sis?

The word malware is derived from words 
MALicious softWARE. Whereas the word 
software means the program that targets the 
safety and integrity of the system is called 
malware. So, the Malware Analysis is the field 

mass spectrometry's (MS) identification 
capabilities with HPLC's separation capacity 
[16].  

Based on Locard's Exchange Principle, 
forensic investigation of any trace evidence, 
including textile fibres, is performed [17]. 
According to this, "every contact leaves a 
trail." In reality, even though there has been a 
movement of material (in one or both ways), it 
might not be feasible to tell because of how 
little was really moved. Additionally, some 
surfaces may swiftly and readily lose 
transferred material due to their nature and 
texture. As a result, it's critical to gather 
clothes from suspects and victims as quickly as 
possible after an alleged crime since recent 
transfers are frequently involved in proof of 
touch (and hence affiliation) discovered by 
comparison of fibres.

When fibres are readily visible, forceps, lifts 
with sticky tape, or suction are used to recover 
or retrieve them from a crime scene [18]. 
Microscope comparison, fibre identification, 
and colour analysis are all steps in the study 
and analysis of fibres. UV/visible comparison 
microscopy is used to compare known or 
control fibres to extraneous (suspect) fibres 
that have been collected loosely or from tape 
lifts [19]. It is possible to identify whether a 
fibre is synthetic or natural using 
morphological information from optical 
microscopy, whereas synthetic fibres may be 
identified using pyrolysis gas chromatography 
(PGC) and pyrolysis mass spectrometry 
(PyMS). Visible light microspectrophotometry 
is used to check known and suspicious fibres 
for similarities following comparison 
microscopy [20]. If the resultant spectra are 
comparable, an FTIR analysis is performed, 

which provides a clear identification of the 
fibre polymer as well as some information on 
the dyes. The procedures utilised for dye 
extraction will vary on the kind of fibre and 
colour being employed.  Visually like colours 
could really be made up of many component 
dyes (a so-called "metameric match") that are 
easily distinguishable by TLC, HPLC and 
Surface Enhanced Resonance Raman 
Scattering (SERRS) have been successfully 
employed [21].

5.  Paint

Paint can be found as an evidence in a variety 
of situations. It may appear as tiny peels on the 
clothing of someone who has vandalised a 
building and damaged the paintwork, as paint 
streaks transmitted from one car to the other in 
a collision, or from a car to a victim in a 
hit-and-run accident [22]. Beginning with a 
microscopic inspection of control paint, such 
as that from the place of entry in the instance of 
a break-in, the analytical method to such 
evidence is used (found on the garments of the 
suspect). In addition to visible light 
microscopy, polarised light microscopy  are 
used because they can provide a wealth of 
information about the general appearance of 
the samples.This also includes the existence of 
a layer structure, the texture and color of the 
layers, information on particle size.Since 
single-layer forensic paint specimens are the 
norm, it is necessary to identify the chemical 
makeup of the  extenders, binders and 
pigments after comparing colours [23]. X-ray 
powder diffraction (XRD), X-ray fluorescence 
(XRF), and scanning electron 
microscopy/energy dispersive spectroscopy 
(SEM/EDS) are used to analyse paint pigments 
and extenders. Because it can do elemental 

studies found that zinc oxide powders with a 
20 nm particle size produce superior prints and 
UV fluorescence than other powders. 
Additionally, their newly created techniques 
operate in moist conditions where 
conventional powders cannot [30]. 

8.  Glass

Globally, Glass has potential applications. As a 
result, it frequently occurs in violent crimes 
including murder, robbery, planned car 
accidents, and reckless driving. When glass 
breaks, tiny pieces might become stuck to the 
offender's clothing or weapons. These pieces 
can be used as significant evidence in court 
proceedings if they are gathered, examined, 
and compared.It has also been done to analyse 
glass samples using both elemental analysis 
and RI determination. The majority of these 
investigations have come to the conclusion that 
these analyses are complementing rather than 
rival. Metals in glass samples may be analysed 
using inductively coupled plasma-atomic 
emission spectroscopy (ICP-AES) and 
inductively coupled plasma-mass spectrometry 
(ICP-MS). However, their primary drawback 
is their destructive nature, which has led to 
Laser Ablation-ICP-MS largely replacing 
them (LA-ICP-MS) [31]. Glass samples may 
quickly be directly analysed using a 
quasi-non-destructive approach. Other studies 
have using X-Ray Fluorescence (XRF) 
methods. XRF has a non-destructive nature, is 
simpler to operate, and costs less than ICP-MS. 
Due to its speed, lack of sample preparation 
requirements, and similar sensitivity to 
LA-ICP-MS, Laser Induced Breakdown 
Spectroscopy (LIBS) has recently gained 
popularity. Although to a lesser degree, glass 

examination has also been performed using the 
scanning electron microscope energy 
dispersive X-ray spectroscopy (SEM-EDX), 
particle free induced X-ray emission (PIXE), 
and the electron probe micro-analyzer (EPMA) 
[32][33].

9.  Arson

The most common accelerants used in arson 
assaults are gasoline (also known as gasoline), 
paraffin (also known as kerosene), and 
occasionally paint strippers.After the flame has 
been extinguished, any remnants of these 
substances may quickly vanish.The method 
that is most frequently used to analyse 
evidence of accelerants found at fire sites is gas 
chromatography (GC) [34]. The bags or jars 
containing the trash and garments are sampled 
from headspace to begin the examination. Any 
volatile residue is driven into the container's 
atmosphere by heating it.A syringe containing 
an absorbent material, like the resin Tenax, is 
used to pull the air comprising volatile 
compounds through the resin [35]. The 
absorbent substance is forced through the 
storage container into the surrounding air. 
Volatiles that have been absorbed are 
thermally exfoliated from the Tenax when the 
cuvette is inserted in the GC. As a result of the 
heating action of the fire,A mixture of peaks 
from the accelerants and any pyrolysis 
byproducts from the heat degradation of 
polymers and natural materials will appear in 
the resulting chromatogram. When residues 
are retrieved from a fire scene, the more 
volatile parts of petrol are not present, which at 
first may make identification more difficult. 
However, comparison with chromatograms of 
conventional  paraffin, diesel,white spirit and 
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diesel will typically identify the accelerants 
[36].

10. Coclusion

Forensic science applications can lead to 
distinct identifications in different ways. In 
situ trace analysis using Surface Enhanced 
Resonance Raman Scattering Spectroscopy 
(SERRS), which is practically non-destructive, 
also has a lot of promise. SIRMS and SERRS 
will undoubtedly advance, becoming 
important analytical techniques for 
determining, respectively, the source and 
composition of materials such as drugs, dyes, 
glass, fuels, soils ,inks, glass explosives, and  
and many others. This is similar to how DNA 
profiling will undoubtedly continue to 
advance.
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analysis and offers a magnified view of the 
paint flake specimen, scanning electron 
microscopy is very helpful. An elemental 
analysis can be accomplished by focusing the 
electron beam directly on certain paint layers 
and individual particles. It is possible to infer 
the quality of pigments present in the material, 
however SEM/EDS by itself cannot identify 
the pigments with certainty.Although 
multilayer paints require layer separation 
before examination, XRD is a good 
non-destructive method for analysing paint 
since it does offer conclusive identification of 
the pigments (organic or inorganic) and 
extenders [24]. Its relative insensitivity in 
compare to the other approaches is its main 
flaw. Elements have also been analysed using 
laser ablation inductively coupled 
plasma-mass spectrometry (LA-ICP-MS). 
Prior to ICP-MS analysis, the laser ablation 
method can concurrently sample numerous 
layers in order to identify and quantify trace 
elements that are present in various layers of 
the sample. A new method of discriminating is 
added via trace element analysis. Pyrolysis 
techniques like Pyrolysis Gas Chromatography 
(PGC) and Pyrolysis Mass Spectrometry are 
used to analyse the binders in a paint material 
[25].

6.  Fibres

Target fibre investigations demonstrate that 
practically all fibres only sometimes appear in 
the environment, as was previously noted. 
Indigo-dyed cotton would be the most notable 
exception. This suggests that the degree of 
linkage is likely to be high if well-known and 
unknown fibres are comparable overall in 
physical and chemical properties. This may not 

be the same as personalising the evidence. 
Only a tear match can differentiate between 
fibres. In addition to the previously mentioned, 
fibres (and hairs, too) have the shared 
characteristic of being easily transferred from 
one substance to another or from a material to 
a different surface, like a chair seat. The 
transmitted fibres may stay on the destination 
item or may just be transferred again [26].

7.  Fingerprints

The finger markings, which are the 
impressions made by the friction ridges of the 
finger. These fingerprints not only show that 
the surface or object was touched, but they also 
help to identify the individual. Latent, patent, 
and plastic fingerprints are the three types that 
are most frequently discovered [27]. Almost 
all crime scenes contain latent prints, which 
must be processed since they are difficult to 
see with the human eye [28]. A wide range of 
physical and chemical techniques have been 
developed to decode the latent fingermarks. 
The most popular technique for creating latent 
fingermarks is powder.The best fingerprint 
powder will attach to the finger sweat residues, 
which produce the distinctive patterns that 
transform latent prints into coloured or 
fluorescent visible prints depending on the 
type of powder used. It is much more difficult 
to make a definite identification since many 
common materials stick to the backdrop [29]. 
In order to solve these issues and increase 
precision, nanotechnology is being employed 
to build fingerprint.The fingerprint pattern has 
been deciphered using tiny particles. 
Numerous research have shown that 
nanopowders may be used to decode 
fingerprints, and most recently, one of these 

1.    Introduction

 Now, the public in general has 
grown more awareness of how science is used 
to solve crimes, as a result of the rise in both 
fictional and documentary television shows 
[1]. Among the topics that commonly make the 
headlines are acts of terrorism, a growth in the 
illicit use of guns, drug trafficking, and driving 
while under the influence of narcotics [2]. 
Since the identification of person-specific 
human DNA "fingerprints" and the subsequent 

forensic use of DNA fingerprints in 1985, 
forensic science laboratories have invested a 
significant amount of money in the creation of 
DNA profiling techniques. Evidence makes it 
as advanced tool for identification [3]. 
According to Forensic Technology Survey's 
findings and related case studies, there is an 
urgent need for more advanced forensic 
science technology, as well as for qualified 
people to utilize it and communicate its 
findings [4]. Major conclusions include that 
numerous crime laboratories have a sizable 

backlog of evidence that has not been analyzed 
or otherwise processed [5]. No matter how 
careful a criminal tries to avoid leaving his 
fingerprints, he may still accidentally touch 
other areas of his body and leave bodily fluids 
or tissue behind, each of which will contain his 
DNA. In crime scenes, fingerprints are also 
person-specific [6]. However, forensics 
experts should indeed focus solely on chemical 
evaluation of trace quantities of materials such 
as explosive devices, stimulants, glass, soil, 
etc. to develop links between victim and 
suspect [7]. This study will look at the most 
recent approaches to forensic analytical 
chemistry for the categories of evidence 
mentioned above. The case become more 
prompt if effective forensic scientific skills are 
available.

2.  Process Used By a 
Toxicologist

Three steps may be identified in the procedure 
toxicologists use. In the first, the medicines, 
metabolites, and other relevant analytes are 
tentatively identified using qualitative 
analysis. These are identified through 
screening tests, same like with narcotic 
examination of confiscated goods. But the 
narcotics chemist who was apprehended has 
fewer alternatives. There are two reasons for 
this restriction. The sample matrices come first 
and are more significant [8].

3.  Drug Analysis

The most often abused narcotics 
amphetamines, heroin, benzodiazepines, 
cannabis, cocaine are the substances that a 
forensic drugs analyst is most likely to come 
across [9]. They can be found in small amounts 

in the hands of individual users as so-called 
"street seizures," in greater amounts in the 
hands of local drug traffickers, and in 
kilogramme quantities as imported substances. 
The basic objectives of the forensic scientist's 
analysis are to: (a) establish if a prohibited 
substance is present, (b) establish the quantity 
of the substance, and (c) occasionally establish 
the link between drug samples by comparison 
or "profiling" [10]. For quick screening and 
straightforward comparison, thin layer 
chromatography (TLC) is used on ethanol 
extracts of the resin, herbal material and oil 
[11]. Profiling can be done using GC-MS or 
HPLC. Reversed-phase HPLC will establish if 
the resin blocks came from the same batch 
based on the results of the preliminary TLC 
screen. HPLC is helpful since, unlike GC-MS, 
it does not call for derivatizing the materials. 
Because they are thermally labile, 
tetrahydrocannabinolic acids would break 
down under GC-MS conditions. The drug 
profile is shown by the chromatogram [12].

4.  Explosives

The removal of explosive residues or traces 
can be done using sticky tape, solvent cleaning 
of objects, vacuum sampling, or swabbing (dry 
or with a solvent) [13]. Ion mobility 
spectrometry is a quick and practical screening 
procedure at the crime scene or in the lab 
(IMS) [14]. Explosive remnants from 
questionable surfaces are collected using a 
suction using a portable IMS device. [15]. 
Prior to colour spot tests and chromatographic 
analysis, residues submitted to the lab are first 
inspected under a microscope.They are then 
dissolved in a solvent such ethanol or acetone. 
The most popular analytical system combines 

identify the application, operating system, 
vendor, and version of requesting user-agent 
[5]. The syntax of use-agent is User-Agent: 
<product> / <product-version> <comment>.

D. HOSTNAME:
A hostname is a label that is assigned to a 
device connected to a computer network and 
that is used to identify the device in the various 
forms of electronic communication such as 
World Wide Web [4].

E. FILE HASHES:
File hashing is also used for file verification. 

3.  Tools For Analysis:

There are many tools that we can use to do 
analysis on the malware like PeStudio, Process 
Hacker, Process Monitor (ProcMon), ProcDot, 
Autoruns, Fiddler, IDA PRO, Ghidra. 
Wireshark is mainly used for the analysis 
because of its simplicity.

4.  Wireshark:

Wireshark is a free and open-source packet 
analyzer. Wireshark is a tool used for capturing 
and analyzing PCAPs files. It is used for 
network troubleshooting, analysis, software 
and communication, protocol development 
and education. The working of Wireshark is 
like tcpdump but has a graphical front and 
integrated sorting and filtering options. All the 
packet traffic is visible on the interface includ-
ing uni-cast traffic. Wireshark is a data captur-
ing program that understand the structure of 
different network protocol and it uses PCAPs 
to capture packets so it can only capture 
packets on the type of network that PCAP 
support. It can also color packets based on 

of inspecting malware tests to attempt to 
extricate important data about their starting 
point, conduct, and effect. There are many 
techniques that are used by malware analysts, a 
person who perform these activities, like Static 
Analysis and Dynamic Analysis [1]. Static 
Analysis include analysis of the malicious 
code without running it i.e., the File Headers, 
Strings, Hashes whereas the Dynamic Analysis 
include the analysis of the malicious code in a 
sandbox or safe environment.

2.  IOC’S:

IOC’s stands for Indication of Compromise. 
These are the forensics evidence of a potential 
intrusion on a system network. These clues 
allow security professionals to determine the 
tactic of an occurred or impending attack IOCs 
are not always easy to detect, they can be as 
simple as metadata elements or incredibly 
complex malicious code and content samples. 
There are several IOC’s which are listed 
below:

A. IP ADDRESS:
The word IP stands for “Internet Protocol”, 
which can be regard as the set of rules govern-
ing the form of data sent via the internet or 
local network [3]. IP addresses are the unique 
addresses which can be used to identify the 
device.

B. DOMAIN NAME:
A domain name is a part of a URL. It is a string 
of text that maps to a numeric IP address, used 
to access a website from client servers [4].

C. USER AGENT:
The User-Agent request header is a characteris-
tic string that let servers and network peers 

rules that match fields in packets to help the 
user identify the type of traffic at a glance. 
Users can change the interface according to 
their choice [2].

4.1  Wireshark Default View
When you open the Wireshark, you will see 
this interface. To open a packet, just go to the 
file in the menu bar. Click open and select your 

file. From Wireshark, you can also analyze the 
packets of your machine. All you need to do is 
choose the Local Area Connection. Another 
way to capture the local packets is to choose 
the Start Capturing Packets option with a 
symbol        on the top left side of the page. And 
to stop the capturing, click on the option 
named as Stop Capturing Packets with the  
symbol.

4.2  Starting With Wireshark:
Now have a look on Wireshark user interface. 
The main window shows Wireshark as you 

would usually see it after some packets are 
captured or loaded.

a. Hiding Columns:
We can easily hide the columns in the 
interface, we can also unhide the columns 
when there is a need to use the columns. First 
Right-Click on the Column which you want to 
hide and then uncheck the column name. And 
to unhide the column, you just need to check 
the column name again. Following Figures 
shows the way how to hide the columns:

b. Removing Columns:
There are some of the columns in the interface 
which are not required for the analysis like the 
NO column and the Length column. We can 
also remove these columns. For this we just 
need to Right Click on that column and then 
Select Remove this Column option from the 
drop-down menu.

4.3  Wireshark Display Parts
The Wireshark Display has 4 parts as shown in 
the figure. These parts are also described 
below [7]:

a) Filter Box (1): It is used to filter the 
packets displayed.

b) Packet Listing (2): It shows all packets 
that satisfied the display filter. 

c) Packet Detail Windows (3): Display the 
contents of the currently selected packet.

d) Hex Window (4): It displays the hex 
content of the current packet. The hex 
window is linked with the packets detail 
window and with highlight any field 
selected.

4.4  Changing The Default View:
The Default view of Wireshark is not very 
friendly to every user, so Wireshark gives a 
functionality to the user to customize the 
interface of the Wireshark according to their 
choice or need. The default column in the 
Wireshark is not ideal in every case. Here 
comes the need to modify the columns. The 
default columns are:

a) No: It is the frame number from the 
beginning of the PCAP.

b) Time: Seconds are broken down into 
Nanoseconds.

c) Source: Source address.

d) Destination: Destination address.

e) Protocol: Used in Ethernet Frame, IP 
Packet, or TCP segment.

f) Length: Length of Frame in Bytes.

So, following are the ways to customize the 
columns in the interface:

(-) which are used to add or remove the column 
respectively. 

The Column Preference Menu List all 
columns, viewed or hidden at the bottom of the 
menu there are two buttons plus (+) and minus 

and then rename the Column and select the 
type of your column.

STEP 02:
If you want to add a column, you just need to 
click on the plus sign, a new row will appear 

d. Apply As Column:
If you want to apply any field from the Packet 
Window Detail as a column, you need to 
Right-Click on that field. Choose Apply as 
Column option and then it will be displayed as 
column.

Same case goes with the removing column. 
After setting up this click on OK. Now, you 
have successfully changed the columns of the 
Wireshark interface.

e. Time Display:
We can also change the format of the displayed 
time. The default syntax of the time is seconds 
broken down into Nanoseconds which in real 
is like 0.101536. You can also change this 

syntax into readable syntax. First Go to the 
View from the Menu and then choose Time 
Display Format, now choose the format of 
your own choice.

5.  Detection Of Malware:

Initially, we will check the traffic, if they were 

sent in continuous packets, then they will be 
exportable through Wireshark itself or if not 
then we have to manually analyze the streams 

and packets. Detection of malware includes 
number of steps:

a. Analyze the network traffic present in the 
packet through protocol hierarchy.  

b. Check the greater percentage of network 
protocol i.e., HTTP/HTTPs, SMB etc.

c. Analyze all the packets present in the 
traffic.

d. Sort the objects with the Content-Type.
e. Locate suspicious files and take hashes of 

those files by using hashmyfile [8].
f. Cross Check the hashes of suspicious files 

by putting those hashes in Virus Total [9].

Sometimes malicious traffic can also be detect-
ed through different destination port for exam-
ple: victim is connecting through port:80 and 
attacker is connecting through port:143 sounds 
malicious.

6.  Case Study:

Let’s consider a case study [10]. Here we have 
a packet which contains the logs of malicious 
files. These files are responsible to make the 
machine infected. Now we must do some 

investigation in that packet to give the answers 
to some questions listed below. This section of 
the document covers that how and where to get 
the information in in the packet.

Questions
1. What is the infected file(s) downloaded 

and their hashes?
2. What is URL/Domain of the infected site?
3. What is the IP address of the infected site?
4. What is the IP address of the infected 

machine?
5. What is the hostname of the infected 

machine?
6. What is the mac address of the infected 

machine?

Question No. 01:

STEP 01:
Go to the file drop-down in the menu bar and 
then choose Export Objects. Then another 
drop-down will appear which will show some 
of the options like HTTP. As most of the traffic 
in the packet logs were of HTTP, so we will 
choose HTTP option from the menu.

After doing the above step, a window will 
appear with the name Wireshark – Export – 
HTTP object list. It will describe the informa-
tion of every downloadable material. We can 

sort the Content Type alphabetically just by 
clicking the Content Type. Now save every 
file.

Question No. 02:
Solution of Question no. 01 shows the infected 
files. Now the question is to get the URL/Do-
main of the infected site. Again, follow the steps 
mentioned in the Question No. 01 till the 
window appear with the name Wireshark – 
Export – HTTP object list. In this window, there 
is a column named as hostname. This column 
will give us the answer of Question No. 02. 
Questio No. 03:

We have already found the infected site 
hostname. Now we are going to find the IP 
address of that infected site. For this, just put the 
filter http.request. It will only show the logs 
requested by the user. In the Destination 
Column, we can easily find the IP address of the 
infected site.

Question No. 04:

packet then its information will be shown in 
the Packet Detail Window. Click on the last 
option in that window named as Dynamic Host 
Configuration Protocol. It will give you some 

further information. From that information, 
choose the Option: Host name. It will give you 
the hostname of the infected machine.

WAY 02:
Another way to find the host name of the 
infected machine is to put the filter of nbns in 
the filter box. Information Column shows the 

name of the infected machine.

Question No. 06:

To get the mac address of the infected 
machine, put the http.request filter in the filter 
box. Click any packet and then see the Packet 
Detail Window. It will show an option of 

Ethernet. Click this option and then you will 
see the Source which stores the mac address of 
the infected machine.

With the same filter, we can find the IP address 
of the infected machine. The Source Column 
shows the IP address of the infected machine.

QUESTION NO. 05:
There is more than one way to get the 

hostname of the infected machine. Some of 
them are described below:

WAY 01:
Put the DHCP filter in the filter box. Some of 
the packets will be shown. Click any of the 

After getting the hashes, copy those hashes of 
any type one by one and then put those hashes 

in the virus total that will show if these hashes 
are infected or not.

Take hashes of every file you downloaded 
from the list with the help of hashmyfiles 

software.
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7.   Conclusion

According to the author and the co-author, 
detection of malware in a packet is an interest-
ing activity in investigating it. The above-men-
tioned ways to detect the malware was related 
to the HTTP traffic. The reader can have a basic 
understanding of malware analysis in traffic.
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c. Adding Columns:
Wireshark also provide us with the feature 
which allows us to add the column of our own 
choice. For Adding the column, you must go 
through from the number of steps listed below:

STEP 01:
Go to the Edit on the menu and then select 
Column Preference option from the 
drop-down menu.

1.  Introduction

 Malware is the most common attack 
ing in the Cyber Security field. Most of the 
attackers use different malware techniques to 
gain benefit, it can be in terms of money or can 
be anything else. Malware can cause a huge 
damage to the user without his consent. In 
today’s world, it is becoming the most damage-
able attack. It can affect your system, 
hardware, data loss and mostly data theft, your 
network and many other. So, to survive in this 
world, to control the number of attacks and to 
investigate malware cases, malware analyst 
showed their existence. They provide many of 
the detection procedures or techniques of 
malware which we can be used to investigate 

these cases and to protect our system. Some 
questions that are being asked in this field are:

a) What behavioral changes a malware can 
cause?

b) How to detect the malware?

c) What are the procedures of malware 
analysis?

d) How to capture packets?

e) What tool should we use to do the analy-
sis?

The word malware is derived from words 
MALicious softWARE. Whereas the word 
software means the program that targets the 
safety and integrity of the system is called 
malware. So, the Malware Analysis is the field 

mass spectrometry's (MS) identification 
capabilities with HPLC's separation capacity 
[16].  

Based on Locard's Exchange Principle, 
forensic investigation of any trace evidence, 
including textile fibres, is performed [17]. 
According to this, "every contact leaves a 
trail." In reality, even though there has been a 
movement of material (in one or both ways), it 
might not be feasible to tell because of how 
little was really moved. Additionally, some 
surfaces may swiftly and readily lose 
transferred material due to their nature and 
texture. As a result, it's critical to gather 
clothes from suspects and victims as quickly as 
possible after an alleged crime since recent 
transfers are frequently involved in proof of 
touch (and hence affiliation) discovered by 
comparison of fibres.

When fibres are readily visible, forceps, lifts 
with sticky tape, or suction are used to recover 
or retrieve them from a crime scene [18]. 
Microscope comparison, fibre identification, 
and colour analysis are all steps in the study 
and analysis of fibres. UV/visible comparison 
microscopy is used to compare known or 
control fibres to extraneous (suspect) fibres 
that have been collected loosely or from tape 
lifts [19]. It is possible to identify whether a 
fibre is synthetic or natural using 
morphological information from optical 
microscopy, whereas synthetic fibres may be 
identified using pyrolysis gas chromatography 
(PGC) and pyrolysis mass spectrometry 
(PyMS). Visible light microspectrophotometry 
is used to check known and suspicious fibres 
for similarities following comparison 
microscopy [20]. If the resultant spectra are 
comparable, an FTIR analysis is performed, 

which provides a clear identification of the 
fibre polymer as well as some information on 
the dyes. The procedures utilised for dye 
extraction will vary on the kind of fibre and 
colour being employed.  Visually like colours 
could really be made up of many component 
dyes (a so-called "metameric match") that are 
easily distinguishable by TLC, HPLC and 
Surface Enhanced Resonance Raman 
Scattering (SERRS) have been successfully 
employed [21].

5.  Paint

Paint can be found as an evidence in a variety 
of situations. It may appear as tiny peels on the 
clothing of someone who has vandalised a 
building and damaged the paintwork, as paint 
streaks transmitted from one car to the other in 
a collision, or from a car to a victim in a 
hit-and-run accident [22]. Beginning with a 
microscopic inspection of control paint, such 
as that from the place of entry in the instance of 
a break-in, the analytical method to such 
evidence is used (found on the garments of the 
suspect). In addition to visible light 
microscopy, polarised light microscopy  are 
used because they can provide a wealth of 
information about the general appearance of 
the samples.This also includes the existence of 
a layer structure, the texture and color of the 
layers, information on particle size.Since 
single-layer forensic paint specimens are the 
norm, it is necessary to identify the chemical 
makeup of the  extenders, binders and 
pigments after comparing colours [23]. X-ray 
powder diffraction (XRD), X-ray fluorescence 
(XRF), and scanning electron 
microscopy/energy dispersive spectroscopy 
(SEM/EDS) are used to analyse paint pigments 
and extenders. Because it can do elemental 
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studies found that zinc oxide powders with a 
20 nm particle size produce superior prints and 
UV fluorescence than other powders. 
Additionally, their newly created techniques 
operate in moist conditions where 
conventional powders cannot [30]. 

8.  Glass

Globally, Glass has potential applications. As a 
result, it frequently occurs in violent crimes 
including murder, robbery, planned car 
accidents, and reckless driving. When glass 
breaks, tiny pieces might become stuck to the 
offender's clothing or weapons. These pieces 
can be used as significant evidence in court 
proceedings if they are gathered, examined, 
and compared.It has also been done to analyse 
glass samples using both elemental analysis 
and RI determination. The majority of these 
investigations have come to the conclusion that 
these analyses are complementing rather than 
rival. Metals in glass samples may be analysed 
using inductively coupled plasma-atomic 
emission spectroscopy (ICP-AES) and 
inductively coupled plasma-mass spectrometry 
(ICP-MS). However, their primary drawback 
is their destructive nature, which has led to 
Laser Ablation-ICP-MS largely replacing 
them (LA-ICP-MS) [31]. Glass samples may 
quickly be directly analysed using a 
quasi-non-destructive approach. Other studies 
have using X-Ray Fluorescence (XRF) 
methods. XRF has a non-destructive nature, is 
simpler to operate, and costs less than ICP-MS. 
Due to its speed, lack of sample preparation 
requirements, and similar sensitivity to 
LA-ICP-MS, Laser Induced Breakdown 
Spectroscopy (LIBS) has recently gained 
popularity. Although to a lesser degree, glass 

examination has also been performed using the 
scanning electron microscope energy 
dispersive X-ray spectroscopy (SEM-EDX), 
particle free induced X-ray emission (PIXE), 
and the electron probe micro-analyzer (EPMA) 
[32][33].

9.  Arson

The most common accelerants used in arson 
assaults are gasoline (also known as gasoline), 
paraffin (also known as kerosene), and 
occasionally paint strippers.After the flame has 
been extinguished, any remnants of these 
substances may quickly vanish.The method 
that is most frequently used to analyse 
evidence of accelerants found at fire sites is gas 
chromatography (GC) [34]. The bags or jars 
containing the trash and garments are sampled 
from headspace to begin the examination. Any 
volatile residue is driven into the container's 
atmosphere by heating it.A syringe containing 
an absorbent material, like the resin Tenax, is 
used to pull the air comprising volatile 
compounds through the resin [35]. The 
absorbent substance is forced through the 
storage container into the surrounding air. 
Volatiles that have been absorbed are 
thermally exfoliated from the Tenax when the 
cuvette is inserted in the GC. As a result of the 
heating action of the fire,A mixture of peaks 
from the accelerants and any pyrolysis 
byproducts from the heat degradation of 
polymers and natural materials will appear in 
the resulting chromatogram. When residues 
are retrieved from a fire scene, the more 
volatile parts of petrol are not present, which at 
first may make identification more difficult. 
However, comparison with chromatograms of 
conventional  paraffin, diesel,white spirit and 
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diesel will typically identify the accelerants 
[36].

10. Coclusion

Forensic science applications can lead to 
distinct identifications in different ways. In 
situ trace analysis using Surface Enhanced 
Resonance Raman Scattering Spectroscopy 
(SERRS), which is practically non-destructive, 
also has a lot of promise. SIRMS and SERRS 
will undoubtedly advance, becoming 
important analytical techniques for 
determining, respectively, the source and 
composition of materials such as drugs, dyes, 
glass, fuels, soils ,inks, glass explosives, and  
and many others. This is similar to how DNA 
profiling will undoubtedly continue to 
advance.
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analysis and offers a magnified view of the 
paint flake specimen, scanning electron 
microscopy is very helpful. An elemental 
analysis can be accomplished by focusing the 
electron beam directly on certain paint layers 
and individual particles. It is possible to infer 
the quality of pigments present in the material, 
however SEM/EDS by itself cannot identify 
the pigments with certainty.Although 
multilayer paints require layer separation 
before examination, XRD is a good 
non-destructive method for analysing paint 
since it does offer conclusive identification of 
the pigments (organic or inorganic) and 
extenders [24]. Its relative insensitivity in 
compare to the other approaches is its main 
flaw. Elements have also been analysed using 
laser ablation inductively coupled 
plasma-mass spectrometry (LA-ICP-MS). 
Prior to ICP-MS analysis, the laser ablation 
method can concurrently sample numerous 
layers in order to identify and quantify trace 
elements that are present in various layers of 
the sample. A new method of discriminating is 
added via trace element analysis. Pyrolysis 
techniques like Pyrolysis Gas Chromatography 
(PGC) and Pyrolysis Mass Spectrometry are 
used to analyse the binders in a paint material 
[25].

6.  Fibres

Target fibre investigations demonstrate that 
practically all fibres only sometimes appear in 
the environment, as was previously noted. 
Indigo-dyed cotton would be the most notable 
exception. This suggests that the degree of 
linkage is likely to be high if well-known and 
unknown fibres are comparable overall in 
physical and chemical properties. This may not 

be the same as personalising the evidence. 
Only a tear match can differentiate between 
fibres. In addition to the previously mentioned, 
fibres (and hairs, too) have the shared 
characteristic of being easily transferred from 
one substance to another or from a material to 
a different surface, like a chair seat. The 
transmitted fibres may stay on the destination 
item or may just be transferred again [26].

7.  Fingerprints

The finger markings, which are the 
impressions made by the friction ridges of the 
finger. These fingerprints not only show that 
the surface or object was touched, but they also 
help to identify the individual. Latent, patent, 
and plastic fingerprints are the three types that 
are most frequently discovered [27]. Almost 
all crime scenes contain latent prints, which 
must be processed since they are difficult to 
see with the human eye [28]. A wide range of 
physical and chemical techniques have been 
developed to decode the latent fingermarks. 
The most popular technique for creating latent 
fingermarks is powder.The best fingerprint 
powder will attach to the finger sweat residues, 
which produce the distinctive patterns that 
transform latent prints into coloured or 
fluorescent visible prints depending on the 
type of powder used. It is much more difficult 
to make a definite identification since many 
common materials stick to the backdrop [29]. 
In order to solve these issues and increase 
precision, nanotechnology is being employed 
to build fingerprint.The fingerprint pattern has 
been deciphered using tiny particles. 
Numerous research have shown that 
nanopowders may be used to decode 
fingerprints, and most recently, one of these 

1.    Introduction

 Now, the public in general has 
grown more awareness of how science is used 
to solve crimes, as a result of the rise in both 
fictional and documentary television shows 
[1]. Among the topics that commonly make the 
headlines are acts of terrorism, a growth in the 
illicit use of guns, drug trafficking, and driving 
while under the influence of narcotics [2]. 
Since the identification of person-specific 
human DNA "fingerprints" and the subsequent 

forensic use of DNA fingerprints in 1985, 
forensic science laboratories have invested a 
significant amount of money in the creation of 
DNA profiling techniques. Evidence makes it 
as advanced tool for identification [3]. 
According to Forensic Technology Survey's 
findings and related case studies, there is an 
urgent need for more advanced forensic 
science technology, as well as for qualified 
people to utilize it and communicate its 
findings [4]. Major conclusions include that 
numerous crime laboratories have a sizable 

backlog of evidence that has not been analyzed 
or otherwise processed [5]. No matter how 
careful a criminal tries to avoid leaving his 
fingerprints, he may still accidentally touch 
other areas of his body and leave bodily fluids 
or tissue behind, each of which will contain his 
DNA. In crime scenes, fingerprints are also 
person-specific [6]. However, forensics 
experts should indeed focus solely on chemical 
evaluation of trace quantities of materials such 
as explosive devices, stimulants, glass, soil, 
etc. to develop links between victim and 
suspect [7]. This study will look at the most 
recent approaches to forensic analytical 
chemistry for the categories of evidence 
mentioned above. The case become more 
prompt if effective forensic scientific skills are 
available.

2.  Process Used By a 
Toxicologist

Three steps may be identified in the procedure 
toxicologists use. In the first, the medicines, 
metabolites, and other relevant analytes are 
tentatively identified using qualitative 
analysis. These are identified through 
screening tests, same like with narcotic 
examination of confiscated goods. But the 
narcotics chemist who was apprehended has 
fewer alternatives. There are two reasons for 
this restriction. The sample matrices come first 
and are more significant [8].

3.  Drug Analysis

The most often abused narcotics 
amphetamines, heroin, benzodiazepines, 
cannabis, cocaine are the substances that a 
forensic drugs analyst is most likely to come 
across [9]. They can be found in small amounts 

in the hands of individual users as so-called 
"street seizures," in greater amounts in the 
hands of local drug traffickers, and in 
kilogramme quantities as imported substances. 
The basic objectives of the forensic scientist's 
analysis are to: (a) establish if a prohibited 
substance is present, (b) establish the quantity 
of the substance, and (c) occasionally establish 
the link between drug samples by comparison 
or "profiling" [10]. For quick screening and 
straightforward comparison, thin layer 
chromatography (TLC) is used on ethanol 
extracts of the resin, herbal material and oil 
[11]. Profiling can be done using GC-MS or 
HPLC. Reversed-phase HPLC will establish if 
the resin blocks came from the same batch 
based on the results of the preliminary TLC 
screen. HPLC is helpful since, unlike GC-MS, 
it does not call for derivatizing the materials. 
Because they are thermally labile, 
tetrahydrocannabinolic acids would break 
down under GC-MS conditions. The drug 
profile is shown by the chromatogram [12].

4.  Explosives

The removal of explosive residues or traces 
can be done using sticky tape, solvent cleaning 
of objects, vacuum sampling, or swabbing (dry 
or with a solvent) [13]. Ion mobility 
spectrometry is a quick and practical screening 
procedure at the crime scene or in the lab 
(IMS) [14]. Explosive remnants from 
questionable surfaces are collected using a 
suction using a portable IMS device. [15]. 
Prior to colour spot tests and chromatographic 
analysis, residues submitted to the lab are first 
inspected under a microscope.They are then 
dissolved in a solvent such ethanol or acetone. 
The most popular analytical system combines 

identify the application, operating system, 
vendor, and version of requesting user-agent 
[5]. The syntax of use-agent is User-Agent: 
<product> / <product-version> <comment>.

D. HOSTNAME:
A hostname is a label that is assigned to a 
device connected to a computer network and 
that is used to identify the device in the various 
forms of electronic communication such as 
World Wide Web [4].

E. FILE HASHES:
File hashing is also used for file verification. 

3.  Tools For Analysis:

There are many tools that we can use to do 
analysis on the malware like PeStudio, Process 
Hacker, Process Monitor (ProcMon), ProcDot, 
Autoruns, Fiddler, IDA PRO, Ghidra. 
Wireshark is mainly used for the analysis 
because of its simplicity.

4.  Wireshark:

Wireshark is a free and open-source packet 
analyzer. Wireshark is a tool used for capturing 
and analyzing PCAPs files. It is used for 
network troubleshooting, analysis, software 
and communication, protocol development 
and education. The working of Wireshark is 
like tcpdump but has a graphical front and 
integrated sorting and filtering options. All the 
packet traffic is visible on the interface includ-
ing uni-cast traffic. Wireshark is a data captur-
ing program that understand the structure of 
different network protocol and it uses PCAPs 
to capture packets so it can only capture 
packets on the type of network that PCAP 
support. It can also color packets based on 

of inspecting malware tests to attempt to 
extricate important data about their starting 
point, conduct, and effect. There are many 
techniques that are used by malware analysts, a 
person who perform these activities, like Static 
Analysis and Dynamic Analysis [1]. Static 
Analysis include analysis of the malicious 
code without running it i.e., the File Headers, 
Strings, Hashes whereas the Dynamic Analysis 
include the analysis of the malicious code in a 
sandbox or safe environment.

2.  IOC’S:

IOC’s stands for Indication of Compromise. 
These are the forensics evidence of a potential 
intrusion on a system network. These clues 
allow security professionals to determine the 
tactic of an occurred or impending attack IOCs 
are not always easy to detect, they can be as 
simple as metadata elements or incredibly 
complex malicious code and content samples. 
There are several IOC’s which are listed 
below:

A. IP ADDRESS:
The word IP stands for “Internet Protocol”, 
which can be regard as the set of rules govern-
ing the form of data sent via the internet or 
local network [3]. IP addresses are the unique 
addresses which can be used to identify the 
device.

B. DOMAIN NAME:
A domain name is a part of a URL. It is a string 
of text that maps to a numeric IP address, used 
to access a website from client servers [4].

C. USER AGENT:
The User-Agent request header is a characteris-
tic string that let servers and network peers 

rules that match fields in packets to help the 
user identify the type of traffic at a glance. 
Users can change the interface according to 
their choice [2].

4.1  Wireshark Default View
When you open the Wireshark, you will see 
this interface. To open a packet, just go to the 
file in the menu bar. Click open and select your 

file. From Wireshark, you can also analyze the 
packets of your machine. All you need to do is 
choose the Local Area Connection. Another 
way to capture the local packets is to choose 
the Start Capturing Packets option with a 
symbol        on the top left side of the page. And 
to stop the capturing, click on the option 
named as Stop Capturing Packets with the  
symbol.

4.2  Starting With Wireshark:
Now have a look on Wireshark user interface. 
The main window shows Wireshark as you 

would usually see it after some packets are 
captured or loaded.

a. Hiding Columns:
We can easily hide the columns in the 
interface, we can also unhide the columns 
when there is a need to use the columns. First 
Right-Click on the Column which you want to 
hide and then uncheck the column name. And 
to unhide the column, you just need to check 
the column name again. Following Figures 
shows the way how to hide the columns:

b. Removing Columns:
There are some of the columns in the interface 
which are not required for the analysis like the 
NO column and the Length column. We can 
also remove these columns. For this we just 
need to Right Click on that column and then 
Select Remove this Column option from the 
drop-down menu.

4.3  Wireshark Display Parts
The Wireshark Display has 4 parts as shown in 
the figure. These parts are also described 
below [7]:

a) Filter Box (1): It is used to filter the 
packets displayed.

b) Packet Listing (2): It shows all packets 
that satisfied the display filter. 

c) Packet Detail Windows (3): Display the 
contents of the currently selected packet.

d) Hex Window (4): It displays the hex 
content of the current packet. The hex 
window is linked with the packets detail 
window and with highlight any field 
selected.

4.4  Changing The Default View:
The Default view of Wireshark is not very 
friendly to every user, so Wireshark gives a 
functionality to the user to customize the 
interface of the Wireshark according to their 
choice or need. The default column in the 
Wireshark is not ideal in every case. Here 
comes the need to modify the columns. The 
default columns are:

a) No: It is the frame number from the 
beginning of the PCAP.

b) Time: Seconds are broken down into 
Nanoseconds.

c) Source: Source address.

d) Destination: Destination address.

e) Protocol: Used in Ethernet Frame, IP 
Packet, or TCP segment.

f) Length: Length of Frame in Bytes.

So, following are the ways to customize the 
columns in the interface:

(-) which are used to add or remove the column 
respectively. 

The Column Preference Menu List all 
columns, viewed or hidden at the bottom of the 
menu there are two buttons plus (+) and minus 

and then rename the Column and select the 
type of your column.

STEP 02:
If you want to add a column, you just need to 
click on the plus sign, a new row will appear 

d. Apply As Column:
If you want to apply any field from the Packet 
Window Detail as a column, you need to 
Right-Click on that field. Choose Apply as 
Column option and then it will be displayed as 
column.

Same case goes with the removing column. 
After setting up this click on OK. Now, you 
have successfully changed the columns of the 
Wireshark interface.

e. Time Display:
We can also change the format of the displayed 
time. The default syntax of the time is seconds 
broken down into Nanoseconds which in real 
is like 0.101536. You can also change this 

syntax into readable syntax. First Go to the 
View from the Menu and then choose Time 
Display Format, now choose the format of 
your own choice.

5.  Detection Of Malware:

Initially, we will check the traffic, if they were 

sent in continuous packets, then they will be 
exportable through Wireshark itself or if not 
then we have to manually analyze the streams 

and packets. Detection of malware includes 
number of steps:

a. Analyze the network traffic present in the 
packet through protocol hierarchy.  

b. Check the greater percentage of network 
protocol i.e., HTTP/HTTPs, SMB etc.

c. Analyze all the packets present in the 
traffic.

d. Sort the objects with the Content-Type.
e. Locate suspicious files and take hashes of 

those files by using hashmyfile [8].
f. Cross Check the hashes of suspicious files 

by putting those hashes in Virus Total [9].

Sometimes malicious traffic can also be detect-
ed through different destination port for exam-
ple: victim is connecting through port:80 and 
attacker is connecting through port:143 sounds 
malicious.

6.  Case Study:

Let’s consider a case study [10]. Here we have 
a packet which contains the logs of malicious 
files. These files are responsible to make the 
machine infected. Now we must do some 

investigation in that packet to give the answers 
to some questions listed below. This section of 
the document covers that how and where to get 
the information in in the packet.

Questions
1. What is the infected file(s) downloaded 

and their hashes?
2. What is URL/Domain of the infected site?
3. What is the IP address of the infected site?
4. What is the IP address of the infected 

machine?
5. What is the hostname of the infected 

machine?
6. What is the mac address of the infected 

machine?

Question No. 01:

STEP 01:
Go to the file drop-down in the menu bar and 
then choose Export Objects. Then another 
drop-down will appear which will show some 
of the options like HTTP. As most of the traffic 
in the packet logs were of HTTP, so we will 
choose HTTP option from the menu.

After doing the above step, a window will 
appear with the name Wireshark – Export – 
HTTP object list. It will describe the informa-
tion of every downloadable material. We can 

sort the Content Type alphabetically just by 
clicking the Content Type. Now save every 
file.

Question No. 02:
Solution of Question no. 01 shows the infected 
files. Now the question is to get the URL/Do-
main of the infected site. Again, follow the steps 
mentioned in the Question No. 01 till the 
window appear with the name Wireshark – 
Export – HTTP object list. In this window, there 
is a column named as hostname. This column 
will give us the answer of Question No. 02. 
Questio No. 03:

We have already found the infected site 
hostname. Now we are going to find the IP 
address of that infected site. For this, just put the 
filter http.request. It will only show the logs 
requested by the user. In the Destination 
Column, we can easily find the IP address of the 
infected site.

Question No. 04:

packet then its information will be shown in 
the Packet Detail Window. Click on the last 
option in that window named as Dynamic Host 
Configuration Protocol. It will give you some 

further information. From that information, 
choose the Option: Host name. It will give you 
the hostname of the infected machine.

WAY 02:
Another way to find the host name of the 
infected machine is to put the filter of nbns in 
the filter box. Information Column shows the 

name of the infected machine.

Question No. 06:

To get the mac address of the infected 
machine, put the http.request filter in the filter 
box. Click any packet and then see the Packet 
Detail Window. It will show an option of 

Ethernet. Click this option and then you will 
see the Source which stores the mac address of 
the infected machine.

With the same filter, we can find the IP address 
of the infected machine. The Source Column 
shows the IP address of the infected machine.

QUESTION NO. 05:
There is more than one way to get the 

hostname of the infected machine. Some of 
them are described below:

WAY 01:
Put the DHCP filter in the filter box. Some of 
the packets will be shown. Click any of the 

After getting the hashes, copy those hashes of 
any type one by one and then put those hashes 

in the virus total that will show if these hashes 
are infected or not.

Take hashes of every file you downloaded 
from the list with the help of hashmyfiles 

software.
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7.   Conclusion

According to the author and the co-author, 
detection of malware in a packet is an interest-
ing activity in investigating it. The above-men-
tioned ways to detect the malware was related 
to the HTTP traffic. The reader can have a basic 
understanding of malware analysis in traffic.
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c. Adding Columns:
Wireshark also provide us with the feature 
which allows us to add the column of our own 
choice. For Adding the column, you must go 
through from the number of steps listed below:

STEP 01:
Go to the Edit on the menu and then select 
Column Preference option from the 
drop-down menu.

1.  Introduction

 Malware is the most common attack 
ing in the Cyber Security field. Most of the 
attackers use different malware techniques to 
gain benefit, it can be in terms of money or can 
be anything else. Malware can cause a huge 
damage to the user without his consent. In 
today’s world, it is becoming the most damage-
able attack. It can affect your system, 
hardware, data loss and mostly data theft, your 
network and many other. So, to survive in this 
world, to control the number of attacks and to 
investigate malware cases, malware analyst 
showed their existence. They provide many of 
the detection procedures or techniques of 
malware which we can be used to investigate 

these cases and to protect our system. Some 
questions that are being asked in this field are:

a) What behavioral changes a malware can 
cause?

b) How to detect the malware?

c) What are the procedures of malware 
analysis?

d) How to capture packets?

e) What tool should we use to do the analy-
sis?

The word malware is derived from words 
MALicious softWARE. Whereas the word 
software means the program that targets the 
safety and integrity of the system is called 
malware. So, the Malware Analysis is the field 

mass spectrometry's (MS) identification 
capabilities with HPLC's separation capacity 
[16].  

Based on Locard's Exchange Principle, 
forensic investigation of any trace evidence, 
including textile fibres, is performed [17]. 
According to this, "every contact leaves a 
trail." In reality, even though there has been a 
movement of material (in one or both ways), it 
might not be feasible to tell because of how 
little was really moved. Additionally, some 
surfaces may swiftly and readily lose 
transferred material due to their nature and 
texture. As a result, it's critical to gather 
clothes from suspects and victims as quickly as 
possible after an alleged crime since recent 
transfers are frequently involved in proof of 
touch (and hence affiliation) discovered by 
comparison of fibres.

When fibres are readily visible, forceps, lifts 
with sticky tape, or suction are used to recover 
or retrieve them from a crime scene [18]. 
Microscope comparison, fibre identification, 
and colour analysis are all steps in the study 
and analysis of fibres. UV/visible comparison 
microscopy is used to compare known or 
control fibres to extraneous (suspect) fibres 
that have been collected loosely or from tape 
lifts [19]. It is possible to identify whether a 
fibre is synthetic or natural using 
morphological information from optical 
microscopy, whereas synthetic fibres may be 
identified using pyrolysis gas chromatography 
(PGC) and pyrolysis mass spectrometry 
(PyMS). Visible light microspectrophotometry 
is used to check known and suspicious fibres 
for similarities following comparison 
microscopy [20]. If the resultant spectra are 
comparable, an FTIR analysis is performed, 

which provides a clear identification of the 
fibre polymer as well as some information on 
the dyes. The procedures utilised for dye 
extraction will vary on the kind of fibre and 
colour being employed.  Visually like colours 
could really be made up of many component 
dyes (a so-called "metameric match") that are 
easily distinguishable by TLC, HPLC and 
Surface Enhanced Resonance Raman 
Scattering (SERRS) have been successfully 
employed [21].

5.  Paint

Paint can be found as an evidence in a variety 
of situations. It may appear as tiny peels on the 
clothing of someone who has vandalised a 
building and damaged the paintwork, as paint 
streaks transmitted from one car to the other in 
a collision, or from a car to a victim in a 
hit-and-run accident [22]. Beginning with a 
microscopic inspection of control paint, such 
as that from the place of entry in the instance of 
a break-in, the analytical method to such 
evidence is used (found on the garments of the 
suspect). In addition to visible light 
microscopy, polarised light microscopy  are 
used because they can provide a wealth of 
information about the general appearance of 
the samples.This also includes the existence of 
a layer structure, the texture and color of the 
layers, information on particle size.Since 
single-layer forensic paint specimens are the 
norm, it is necessary to identify the chemical 
makeup of the  extenders, binders and 
pigments after comparing colours [23]. X-ray 
powder diffraction (XRD), X-ray fluorescence 
(XRF), and scanning electron 
microscopy/energy dispersive spectroscopy 
(SEM/EDS) are used to analyse paint pigments 
and extenders. Because it can do elemental 

studies found that zinc oxide powders with a 
20 nm particle size produce superior prints and 
UV fluorescence than other powders. 
Additionally, their newly created techniques 
operate in moist conditions where 
conventional powders cannot [30]. 

8.  Glass

Globally, Glass has potential applications. As a 
result, it frequently occurs in violent crimes 
including murder, robbery, planned car 
accidents, and reckless driving. When glass 
breaks, tiny pieces might become stuck to the 
offender's clothing or weapons. These pieces 
can be used as significant evidence in court 
proceedings if they are gathered, examined, 
and compared.It has also been done to analyse 
glass samples using both elemental analysis 
and RI determination. The majority of these 
investigations have come to the conclusion that 
these analyses are complementing rather than 
rival. Metals in glass samples may be analysed 
using inductively coupled plasma-atomic 
emission spectroscopy (ICP-AES) and 
inductively coupled plasma-mass spectrometry 
(ICP-MS). However, their primary drawback 
is their destructive nature, which has led to 
Laser Ablation-ICP-MS largely replacing 
them (LA-ICP-MS) [31]. Glass samples may 
quickly be directly analysed using a 
quasi-non-destructive approach. Other studies 
have using X-Ray Fluorescence (XRF) 
methods. XRF has a non-destructive nature, is 
simpler to operate, and costs less than ICP-MS. 
Due to its speed, lack of sample preparation 
requirements, and similar sensitivity to 
LA-ICP-MS, Laser Induced Breakdown 
Spectroscopy (LIBS) has recently gained 
popularity. Although to a lesser degree, glass 

examination has also been performed using the 
scanning electron microscope energy 
dispersive X-ray spectroscopy (SEM-EDX), 
particle free induced X-ray emission (PIXE), 
and the electron probe micro-analyzer (EPMA) 
[32][33].

9.  Arson

The most common accelerants used in arson 
assaults are gasoline (also known as gasoline), 
paraffin (also known as kerosene), and 
occasionally paint strippers.After the flame has 
been extinguished, any remnants of these 
substances may quickly vanish.The method 
that is most frequently used to analyse 
evidence of accelerants found at fire sites is gas 
chromatography (GC) [34]. The bags or jars 
containing the trash and garments are sampled 
from headspace to begin the examination. Any 
volatile residue is driven into the container's 
atmosphere by heating it.A syringe containing 
an absorbent material, like the resin Tenax, is 
used to pull the air comprising volatile 
compounds through the resin [35]. The 
absorbent substance is forced through the 
storage container into the surrounding air. 
Volatiles that have been absorbed are 
thermally exfoliated from the Tenax when the 
cuvette is inserted in the GC. As a result of the 
heating action of the fire,A mixture of peaks 
from the accelerants and any pyrolysis 
byproducts from the heat degradation of 
polymers and natural materials will appear in 
the resulting chromatogram. When residues 
are retrieved from a fire scene, the more 
volatile parts of petrol are not present, which at 
first may make identification more difficult. 
However, comparison with chromatograms of 
conventional  paraffin, diesel,white spirit and 
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121-127. 2021.
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637-654. 2018.
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mines: studies on the metabolism of the 
designer drug mephedrone and toxico-
logical detection of mephedrone, 
butylone, and methylone in urine using 
gas chromatography–mass spectrome-
try”. Analytical and bioanalytical chem-
istry. vol 397, no. 3. Pp. 1225-1233. 
2010.
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public health, vol. 21, no. 1, pp. 1-14. 
2021.

diesel will typically identify the accelerants 
[36].

10. Coclusion

Forensic science applications can lead to 
distinct identifications in different ways. In 
situ trace analysis using Surface Enhanced 
Resonance Raman Scattering Spectroscopy 
(SERRS), which is practically non-destructive, 
also has a lot of promise. SIRMS and SERRS 
will undoubtedly advance, becoming 
important analytical techniques for 
determining, respectively, the source and 
composition of materials such as drugs, dyes, 
glass, fuels, soils ,inks, glass explosives, and  
and many others. This is similar to how DNA 
profiling will undoubtedly continue to 
advance.
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analysis and offers a magnified view of the 
paint flake specimen, scanning electron 
microscopy is very helpful. An elemental 
analysis can be accomplished by focusing the 
electron beam directly on certain paint layers 
and individual particles. It is possible to infer 
the quality of pigments present in the material, 
however SEM/EDS by itself cannot identify 
the pigments with certainty.Although 
multilayer paints require layer separation 
before examination, XRD is a good 
non-destructive method for analysing paint 
since it does offer conclusive identification of 
the pigments (organic or inorganic) and 
extenders [24]. Its relative insensitivity in 
compare to the other approaches is its main 
flaw. Elements have also been analysed using 
laser ablation inductively coupled 
plasma-mass spectrometry (LA-ICP-MS). 
Prior to ICP-MS analysis, the laser ablation 
method can concurrently sample numerous 
layers in order to identify and quantify trace 
elements that are present in various layers of 
the sample. A new method of discriminating is 
added via trace element analysis. Pyrolysis 
techniques like Pyrolysis Gas Chromatography 
(PGC) and Pyrolysis Mass Spectrometry are 
used to analyse the binders in a paint material 
[25].

6.  Fibres

Target fibre investigations demonstrate that 
practically all fibres only sometimes appear in 
the environment, as was previously noted. 
Indigo-dyed cotton would be the most notable 
exception. This suggests that the degree of 
linkage is likely to be high if well-known and 
unknown fibres are comparable overall in 
physical and chemical properties. This may not 

be the same as personalising the evidence. 
Only a tear match can differentiate between 
fibres. In addition to the previously mentioned, 
fibres (and hairs, too) have the shared 
characteristic of being easily transferred from 
one substance to another or from a material to 
a different surface, like a chair seat. The 
transmitted fibres may stay on the destination 
item or may just be transferred again [26].

7.  Fingerprints

The finger markings, which are the 
impressions made by the friction ridges of the 
finger. These fingerprints not only show that 
the surface or object was touched, but they also 
help to identify the individual. Latent, patent, 
and plastic fingerprints are the three types that 
are most frequently discovered [27]. Almost 
all crime scenes contain latent prints, which 
must be processed since they are difficult to 
see with the human eye [28]. A wide range of 
physical and chemical techniques have been 
developed to decode the latent fingermarks. 
The most popular technique for creating latent 
fingermarks is powder.The best fingerprint 
powder will attach to the finger sweat residues, 
which produce the distinctive patterns that 
transform latent prints into coloured or 
fluorescent visible prints depending on the 
type of powder used. It is much more difficult 
to make a definite identification since many 
common materials stick to the backdrop [29]. 
In order to solve these issues and increase 
precision, nanotechnology is being employed 
to build fingerprint.The fingerprint pattern has 
been deciphered using tiny particles. 
Numerous research have shown that 
nanopowders may be used to decode 
fingerprints, and most recently, one of these 

1.    Introduction

 Now, the public in general has 
grown more awareness of how science is used 
to solve crimes, as a result of the rise in both 
fictional and documentary television shows 
[1]. Among the topics that commonly make the 
headlines are acts of terrorism, a growth in the 
illicit use of guns, drug trafficking, and driving 
while under the influence of narcotics [2]. 
Since the identification of person-specific 
human DNA "fingerprints" and the subsequent 

forensic use of DNA fingerprints in 1985, 
forensic science laboratories have invested a 
significant amount of money in the creation of 
DNA profiling techniques. Evidence makes it 
as advanced tool for identification [3]. 
According to Forensic Technology Survey's 
findings and related case studies, there is an 
urgent need for more advanced forensic 
science technology, as well as for qualified 
people to utilize it and communicate its 
findings [4]. Major conclusions include that 
numerous crime laboratories have a sizable 

backlog of evidence that has not been analyzed 
or otherwise processed [5]. No matter how 
careful a criminal tries to avoid leaving his 
fingerprints, he may still accidentally touch 
other areas of his body and leave bodily fluids 
or tissue behind, each of which will contain his 
DNA. In crime scenes, fingerprints are also 
person-specific [6]. However, forensics 
experts should indeed focus solely on chemical 
evaluation of trace quantities of materials such 
as explosive devices, stimulants, glass, soil, 
etc. to develop links between victim and 
suspect [7]. This study will look at the most 
recent approaches to forensic analytical 
chemistry for the categories of evidence 
mentioned above. The case become more 
prompt if effective forensic scientific skills are 
available.

2.  Process Used By a 
Toxicologist

Three steps may be identified in the procedure 
toxicologists use. In the first, the medicines, 
metabolites, and other relevant analytes are 
tentatively identified using qualitative 
analysis. These are identified through 
screening tests, same like with narcotic 
examination of confiscated goods. But the 
narcotics chemist who was apprehended has 
fewer alternatives. There are two reasons for 
this restriction. The sample matrices come first 
and are more significant [8].

3.  Drug Analysis

The most often abused narcotics 
amphetamines, heroin, benzodiazepines, 
cannabis, cocaine are the substances that a 
forensic drugs analyst is most likely to come 
across [9]. They can be found in small amounts 

in the hands of individual users as so-called 
"street seizures," in greater amounts in the 
hands of local drug traffickers, and in 
kilogramme quantities as imported substances. 
The basic objectives of the forensic scientist's 
analysis are to: (a) establish if a prohibited 
substance is present, (b) establish the quantity 
of the substance, and (c) occasionally establish 
the link between drug samples by comparison 
or "profiling" [10]. For quick screening and 
straightforward comparison, thin layer 
chromatography (TLC) is used on ethanol 
extracts of the resin, herbal material and oil 
[11]. Profiling can be done using GC-MS or 
HPLC. Reversed-phase HPLC will establish if 
the resin blocks came from the same batch 
based on the results of the preliminary TLC 
screen. HPLC is helpful since, unlike GC-MS, 
it does not call for derivatizing the materials. 
Because they are thermally labile, 
tetrahydrocannabinolic acids would break 
down under GC-MS conditions. The drug 
profile is shown by the chromatogram [12].

4.  Explosives

The removal of explosive residues or traces 
can be done using sticky tape, solvent cleaning 
of objects, vacuum sampling, or swabbing (dry 
or with a solvent) [13]. Ion mobility 
spectrometry is a quick and practical screening 
procedure at the crime scene or in the lab 
(IMS) [14]. Explosive remnants from 
questionable surfaces are collected using a 
suction using a portable IMS device. [15]. 
Prior to colour spot tests and chromatographic 
analysis, residues submitted to the lab are first 
inspected under a microscope.They are then 
dissolved in a solvent such ethanol or acetone. 
The most popular analytical system combines 

identify the application, operating system, 
vendor, and version of requesting user-agent 
[5]. The syntax of use-agent is User-Agent: 
<product> / <product-version> <comment>.

D. HOSTNAME:
A hostname is a label that is assigned to a 
device connected to a computer network and 
that is used to identify the device in the various 
forms of electronic communication such as 
World Wide Web [4].

E. FILE HASHES:
File hashing is also used for file verification. 

3.  Tools For Analysis:

There are many tools that we can use to do 
analysis on the malware like PeStudio, Process 
Hacker, Process Monitor (ProcMon), ProcDot, 
Autoruns, Fiddler, IDA PRO, Ghidra. 
Wireshark is mainly used for the analysis 
because of its simplicity.

4.  Wireshark:

Wireshark is a free and open-source packet 
analyzer. Wireshark is a tool used for capturing 
and analyzing PCAPs files. It is used for 
network troubleshooting, analysis, software 
and communication, protocol development 
and education. The working of Wireshark is 
like tcpdump but has a graphical front and 
integrated sorting and filtering options. All the 
packet traffic is visible on the interface includ-
ing uni-cast traffic. Wireshark is a data captur-
ing program that understand the structure of 
different network protocol and it uses PCAPs 
to capture packets so it can only capture 
packets on the type of network that PCAP 
support. It can also color packets based on 

of inspecting malware tests to attempt to 
extricate important data about their starting 
point, conduct, and effect. There are many 
techniques that are used by malware analysts, a 
person who perform these activities, like Static 
Analysis and Dynamic Analysis [1]. Static 
Analysis include analysis of the malicious 
code without running it i.e., the File Headers, 
Strings, Hashes whereas the Dynamic Analysis 
include the analysis of the malicious code in a 
sandbox or safe environment.

2.  IOC’S:

IOC’s stands for Indication of Compromise. 
These are the forensics evidence of a potential 
intrusion on a system network. These clues 
allow security professionals to determine the 
tactic of an occurred or impending attack IOCs 
are not always easy to detect, they can be as 
simple as metadata elements or incredibly 
complex malicious code and content samples. 
There are several IOC’s which are listed 
below:

A. IP ADDRESS:
The word IP stands for “Internet Protocol”, 
which can be regard as the set of rules govern-
ing the form of data sent via the internet or 
local network [3]. IP addresses are the unique 
addresses which can be used to identify the 
device.

B. DOMAIN NAME:
A domain name is a part of a URL. It is a string 
of text that maps to a numeric IP address, used 
to access a website from client servers [4].

C. USER AGENT:
The User-Agent request header is a characteris-
tic string that let servers and network peers 

rules that match fields in packets to help the 
user identify the type of traffic at a glance. 
Users can change the interface according to 
their choice [2].

4.1  Wireshark Default View
When you open the Wireshark, you will see 
this interface. To open a packet, just go to the 
file in the menu bar. Click open and select your 

file. From Wireshark, you can also analyze the 
packets of your machine. All you need to do is 
choose the Local Area Connection. Another 
way to capture the local packets is to choose 
the Start Capturing Packets option with a 
symbol        on the top left side of the page. And 
to stop the capturing, click on the option 
named as Stop Capturing Packets with the  
symbol.

4.2  Starting With Wireshark:
Now have a look on Wireshark user interface. 
The main window shows Wireshark as you 

would usually see it after some packets are 
captured or loaded.

a. Hiding Columns:
We can easily hide the columns in the 
interface, we can also unhide the columns 
when there is a need to use the columns. First 
Right-Click on the Column which you want to 
hide and then uncheck the column name. And 
to unhide the column, you just need to check 
the column name again. Following Figures 
shows the way how to hide the columns:

b. Removing Columns:
There are some of the columns in the interface 
which are not required for the analysis like the 
NO column and the Length column. We can 
also remove these columns. For this we just 
need to Right Click on that column and then 
Select Remove this Column option from the 
drop-down menu.

4.3  Wireshark Display Parts
The Wireshark Display has 4 parts as shown in 
the figure. These parts are also described 
below [7]:

a) Filter Box (1): It is used to filter the 
packets displayed.

b) Packet Listing (2): It shows all packets 
that satisfied the display filter. 

c) Packet Detail Windows (3): Display the 
contents of the currently selected packet.

d) Hex Window (4): It displays the hex 
content of the current packet. The hex 
window is linked with the packets detail 
window and with highlight any field 
selected.

4.4  Changing The Default View:
The Default view of Wireshark is not very 
friendly to every user, so Wireshark gives a 
functionality to the user to customize the 
interface of the Wireshark according to their 
choice or need. The default column in the 
Wireshark is not ideal in every case. Here 
comes the need to modify the columns. The 
default columns are:

a) No: It is the frame number from the 
beginning of the PCAP.

b) Time: Seconds are broken down into 
Nanoseconds.

c) Source: Source address.

d) Destination: Destination address.

e) Protocol: Used in Ethernet Frame, IP 
Packet, or TCP segment.

f) Length: Length of Frame in Bytes.

So, following are the ways to customize the 
columns in the interface:

(-) which are used to add or remove the column 
respectively. 

The Column Preference Menu List all 
columns, viewed or hidden at the bottom of the 
menu there are two buttons plus (+) and minus 

and then rename the Column and select the 
type of your column.

STEP 02:
If you want to add a column, you just need to 
click on the plus sign, a new row will appear 

d. Apply As Column:
If you want to apply any field from the Packet 
Window Detail as a column, you need to 
Right-Click on that field. Choose Apply as 
Column option and then it will be displayed as 
column.

Same case goes with the removing column. 
After setting up this click on OK. Now, you 
have successfully changed the columns of the 
Wireshark interface.

e. Time Display:
We can also change the format of the displayed 
time. The default syntax of the time is seconds 
broken down into Nanoseconds which in real 
is like 0.101536. You can also change this 

syntax into readable syntax. First Go to the 
View from the Menu and then choose Time 
Display Format, now choose the format of 
your own choice.

5.  Detection Of Malware:

Initially, we will check the traffic, if they were 

sent in continuous packets, then they will be 
exportable through Wireshark itself or if not 
then we have to manually analyze the streams 

and packets. Detection of malware includes 
number of steps:

a. Analyze the network traffic present in the 
packet through protocol hierarchy.  

b. Check the greater percentage of network 
protocol i.e., HTTP/HTTPs, SMB etc.

c. Analyze all the packets present in the 
traffic.

d. Sort the objects with the Content-Type.
e. Locate suspicious files and take hashes of 

those files by using hashmyfile [8].
f. Cross Check the hashes of suspicious files 

by putting those hashes in Virus Total [9].

Sometimes malicious traffic can also be detect-
ed through different destination port for exam-
ple: victim is connecting through port:80 and 
attacker is connecting through port:143 sounds 
malicious.

6.  Case Study:

Let’s consider a case study [10]. Here we have 
a packet which contains the logs of malicious 
files. These files are responsible to make the 
machine infected. Now we must do some 

investigation in that packet to give the answers 
to some questions listed below. This section of 
the document covers that how and where to get 
the information in in the packet.

Questions
1. What is the infected file(s) downloaded 

and their hashes?
2. What is URL/Domain of the infected site?
3. What is the IP address of the infected site?
4. What is the IP address of the infected 

machine?
5. What is the hostname of the infected 

machine?
6. What is the mac address of the infected 

machine?

Question No. 01:

STEP 01:
Go to the file drop-down in the menu bar and 
then choose Export Objects. Then another 
drop-down will appear which will show some 
of the options like HTTP. As most of the traffic 
in the packet logs were of HTTP, so we will 
choose HTTP option from the menu.

After doing the above step, a window will 
appear with the name Wireshark – Export – 
HTTP object list. It will describe the informa-
tion of every downloadable material. We can 

sort the Content Type alphabetically just by 
clicking the Content Type. Now save every 
file.

Question No. 02:
Solution of Question no. 01 shows the infected 
files. Now the question is to get the URL/Do-
main of the infected site. Again, follow the steps 
mentioned in the Question No. 01 till the 
window appear with the name Wireshark – 
Export – HTTP object list. In this window, there 
is a column named as hostname. This column 
will give us the answer of Question No. 02. 
Questio No. 03:

We have already found the infected site 
hostname. Now we are going to find the IP 
address of that infected site. For this, just put the 
filter http.request. It will only show the logs 
requested by the user. In the Destination 
Column, we can easily find the IP address of the 
infected site.

Question No. 04:

packet then its information will be shown in 
the Packet Detail Window. Click on the last 
option in that window named as Dynamic Host 
Configuration Protocol. It will give you some 

further information. From that information, 
choose the Option: Host name. It will give you 
the hostname of the infected machine.

WAY 02:
Another way to find the host name of the 
infected machine is to put the filter of nbns in 
the filter box. Information Column shows the 

name of the infected machine.

Question No. 06:

To get the mac address of the infected 
machine, put the http.request filter in the filter 
box. Click any packet and then see the Packet 
Detail Window. It will show an option of 

Ethernet. Click this option and then you will 
see the Source which stores the mac address of 
the infected machine.

With the same filter, we can find the IP address 
of the infected machine. The Source Column 
shows the IP address of the infected machine.

QUESTION NO. 05:
There is more than one way to get the 

hostname of the infected machine. Some of 
them are described below:

WAY 01:
Put the DHCP filter in the filter box. Some of 
the packets will be shown. Click any of the 

After getting the hashes, copy those hashes of 
any type one by one and then put those hashes 

in the virus total that will show if these hashes 
are infected or not.

Take hashes of every file you downloaded 
from the list with the help of hashmyfiles 

software.
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7.   Conclusion

According to the author and the co-author, 
detection of malware in a packet is an interest-
ing activity in investigating it. The above-men-
tioned ways to detect the malware was related 
to the HTTP traffic. The reader can have a basic 
understanding of malware analysis in traffic.
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c. Adding Columns:
Wireshark also provide us with the feature 
which allows us to add the column of our own 
choice. For Adding the column, you must go 
through from the number of steps listed below:

STEP 01:
Go to the Edit on the menu and then select 
Column Preference option from the 
drop-down menu.

1.  Introduction

 Malware is the most common attack 
ing in the Cyber Security field. Most of the 
attackers use different malware techniques to 
gain benefit, it can be in terms of money or can 
be anything else. Malware can cause a huge 
damage to the user without his consent. In 
today’s world, it is becoming the most damage-
able attack. It can affect your system, 
hardware, data loss and mostly data theft, your 
network and many other. So, to survive in this 
world, to control the number of attacks and to 
investigate malware cases, malware analyst 
showed their existence. They provide many of 
the detection procedures or techniques of 
malware which we can be used to investigate 

these cases and to protect our system. Some 
questions that are being asked in this field are:

a) What behavioral changes a malware can 
cause?

b) How to detect the malware?

c) What are the procedures of malware 
analysis?

d) How to capture packets?

e) What tool should we use to do the analy-
sis?

The word malware is derived from words 
MALicious softWARE. Whereas the word 
software means the program that targets the 
safety and integrity of the system is called 
malware. So, the Malware Analysis is the field 

mass spectrometry's (MS) identification 
capabilities with HPLC's separation capacity 
[16].  

Based on Locard's Exchange Principle, 
forensic investigation of any trace evidence, 
including textile fibres, is performed [17]. 
According to this, "every contact leaves a 
trail." In reality, even though there has been a 
movement of material (in one or both ways), it 
might not be feasible to tell because of how 
little was really moved. Additionally, some 
surfaces may swiftly and readily lose 
transferred material due to their nature and 
texture. As a result, it's critical to gather 
clothes from suspects and victims as quickly as 
possible after an alleged crime since recent 
transfers are frequently involved in proof of 
touch (and hence affiliation) discovered by 
comparison of fibres.

When fibres are readily visible, forceps, lifts 
with sticky tape, or suction are used to recover 
or retrieve them from a crime scene [18]. 
Microscope comparison, fibre identification, 
and colour analysis are all steps in the study 
and analysis of fibres. UV/visible comparison 
microscopy is used to compare known or 
control fibres to extraneous (suspect) fibres 
that have been collected loosely or from tape 
lifts [19]. It is possible to identify whether a 
fibre is synthetic or natural using 
morphological information from optical 
microscopy, whereas synthetic fibres may be 
identified using pyrolysis gas chromatography 
(PGC) and pyrolysis mass spectrometry 
(PyMS). Visible light microspectrophotometry 
is used to check known and suspicious fibres 
for similarities following comparison 
microscopy [20]. If the resultant spectra are 
comparable, an FTIR analysis is performed, 

which provides a clear identification of the 
fibre polymer as well as some information on 
the dyes. The procedures utilised for dye 
extraction will vary on the kind of fibre and 
colour being employed.  Visually like colours 
could really be made up of many component 
dyes (a so-called "metameric match") that are 
easily distinguishable by TLC, HPLC and 
Surface Enhanced Resonance Raman 
Scattering (SERRS) have been successfully 
employed [21].

5.  Paint

Paint can be found as an evidence in a variety 
of situations. It may appear as tiny peels on the 
clothing of someone who has vandalised a 
building and damaged the paintwork, as paint 
streaks transmitted from one car to the other in 
a collision, or from a car to a victim in a 
hit-and-run accident [22]. Beginning with a 
microscopic inspection of control paint, such 
as that from the place of entry in the instance of 
a break-in, the analytical method to such 
evidence is used (found on the garments of the 
suspect). In addition to visible light 
microscopy, polarised light microscopy  are 
used because they can provide a wealth of 
information about the general appearance of 
the samples.This also includes the existence of 
a layer structure, the texture and color of the 
layers, information on particle size.Since 
single-layer forensic paint specimens are the 
norm, it is necessary to identify the chemical 
makeup of the  extenders, binders and 
pigments after comparing colours [23]. X-ray 
powder diffraction (XRD), X-ray fluorescence 
(XRF), and scanning electron 
microscopy/energy dispersive spectroscopy 
(SEM/EDS) are used to analyse paint pigments 
and extenders. Because it can do elemental 

studies found that zinc oxide powders with a 
20 nm particle size produce superior prints and 
UV fluorescence than other powders. 
Additionally, their newly created techniques 
operate in moist conditions where 
conventional powders cannot [30]. 

8.  Glass

Globally, Glass has potential applications. As a 
result, it frequently occurs in violent crimes 
including murder, robbery, planned car 
accidents, and reckless driving. When glass 
breaks, tiny pieces might become stuck to the 
offender's clothing or weapons. These pieces 
can be used as significant evidence in court 
proceedings if they are gathered, examined, 
and compared.It has also been done to analyse 
glass samples using both elemental analysis 
and RI determination. The majority of these 
investigations have come to the conclusion that 
these analyses are complementing rather than 
rival. Metals in glass samples may be analysed 
using inductively coupled plasma-atomic 
emission spectroscopy (ICP-AES) and 
inductively coupled plasma-mass spectrometry 
(ICP-MS). However, their primary drawback 
is their destructive nature, which has led to 
Laser Ablation-ICP-MS largely replacing 
them (LA-ICP-MS) [31]. Glass samples may 
quickly be directly analysed using a 
quasi-non-destructive approach. Other studies 
have using X-Ray Fluorescence (XRF) 
methods. XRF has a non-destructive nature, is 
simpler to operate, and costs less than ICP-MS. 
Due to its speed, lack of sample preparation 
requirements, and similar sensitivity to 
LA-ICP-MS, Laser Induced Breakdown 
Spectroscopy (LIBS) has recently gained 
popularity. Although to a lesser degree, glass 

examination has also been performed using the 
scanning electron microscope energy 
dispersive X-ray spectroscopy (SEM-EDX), 
particle free induced X-ray emission (PIXE), 
and the electron probe micro-analyzer (EPMA) 
[32][33].

9.  Arson

The most common accelerants used in arson 
assaults are gasoline (also known as gasoline), 
paraffin (also known as kerosene), and 
occasionally paint strippers.After the flame has 
been extinguished, any remnants of these 
substances may quickly vanish.The method 
that is most frequently used to analyse 
evidence of accelerants found at fire sites is gas 
chromatography (GC) [34]. The bags or jars 
containing the trash and garments are sampled 
from headspace to begin the examination. Any 
volatile residue is driven into the container's 
atmosphere by heating it.A syringe containing 
an absorbent material, like the resin Tenax, is 
used to pull the air comprising volatile 
compounds through the resin [35]. The 
absorbent substance is forced through the 
storage container into the surrounding air. 
Volatiles that have been absorbed are 
thermally exfoliated from the Tenax when the 
cuvette is inserted in the GC. As a result of the 
heating action of the fire,A mixture of peaks 
from the accelerants and any pyrolysis 
byproducts from the heat degradation of 
polymers and natural materials will appear in 
the resulting chromatogram. When residues 
are retrieved from a fire scene, the more 
volatile parts of petrol are not present, which at 
first may make identification more difficult. 
However, comparison with chromatograms of 
conventional  paraffin, diesel,white spirit and 
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diesel will typically identify the accelerants 
[36].

10. Coclusion

Forensic science applications can lead to 
distinct identifications in different ways. In 
situ trace analysis using Surface Enhanced 
Resonance Raman Scattering Spectroscopy 
(SERRS), which is practically non-destructive, 
also has a lot of promise. SIRMS and SERRS 
will undoubtedly advance, becoming 
important analytical techniques for 
determining, respectively, the source and 
composition of materials such as drugs, dyes, 
glass, fuels, soils ,inks, glass explosives, and  
and many others. This is similar to how DNA 
profiling will undoubtedly continue to 
advance.
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analysis and offers a magnified view of the 
paint flake specimen, scanning electron 
microscopy is very helpful. An elemental 
analysis can be accomplished by focusing the 
electron beam directly on certain paint layers 
and individual particles. It is possible to infer 
the quality of pigments present in the material, 
however SEM/EDS by itself cannot identify 
the pigments with certainty.Although 
multilayer paints require layer separation 
before examination, XRD is a good 
non-destructive method for analysing paint 
since it does offer conclusive identification of 
the pigments (organic or inorganic) and 
extenders [24]. Its relative insensitivity in 
compare to the other approaches is its main 
flaw. Elements have also been analysed using 
laser ablation inductively coupled 
plasma-mass spectrometry (LA-ICP-MS). 
Prior to ICP-MS analysis, the laser ablation 
method can concurrently sample numerous 
layers in order to identify and quantify trace 
elements that are present in various layers of 
the sample. A new method of discriminating is 
added via trace element analysis. Pyrolysis 
techniques like Pyrolysis Gas Chromatography 
(PGC) and Pyrolysis Mass Spectrometry are 
used to analyse the binders in a paint material 
[25].

6.  Fibres

Target fibre investigations demonstrate that 
practically all fibres only sometimes appear in 
the environment, as was previously noted. 
Indigo-dyed cotton would be the most notable 
exception. This suggests that the degree of 
linkage is likely to be high if well-known and 
unknown fibres are comparable overall in 
physical and chemical properties. This may not 

be the same as personalising the evidence. 
Only a tear match can differentiate between 
fibres. In addition to the previously mentioned, 
fibres (and hairs, too) have the shared 
characteristic of being easily transferred from 
one substance to another or from a material to 
a different surface, like a chair seat. The 
transmitted fibres may stay on the destination 
item or may just be transferred again [26].

7.  Fingerprints

The finger markings, which are the 
impressions made by the friction ridges of the 
finger. These fingerprints not only show that 
the surface or object was touched, but they also 
help to identify the individual. Latent, patent, 
and plastic fingerprints are the three types that 
are most frequently discovered [27]. Almost 
all crime scenes contain latent prints, which 
must be processed since they are difficult to 
see with the human eye [28]. A wide range of 
physical and chemical techniques have been 
developed to decode the latent fingermarks. 
The most popular technique for creating latent 
fingermarks is powder.The best fingerprint 
powder will attach to the finger sweat residues, 
which produce the distinctive patterns that 
transform latent prints into coloured or 
fluorescent visible prints depending on the 
type of powder used. It is much more difficult 
to make a definite identification since many 
common materials stick to the backdrop [29]. 
In order to solve these issues and increase 
precision, nanotechnology is being employed 
to build fingerprint.The fingerprint pattern has 
been deciphered using tiny particles. 
Numerous research have shown that 
nanopowders may be used to decode 
fingerprints, and most recently, one of these 

1.    Introduction

 Now, the public in general has 
grown more awareness of how science is used 
to solve crimes, as a result of the rise in both 
fictional and documentary television shows 
[1]. Among the topics that commonly make the 
headlines are acts of terrorism, a growth in the 
illicit use of guns, drug trafficking, and driving 
while under the influence of narcotics [2]. 
Since the identification of person-specific 
human DNA "fingerprints" and the subsequent 

forensic use of DNA fingerprints in 1985, 
forensic science laboratories have invested a 
significant amount of money in the creation of 
DNA profiling techniques. Evidence makes it 
as advanced tool for identification [3]. 
According to Forensic Technology Survey's 
findings and related case studies, there is an 
urgent need for more advanced forensic 
science technology, as well as for qualified 
people to utilize it and communicate its 
findings [4]. Major conclusions include that 
numerous crime laboratories have a sizable 

backlog of evidence that has not been analyzed 
or otherwise processed [5]. No matter how 
careful a criminal tries to avoid leaving his 
fingerprints, he may still accidentally touch 
other areas of his body and leave bodily fluids 
or tissue behind, each of which will contain his 
DNA. In crime scenes, fingerprints are also 
person-specific [6]. However, forensics 
experts should indeed focus solely on chemical 
evaluation of trace quantities of materials such 
as explosive devices, stimulants, glass, soil, 
etc. to develop links between victim and 
suspect [7]. This study will look at the most 
recent approaches to forensic analytical 
chemistry for the categories of evidence 
mentioned above. The case become more 
prompt if effective forensic scientific skills are 
available.

2.  Process Used By a 
Toxicologist

Three steps may be identified in the procedure 
toxicologists use. In the first, the medicines, 
metabolites, and other relevant analytes are 
tentatively identified using qualitative 
analysis. These are identified through 
screening tests, same like with narcotic 
examination of confiscated goods. But the 
narcotics chemist who was apprehended has 
fewer alternatives. There are two reasons for 
this restriction. The sample matrices come first 
and are more significant [8].

3.  Drug Analysis

The most often abused narcotics 
amphetamines, heroin, benzodiazepines, 
cannabis, cocaine are the substances that a 
forensic drugs analyst is most likely to come 
across [9]. They can be found in small amounts 

in the hands of individual users as so-called 
"street seizures," in greater amounts in the 
hands of local drug traffickers, and in 
kilogramme quantities as imported substances. 
The basic objectives of the forensic scientist's 
analysis are to: (a) establish if a prohibited 
substance is present, (b) establish the quantity 
of the substance, and (c) occasionally establish 
the link between drug samples by comparison 
or "profiling" [10]. For quick screening and 
straightforward comparison, thin layer 
chromatography (TLC) is used on ethanol 
extracts of the resin, herbal material and oil 
[11]. Profiling can be done using GC-MS or 
HPLC. Reversed-phase HPLC will establish if 
the resin blocks came from the same batch 
based on the results of the preliminary TLC 
screen. HPLC is helpful since, unlike GC-MS, 
it does not call for derivatizing the materials. 
Because they are thermally labile, 
tetrahydrocannabinolic acids would break 
down under GC-MS conditions. The drug 
profile is shown by the chromatogram [12].

4.  Explosives

The removal of explosive residues or traces 
can be done using sticky tape, solvent cleaning 
of objects, vacuum sampling, or swabbing (dry 
or with a solvent) [13]. Ion mobility 
spectrometry is a quick and practical screening 
procedure at the crime scene or in the lab 
(IMS) [14]. Explosive remnants from 
questionable surfaces are collected using a 
suction using a portable IMS device. [15]. 
Prior to colour spot tests and chromatographic 
analysis, residues submitted to the lab are first 
inspected under a microscope.They are then 
dissolved in a solvent such ethanol or acetone. 
The most popular analytical system combines 

identify the application, operating system, 
vendor, and version of requesting user-agent 
[5]. The syntax of use-agent is User-Agent: 
<product> / <product-version> <comment>.

D. HOSTNAME:
A hostname is a label that is assigned to a 
device connected to a computer network and 
that is used to identify the device in the various 
forms of electronic communication such as 
World Wide Web [4].

E. FILE HASHES:
File hashing is also used for file verification. 

3.  Tools For Analysis:

There are many tools that we can use to do 
analysis on the malware like PeStudio, Process 
Hacker, Process Monitor (ProcMon), ProcDot, 
Autoruns, Fiddler, IDA PRO, Ghidra. 
Wireshark is mainly used for the analysis 
because of its simplicity.

4.  Wireshark:

Wireshark is a free and open-source packet 
analyzer. Wireshark is a tool used for capturing 
and analyzing PCAPs files. It is used for 
network troubleshooting, analysis, software 
and communication, protocol development 
and education. The working of Wireshark is 
like tcpdump but has a graphical front and 
integrated sorting and filtering options. All the 
packet traffic is visible on the interface includ-
ing uni-cast traffic. Wireshark is a data captur-
ing program that understand the structure of 
different network protocol and it uses PCAPs 
to capture packets so it can only capture 
packets on the type of network that PCAP 
support. It can also color packets based on 

of inspecting malware tests to attempt to 
extricate important data about their starting 
point, conduct, and effect. There are many 
techniques that are used by malware analysts, a 
person who perform these activities, like Static 
Analysis and Dynamic Analysis [1]. Static 
Analysis include analysis of the malicious 
code without running it i.e., the File Headers, 
Strings, Hashes whereas the Dynamic Analysis 
include the analysis of the malicious code in a 
sandbox or safe environment.

2.  IOC’S:

IOC’s stands for Indication of Compromise. 
These are the forensics evidence of a potential 
intrusion on a system network. These clues 
allow security professionals to determine the 
tactic of an occurred or impending attack IOCs 
are not always easy to detect, they can be as 
simple as metadata elements or incredibly 
complex malicious code and content samples. 
There are several IOC’s which are listed 
below:

A. IP ADDRESS:
The word IP stands for “Internet Protocol”, 
which can be regard as the set of rules govern-
ing the form of data sent via the internet or 
local network [3]. IP addresses are the unique 
addresses which can be used to identify the 
device.

B. DOMAIN NAME:
A domain name is a part of a URL. It is a string 
of text that maps to a numeric IP address, used 
to access a website from client servers [4].

C. USER AGENT:
The User-Agent request header is a characteris-
tic string that let servers and network peers 

rules that match fields in packets to help the 
user identify the type of traffic at a glance. 
Users can change the interface according to 
their choice [2].

4.1  Wireshark Default View
When you open the Wireshark, you will see 
this interface. To open a packet, just go to the 
file in the menu bar. Click open and select your 

file. From Wireshark, you can also analyze the 
packets of your machine. All you need to do is 
choose the Local Area Connection. Another 
way to capture the local packets is to choose 
the Start Capturing Packets option with a 
symbol        on the top left side of the page. And 
to stop the capturing, click on the option 
named as Stop Capturing Packets with the  
symbol.

4.2  Starting With Wireshark:
Now have a look on Wireshark user interface. 
The main window shows Wireshark as you 

would usually see it after some packets are 
captured or loaded.

a. Hiding Columns:
We can easily hide the columns in the 
interface, we can also unhide the columns 
when there is a need to use the columns. First 
Right-Click on the Column which you want to 
hide and then uncheck the column name. And 
to unhide the column, you just need to check 
the column name again. Following Figures 
shows the way how to hide the columns:

b. Removing Columns:
There are some of the columns in the interface 
which are not required for the analysis like the 
NO column and the Length column. We can 
also remove these columns. For this we just 
need to Right Click on that column and then 
Select Remove this Column option from the 
drop-down menu.

4.3  Wireshark Display Parts
The Wireshark Display has 4 parts as shown in 
the figure. These parts are also described 
below [7]:

a) Filter Box (1): It is used to filter the 
packets displayed.

b) Packet Listing (2): It shows all packets 
that satisfied the display filter. 

c) Packet Detail Windows (3): Display the 
contents of the currently selected packet.

d) Hex Window (4): It displays the hex 
content of the current packet. The hex 
window is linked with the packets detail 
window and with highlight any field 
selected.

4.4  Changing The Default View:
The Default view of Wireshark is not very 
friendly to every user, so Wireshark gives a 
functionality to the user to customize the 
interface of the Wireshark according to their 
choice or need. The default column in the 
Wireshark is not ideal in every case. Here 
comes the need to modify the columns. The 
default columns are:

a) No: It is the frame number from the 
beginning of the PCAP.

b) Time: Seconds are broken down into 
Nanoseconds.

c) Source: Source address.

d) Destination: Destination address.

e) Protocol: Used in Ethernet Frame, IP 
Packet, or TCP segment.

f) Length: Length of Frame in Bytes.

So, following are the ways to customize the 
columns in the interface:

(-) which are used to add or remove the column 
respectively. 

The Column Preference Menu List all 
columns, viewed or hidden at the bottom of the 
menu there are two buttons plus (+) and minus 

and then rename the Column and select the 
type of your column.

STEP 02:
If you want to add a column, you just need to 
click on the plus sign, a new row will appear 

d. Apply As Column:
If you want to apply any field from the Packet 
Window Detail as a column, you need to 
Right-Click on that field. Choose Apply as 
Column option and then it will be displayed as 
column.

Same case goes with the removing column. 
After setting up this click on OK. Now, you 
have successfully changed the columns of the 
Wireshark interface.

e. Time Display:
We can also change the format of the displayed 
time. The default syntax of the time is seconds 
broken down into Nanoseconds which in real 
is like 0.101536. You can also change this 

syntax into readable syntax. First Go to the 
View from the Menu and then choose Time 
Display Format, now choose the format of 
your own choice.

5.  Detection Of Malware:

Initially, we will check the traffic, if they were 

sent in continuous packets, then they will be 
exportable through Wireshark itself or if not 
then we have to manually analyze the streams 

and packets. Detection of malware includes 
number of steps:

a. Analyze the network traffic present in the 
packet through protocol hierarchy.  

b. Check the greater percentage of network 
protocol i.e., HTTP/HTTPs, SMB etc.

c. Analyze all the packets present in the 
traffic.

d. Sort the objects with the Content-Type.
e. Locate suspicious files and take hashes of 

those files by using hashmyfile [8].
f. Cross Check the hashes of suspicious files 

by putting those hashes in Virus Total [9].

Sometimes malicious traffic can also be detect-
ed through different destination port for exam-
ple: victim is connecting through port:80 and 
attacker is connecting through port:143 sounds 
malicious.

6.  Case Study:

Let’s consider a case study [10]. Here we have 
a packet which contains the logs of malicious 
files. These files are responsible to make the 
machine infected. Now we must do some 

investigation in that packet to give the answers 
to some questions listed below. This section of 
the document covers that how and where to get 
the information in in the packet.

Questions
1. What is the infected file(s) downloaded 

and their hashes?
2. What is URL/Domain of the infected site?
3. What is the IP address of the infected site?
4. What is the IP address of the infected 

machine?
5. What is the hostname of the infected 

machine?
6. What is the mac address of the infected 

machine?

Question No. 01:

STEP 01:
Go to the file drop-down in the menu bar and 
then choose Export Objects. Then another 
drop-down will appear which will show some 
of the options like HTTP. As most of the traffic 
in the packet logs were of HTTP, so we will 
choose HTTP option from the menu.

After doing the above step, a window will 
appear with the name Wireshark – Export – 
HTTP object list. It will describe the informa-
tion of every downloadable material. We can 

sort the Content Type alphabetically just by 
clicking the Content Type. Now save every 
file.

Question No. 02:
Solution of Question no. 01 shows the infected 
files. Now the question is to get the URL/Do-
main of the infected site. Again, follow the steps 
mentioned in the Question No. 01 till the 
window appear with the name Wireshark – 
Export – HTTP object list. In this window, there 
is a column named as hostname. This column 
will give us the answer of Question No. 02. 
Questio No. 03:

We have already found the infected site 
hostname. Now we are going to find the IP 
address of that infected site. For this, just put the 
filter http.request. It will only show the logs 
requested by the user. In the Destination 
Column, we can easily find the IP address of the 
infected site.

Question No. 04:

packet then its information will be shown in 
the Packet Detail Window. Click on the last 
option in that window named as Dynamic Host 
Configuration Protocol. It will give you some 

further information. From that information, 
choose the Option: Host name. It will give you 
the hostname of the infected machine.

WAY 02:
Another way to find the host name of the 
infected machine is to put the filter of nbns in 
the filter box. Information Column shows the 

name of the infected machine.

Question No. 06:

To get the mac address of the infected 
machine, put the http.request filter in the filter 
box. Click any packet and then see the Packet 
Detail Window. It will show an option of 

Ethernet. Click this option and then you will 
see the Source which stores the mac address of 
the infected machine.

With the same filter, we can find the IP address 
of the infected machine. The Source Column 
shows the IP address of the infected machine.

QUESTION NO. 05:
There is more than one way to get the 

hostname of the infected machine. Some of 
them are described below:

WAY 01:
Put the DHCP filter in the filter box. Some of 
the packets will be shown. Click any of the 

After getting the hashes, copy those hashes of 
any type one by one and then put those hashes 

in the virus total that will show if these hashes 
are infected or not.

Take hashes of every file you downloaded 
from the list with the help of hashmyfiles 

software.
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7.   Conclusion

According to the author and the co-author, 
detection of malware in a packet is an interest-
ing activity in investigating it. The above-men-
tioned ways to detect the malware was related 
to the HTTP traffic. The reader can have a basic 
understanding of malware analysis in traffic.
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c. Adding Columns:
Wireshark also provide us with the feature 
which allows us to add the column of our own 
choice. For Adding the column, you must go 
through from the number of steps listed below:

STEP 01:
Go to the Edit on the menu and then select 
Column Preference option from the 
drop-down menu.

1.  Introduction

 Malware is the most common attack 
ing in the Cyber Security field. Most of the 
attackers use different malware techniques to 
gain benefit, it can be in terms of money or can 
be anything else. Malware can cause a huge 
damage to the user without his consent. In 
today’s world, it is becoming the most damage-
able attack. It can affect your system, 
hardware, data loss and mostly data theft, your 
network and many other. So, to survive in this 
world, to control the number of attacks and to 
investigate malware cases, malware analyst 
showed their existence. They provide many of 
the detection procedures or techniques of 
malware which we can be used to investigate 

these cases and to protect our system. Some 
questions that are being asked in this field are:

a) What behavioral changes a malware can 
cause?

b) How to detect the malware?

c) What are the procedures of malware 
analysis?

d) How to capture packets?

e) What tool should we use to do the analy-
sis?

The word malware is derived from words 
MALicious softWARE. Whereas the word 
software means the program that targets the 
safety and integrity of the system is called 
malware. So, the Malware Analysis is the field 

mass spectrometry's (MS) identification 
capabilities with HPLC's separation capacity 
[16].  

Based on Locard's Exchange Principle, 
forensic investigation of any trace evidence, 
including textile fibres, is performed [17]. 
According to this, "every contact leaves a 
trail." In reality, even though there has been a 
movement of material (in one or both ways), it 
might not be feasible to tell because of how 
little was really moved. Additionally, some 
surfaces may swiftly and readily lose 
transferred material due to their nature and 
texture. As a result, it's critical to gather 
clothes from suspects and victims as quickly as 
possible after an alleged crime since recent 
transfers are frequently involved in proof of 
touch (and hence affiliation) discovered by 
comparison of fibres.

When fibres are readily visible, forceps, lifts 
with sticky tape, or suction are used to recover 
or retrieve them from a crime scene [18]. 
Microscope comparison, fibre identification, 
and colour analysis are all steps in the study 
and analysis of fibres. UV/visible comparison 
microscopy is used to compare known or 
control fibres to extraneous (suspect) fibres 
that have been collected loosely or from tape 
lifts [19]. It is possible to identify whether a 
fibre is synthetic or natural using 
morphological information from optical 
microscopy, whereas synthetic fibres may be 
identified using pyrolysis gas chromatography 
(PGC) and pyrolysis mass spectrometry 
(PyMS). Visible light microspectrophotometry 
is used to check known and suspicious fibres 
for similarities following comparison 
microscopy [20]. If the resultant spectra are 
comparable, an FTIR analysis is performed, 

which provides a clear identification of the 
fibre polymer as well as some information on 
the dyes. The procedures utilised for dye 
extraction will vary on the kind of fibre and 
colour being employed.  Visually like colours 
could really be made up of many component 
dyes (a so-called "metameric match") that are 
easily distinguishable by TLC, HPLC and 
Surface Enhanced Resonance Raman 
Scattering (SERRS) have been successfully 
employed [21].

5.  Paint

Paint can be found as an evidence in a variety 
of situations. It may appear as tiny peels on the 
clothing of someone who has vandalised a 
building and damaged the paintwork, as paint 
streaks transmitted from one car to the other in 
a collision, or from a car to a victim in a 
hit-and-run accident [22]. Beginning with a 
microscopic inspection of control paint, such 
as that from the place of entry in the instance of 
a break-in, the analytical method to such 
evidence is used (found on the garments of the 
suspect). In addition to visible light 
microscopy, polarised light microscopy  are 
used because they can provide a wealth of 
information about the general appearance of 
the samples.This also includes the existence of 
a layer structure, the texture and color of the 
layers, information on particle size.Since 
single-layer forensic paint specimens are the 
norm, it is necessary to identify the chemical 
makeup of the  extenders, binders and 
pigments after comparing colours [23]. X-ray 
powder diffraction (XRD), X-ray fluorescence 
(XRF), and scanning electron 
microscopy/energy dispersive spectroscopy 
(SEM/EDS) are used to analyse paint pigments 
and extenders. Because it can do elemental 

studies found that zinc oxide powders with a 
20 nm particle size produce superior prints and 
UV fluorescence than other powders. 
Additionally, their newly created techniques 
operate in moist conditions where 
conventional powders cannot [30]. 

8.  Glass

Globally, Glass has potential applications. As a 
result, it frequently occurs in violent crimes 
including murder, robbery, planned car 
accidents, and reckless driving. When glass 
breaks, tiny pieces might become stuck to the 
offender's clothing or weapons. These pieces 
can be used as significant evidence in court 
proceedings if they are gathered, examined, 
and compared.It has also been done to analyse 
glass samples using both elemental analysis 
and RI determination. The majority of these 
investigations have come to the conclusion that 
these analyses are complementing rather than 
rival. Metals in glass samples may be analysed 
using inductively coupled plasma-atomic 
emission spectroscopy (ICP-AES) and 
inductively coupled plasma-mass spectrometry 
(ICP-MS). However, their primary drawback 
is their destructive nature, which has led to 
Laser Ablation-ICP-MS largely replacing 
them (LA-ICP-MS) [31]. Glass samples may 
quickly be directly analysed using a 
quasi-non-destructive approach. Other studies 
have using X-Ray Fluorescence (XRF) 
methods. XRF has a non-destructive nature, is 
simpler to operate, and costs less than ICP-MS. 
Due to its speed, lack of sample preparation 
requirements, and similar sensitivity to 
LA-ICP-MS, Laser Induced Breakdown 
Spectroscopy (LIBS) has recently gained 
popularity. Although to a lesser degree, glass 

examination has also been performed using the 
scanning electron microscope energy 
dispersive X-ray spectroscopy (SEM-EDX), 
particle free induced X-ray emission (PIXE), 
and the electron probe micro-analyzer (EPMA) 
[32][33].

9.  Arson

The most common accelerants used in arson 
assaults are gasoline (also known as gasoline), 
paraffin (also known as kerosene), and 
occasionally paint strippers.After the flame has 
been extinguished, any remnants of these 
substances may quickly vanish.The method 
that is most frequently used to analyse 
evidence of accelerants found at fire sites is gas 
chromatography (GC) [34]. The bags or jars 
containing the trash and garments are sampled 
from headspace to begin the examination. Any 
volatile residue is driven into the container's 
atmosphere by heating it.A syringe containing 
an absorbent material, like the resin Tenax, is 
used to pull the air comprising volatile 
compounds through the resin [35]. The 
absorbent substance is forced through the 
storage container into the surrounding air. 
Volatiles that have been absorbed are 
thermally exfoliated from the Tenax when the 
cuvette is inserted in the GC. As a result of the 
heating action of the fire,A mixture of peaks 
from the accelerants and any pyrolysis 
byproducts from the heat degradation of 
polymers and natural materials will appear in 
the resulting chromatogram. When residues 
are retrieved from a fire scene, the more 
volatile parts of petrol are not present, which at 
first may make identification more difficult. 
However, comparison with chromatograms of 
conventional  paraffin, diesel,white spirit and 
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diesel will typically identify the accelerants 
[36].

10. Coclusion

Forensic science applications can lead to 
distinct identifications in different ways. In 
situ trace analysis using Surface Enhanced 
Resonance Raman Scattering Spectroscopy 
(SERRS), which is practically non-destructive, 
also has a lot of promise. SIRMS and SERRS 
will undoubtedly advance, becoming 
important analytical techniques for 
determining, respectively, the source and 
composition of materials such as drugs, dyes, 
glass, fuels, soils ,inks, glass explosives, and  
and many others. This is similar to how DNA 
profiling will undoubtedly continue to 
advance.
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analysis and offers a magnified view of the 
paint flake specimen, scanning electron 
microscopy is very helpful. An elemental 
analysis can be accomplished by focusing the 
electron beam directly on certain paint layers 
and individual particles. It is possible to infer 
the quality of pigments present in the material, 
however SEM/EDS by itself cannot identify 
the pigments with certainty.Although 
multilayer paints require layer separation 
before examination, XRD is a good 
non-destructive method for analysing paint 
since it does offer conclusive identification of 
the pigments (organic or inorganic) and 
extenders [24]. Its relative insensitivity in 
compare to the other approaches is its main 
flaw. Elements have also been analysed using 
laser ablation inductively coupled 
plasma-mass spectrometry (LA-ICP-MS). 
Prior to ICP-MS analysis, the laser ablation 
method can concurrently sample numerous 
layers in order to identify and quantify trace 
elements that are present in various layers of 
the sample. A new method of discriminating is 
added via trace element analysis. Pyrolysis 
techniques like Pyrolysis Gas Chromatography 
(PGC) and Pyrolysis Mass Spectrometry are 
used to analyse the binders in a paint material 
[25].

6.  Fibres

Target fibre investigations demonstrate that 
practically all fibres only sometimes appear in 
the environment, as was previously noted. 
Indigo-dyed cotton would be the most notable 
exception. This suggests that the degree of 
linkage is likely to be high if well-known and 
unknown fibres are comparable overall in 
physical and chemical properties. This may not 

be the same as personalising the evidence. 
Only a tear match can differentiate between 
fibres. In addition to the previously mentioned, 
fibres (and hairs, too) have the shared 
characteristic of being easily transferred from 
one substance to another or from a material to 
a different surface, like a chair seat. The 
transmitted fibres may stay on the destination 
item or may just be transferred again [26].

7.  Fingerprints

The finger markings, which are the 
impressions made by the friction ridges of the 
finger. These fingerprints not only show that 
the surface or object was touched, but they also 
help to identify the individual. Latent, patent, 
and plastic fingerprints are the three types that 
are most frequently discovered [27]. Almost 
all crime scenes contain latent prints, which 
must be processed since they are difficult to 
see with the human eye [28]. A wide range of 
physical and chemical techniques have been 
developed to decode the latent fingermarks. 
The most popular technique for creating latent 
fingermarks is powder.The best fingerprint 
powder will attach to the finger sweat residues, 
which produce the distinctive patterns that 
transform latent prints into coloured or 
fluorescent visible prints depending on the 
type of powder used. It is much more difficult 
to make a definite identification since many 
common materials stick to the backdrop [29]. 
In order to solve these issues and increase 
precision, nanotechnology is being employed 
to build fingerprint.The fingerprint pattern has 
been deciphered using tiny particles. 
Numerous research have shown that 
nanopowders may be used to decode 
fingerprints, and most recently, one of these 

1.    Introduction

 Now, the public in general has 
grown more awareness of how science is used 
to solve crimes, as a result of the rise in both 
fictional and documentary television shows 
[1]. Among the topics that commonly make the 
headlines are acts of terrorism, a growth in the 
illicit use of guns, drug trafficking, and driving 
while under the influence of narcotics [2]. 
Since the identification of person-specific 
human DNA "fingerprints" and the subsequent 

forensic use of DNA fingerprints in 1985, 
forensic science laboratories have invested a 
significant amount of money in the creation of 
DNA profiling techniques. Evidence makes it 
as advanced tool for identification [3]. 
According to Forensic Technology Survey's 
findings and related case studies, there is an 
urgent need for more advanced forensic 
science technology, as well as for qualified 
people to utilize it and communicate its 
findings [4]. Major conclusions include that 
numerous crime laboratories have a sizable 

backlog of evidence that has not been analyzed 
or otherwise processed [5]. No matter how 
careful a criminal tries to avoid leaving his 
fingerprints, he may still accidentally touch 
other areas of his body and leave bodily fluids 
or tissue behind, each of which will contain his 
DNA. In crime scenes, fingerprints are also 
person-specific [6]. However, forensics 
experts should indeed focus solely on chemical 
evaluation of trace quantities of materials such 
as explosive devices, stimulants, glass, soil, 
etc. to develop links between victim and 
suspect [7]. This study will look at the most 
recent approaches to forensic analytical 
chemistry for the categories of evidence 
mentioned above. The case become more 
prompt if effective forensic scientific skills are 
available.

2.  Process Used By a 
Toxicologist

Three steps may be identified in the procedure 
toxicologists use. In the first, the medicines, 
metabolites, and other relevant analytes are 
tentatively identified using qualitative 
analysis. These are identified through 
screening tests, same like with narcotic 
examination of confiscated goods. But the 
narcotics chemist who was apprehended has 
fewer alternatives. There are two reasons for 
this restriction. The sample matrices come first 
and are more significant [8].

3.  Drug Analysis

The most often abused narcotics 
amphetamines, heroin, benzodiazepines, 
cannabis, cocaine are the substances that a 
forensic drugs analyst is most likely to come 
across [9]. They can be found in small amounts 

in the hands of individual users as so-called 
"street seizures," in greater amounts in the 
hands of local drug traffickers, and in 
kilogramme quantities as imported substances. 
The basic objectives of the forensic scientist's 
analysis are to: (a) establish if a prohibited 
substance is present, (b) establish the quantity 
of the substance, and (c) occasionally establish 
the link between drug samples by comparison 
or "profiling" [10]. For quick screening and 
straightforward comparison, thin layer 
chromatography (TLC) is used on ethanol 
extracts of the resin, herbal material and oil 
[11]. Profiling can be done using GC-MS or 
HPLC. Reversed-phase HPLC will establish if 
the resin blocks came from the same batch 
based on the results of the preliminary TLC 
screen. HPLC is helpful since, unlike GC-MS, 
it does not call for derivatizing the materials. 
Because they are thermally labile, 
tetrahydrocannabinolic acids would break 
down under GC-MS conditions. The drug 
profile is shown by the chromatogram [12].

4.  Explosives

The removal of explosive residues or traces 
can be done using sticky tape, solvent cleaning 
of objects, vacuum sampling, or swabbing (dry 
or with a solvent) [13]. Ion mobility 
spectrometry is a quick and practical screening 
procedure at the crime scene or in the lab 
(IMS) [14]. Explosive remnants from 
questionable surfaces are collected using a 
suction using a portable IMS device. [15]. 
Prior to colour spot tests and chromatographic 
analysis, residues submitted to the lab are first 
inspected under a microscope.They are then 
dissolved in a solvent such ethanol or acetone. 
The most popular analytical system combines 

identify the application, operating system, 
vendor, and version of requesting user-agent 
[5]. The syntax of use-agent is User-Agent: 
<product> / <product-version> <comment>.

D. HOSTNAME:
A hostname is a label that is assigned to a 
device connected to a computer network and 
that is used to identify the device in the various 
forms of electronic communication such as 
World Wide Web [4].

E. FILE HASHES:
File hashing is also used for file verification. 

3.  Tools For Analysis:

There are many tools that we can use to do 
analysis on the malware like PeStudio, Process 
Hacker, Process Monitor (ProcMon), ProcDot, 
Autoruns, Fiddler, IDA PRO, Ghidra. 
Wireshark is mainly used for the analysis 
because of its simplicity.

4.  Wireshark:

Wireshark is a free and open-source packet 
analyzer. Wireshark is a tool used for capturing 
and analyzing PCAPs files. It is used for 
network troubleshooting, analysis, software 
and communication, protocol development 
and education. The working of Wireshark is 
like tcpdump but has a graphical front and 
integrated sorting and filtering options. All the 
packet traffic is visible on the interface includ-
ing uni-cast traffic. Wireshark is a data captur-
ing program that understand the structure of 
different network protocol and it uses PCAPs 
to capture packets so it can only capture 
packets on the type of network that PCAP 
support. It can also color packets based on 

of inspecting malware tests to attempt to 
extricate important data about their starting 
point, conduct, and effect. There are many 
techniques that are used by malware analysts, a 
person who perform these activities, like Static 
Analysis and Dynamic Analysis [1]. Static 
Analysis include analysis of the malicious 
code without running it i.e., the File Headers, 
Strings, Hashes whereas the Dynamic Analysis 
include the analysis of the malicious code in a 
sandbox or safe environment.

2.  IOC’S:

IOC’s stands for Indication of Compromise. 
These are the forensics evidence of a potential 
intrusion on a system network. These clues 
allow security professionals to determine the 
tactic of an occurred or impending attack IOCs 
are not always easy to detect, they can be as 
simple as metadata elements or incredibly 
complex malicious code and content samples. 
There are several IOC’s which are listed 
below:

A. IP ADDRESS:
The word IP stands for “Internet Protocol”, 
which can be regard as the set of rules govern-
ing the form of data sent via the internet or 
local network [3]. IP addresses are the unique 
addresses which can be used to identify the 
device.

B. DOMAIN NAME:
A domain name is a part of a URL. It is a string 
of text that maps to a numeric IP address, used 
to access a website from client servers [4].

C. USER AGENT:
The User-Agent request header is a characteris-
tic string that let servers and network peers 

rules that match fields in packets to help the 
user identify the type of traffic at a glance. 
Users can change the interface according to 
their choice [2].

4.1  Wireshark Default View
When you open the Wireshark, you will see 
this interface. To open a packet, just go to the 
file in the menu bar. Click open and select your 

file. From Wireshark, you can also analyze the 
packets of your machine. All you need to do is 
choose the Local Area Connection. Another 
way to capture the local packets is to choose 
the Start Capturing Packets option with a 
symbol        on the top left side of the page. And 
to stop the capturing, click on the option 
named as Stop Capturing Packets with the  
symbol.

4.2  Starting With Wireshark:
Now have a look on Wireshark user interface. 
The main window shows Wireshark as you 

would usually see it after some packets are 
captured or loaded.

a. Hiding Columns:
We can easily hide the columns in the 
interface, we can also unhide the columns 
when there is a need to use the columns. First 
Right-Click on the Column which you want to 
hide and then uncheck the column name. And 
to unhide the column, you just need to check 
the column name again. Following Figures 
shows the way how to hide the columns:

b. Removing Columns:
There are some of the columns in the interface 
which are not required for the analysis like the 
NO column and the Length column. We can 
also remove these columns. For this we just 
need to Right Click on that column and then 
Select Remove this Column option from the 
drop-down menu.

4.3  Wireshark Display Parts
The Wireshark Display has 4 parts as shown in 
the figure. These parts are also described 
below [7]:

a) Filter Box (1): It is used to filter the 
packets displayed.

b) Packet Listing (2): It shows all packets 
that satisfied the display filter. 

c) Packet Detail Windows (3): Display the 
contents of the currently selected packet.

d) Hex Window (4): It displays the hex 
content of the current packet. The hex 
window is linked with the packets detail 
window and with highlight any field 
selected.

4.4  Changing The Default View:
The Default view of Wireshark is not very 
friendly to every user, so Wireshark gives a 
functionality to the user to customize the 
interface of the Wireshark according to their 
choice or need. The default column in the 
Wireshark is not ideal in every case. Here 
comes the need to modify the columns. The 
default columns are:

a) No: It is the frame number from the 
beginning of the PCAP.

b) Time: Seconds are broken down into 
Nanoseconds.

c) Source: Source address.

d) Destination: Destination address.

e) Protocol: Used in Ethernet Frame, IP 
Packet, or TCP segment.

f) Length: Length of Frame in Bytes.

So, following are the ways to customize the 
columns in the interface:

(-) which are used to add or remove the column 
respectively. 

The Column Preference Menu List all 
columns, viewed or hidden at the bottom of the 
menu there are two buttons plus (+) and minus 

and then rename the Column and select the 
type of your column.

STEP 02:
If you want to add a column, you just need to 
click on the plus sign, a new row will appear 

d. Apply As Column:
If you want to apply any field from the Packet 
Window Detail as a column, you need to 
Right-Click on that field. Choose Apply as 
Column option and then it will be displayed as 
column.

Same case goes with the removing column. 
After setting up this click on OK. Now, you 
have successfully changed the columns of the 
Wireshark interface.

e. Time Display:
We can also change the format of the displayed 
time. The default syntax of the time is seconds 
broken down into Nanoseconds which in real 
is like 0.101536. You can also change this 

syntax into readable syntax. First Go to the 
View from the Menu and then choose Time 
Display Format, now choose the format of 
your own choice.

5.  Detection Of Malware:

Initially, we will check the traffic, if they were 

sent in continuous packets, then they will be 
exportable through Wireshark itself or if not 
then we have to manually analyze the streams 

and packets. Detection of malware includes 
number of steps:

a. Analyze the network traffic present in the 
packet through protocol hierarchy.  

b. Check the greater percentage of network 
protocol i.e., HTTP/HTTPs, SMB etc.

c. Analyze all the packets present in the 
traffic.

d. Sort the objects with the Content-Type.
e. Locate suspicious files and take hashes of 

those files by using hashmyfile [8].
f. Cross Check the hashes of suspicious files 

by putting those hashes in Virus Total [9].

Sometimes malicious traffic can also be detect-
ed through different destination port for exam-
ple: victim is connecting through port:80 and 
attacker is connecting through port:143 sounds 
malicious.

6.  Case Study:

Let’s consider a case study [10]. Here we have 
a packet which contains the logs of malicious 
files. These files are responsible to make the 
machine infected. Now we must do some 

investigation in that packet to give the answers 
to some questions listed below. This section of 
the document covers that how and where to get 
the information in in the packet.

Questions
1. What is the infected file(s) downloaded 

and their hashes?
2. What is URL/Domain of the infected site?
3. What is the IP address of the infected site?
4. What is the IP address of the infected 

machine?
5. What is the hostname of the infected 

machine?
6. What is the mac address of the infected 

machine?

Question No. 01:

STEP 01:
Go to the file drop-down in the menu bar and 
then choose Export Objects. Then another 
drop-down will appear which will show some 
of the options like HTTP. As most of the traffic 
in the packet logs were of HTTP, so we will 
choose HTTP option from the menu.

After doing the above step, a window will 
appear with the name Wireshark – Export – 
HTTP object list. It will describe the informa-
tion of every downloadable material. We can 

sort the Content Type alphabetically just by 
clicking the Content Type. Now save every 
file.

Question No. 02:
Solution of Question no. 01 shows the infected 
files. Now the question is to get the URL/Do-
main of the infected site. Again, follow the steps 
mentioned in the Question No. 01 till the 
window appear with the name Wireshark – 
Export – HTTP object list. In this window, there 
is a column named as hostname. This column 
will give us the answer of Question No. 02. 
Questio No. 03:

We have already found the infected site 
hostname. Now we are going to find the IP 
address of that infected site. For this, just put the 
filter http.request. It will only show the logs 
requested by the user. In the Destination 
Column, we can easily find the IP address of the 
infected site.

Question No. 04:

packet then its information will be shown in 
the Packet Detail Window. Click on the last 
option in that window named as Dynamic Host 
Configuration Protocol. It will give you some 

further information. From that information, 
choose the Option: Host name. It will give you 
the hostname of the infected machine.

WAY 02:
Another way to find the host name of the 
infected machine is to put the filter of nbns in 
the filter box. Information Column shows the 

name of the infected machine.

Question No. 06:

To get the mac address of the infected 
machine, put the http.request filter in the filter 
box. Click any packet and then see the Packet 
Detail Window. It will show an option of 

Ethernet. Click this option and then you will 
see the Source which stores the mac address of 
the infected machine.

With the same filter, we can find the IP address 
of the infected machine. The Source Column 
shows the IP address of the infected machine.

QUESTION NO. 05:
There is more than one way to get the 

hostname of the infected machine. Some of 
them are described below:

WAY 01:
Put the DHCP filter in the filter box. Some of 
the packets will be shown. Click any of the 

After getting the hashes, copy those hashes of 
any type one by one and then put those hashes 

in the virus total that will show if these hashes 
are infected or not.

Take hashes of every file you downloaded 
from the list with the help of hashmyfiles 

software.


