
1  INTRODUCTION 

 The Development of Personnel in 
Changeovers One of the major consequences 
of AI on cybersecurity is the growth of cyber-
security employees. By 2022, 40% of cyberse-
curity professionals, according to Gartner, will 
be using AI in adding to their job, contributing 
100% to the ground's work force. Automation 
of monotonous duties like data processing, 
monitoring, and risk assessment is rendered 
possible by AI. Professionals are able to focus 
on more complex duties like developing and 

carrying out new security rules, resolving 
incidents, and risk management because AI 
relieves them of these monotonous activities 
[1]. Improving Job Classifications: As AI 
becomes integrated into cybersecurity, the 
cybersecurity workforce's descriptions of 
employment and requirements for skills are 
evolving. Personnel with knowledge of data 
analytics, machine learning, and other AI-re-
lated abilities are in higher demand among 
enterprises. The World Economic Forum states 
that cybersecurity professionals with experi-
ence in artificial intelligence, data analytics, 

and big data are in considerable demand. The 
study demonstrates that artificial intelligence 
and machine learning are going to play an 
essential role in the future for cybersecurity 
professionals. Professionals must enhance 
these AI-related skills and evolve as AI keeps 
influencing the landscape of cybersecurity in 
order to be effective in the field [2].

Illustrations of AI in cybersecurity in the real 
world to enhance their efficiency, a number of 
cybersecurity enterprises have begun to 
embrace AI and implement it into the products 
and services they offer. Here are two notable 
instances: Palo Alto Networks and Cortex 
XDR are two companies that collaborate. 
Major cybersecurity firm Palo Alto Networks 
automates cyber threat identification and 
response with artificial intelligence. Their 
solution, Cortex XDR, utilizes machine learn-
ing algorithms to analyze data from various 
places and find inconsistencies that can point 
to a security breach. Cortex XDR enables 
security teams to respond to threats more 
quickly and efficiently by automating respond-
ing to incidents. Cylance security for endpoints 
and CylanceProtect Cylance utilize es artificial 
intelligence in order to recognize and prevent 
attacks online. Their AI-powered initiative, 
CylanceProtect, utilizes machine learning 
techniques to evaluate files and find malicious 
code before they execute. The system addition-
ally utilizes behavioral evaluation to detect 
unusual behaviors while taking appropriate 
action. The eradication of new risks has been 
demonstrated to be extremely effective with 
this proactive approach to protecting against 
threats. These practical illustrations demon-

strate how AI could significantly improve 
cybersecurity operations and protect corpora-
tions from a variety of threats [3].

2.  THE FUTURE OF AI IN 
CYBERSECURITY JOBS

It is projected that AI is going to continue to 
play a greater part in cybersecurity. Markets & 
Markets anticipates that the global market for 
artificial intelligence in cybersecurity will 
grow at an exponential yearly rate of growth, 
approaching 23.3%, from $8.8 billion in 2019 
to $38.2 billion in 2026. The expanding appli-
cation of AI in threat identification, mitigation, 
and responses is what is generating this peak. 
AI utilization in cybersecurity comes with 
challenges; however, A lack of AI-savvy 
cybersecurity specialists is one of the main 
challenges. The rapid growth of AI technology 
has resulted in shortages since it has displaced 
the marketplace's expertise and understanding 
of development. Thus, in order to remain 
competitive in the industry, cybersecurity 
professionals must acquire additional expertise 
and learn AI-related skills [2].

3.  AI A GAME-CHANGER IN THE 
FIELD OF CYBERSECURITY

AI has the capability to transform cybersecuri-
ty by advancing its efficacy and effectiveness. 
One of the most significant effects of AI on 
cybersecurity is the recognition of threats. AI 
systems have the ability to sort through huge 
quantities of data and detect trends steering to 
potential threats. In addition, by determining 

ty of a threat is considerably more difficult due 
to the intensity and vulnerabilities it may draw 
to a server. In reaction to a danger, an 
unknown, undetected threat may inflict 
tremendous harm to a system [4].

5.  BENEFITS OF USING AI IN 
CYBER SECURITY

AI and ML go hand in hand in advanced cyber 
security. They eliminate time consuming tasks 
done manually by human experts. AI and ML 
are assigned the duty to scan a vast amount of 
data to identify potential threats and minimize 
false positives. This lets the human experts to 
focus on more critical threats. AI never stops 
learning It analyzes network activity using 
machine learning modules and deep learning 
algorithms. It will detect deviations or security 
issues from the typical course of events. This 
enables for immediate action and improves 
future security measures by preventing possi-
ble threats with similar behavioral features 
from entering the system. Because AI is always 
learning, it is difficult for hackers to outwit its 
intellect. Similar patterns on the network are 
detected by AI, and when they are recognized, 
the AI technology will cluster them together 
and then proceed to determine whether there 
were any deviations or if any security issue 
happened in the usual traffic. It ultimately 
reacts to them after evaluating the traffic. AI 
will detect undiscovered risks, but detecting all 
possible threats to a corporation might be 
daunting owing to hackers' ever-changing 
techniques. This makes it critical to implement 
current solutions, such as AI technology, to 
efficiently identify and prevent unknown 

dangers, which may cause significant damage 
if they go undiscovered [5]. 

AI will be used Managing massive volumes of 
data within a company's network, resulting in 
massive amounts of network and system 
traffic. It takes time for cybersecurity 
engineers to carefully evaluate all activity for 
possible risks. AI technology will automatical-
ly scan and identify any disguised threats, 
speeding up the detection process and improv-
ing overall system security. AI improves 
vulnerability management. Given the regular 
assaults and dangers that various firms encoun-
ter, it is critical in addressing network vulnera-
bilities. It will review existing security proce-
dures to identify the weakest security links, 
allowing these organizations to concentrate on 
important security responsibilities. It enhances 
problem-solving skills and safeguards firm 
systems faster than cybersecurity engineers 
[4]. 

AI is capable of enhancing overall security 
when hackers and different kinds of threat 
actors constantly change their attack tactics, 
making it tough for cybersecurity engineers to 
prioritize security related tasks. Even when 
dealing with many threats at the same time, AI 
is highly useful in recognizing all forms of 
assaults and prioritizing protection. Human 
mistake and neglect can also pose security 
concerns, but AI's self-learning skills can equip 
it to deal with them. AI technology reduces 
data redundancy to great extent, it can do 
numerous activities at once and repeat critical 
security duties that can weary cybersecurity 
workers. It will perform frequent detection and 

and repairing vulnerabilities before they could 
be manipulated, AI is able to assist with 
managing vulnerabilities. AI may additionally 
help with behavioral exploration, which 
comprises analyzing user behaviour to identify 
unusual patterns. This may help to identify 
threats from inside and prevent worker-trig-
gered breaches of information. Accordingly, 
automation for security could use artificial 
intelligence (AI), which could assist automated 
repetitive tasks and free up cybersecurity 
professionals to concentrate on more challeng-
ing tasks. Cybersecurity assistances tremen-
dously through AI, and this impact is only 
going to expand in the years to come. To 
preserve the security and safety of the modern 
technological environment, investment in 
artificial intelligence (AI) and cybersecurity is 
imperative. As the world evolves more and 
more digitally, it is of the highest importance to 
use cutting-edge innovations like artificial 
intelligence (AI) to remain ahead of the curve 
and to be vigilant when it concerns cyber 
threats [2].

4.  AI REVOLUTION IN 
CYBERSECURITY

Enormous amounts of information can poten-
tially be managed in real time by artificial 
intelligence (AI) threat detection systems, 
which may detect potential dangers before they 
cause an impact. Comparing with convention-
al, signature-based on signatures antivirus 
programs, these systems are more effective 
because they apply machine learning 
algorithms that obtain information from previ-
ous attacks and respond to new attacks. Anoth-

er field where artificial intelligence has had 
substantial effects is handling vulnerabilities. 
Security professionals are better competent to 
sense vulnerabilities in the network earlier 
attackers take benefit of them. by using 
AI-powered vulnerability indicators that can 
detect and classify network vulnerabilities. 
Another field where artificial intelligence 
could be applied to improve cybersecurity is 
behavioral analysis. Behavioral analytics 
programs powered by AI have the capability to 
keep track of user behaviors and detect varia-
tions that might indicate a cyberattack. This 
can speed up the method by which security 
professionals identify and tackle cyberattacks
And last, a key field where AI may assist 
cybersecurity is automating procedures. 
Cybersecurity professionals may concentrate 
on challenging problems by automating every-
day tasks like patching, upgrading, and moni-
toring. However, partner confidence is neces-
sary for the effective implementation of AI 
solutions for cybersecurity. Establishing trust 
among partners is a necessity for transmitting 
information in an appropriate way and combat-
ing cyber threats. Because of the exponential 
growth of data and the increasing sophistica-
tion of cyber threats, traditional cybersecurity 
solutions are no longer suitable to defend our 
electronic environment. AI-based cybersecuri-
ty tools have become essential in detecting and 
preventing cyber-attacks. AI provides consid-
erable advantages to firms who use it into their 
defense operations. Given human limits, it is 
impossible to discover new malware variants, 
phishing methods, and every single threat 
encountered by a company and its cloud-based 
services. Furthermore, evaluating the possibili-

prevention of fundamental security threats, as 
well as extensive analysis to discover potential 
security breaches and vulnerabilities. AI 
empowers enterprises to maintain network 
security by employing best practices that are 
regularly applied without the danger of human 
mistake or boredom [6]. 

AI can respond quickly and complete the 
detection phase quicker, when AI technology is 
used with security software, risks may be 
detected and responded to quickly. It will 
prevent permanent damage to enterprises and 
corporations. When compared to humans, AI 
can scan whole networks and security systems 
to spot dangers sooner and simplify security 
chores. It is Easier to perform Authentication 
while using AI enabled technologies. There are 
Websites that have user account features and 
contact forms containing user credentials and 
other kinds of sensitive information which is 
requires as an additional security layer of 
security for protection. This security technique 
may be provided by AI by utilizing various 
technologies such as facial recognition, CAPT-
CHA, and fingerprint scanners to ensure 
authentication during routine login attempts. It 
will detect fraudulent login attempts and 
prevent credentials from being stolen or 
stuffed. It is capable of detecting brute force 
attacks. These brute force attacks could lead to 
a potential security breach from company 
network [7]. 

Machine learning and AI reduces the process-
ing time of threats and system vulnerabilities.  
AI is the most used critical technology in 
cybersecurity. It shortens the processing time 

of several time-consuming jobs that are 
performed more slowly by human specialists. 
It then searches massive amounts of data to 
identify potential dangers. After that, it filters 
out non-threatening activity to prevent false 
positives. So that human specialists may 
devote their attention to more vital security 
responsibilities. The task of detecting and 
eliminating bots is much easier on AI enables 
systems. These Bots are still an emerging 
threat in cybersecurity. But they are still deadly 
and dangerous. They can lay havoc on 
networks and systems through DOS or DDOS 
attacks. Bots are responsible for malicious 
activities like spreading malware and stealing 
data. AI can detect and stop these bots based on 
their behavioral patterns by producing more 
secure captchas. They are detected and their 
mode of operation is kept in the system. AI 
security software will use several honeypots to 
trap and destroy them [3].

6.  UNVEILING THE 
DISADVANTAGES OF AI IN 
CYBER SECURITY

AI has made significant advances in a range of 
fields, including cyber security. Its ability to 
rapidly analyze enormous amounts of data and 
detect patterns has reignited enthusiasm in the 
battle against digital threats. AI in cyber securi-
ty nevertheless comes with drawbacks compa-
rable to any other type of advancement in 
technology. Vulnerability to Adversary 
Attacks: The susceptible nature of AI to adver-
sarial attacks is an important concern in the 
field of cyber security. Consistently providing 
malicious material to AI systems with the 

procedures for attack or emerging risks may be 
recognized for the very first time. AI systems 
could therefore be powerless to identify and 
responding to threats that weren't previously 
unexplored. In order to remain up to date with 
new threats, AI models need to be constantly 
evaluated, updated, and trained. AI and human 
capability, along with current threat informa-
tion, may enhance cyber threat recognition and 
mitigation. AI is not a comprehensive exam-
ination response, even if it could considerably 
enhance cyber security expertise. Adversary 
assaults, false positives and negatives, a 
non-existence of human control, moral 
concerns, and an evolving threat environment 
constitute some of the difficulties encountered 
by artificial intelligence-powered cyber securi-
ty systems. More research, collaboration, and 
an extensive plan that carries concurrently the 
expertise of artificial intelligence with human 
expertise will be necessary to overcome these 
obstacles. By resolving these encounters, we 
can use the benefits of artificial intelligence 
while determining vigorous and reliable cyber 
security measures [7].

7.  CHALLENGES WHILE 
IMPLEMENTING AI

The use of AI-based elucidations in the area of 
cyber security continues to develop, along with 
the increasing utilization of AI in several other 
domains. AI can be used to identify, stop, and 
react to cyberattacks. It has been shown to be 
an effective instrument to strengthen an organi-
zation's overall security architecture. However, 
while integrating artificial intelligence into 

cyber security, several problems need to be 
taken into consideration. These challenges 
contain a variety of challenges, such as human 
capability, moral encounters, and technologi-
cal restrictions. In this section, we will look at 
the challenges accompanying with using AI for 
cyber security and offer sustainable solutions. 
Data Quality: preceding to ever contemplating 
incorporating artificial intelligence into cyber-
security research, the quality of data is a 
further problem that has to be addressed. Data 
quality is an additional problem that has to be 
addressed prior to contemplating using artifi-
cial intelligence in cybersecurity research. 
When collecting and analyzing data, many 
different kinds of errors could occur, including 
inaccurate information or sources that are 
skewed [8].

7.1 . Lack of Transparency in AI System
Although being observed as a game-changer, 
AI in cybersecurity does not come outside its 
drawbacks. The lack of transparency in AI 
systems is one of the remarkable concerns. 
This is because AI systems can intermittently 
be thought of as "black boxes," which employ 
extensive mathematical computational models 
that are difficult for humans to understand or 
analyze. Due to this, it might be challenging 
for human experts to fully recognize the 
conclusions generated by these algorithms and 
to implement the necessary variations to 
improve their performance. There are several 
major implications for cybersecurity from the 
lack of transparency. unobserved threats to 
security could go undetected, and false 
positives might result in the system sounding 

unnecessary warnings or cautions [9].

In additive, moral issues specifically predispo-
sitions and discrimination—are addressed by 
the transparency of AI algorithms. Without 
human operatives acknowledging it, AI 
systems may make racist or discriminatory 
choices. This could have significant concerns, 
mainly in law enforcement or employment 
operations. Researchers are examining into 
new methods for "explicable “AI” with the 
objective of addressing this task and making it 
possible for humans to understand the 
verdict-making methods of these AI systems. 
Among the techniques used are conversational 
explanations, visualization, and definitions of 
rules that can be easily realized by humans and 
that regulate the AI computer's decision-mak-
ing procedure. These attempts assist individu-
als to identify any deficiencies as well as 
improve their abilities by providing them with 
a greater identification of how AI systems 
function [10].

7.2 . Adversarial Attacks in AI Cybersecurity
AI cyberattacks, and countermeasures have 
been fascinating a lot of interest in cybersecu-
rity research over the past few years. Many 
research analyses have investigated the use of 
AI to identify and combat adversarial aggres-
sion, but various challenges must yet be 
tackled before these systems can be extensive-
ly implemented. The potential of artificial 
intelligence-based cybersecurity attacks and 
defenses has been accentuated by recent 
research. A survey by MIT Technology Review 
Insights and Darktrace of more than 300 C-lev-
el executives, directors, and managers exhibit-

ed that the majority of them think artificial 
intelligence will become important to cyberse-
curity in the near future [11].
The extensive implementation of these systems 
remains to combat numerous difficulties, 
including a few studies addressing the use of 
artificial intelligence (AI) to identify and react 
to adversarial attacks. Integrating with present 
systems: The technique of incorporating AI 
systems into current environments can be 
confronting because of the difficulties of the 
technology involved. To avoid interrupting the 
functionality of the remaining systems, the 
incorporation procedure must be properly 
planned and conducted. This is remarkably 
significant because any interruption to the 
organization's events might have devastating 
effects. According to AI research in workflow 
management systems, the employment of AI 
planning attempts has the ability to address the 
issue of AI algorithms integrating with occur-
ring systems. Nonetheless of the obstacles, 
integrating AI systems with remaining systems 
is vital to realizing the full promise of AI 
technology in many businesses. As a result, 
organizations must carefully plan their incor-
poration strategy and work together closely 
with their technology collaborators to ensure a 
successful implementation [12].

8.  CONCLUSION

Ending on a positive note, AI is revolutionizing 
cybersecurity. AI simplifies actions and frees 
up cybersecurity professionals to deliberate on 
new complex duties; by 2022, 40% of these 
professionals will have used AI. The efficacy 
of threat detection and response is revealed by 

applications from the industry leaders. With an 
estimated annual growth speed of 23.3% and 
attainment of $38.2 billion by 2026, the future 
of AI in cybersecurity seems optimistic. 
Ethical concerns, the delicate balance between 
false positives and negatives, and the adversar-
ial security of data threats are models of 
challenges that need continuous consideration 
and model enhancement. The approach must 
be vigilant and systematic, with an emphasis 
on the incorporation of AI and human exper-
tise. A complete fortification of security 
standards is guaranteed by this collaboration. 
If these challenges can be successfully 
overcome, AI will be able to recognize its full 
potential and play a vital role in safeguarding 
our digital environment from new threats.
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objective of misleading or fooling the 
algorithms is an adversary assault. Such 
assaults have the ability to deliver biased or 
erroneous results by taking advantage of 
deficiencies in AI systems. These vulnerabili-
ties enable cybercriminals to cross through AI 
-based safety procedures to achieve unautho-
rized exploitation of networks. Attacks such as 
those demonstrate how important it is to 
constantly monitor, update, and upgrade artifi-
cial intelligence systems with the aim of reduc-
ing the risks associated with adversarial attacks 
[4].

6.1. False Positives and False Negatives 
Even though artificial intelligence algorithms 
aren't error-free, processes related to cyber 
security can confront errors such as false 
positives and false negatives. False positives 
are the consequence of artificial intelligence 
(AI) systems inadequately identifying risk-free 
behavior as harmful, resulting in redundant 
warnings or interferences. False negatives 
occur when artificial intelligence systems lack 
the capacity to recognize actual risks, which 
leaves illegal activities undiscovered. Such 
errors might cause pressure on security 
capabilities, leading to vulnerabilities. To 
reduce the number of false positives and false 
negatives, artificial intelligence models need to 
be improved and validated constantly; howev-
er, establishing an appropriate equilibrium can 
be complex [8].

6.2 . Lack of Human Oversight
AI has the ability to enhance human abilities in 
cyber security; yet, depending just on AI 
systems without oversight from humans could 

be dangerous. While AI is intended to stream-
line and automate operations, it is not nearly as 
capable of thinking clearly as human experts 
and doesn't possess comparable knowledge of 
the context. Therefore, AI systems might make 
inappropriate decisions on the basis of imbal-
anced or inadequate data, which might result in 
safety breaches. Examining AI outcomes, 
detecting inconsistencies, and reaching sensi-
ble conclusions are all made accessible by 
human experts. Operative cyber security is 
contingent upon determining the right balance 
between human knowledge and artificial 
intelligence (AI) mechanization [9].

6.3. Ethical and Privacy Concerns
Enormous amounts of data, particularly sensi-
tive and personal data, are necessary for AI 
systems in cyber security to determine correla-
tions and detect vulnerabilities. Considerations 
about ethics and privacy have been brought up 
by this dependence, specifically if the informa-
tion is inappropriately archived. Privacy laws 
may be breached by unapproved access, 
breaches of data, or exploitation of personal 
data. It is necessary for maintaining effective 
information governance, encryption, and 
adhering to privacy principles in order to 
moderate these risks and keep public confi-
dence in AI -driven cyber security resolutions 
[5].

6.4 . Evolving Threat Landscape
A question confronting artificial intelli-
gence-based cyber security technologies is the 
continuously evolving view of cyberattacks. 
Even though artificial intelligence algorithms 
are trained on past data and patterns, newer 

 

 International Journal for
Electronic Crime Investigation
DOI: https://doi.org/10.54692/ijeci.2023.0704167

 (IJECI)
ISSN: 2522-3429 (Print)
ISSN: 2616-6003 (Online)

Research Article

Kausar et al. (IJECI) 2023

Vol. 7 issue 4 Oct-Dec 2023

1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 
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help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].

1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 

2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 

these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 



1  INTRODUCTION 

 The Development of Personnel in 
Changeovers One of the major consequences 
of AI on cybersecurity is the growth of cyber-
security employees. By 2022, 40% of cyberse-
curity professionals, according to Gartner, will 
be using AI in adding to their job, contributing 
100% to the ground's work force. Automation 
of monotonous duties like data processing, 
monitoring, and risk assessment is rendered 
possible by AI. Professionals are able to focus 
on more complex duties like developing and 

carrying out new security rules, resolving 
incidents, and risk management because AI 
relieves them of these monotonous activities 
[1]. Improving Job Classifications: As AI 
becomes integrated into cybersecurity, the 
cybersecurity workforce's descriptions of 
employment and requirements for skills are 
evolving. Personnel with knowledge of data 
analytics, machine learning, and other AI-re-
lated abilities are in higher demand among 
enterprises. The World Economic Forum states 
that cybersecurity professionals with experi-
ence in artificial intelligence, data analytics, 

and big data are in considerable demand. The 
study demonstrates that artificial intelligence 
and machine learning are going to play an 
essential role in the future for cybersecurity 
professionals. Professionals must enhance 
these AI-related skills and evolve as AI keeps 
influencing the landscape of cybersecurity in 
order to be effective in the field [2].

Illustrations of AI in cybersecurity in the real 
world to enhance their efficiency, a number of 
cybersecurity enterprises have begun to 
embrace AI and implement it into the products 
and services they offer. Here are two notable 
instances: Palo Alto Networks and Cortex 
XDR are two companies that collaborate. 
Major cybersecurity firm Palo Alto Networks 
automates cyber threat identification and 
response with artificial intelligence. Their 
solution, Cortex XDR, utilizes machine learn-
ing algorithms to analyze data from various 
places and find inconsistencies that can point 
to a security breach. Cortex XDR enables 
security teams to respond to threats more 
quickly and efficiently by automating respond-
ing to incidents. Cylance security for endpoints 
and CylanceProtect Cylance utilize es artificial 
intelligence in order to recognize and prevent 
attacks online. Their AI-powered initiative, 
CylanceProtect, utilizes machine learning 
techniques to evaluate files and find malicious 
code before they execute. The system addition-
ally utilizes behavioral evaluation to detect 
unusual behaviors while taking appropriate 
action. The eradication of new risks has been 
demonstrated to be extremely effective with 
this proactive approach to protecting against 
threats. These practical illustrations demon-

strate how AI could significantly improve 
cybersecurity operations and protect corpora-
tions from a variety of threats [3].

2.  THE FUTURE OF AI IN 
CYBERSECURITY JOBS

It is projected that AI is going to continue to 
play a greater part in cybersecurity. Markets & 
Markets anticipates that the global market for 
artificial intelligence in cybersecurity will 
grow at an exponential yearly rate of growth, 
approaching 23.3%, from $8.8 billion in 2019 
to $38.2 billion in 2026. The expanding appli-
cation of AI in threat identification, mitigation, 
and responses is what is generating this peak. 
AI utilization in cybersecurity comes with 
challenges; however, A lack of AI-savvy 
cybersecurity specialists is one of the main 
challenges. The rapid growth of AI technology 
has resulted in shortages since it has displaced 
the marketplace's expertise and understanding 
of development. Thus, in order to remain 
competitive in the industry, cybersecurity 
professionals must acquire additional expertise 
and learn AI-related skills [2].

3.  AI A GAME-CHANGER IN THE 
FIELD OF CYBERSECURITY

AI has the capability to transform cybersecuri-
ty by advancing its efficacy and effectiveness. 
One of the most significant effects of AI on 
cybersecurity is the recognition of threats. AI 
systems have the ability to sort through huge 
quantities of data and detect trends steering to 
potential threats. In addition, by determining 

ty of a threat is considerably more difficult due 
to the intensity and vulnerabilities it may draw 
to a server. In reaction to a danger, an 
unknown, undetected threat may inflict 
tremendous harm to a system [4].

5.  BENEFITS OF USING AI IN 
CYBER SECURITY

AI and ML go hand in hand in advanced cyber 
security. They eliminate time consuming tasks 
done manually by human experts. AI and ML 
are assigned the duty to scan a vast amount of 
data to identify potential threats and minimize 
false positives. This lets the human experts to 
focus on more critical threats. AI never stops 
learning It analyzes network activity using 
machine learning modules and deep learning 
algorithms. It will detect deviations or security 
issues from the typical course of events. This 
enables for immediate action and improves 
future security measures by preventing possi-
ble threats with similar behavioral features 
from entering the system. Because AI is always 
learning, it is difficult for hackers to outwit its 
intellect. Similar patterns on the network are 
detected by AI, and when they are recognized, 
the AI technology will cluster them together 
and then proceed to determine whether there 
were any deviations or if any security issue 
happened in the usual traffic. It ultimately 
reacts to them after evaluating the traffic. AI 
will detect undiscovered risks, but detecting all 
possible threats to a corporation might be 
daunting owing to hackers' ever-changing 
techniques. This makes it critical to implement 
current solutions, such as AI technology, to 
efficiently identify and prevent unknown 

dangers, which may cause significant damage 
if they go undiscovered [5]. 

AI will be used Managing massive volumes of 
data within a company's network, resulting in 
massive amounts of network and system 
traffic. It takes time for cybersecurity 
engineers to carefully evaluate all activity for 
possible risks. AI technology will automatical-
ly scan and identify any disguised threats, 
speeding up the detection process and improv-
ing overall system security. AI improves 
vulnerability management. Given the regular 
assaults and dangers that various firms encoun-
ter, it is critical in addressing network vulnera-
bilities. It will review existing security proce-
dures to identify the weakest security links, 
allowing these organizations to concentrate on 
important security responsibilities. It enhances 
problem-solving skills and safeguards firm 
systems faster than cybersecurity engineers 
[4]. 

AI is capable of enhancing overall security 
when hackers and different kinds of threat 
actors constantly change their attack tactics, 
making it tough for cybersecurity engineers to 
prioritize security related tasks. Even when 
dealing with many threats at the same time, AI 
is highly useful in recognizing all forms of 
assaults and prioritizing protection. Human 
mistake and neglect can also pose security 
concerns, but AI's self-learning skills can equip 
it to deal with them. AI technology reduces 
data redundancy to great extent, it can do 
numerous activities at once and repeat critical 
security duties that can weary cybersecurity 
workers. It will perform frequent detection and 

and repairing vulnerabilities before they could 
be manipulated, AI is able to assist with 
managing vulnerabilities. AI may additionally 
help with behavioral exploration, which 
comprises analyzing user behaviour to identify 
unusual patterns. This may help to identify 
threats from inside and prevent worker-trig-
gered breaches of information. Accordingly, 
automation for security could use artificial 
intelligence (AI), which could assist automated 
repetitive tasks and free up cybersecurity 
professionals to concentrate on more challeng-
ing tasks. Cybersecurity assistances tremen-
dously through AI, and this impact is only 
going to expand in the years to come. To 
preserve the security and safety of the modern 
technological environment, investment in 
artificial intelligence (AI) and cybersecurity is 
imperative. As the world evolves more and 
more digitally, it is of the highest importance to 
use cutting-edge innovations like artificial 
intelligence (AI) to remain ahead of the curve 
and to be vigilant when it concerns cyber 
threats [2].

4.  AI REVOLUTION IN 
CYBERSECURITY

Enormous amounts of information can poten-
tially be managed in real time by artificial 
intelligence (AI) threat detection systems, 
which may detect potential dangers before they 
cause an impact. Comparing with convention-
al, signature-based on signatures antivirus 
programs, these systems are more effective 
because they apply machine learning 
algorithms that obtain information from previ-
ous attacks and respond to new attacks. Anoth-

er field where artificial intelligence has had 
substantial effects is handling vulnerabilities. 
Security professionals are better competent to 
sense vulnerabilities in the network earlier 
attackers take benefit of them. by using 
AI-powered vulnerability indicators that can 
detect and classify network vulnerabilities. 
Another field where artificial intelligence 
could be applied to improve cybersecurity is 
behavioral analysis. Behavioral analytics 
programs powered by AI have the capability to 
keep track of user behaviors and detect varia-
tions that might indicate a cyberattack. This 
can speed up the method by which security 
professionals identify and tackle cyberattacks
And last, a key field where AI may assist 
cybersecurity is automating procedures. 
Cybersecurity professionals may concentrate 
on challenging problems by automating every-
day tasks like patching, upgrading, and moni-
toring. However, partner confidence is neces-
sary for the effective implementation of AI 
solutions for cybersecurity. Establishing trust 
among partners is a necessity for transmitting 
information in an appropriate way and combat-
ing cyber threats. Because of the exponential 
growth of data and the increasing sophistica-
tion of cyber threats, traditional cybersecurity 
solutions are no longer suitable to defend our 
electronic environment. AI-based cybersecuri-
ty tools have become essential in detecting and 
preventing cyber-attacks. AI provides consid-
erable advantages to firms who use it into their 
defense operations. Given human limits, it is 
impossible to discover new malware variants, 
phishing methods, and every single threat 
encountered by a company and its cloud-based 
services. Furthermore, evaluating the possibili-

prevention of fundamental security threats, as 
well as extensive analysis to discover potential 
security breaches and vulnerabilities. AI 
empowers enterprises to maintain network 
security by employing best practices that are 
regularly applied without the danger of human 
mistake or boredom [6]. 

AI can respond quickly and complete the 
detection phase quicker, when AI technology is 
used with security software, risks may be 
detected and responded to quickly. It will 
prevent permanent damage to enterprises and 
corporations. When compared to humans, AI 
can scan whole networks and security systems 
to spot dangers sooner and simplify security 
chores. It is Easier to perform Authentication 
while using AI enabled technologies. There are 
Websites that have user account features and 
contact forms containing user credentials and 
other kinds of sensitive information which is 
requires as an additional security layer of 
security for protection. This security technique 
may be provided by AI by utilizing various 
technologies such as facial recognition, CAPT-
CHA, and fingerprint scanners to ensure 
authentication during routine login attempts. It 
will detect fraudulent login attempts and 
prevent credentials from being stolen or 
stuffed. It is capable of detecting brute force 
attacks. These brute force attacks could lead to 
a potential security breach from company 
network [7]. 

Machine learning and AI reduces the process-
ing time of threats and system vulnerabilities.  
AI is the most used critical technology in 
cybersecurity. It shortens the processing time 

of several time-consuming jobs that are 
performed more slowly by human specialists. 
It then searches massive amounts of data to 
identify potential dangers. After that, it filters 
out non-threatening activity to prevent false 
positives. So that human specialists may 
devote their attention to more vital security 
responsibilities. The task of detecting and 
eliminating bots is much easier on AI enables 
systems. These Bots are still an emerging 
threat in cybersecurity. But they are still deadly 
and dangerous. They can lay havoc on 
networks and systems through DOS or DDOS 
attacks. Bots are responsible for malicious 
activities like spreading malware and stealing 
data. AI can detect and stop these bots based on 
their behavioral patterns by producing more 
secure captchas. They are detected and their 
mode of operation is kept in the system. AI 
security software will use several honeypots to 
trap and destroy them [3].

6.  UNVEILING THE 
DISADVANTAGES OF AI IN 
CYBER SECURITY

AI has made significant advances in a range of 
fields, including cyber security. Its ability to 
rapidly analyze enormous amounts of data and 
detect patterns has reignited enthusiasm in the 
battle against digital threats. AI in cyber securi-
ty nevertheless comes with drawbacks compa-
rable to any other type of advancement in 
technology. Vulnerability to Adversary 
Attacks: The susceptible nature of AI to adver-
sarial attacks is an important concern in the 
field of cyber security. Consistently providing 
malicious material to AI systems with the 

procedures for attack or emerging risks may be 
recognized for the very first time. AI systems 
could therefore be powerless to identify and 
responding to threats that weren't previously 
unexplored. In order to remain up to date with 
new threats, AI models need to be constantly 
evaluated, updated, and trained. AI and human 
capability, along with current threat informa-
tion, may enhance cyber threat recognition and 
mitigation. AI is not a comprehensive exam-
ination response, even if it could considerably 
enhance cyber security expertise. Adversary 
assaults, false positives and negatives, a 
non-existence of human control, moral 
concerns, and an evolving threat environment 
constitute some of the difficulties encountered 
by artificial intelligence-powered cyber securi-
ty systems. More research, collaboration, and 
an extensive plan that carries concurrently the 
expertise of artificial intelligence with human 
expertise will be necessary to overcome these 
obstacles. By resolving these encounters, we 
can use the benefits of artificial intelligence 
while determining vigorous and reliable cyber 
security measures [7].

7.  CHALLENGES WHILE 
IMPLEMENTING AI

The use of AI-based elucidations in the area of 
cyber security continues to develop, along with 
the increasing utilization of AI in several other 
domains. AI can be used to identify, stop, and 
react to cyberattacks. It has been shown to be 
an effective instrument to strengthen an organi-
zation's overall security architecture. However, 
while integrating artificial intelligence into 

cyber security, several problems need to be 
taken into consideration. These challenges 
contain a variety of challenges, such as human 
capability, moral encounters, and technologi-
cal restrictions. In this section, we will look at 
the challenges accompanying with using AI for 
cyber security and offer sustainable solutions. 
Data Quality: preceding to ever contemplating 
incorporating artificial intelligence into cyber-
security research, the quality of data is a 
further problem that has to be addressed. Data 
quality is an additional problem that has to be 
addressed prior to contemplating using artifi-
cial intelligence in cybersecurity research. 
When collecting and analyzing data, many 
different kinds of errors could occur, including 
inaccurate information or sources that are 
skewed [8].

7.1 . Lack of Transparency in AI System
Although being observed as a game-changer, 
AI in cybersecurity does not come outside its 
drawbacks. The lack of transparency in AI 
systems is one of the remarkable concerns. 
This is because AI systems can intermittently 
be thought of as "black boxes," which employ 
extensive mathematical computational models 
that are difficult for humans to understand or 
analyze. Due to this, it might be challenging 
for human experts to fully recognize the 
conclusions generated by these algorithms and 
to implement the necessary variations to 
improve their performance. There are several 
major implications for cybersecurity from the 
lack of transparency. unobserved threats to 
security could go undetected, and false 
positives might result in the system sounding 

unnecessary warnings or cautions [9].

In additive, moral issues specifically predispo-
sitions and discrimination—are addressed by 
the transparency of AI algorithms. Without 
human operatives acknowledging it, AI 
systems may make racist or discriminatory 
choices. This could have significant concerns, 
mainly in law enforcement or employment 
operations. Researchers are examining into 
new methods for "explicable “AI” with the 
objective of addressing this task and making it 
possible for humans to understand the 
verdict-making methods of these AI systems. 
Among the techniques used are conversational 
explanations, visualization, and definitions of 
rules that can be easily realized by humans and 
that regulate the AI computer's decision-mak-
ing procedure. These attempts assist individu-
als to identify any deficiencies as well as 
improve their abilities by providing them with 
a greater identification of how AI systems 
function [10].

7.2 . Adversarial Attacks in AI Cybersecurity
AI cyberattacks, and countermeasures have 
been fascinating a lot of interest in cybersecu-
rity research over the past few years. Many 
research analyses have investigated the use of 
AI to identify and combat adversarial aggres-
sion, but various challenges must yet be 
tackled before these systems can be extensive-
ly implemented. The potential of artificial 
intelligence-based cybersecurity attacks and 
defenses has been accentuated by recent 
research. A survey by MIT Technology Review 
Insights and Darktrace of more than 300 C-lev-
el executives, directors, and managers exhibit-

ed that the majority of them think artificial 
intelligence will become important to cyberse-
curity in the near future [11].
The extensive implementation of these systems 
remains to combat numerous difficulties, 
including a few studies addressing the use of 
artificial intelligence (AI) to identify and react 
to adversarial attacks. Integrating with present 
systems: The technique of incorporating AI 
systems into current environments can be 
confronting because of the difficulties of the 
technology involved. To avoid interrupting the 
functionality of the remaining systems, the 
incorporation procedure must be properly 
planned and conducted. This is remarkably 
significant because any interruption to the 
organization's events might have devastating 
effects. According to AI research in workflow 
management systems, the employment of AI 
planning attempts has the ability to address the 
issue of AI algorithms integrating with occur-
ring systems. Nonetheless of the obstacles, 
integrating AI systems with remaining systems 
is vital to realizing the full promise of AI 
technology in many businesses. As a result, 
organizations must carefully plan their incor-
poration strategy and work together closely 
with their technology collaborators to ensure a 
successful implementation [12].

8.  CONCLUSION

Ending on a positive note, AI is revolutionizing 
cybersecurity. AI simplifies actions and frees 
up cybersecurity professionals to deliberate on 
new complex duties; by 2022, 40% of these 
professionals will have used AI. The efficacy 
of threat detection and response is revealed by 

applications from the industry leaders. With an 
estimated annual growth speed of 23.3% and 
attainment of $38.2 billion by 2026, the future 
of AI in cybersecurity seems optimistic. 
Ethical concerns, the delicate balance between 
false positives and negatives, and the adversar-
ial security of data threats are models of 
challenges that need continuous consideration 
and model enhancement. The approach must 
be vigilant and systematic, with an emphasis 
on the incorporation of AI and human exper-
tise. A complete fortification of security 
standards is guaranteed by this collaboration. 
If these challenges can be successfully 
overcome, AI will be able to recognize its full 
potential and play a vital role in safeguarding 
our digital environment from new threats.
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objective of misleading or fooling the 
algorithms is an adversary assault. Such 
assaults have the ability to deliver biased or 
erroneous results by taking advantage of 
deficiencies in AI systems. These vulnerabili-
ties enable cybercriminals to cross through AI 
-based safety procedures to achieve unautho-
rized exploitation of networks. Attacks such as 
those demonstrate how important it is to 
constantly monitor, update, and upgrade artifi-
cial intelligence systems with the aim of reduc-
ing the risks associated with adversarial attacks 
[4].

6.1. False Positives and False Negatives 
Even though artificial intelligence algorithms 
aren't error-free, processes related to cyber 
security can confront errors such as false 
positives and false negatives. False positives 
are the consequence of artificial intelligence 
(AI) systems inadequately identifying risk-free 
behavior as harmful, resulting in redundant 
warnings or interferences. False negatives 
occur when artificial intelligence systems lack 
the capacity to recognize actual risks, which 
leaves illegal activities undiscovered. Such 
errors might cause pressure on security 
capabilities, leading to vulnerabilities. To 
reduce the number of false positives and false 
negatives, artificial intelligence models need to 
be improved and validated constantly; howev-
er, establishing an appropriate equilibrium can 
be complex [8].

6.2 . Lack of Human Oversight
AI has the ability to enhance human abilities in 
cyber security; yet, depending just on AI 
systems without oversight from humans could 

be dangerous. While AI is intended to stream-
line and automate operations, it is not nearly as 
capable of thinking clearly as human experts 
and doesn't possess comparable knowledge of 
the context. Therefore, AI systems might make 
inappropriate decisions on the basis of imbal-
anced or inadequate data, which might result in 
safety breaches. Examining AI outcomes, 
detecting inconsistencies, and reaching sensi-
ble conclusions are all made accessible by 
human experts. Operative cyber security is 
contingent upon determining the right balance 
between human knowledge and artificial 
intelligence (AI) mechanization [9].

6.3. Ethical and Privacy Concerns
Enormous amounts of data, particularly sensi-
tive and personal data, are necessary for AI 
systems in cyber security to determine correla-
tions and detect vulnerabilities. Considerations 
about ethics and privacy have been brought up 
by this dependence, specifically if the informa-
tion is inappropriately archived. Privacy laws 
may be breached by unapproved access, 
breaches of data, or exploitation of personal 
data. It is necessary for maintaining effective 
information governance, encryption, and 
adhering to privacy principles in order to 
moderate these risks and keep public confi-
dence in AI -driven cyber security resolutions 
[5].

6.4 . Evolving Threat Landscape
A question confronting artificial intelli-
gence-based cyber security technologies is the 
continuously evolving view of cyberattacks. 
Even though artificial intelligence algorithms 
are trained on past data and patterns, newer 

1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 
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help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].

1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 

2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 

these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 



1  INTRODUCTION 

 The Development of Personnel in 
Changeovers One of the major consequences 
of AI on cybersecurity is the growth of cyber-
security employees. By 2022, 40% of cyberse-
curity professionals, according to Gartner, will 
be using AI in adding to their job, contributing 
100% to the ground's work force. Automation 
of monotonous duties like data processing, 
monitoring, and risk assessment is rendered 
possible by AI. Professionals are able to focus 
on more complex duties like developing and 

carrying out new security rules, resolving 
incidents, and risk management because AI 
relieves them of these monotonous activities 
[1]. Improving Job Classifications: As AI 
becomes integrated into cybersecurity, the 
cybersecurity workforce's descriptions of 
employment and requirements for skills are 
evolving. Personnel with knowledge of data 
analytics, machine learning, and other AI-re-
lated abilities are in higher demand among 
enterprises. The World Economic Forum states 
that cybersecurity professionals with experi-
ence in artificial intelligence, data analytics, 

and big data are in considerable demand. The 
study demonstrates that artificial intelligence 
and machine learning are going to play an 
essential role in the future for cybersecurity 
professionals. Professionals must enhance 
these AI-related skills and evolve as AI keeps 
influencing the landscape of cybersecurity in 
order to be effective in the field [2].

Illustrations of AI in cybersecurity in the real 
world to enhance their efficiency, a number of 
cybersecurity enterprises have begun to 
embrace AI and implement it into the products 
and services they offer. Here are two notable 
instances: Palo Alto Networks and Cortex 
XDR are two companies that collaborate. 
Major cybersecurity firm Palo Alto Networks 
automates cyber threat identification and 
response with artificial intelligence. Their 
solution, Cortex XDR, utilizes machine learn-
ing algorithms to analyze data from various 
places and find inconsistencies that can point 
to a security breach. Cortex XDR enables 
security teams to respond to threats more 
quickly and efficiently by automating respond-
ing to incidents. Cylance security for endpoints 
and CylanceProtect Cylance utilize es artificial 
intelligence in order to recognize and prevent 
attacks online. Their AI-powered initiative, 
CylanceProtect, utilizes machine learning 
techniques to evaluate files and find malicious 
code before they execute. The system addition-
ally utilizes behavioral evaluation to detect 
unusual behaviors while taking appropriate 
action. The eradication of new risks has been 
demonstrated to be extremely effective with 
this proactive approach to protecting against 
threats. These practical illustrations demon-

strate how AI could significantly improve 
cybersecurity operations and protect corpora-
tions from a variety of threats [3].

2.  THE FUTURE OF AI IN 
CYBERSECURITY JOBS

It is projected that AI is going to continue to 
play a greater part in cybersecurity. Markets & 
Markets anticipates that the global market for 
artificial intelligence in cybersecurity will 
grow at an exponential yearly rate of growth, 
approaching 23.3%, from $8.8 billion in 2019 
to $38.2 billion in 2026. The expanding appli-
cation of AI in threat identification, mitigation, 
and responses is what is generating this peak. 
AI utilization in cybersecurity comes with 
challenges; however, A lack of AI-savvy 
cybersecurity specialists is one of the main 
challenges. The rapid growth of AI technology 
has resulted in shortages since it has displaced 
the marketplace's expertise and understanding 
of development. Thus, in order to remain 
competitive in the industry, cybersecurity 
professionals must acquire additional expertise 
and learn AI-related skills [2].

3.  AI A GAME-CHANGER IN THE 
FIELD OF CYBERSECURITY

AI has the capability to transform cybersecuri-
ty by advancing its efficacy and effectiveness. 
One of the most significant effects of AI on 
cybersecurity is the recognition of threats. AI 
systems have the ability to sort through huge 
quantities of data and detect trends steering to 
potential threats. In addition, by determining 

ty of a threat is considerably more difficult due 
to the intensity and vulnerabilities it may draw 
to a server. In reaction to a danger, an 
unknown, undetected threat may inflict 
tremendous harm to a system [4].

5.  BENEFITS OF USING AI IN 
CYBER SECURITY

AI and ML go hand in hand in advanced cyber 
security. They eliminate time consuming tasks 
done manually by human experts. AI and ML 
are assigned the duty to scan a vast amount of 
data to identify potential threats and minimize 
false positives. This lets the human experts to 
focus on more critical threats. AI never stops 
learning It analyzes network activity using 
machine learning modules and deep learning 
algorithms. It will detect deviations or security 
issues from the typical course of events. This 
enables for immediate action and improves 
future security measures by preventing possi-
ble threats with similar behavioral features 
from entering the system. Because AI is always 
learning, it is difficult for hackers to outwit its 
intellect. Similar patterns on the network are 
detected by AI, and when they are recognized, 
the AI technology will cluster them together 
and then proceed to determine whether there 
were any deviations or if any security issue 
happened in the usual traffic. It ultimately 
reacts to them after evaluating the traffic. AI 
will detect undiscovered risks, but detecting all 
possible threats to a corporation might be 
daunting owing to hackers' ever-changing 
techniques. This makes it critical to implement 
current solutions, such as AI technology, to 
efficiently identify and prevent unknown 

dangers, which may cause significant damage 
if they go undiscovered [5]. 

AI will be used Managing massive volumes of 
data within a company's network, resulting in 
massive amounts of network and system 
traffic. It takes time for cybersecurity 
engineers to carefully evaluate all activity for 
possible risks. AI technology will automatical-
ly scan and identify any disguised threats, 
speeding up the detection process and improv-
ing overall system security. AI improves 
vulnerability management. Given the regular 
assaults and dangers that various firms encoun-
ter, it is critical in addressing network vulnera-
bilities. It will review existing security proce-
dures to identify the weakest security links, 
allowing these organizations to concentrate on 
important security responsibilities. It enhances 
problem-solving skills and safeguards firm 
systems faster than cybersecurity engineers 
[4]. 

AI is capable of enhancing overall security 
when hackers and different kinds of threat 
actors constantly change their attack tactics, 
making it tough for cybersecurity engineers to 
prioritize security related tasks. Even when 
dealing with many threats at the same time, AI 
is highly useful in recognizing all forms of 
assaults and prioritizing protection. Human 
mistake and neglect can also pose security 
concerns, but AI's self-learning skills can equip 
it to deal with them. AI technology reduces 
data redundancy to great extent, it can do 
numerous activities at once and repeat critical 
security duties that can weary cybersecurity 
workers. It will perform frequent detection and 

and repairing vulnerabilities before they could 
be manipulated, AI is able to assist with 
managing vulnerabilities. AI may additionally 
help with behavioral exploration, which 
comprises analyzing user behaviour to identify 
unusual patterns. This may help to identify 
threats from inside and prevent worker-trig-
gered breaches of information. Accordingly, 
automation for security could use artificial 
intelligence (AI), which could assist automated 
repetitive tasks and free up cybersecurity 
professionals to concentrate on more challeng-
ing tasks. Cybersecurity assistances tremen-
dously through AI, and this impact is only 
going to expand in the years to come. To 
preserve the security and safety of the modern 
technological environment, investment in 
artificial intelligence (AI) and cybersecurity is 
imperative. As the world evolves more and 
more digitally, it is of the highest importance to 
use cutting-edge innovations like artificial 
intelligence (AI) to remain ahead of the curve 
and to be vigilant when it concerns cyber 
threats [2].

4.  AI REVOLUTION IN 
CYBERSECURITY

Enormous amounts of information can poten-
tially be managed in real time by artificial 
intelligence (AI) threat detection systems, 
which may detect potential dangers before they 
cause an impact. Comparing with convention-
al, signature-based on signatures antivirus 
programs, these systems are more effective 
because they apply machine learning 
algorithms that obtain information from previ-
ous attacks and respond to new attacks. Anoth-

er field where artificial intelligence has had 
substantial effects is handling vulnerabilities. 
Security professionals are better competent to 
sense vulnerabilities in the network earlier 
attackers take benefit of them. by using 
AI-powered vulnerability indicators that can 
detect and classify network vulnerabilities. 
Another field where artificial intelligence 
could be applied to improve cybersecurity is 
behavioral analysis. Behavioral analytics 
programs powered by AI have the capability to 
keep track of user behaviors and detect varia-
tions that might indicate a cyberattack. This 
can speed up the method by which security 
professionals identify and tackle cyberattacks
And last, a key field where AI may assist 
cybersecurity is automating procedures. 
Cybersecurity professionals may concentrate 
on challenging problems by automating every-
day tasks like patching, upgrading, and moni-
toring. However, partner confidence is neces-
sary for the effective implementation of AI 
solutions for cybersecurity. Establishing trust 
among partners is a necessity for transmitting 
information in an appropriate way and combat-
ing cyber threats. Because of the exponential 
growth of data and the increasing sophistica-
tion of cyber threats, traditional cybersecurity 
solutions are no longer suitable to defend our 
electronic environment. AI-based cybersecuri-
ty tools have become essential in detecting and 
preventing cyber-attacks. AI provides consid-
erable advantages to firms who use it into their 
defense operations. Given human limits, it is 
impossible to discover new malware variants, 
phishing methods, and every single threat 
encountered by a company and its cloud-based 
services. Furthermore, evaluating the possibili-

prevention of fundamental security threats, as 
well as extensive analysis to discover potential 
security breaches and vulnerabilities. AI 
empowers enterprises to maintain network 
security by employing best practices that are 
regularly applied without the danger of human 
mistake or boredom [6]. 

AI can respond quickly and complete the 
detection phase quicker, when AI technology is 
used with security software, risks may be 
detected and responded to quickly. It will 
prevent permanent damage to enterprises and 
corporations. When compared to humans, AI 
can scan whole networks and security systems 
to spot dangers sooner and simplify security 
chores. It is Easier to perform Authentication 
while using AI enabled technologies. There are 
Websites that have user account features and 
contact forms containing user credentials and 
other kinds of sensitive information which is 
requires as an additional security layer of 
security for protection. This security technique 
may be provided by AI by utilizing various 
technologies such as facial recognition, CAPT-
CHA, and fingerprint scanners to ensure 
authentication during routine login attempts. It 
will detect fraudulent login attempts and 
prevent credentials from being stolen or 
stuffed. It is capable of detecting brute force 
attacks. These brute force attacks could lead to 
a potential security breach from company 
network [7]. 

Machine learning and AI reduces the process-
ing time of threats and system vulnerabilities.  
AI is the most used critical technology in 
cybersecurity. It shortens the processing time 

of several time-consuming jobs that are 
performed more slowly by human specialists. 
It then searches massive amounts of data to 
identify potential dangers. After that, it filters 
out non-threatening activity to prevent false 
positives. So that human specialists may 
devote their attention to more vital security 
responsibilities. The task of detecting and 
eliminating bots is much easier on AI enables 
systems. These Bots are still an emerging 
threat in cybersecurity. But they are still deadly 
and dangerous. They can lay havoc on 
networks and systems through DOS or DDOS 
attacks. Bots are responsible for malicious 
activities like spreading malware and stealing 
data. AI can detect and stop these bots based on 
their behavioral patterns by producing more 
secure captchas. They are detected and their 
mode of operation is kept in the system. AI 
security software will use several honeypots to 
trap and destroy them [3].

6.  UNVEILING THE 
DISADVANTAGES OF AI IN 
CYBER SECURITY

AI has made significant advances in a range of 
fields, including cyber security. Its ability to 
rapidly analyze enormous amounts of data and 
detect patterns has reignited enthusiasm in the 
battle against digital threats. AI in cyber securi-
ty nevertheless comes with drawbacks compa-
rable to any other type of advancement in 
technology. Vulnerability to Adversary 
Attacks: The susceptible nature of AI to adver-
sarial attacks is an important concern in the 
field of cyber security. Consistently providing 
malicious material to AI systems with the 

procedures for attack or emerging risks may be 
recognized for the very first time. AI systems 
could therefore be powerless to identify and 
responding to threats that weren't previously 
unexplored. In order to remain up to date with 
new threats, AI models need to be constantly 
evaluated, updated, and trained. AI and human 
capability, along with current threat informa-
tion, may enhance cyber threat recognition and 
mitigation. AI is not a comprehensive exam-
ination response, even if it could considerably 
enhance cyber security expertise. Adversary 
assaults, false positives and negatives, a 
non-existence of human control, moral 
concerns, and an evolving threat environment 
constitute some of the difficulties encountered 
by artificial intelligence-powered cyber securi-
ty systems. More research, collaboration, and 
an extensive plan that carries concurrently the 
expertise of artificial intelligence with human 
expertise will be necessary to overcome these 
obstacles. By resolving these encounters, we 
can use the benefits of artificial intelligence 
while determining vigorous and reliable cyber 
security measures [7].

7.  CHALLENGES WHILE 
IMPLEMENTING AI

The use of AI-based elucidations in the area of 
cyber security continues to develop, along with 
the increasing utilization of AI in several other 
domains. AI can be used to identify, stop, and 
react to cyberattacks. It has been shown to be 
an effective instrument to strengthen an organi-
zation's overall security architecture. However, 
while integrating artificial intelligence into 

cyber security, several problems need to be 
taken into consideration. These challenges 
contain a variety of challenges, such as human 
capability, moral encounters, and technologi-
cal restrictions. In this section, we will look at 
the challenges accompanying with using AI for 
cyber security and offer sustainable solutions. 
Data Quality: preceding to ever contemplating 
incorporating artificial intelligence into cyber-
security research, the quality of data is a 
further problem that has to be addressed. Data 
quality is an additional problem that has to be 
addressed prior to contemplating using artifi-
cial intelligence in cybersecurity research. 
When collecting and analyzing data, many 
different kinds of errors could occur, including 
inaccurate information or sources that are 
skewed [8].

7.1 . Lack of Transparency in AI System
Although being observed as a game-changer, 
AI in cybersecurity does not come outside its 
drawbacks. The lack of transparency in AI 
systems is one of the remarkable concerns. 
This is because AI systems can intermittently 
be thought of as "black boxes," which employ 
extensive mathematical computational models 
that are difficult for humans to understand or 
analyze. Due to this, it might be challenging 
for human experts to fully recognize the 
conclusions generated by these algorithms and 
to implement the necessary variations to 
improve their performance. There are several 
major implications for cybersecurity from the 
lack of transparency. unobserved threats to 
security could go undetected, and false 
positives might result in the system sounding 

unnecessary warnings or cautions [9].

In additive, moral issues specifically predispo-
sitions and discrimination—are addressed by 
the transparency of AI algorithms. Without 
human operatives acknowledging it, AI 
systems may make racist or discriminatory 
choices. This could have significant concerns, 
mainly in law enforcement or employment 
operations. Researchers are examining into 
new methods for "explicable “AI” with the 
objective of addressing this task and making it 
possible for humans to understand the 
verdict-making methods of these AI systems. 
Among the techniques used are conversational 
explanations, visualization, and definitions of 
rules that can be easily realized by humans and 
that regulate the AI computer's decision-mak-
ing procedure. These attempts assist individu-
als to identify any deficiencies as well as 
improve their abilities by providing them with 
a greater identification of how AI systems 
function [10].

7.2 . Adversarial Attacks in AI Cybersecurity
AI cyberattacks, and countermeasures have 
been fascinating a lot of interest in cybersecu-
rity research over the past few years. Many 
research analyses have investigated the use of 
AI to identify and combat adversarial aggres-
sion, but various challenges must yet be 
tackled before these systems can be extensive-
ly implemented. The potential of artificial 
intelligence-based cybersecurity attacks and 
defenses has been accentuated by recent 
research. A survey by MIT Technology Review 
Insights and Darktrace of more than 300 C-lev-
el executives, directors, and managers exhibit-

ed that the majority of them think artificial 
intelligence will become important to cyberse-
curity in the near future [11].
The extensive implementation of these systems 
remains to combat numerous difficulties, 
including a few studies addressing the use of 
artificial intelligence (AI) to identify and react 
to adversarial attacks. Integrating with present 
systems: The technique of incorporating AI 
systems into current environments can be 
confronting because of the difficulties of the 
technology involved. To avoid interrupting the 
functionality of the remaining systems, the 
incorporation procedure must be properly 
planned and conducted. This is remarkably 
significant because any interruption to the 
organization's events might have devastating 
effects. According to AI research in workflow 
management systems, the employment of AI 
planning attempts has the ability to address the 
issue of AI algorithms integrating with occur-
ring systems. Nonetheless of the obstacles, 
integrating AI systems with remaining systems 
is vital to realizing the full promise of AI 
technology in many businesses. As a result, 
organizations must carefully plan their incor-
poration strategy and work together closely 
with their technology collaborators to ensure a 
successful implementation [12].

8.  CONCLUSION

Ending on a positive note, AI is revolutionizing 
cybersecurity. AI simplifies actions and frees 
up cybersecurity professionals to deliberate on 
new complex duties; by 2022, 40% of these 
professionals will have used AI. The efficacy 
of threat detection and response is revealed by 

applications from the industry leaders. With an 
estimated annual growth speed of 23.3% and 
attainment of $38.2 billion by 2026, the future 
of AI in cybersecurity seems optimistic. 
Ethical concerns, the delicate balance between 
false positives and negatives, and the adversar-
ial security of data threats are models of 
challenges that need continuous consideration 
and model enhancement. The approach must 
be vigilant and systematic, with an emphasis 
on the incorporation of AI and human exper-
tise. A complete fortification of security 
standards is guaranteed by this collaboration. 
If these challenges can be successfully 
overcome, AI will be able to recognize its full 
potential and play a vital role in safeguarding 
our digital environment from new threats.
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objective of misleading or fooling the 
algorithms is an adversary assault. Such 
assaults have the ability to deliver biased or 
erroneous results by taking advantage of 
deficiencies in AI systems. These vulnerabili-
ties enable cybercriminals to cross through AI 
-based safety procedures to achieve unautho-
rized exploitation of networks. Attacks such as 
those demonstrate how important it is to 
constantly monitor, update, and upgrade artifi-
cial intelligence systems with the aim of reduc-
ing the risks associated with adversarial attacks 
[4].

6.1. False Positives and False Negatives 
Even though artificial intelligence algorithms 
aren't error-free, processes related to cyber 
security can confront errors such as false 
positives and false negatives. False positives 
are the consequence of artificial intelligence 
(AI) systems inadequately identifying risk-free 
behavior as harmful, resulting in redundant 
warnings or interferences. False negatives 
occur when artificial intelligence systems lack 
the capacity to recognize actual risks, which 
leaves illegal activities undiscovered. Such 
errors might cause pressure on security 
capabilities, leading to vulnerabilities. To 
reduce the number of false positives and false 
negatives, artificial intelligence models need to 
be improved and validated constantly; howev-
er, establishing an appropriate equilibrium can 
be complex [8].

6.2 . Lack of Human Oversight
AI has the ability to enhance human abilities in 
cyber security; yet, depending just on AI 
systems without oversight from humans could 

be dangerous. While AI is intended to stream-
line and automate operations, it is not nearly as 
capable of thinking clearly as human experts 
and doesn't possess comparable knowledge of 
the context. Therefore, AI systems might make 
inappropriate decisions on the basis of imbal-
anced or inadequate data, which might result in 
safety breaches. Examining AI outcomes, 
detecting inconsistencies, and reaching sensi-
ble conclusions are all made accessible by 
human experts. Operative cyber security is 
contingent upon determining the right balance 
between human knowledge and artificial 
intelligence (AI) mechanization [9].

6.3. Ethical and Privacy Concerns
Enormous amounts of data, particularly sensi-
tive and personal data, are necessary for AI 
systems in cyber security to determine correla-
tions and detect vulnerabilities. Considerations 
about ethics and privacy have been brought up 
by this dependence, specifically if the informa-
tion is inappropriately archived. Privacy laws 
may be breached by unapproved access, 
breaches of data, or exploitation of personal 
data. It is necessary for maintaining effective 
information governance, encryption, and 
adhering to privacy principles in order to 
moderate these risks and keep public confi-
dence in AI -driven cyber security resolutions 
[5].

6.4 . Evolving Threat Landscape
A question confronting artificial intelli-
gence-based cyber security technologies is the 
continuously evolving view of cyberattacks. 
Even though artificial intelligence algorithms 
are trained on past data and patterns, newer 

1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 

help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].
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1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 

2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 

these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 



1  INTRODUCTION 

 The Development of Personnel in 
Changeovers One of the major consequences 
of AI on cybersecurity is the growth of cyber-
security employees. By 2022, 40% of cyberse-
curity professionals, according to Gartner, will 
be using AI in adding to their job, contributing 
100% to the ground's work force. Automation 
of monotonous duties like data processing, 
monitoring, and risk assessment is rendered 
possible by AI. Professionals are able to focus 
on more complex duties like developing and 

carrying out new security rules, resolving 
incidents, and risk management because AI 
relieves them of these monotonous activities 
[1]. Improving Job Classifications: As AI 
becomes integrated into cybersecurity, the 
cybersecurity workforce's descriptions of 
employment and requirements for skills are 
evolving. Personnel with knowledge of data 
analytics, machine learning, and other AI-re-
lated abilities are in higher demand among 
enterprises. The World Economic Forum states 
that cybersecurity professionals with experi-
ence in artificial intelligence, data analytics, 

and big data are in considerable demand. The 
study demonstrates that artificial intelligence 
and machine learning are going to play an 
essential role in the future for cybersecurity 
professionals. Professionals must enhance 
these AI-related skills and evolve as AI keeps 
influencing the landscape of cybersecurity in 
order to be effective in the field [2].

Illustrations of AI in cybersecurity in the real 
world to enhance their efficiency, a number of 
cybersecurity enterprises have begun to 
embrace AI and implement it into the products 
and services they offer. Here are two notable 
instances: Palo Alto Networks and Cortex 
XDR are two companies that collaborate. 
Major cybersecurity firm Palo Alto Networks 
automates cyber threat identification and 
response with artificial intelligence. Their 
solution, Cortex XDR, utilizes machine learn-
ing algorithms to analyze data from various 
places and find inconsistencies that can point 
to a security breach. Cortex XDR enables 
security teams to respond to threats more 
quickly and efficiently by automating respond-
ing to incidents. Cylance security for endpoints 
and CylanceProtect Cylance utilize es artificial 
intelligence in order to recognize and prevent 
attacks online. Their AI-powered initiative, 
CylanceProtect, utilizes machine learning 
techniques to evaluate files and find malicious 
code before they execute. The system addition-
ally utilizes behavioral evaluation to detect 
unusual behaviors while taking appropriate 
action. The eradication of new risks has been 
demonstrated to be extremely effective with 
this proactive approach to protecting against 
threats. These practical illustrations demon-

strate how AI could significantly improve 
cybersecurity operations and protect corpora-
tions from a variety of threats [3].

2.  THE FUTURE OF AI IN 
CYBERSECURITY JOBS

It is projected that AI is going to continue to 
play a greater part in cybersecurity. Markets & 
Markets anticipates that the global market for 
artificial intelligence in cybersecurity will 
grow at an exponential yearly rate of growth, 
approaching 23.3%, from $8.8 billion in 2019 
to $38.2 billion in 2026. The expanding appli-
cation of AI in threat identification, mitigation, 
and responses is what is generating this peak. 
AI utilization in cybersecurity comes with 
challenges; however, A lack of AI-savvy 
cybersecurity specialists is one of the main 
challenges. The rapid growth of AI technology 
has resulted in shortages since it has displaced 
the marketplace's expertise and understanding 
of development. Thus, in order to remain 
competitive in the industry, cybersecurity 
professionals must acquire additional expertise 
and learn AI-related skills [2].

3.  AI A GAME-CHANGER IN THE 
FIELD OF CYBERSECURITY

AI has the capability to transform cybersecuri-
ty by advancing its efficacy and effectiveness. 
One of the most significant effects of AI on 
cybersecurity is the recognition of threats. AI 
systems have the ability to sort through huge 
quantities of data and detect trends steering to 
potential threats. In addition, by determining 

ty of a threat is considerably more difficult due 
to the intensity and vulnerabilities it may draw 
to a server. In reaction to a danger, an 
unknown, undetected threat may inflict 
tremendous harm to a system [4].

5.  BENEFITS OF USING AI IN 
CYBER SECURITY

AI and ML go hand in hand in advanced cyber 
security. They eliminate time consuming tasks 
done manually by human experts. AI and ML 
are assigned the duty to scan a vast amount of 
data to identify potential threats and minimize 
false positives. This lets the human experts to 
focus on more critical threats. AI never stops 
learning It analyzes network activity using 
machine learning modules and deep learning 
algorithms. It will detect deviations or security 
issues from the typical course of events. This 
enables for immediate action and improves 
future security measures by preventing possi-
ble threats with similar behavioral features 
from entering the system. Because AI is always 
learning, it is difficult for hackers to outwit its 
intellect. Similar patterns on the network are 
detected by AI, and when they are recognized, 
the AI technology will cluster them together 
and then proceed to determine whether there 
were any deviations or if any security issue 
happened in the usual traffic. It ultimately 
reacts to them after evaluating the traffic. AI 
will detect undiscovered risks, but detecting all 
possible threats to a corporation might be 
daunting owing to hackers' ever-changing 
techniques. This makes it critical to implement 
current solutions, such as AI technology, to 
efficiently identify and prevent unknown 

dangers, which may cause significant damage 
if they go undiscovered [5]. 

AI will be used Managing massive volumes of 
data within a company's network, resulting in 
massive amounts of network and system 
traffic. It takes time for cybersecurity 
engineers to carefully evaluate all activity for 
possible risks. AI technology will automatical-
ly scan and identify any disguised threats, 
speeding up the detection process and improv-
ing overall system security. AI improves 
vulnerability management. Given the regular 
assaults and dangers that various firms encoun-
ter, it is critical in addressing network vulnera-
bilities. It will review existing security proce-
dures to identify the weakest security links, 
allowing these organizations to concentrate on 
important security responsibilities. It enhances 
problem-solving skills and safeguards firm 
systems faster than cybersecurity engineers 
[4]. 

AI is capable of enhancing overall security 
when hackers and different kinds of threat 
actors constantly change their attack tactics, 
making it tough for cybersecurity engineers to 
prioritize security related tasks. Even when 
dealing with many threats at the same time, AI 
is highly useful in recognizing all forms of 
assaults and prioritizing protection. Human 
mistake and neglect can also pose security 
concerns, but AI's self-learning skills can equip 
it to deal with them. AI technology reduces 
data redundancy to great extent, it can do 
numerous activities at once and repeat critical 
security duties that can weary cybersecurity 
workers. It will perform frequent detection and 

and repairing vulnerabilities before they could 
be manipulated, AI is able to assist with 
managing vulnerabilities. AI may additionally 
help with behavioral exploration, which 
comprises analyzing user behaviour to identify 
unusual patterns. This may help to identify 
threats from inside and prevent worker-trig-
gered breaches of information. Accordingly, 
automation for security could use artificial 
intelligence (AI), which could assist automated 
repetitive tasks and free up cybersecurity 
professionals to concentrate on more challeng-
ing tasks. Cybersecurity assistances tremen-
dously through AI, and this impact is only 
going to expand in the years to come. To 
preserve the security and safety of the modern 
technological environment, investment in 
artificial intelligence (AI) and cybersecurity is 
imperative. As the world evolves more and 
more digitally, it is of the highest importance to 
use cutting-edge innovations like artificial 
intelligence (AI) to remain ahead of the curve 
and to be vigilant when it concerns cyber 
threats [2].

4.  AI REVOLUTION IN 
CYBERSECURITY

Enormous amounts of information can poten-
tially be managed in real time by artificial 
intelligence (AI) threat detection systems, 
which may detect potential dangers before they 
cause an impact. Comparing with convention-
al, signature-based on signatures antivirus 
programs, these systems are more effective 
because they apply machine learning 
algorithms that obtain information from previ-
ous attacks and respond to new attacks. Anoth-

er field where artificial intelligence has had 
substantial effects is handling vulnerabilities. 
Security professionals are better competent to 
sense vulnerabilities in the network earlier 
attackers take benefit of them. by using 
AI-powered vulnerability indicators that can 
detect and classify network vulnerabilities. 
Another field where artificial intelligence 
could be applied to improve cybersecurity is 
behavioral analysis. Behavioral analytics 
programs powered by AI have the capability to 
keep track of user behaviors and detect varia-
tions that might indicate a cyberattack. This 
can speed up the method by which security 
professionals identify and tackle cyberattacks
And last, a key field where AI may assist 
cybersecurity is automating procedures. 
Cybersecurity professionals may concentrate 
on challenging problems by automating every-
day tasks like patching, upgrading, and moni-
toring. However, partner confidence is neces-
sary for the effective implementation of AI 
solutions for cybersecurity. Establishing trust 
among partners is a necessity for transmitting 
information in an appropriate way and combat-
ing cyber threats. Because of the exponential 
growth of data and the increasing sophistica-
tion of cyber threats, traditional cybersecurity 
solutions are no longer suitable to defend our 
electronic environment. AI-based cybersecuri-
ty tools have become essential in detecting and 
preventing cyber-attacks. AI provides consid-
erable advantages to firms who use it into their 
defense operations. Given human limits, it is 
impossible to discover new malware variants, 
phishing methods, and every single threat 
encountered by a company and its cloud-based 
services. Furthermore, evaluating the possibili-

prevention of fundamental security threats, as 
well as extensive analysis to discover potential 
security breaches and vulnerabilities. AI 
empowers enterprises to maintain network 
security by employing best practices that are 
regularly applied without the danger of human 
mistake or boredom [6]. 

AI can respond quickly and complete the 
detection phase quicker, when AI technology is 
used with security software, risks may be 
detected and responded to quickly. It will 
prevent permanent damage to enterprises and 
corporations. When compared to humans, AI 
can scan whole networks and security systems 
to spot dangers sooner and simplify security 
chores. It is Easier to perform Authentication 
while using AI enabled technologies. There are 
Websites that have user account features and 
contact forms containing user credentials and 
other kinds of sensitive information which is 
requires as an additional security layer of 
security for protection. This security technique 
may be provided by AI by utilizing various 
technologies such as facial recognition, CAPT-
CHA, and fingerprint scanners to ensure 
authentication during routine login attempts. It 
will detect fraudulent login attempts and 
prevent credentials from being stolen or 
stuffed. It is capable of detecting brute force 
attacks. These brute force attacks could lead to 
a potential security breach from company 
network [7]. 

Machine learning and AI reduces the process-
ing time of threats and system vulnerabilities.  
AI is the most used critical technology in 
cybersecurity. It shortens the processing time 

of several time-consuming jobs that are 
performed more slowly by human specialists. 
It then searches massive amounts of data to 
identify potential dangers. After that, it filters 
out non-threatening activity to prevent false 
positives. So that human specialists may 
devote their attention to more vital security 
responsibilities. The task of detecting and 
eliminating bots is much easier on AI enables 
systems. These Bots are still an emerging 
threat in cybersecurity. But they are still deadly 
and dangerous. They can lay havoc on 
networks and systems through DOS or DDOS 
attacks. Bots are responsible for malicious 
activities like spreading malware and stealing 
data. AI can detect and stop these bots based on 
their behavioral patterns by producing more 
secure captchas. They are detected and their 
mode of operation is kept in the system. AI 
security software will use several honeypots to 
trap and destroy them [3].

6.  UNVEILING THE 
DISADVANTAGES OF AI IN 
CYBER SECURITY

AI has made significant advances in a range of 
fields, including cyber security. Its ability to 
rapidly analyze enormous amounts of data and 
detect patterns has reignited enthusiasm in the 
battle against digital threats. AI in cyber securi-
ty nevertheless comes with drawbacks compa-
rable to any other type of advancement in 
technology. Vulnerability to Adversary 
Attacks: The susceptible nature of AI to adver-
sarial attacks is an important concern in the 
field of cyber security. Consistently providing 
malicious material to AI systems with the 

procedures for attack or emerging risks may be 
recognized for the very first time. AI systems 
could therefore be powerless to identify and 
responding to threats that weren't previously 
unexplored. In order to remain up to date with 
new threats, AI models need to be constantly 
evaluated, updated, and trained. AI and human 
capability, along with current threat informa-
tion, may enhance cyber threat recognition and 
mitigation. AI is not a comprehensive exam-
ination response, even if it could considerably 
enhance cyber security expertise. Adversary 
assaults, false positives and negatives, a 
non-existence of human control, moral 
concerns, and an evolving threat environment 
constitute some of the difficulties encountered 
by artificial intelligence-powered cyber securi-
ty systems. More research, collaboration, and 
an extensive plan that carries concurrently the 
expertise of artificial intelligence with human 
expertise will be necessary to overcome these 
obstacles. By resolving these encounters, we 
can use the benefits of artificial intelligence 
while determining vigorous and reliable cyber 
security measures [7].

7.  CHALLENGES WHILE 
IMPLEMENTING AI

The use of AI-based elucidations in the area of 
cyber security continues to develop, along with 
the increasing utilization of AI in several other 
domains. AI can be used to identify, stop, and 
react to cyberattacks. It has been shown to be 
an effective instrument to strengthen an organi-
zation's overall security architecture. However, 
while integrating artificial intelligence into 

cyber security, several problems need to be 
taken into consideration. These challenges 
contain a variety of challenges, such as human 
capability, moral encounters, and technologi-
cal restrictions. In this section, we will look at 
the challenges accompanying with using AI for 
cyber security and offer sustainable solutions. 
Data Quality: preceding to ever contemplating 
incorporating artificial intelligence into cyber-
security research, the quality of data is a 
further problem that has to be addressed. Data 
quality is an additional problem that has to be 
addressed prior to contemplating using artifi-
cial intelligence in cybersecurity research. 
When collecting and analyzing data, many 
different kinds of errors could occur, including 
inaccurate information or sources that are 
skewed [8].

7.1 . Lack of Transparency in AI System
Although being observed as a game-changer, 
AI in cybersecurity does not come outside its 
drawbacks. The lack of transparency in AI 
systems is one of the remarkable concerns. 
This is because AI systems can intermittently 
be thought of as "black boxes," which employ 
extensive mathematical computational models 
that are difficult for humans to understand or 
analyze. Due to this, it might be challenging 
for human experts to fully recognize the 
conclusions generated by these algorithms and 
to implement the necessary variations to 
improve their performance. There are several 
major implications for cybersecurity from the 
lack of transparency. unobserved threats to 
security could go undetected, and false 
positives might result in the system sounding 

unnecessary warnings or cautions [9].

In additive, moral issues specifically predispo-
sitions and discrimination—are addressed by 
the transparency of AI algorithms. Without 
human operatives acknowledging it, AI 
systems may make racist or discriminatory 
choices. This could have significant concerns, 
mainly in law enforcement or employment 
operations. Researchers are examining into 
new methods for "explicable “AI” with the 
objective of addressing this task and making it 
possible for humans to understand the 
verdict-making methods of these AI systems. 
Among the techniques used are conversational 
explanations, visualization, and definitions of 
rules that can be easily realized by humans and 
that regulate the AI computer's decision-mak-
ing procedure. These attempts assist individu-
als to identify any deficiencies as well as 
improve their abilities by providing them with 
a greater identification of how AI systems 
function [10].

7.2 . Adversarial Attacks in AI Cybersecurity
AI cyberattacks, and countermeasures have 
been fascinating a lot of interest in cybersecu-
rity research over the past few years. Many 
research analyses have investigated the use of 
AI to identify and combat adversarial aggres-
sion, but various challenges must yet be 
tackled before these systems can be extensive-
ly implemented. The potential of artificial 
intelligence-based cybersecurity attacks and 
defenses has been accentuated by recent 
research. A survey by MIT Technology Review 
Insights and Darktrace of more than 300 C-lev-
el executives, directors, and managers exhibit-

ed that the majority of them think artificial 
intelligence will become important to cyberse-
curity in the near future [11].
The extensive implementation of these systems 
remains to combat numerous difficulties, 
including a few studies addressing the use of 
artificial intelligence (AI) to identify and react 
to adversarial attacks. Integrating with present 
systems: The technique of incorporating AI 
systems into current environments can be 
confronting because of the difficulties of the 
technology involved. To avoid interrupting the 
functionality of the remaining systems, the 
incorporation procedure must be properly 
planned and conducted. This is remarkably 
significant because any interruption to the 
organization's events might have devastating 
effects. According to AI research in workflow 
management systems, the employment of AI 
planning attempts has the ability to address the 
issue of AI algorithms integrating with occur-
ring systems. Nonetheless of the obstacles, 
integrating AI systems with remaining systems 
is vital to realizing the full promise of AI 
technology in many businesses. As a result, 
organizations must carefully plan their incor-
poration strategy and work together closely 
with their technology collaborators to ensure a 
successful implementation [12].

8.  CONCLUSION

Ending on a positive note, AI is revolutionizing 
cybersecurity. AI simplifies actions and frees 
up cybersecurity professionals to deliberate on 
new complex duties; by 2022, 40% of these 
professionals will have used AI. The efficacy 
of threat detection and response is revealed by 

applications from the industry leaders. With an 
estimated annual growth speed of 23.3% and 
attainment of $38.2 billion by 2026, the future 
of AI in cybersecurity seems optimistic. 
Ethical concerns, the delicate balance between 
false positives and negatives, and the adversar-
ial security of data threats are models of 
challenges that need continuous consideration 
and model enhancement. The approach must 
be vigilant and systematic, with an emphasis 
on the incorporation of AI and human exper-
tise. A complete fortification of security 
standards is guaranteed by this collaboration. 
If these challenges can be successfully 
overcome, AI will be able to recognize its full 
potential and play a vital role in safeguarding 
our digital environment from new threats.
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objective of misleading or fooling the 
algorithms is an adversary assault. Such 
assaults have the ability to deliver biased or 
erroneous results by taking advantage of 
deficiencies in AI systems. These vulnerabili-
ties enable cybercriminals to cross through AI 
-based safety procedures to achieve unautho-
rized exploitation of networks. Attacks such as 
those demonstrate how important it is to 
constantly monitor, update, and upgrade artifi-
cial intelligence systems with the aim of reduc-
ing the risks associated with adversarial attacks 
[4].

6.1. False Positives and False Negatives 
Even though artificial intelligence algorithms 
aren't error-free, processes related to cyber 
security can confront errors such as false 
positives and false negatives. False positives 
are the consequence of artificial intelligence 
(AI) systems inadequately identifying risk-free 
behavior as harmful, resulting in redundant 
warnings or interferences. False negatives 
occur when artificial intelligence systems lack 
the capacity to recognize actual risks, which 
leaves illegal activities undiscovered. Such 
errors might cause pressure on security 
capabilities, leading to vulnerabilities. To 
reduce the number of false positives and false 
negatives, artificial intelligence models need to 
be improved and validated constantly; howev-
er, establishing an appropriate equilibrium can 
be complex [8].

6.2 . Lack of Human Oversight
AI has the ability to enhance human abilities in 
cyber security; yet, depending just on AI 
systems without oversight from humans could 

be dangerous. While AI is intended to stream-
line and automate operations, it is not nearly as 
capable of thinking clearly as human experts 
and doesn't possess comparable knowledge of 
the context. Therefore, AI systems might make 
inappropriate decisions on the basis of imbal-
anced or inadequate data, which might result in 
safety breaches. Examining AI outcomes, 
detecting inconsistencies, and reaching sensi-
ble conclusions are all made accessible by 
human experts. Operative cyber security is 
contingent upon determining the right balance 
between human knowledge and artificial 
intelligence (AI) mechanization [9].

6.3. Ethical and Privacy Concerns
Enormous amounts of data, particularly sensi-
tive and personal data, are necessary for AI 
systems in cyber security to determine correla-
tions and detect vulnerabilities. Considerations 
about ethics and privacy have been brought up 
by this dependence, specifically if the informa-
tion is inappropriately archived. Privacy laws 
may be breached by unapproved access, 
breaches of data, or exploitation of personal 
data. It is necessary for maintaining effective 
information governance, encryption, and 
adhering to privacy principles in order to 
moderate these risks and keep public confi-
dence in AI -driven cyber security resolutions 
[5].

6.4 . Evolving Threat Landscape
A question confronting artificial intelli-
gence-based cyber security technologies is the 
continuously evolving view of cyberattacks. 
Even though artificial intelligence algorithms 
are trained on past data and patterns, newer 

1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 

help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].

1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 

2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 
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these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 



1  INTRODUCTION 

 The Development of Personnel in 
Changeovers One of the major consequences 
of AI on cybersecurity is the growth of cyber-
security employees. By 2022, 40% of cyberse-
curity professionals, according to Gartner, will 
be using AI in adding to their job, contributing 
100% to the ground's work force. Automation 
of monotonous duties like data processing, 
monitoring, and risk assessment is rendered 
possible by AI. Professionals are able to focus 
on more complex duties like developing and 

carrying out new security rules, resolving 
incidents, and risk management because AI 
relieves them of these monotonous activities 
[1]. Improving Job Classifications: As AI 
becomes integrated into cybersecurity, the 
cybersecurity workforce's descriptions of 
employment and requirements for skills are 
evolving. Personnel with knowledge of data 
analytics, machine learning, and other AI-re-
lated abilities are in higher demand among 
enterprises. The World Economic Forum states 
that cybersecurity professionals with experi-
ence in artificial intelligence, data analytics, 

and big data are in considerable demand. The 
study demonstrates that artificial intelligence 
and machine learning are going to play an 
essential role in the future for cybersecurity 
professionals. Professionals must enhance 
these AI-related skills and evolve as AI keeps 
influencing the landscape of cybersecurity in 
order to be effective in the field [2].

Illustrations of AI in cybersecurity in the real 
world to enhance their efficiency, a number of 
cybersecurity enterprises have begun to 
embrace AI and implement it into the products 
and services they offer. Here are two notable 
instances: Palo Alto Networks and Cortex 
XDR are two companies that collaborate. 
Major cybersecurity firm Palo Alto Networks 
automates cyber threat identification and 
response with artificial intelligence. Their 
solution, Cortex XDR, utilizes machine learn-
ing algorithms to analyze data from various 
places and find inconsistencies that can point 
to a security breach. Cortex XDR enables 
security teams to respond to threats more 
quickly and efficiently by automating respond-
ing to incidents. Cylance security for endpoints 
and CylanceProtect Cylance utilize es artificial 
intelligence in order to recognize and prevent 
attacks online. Their AI-powered initiative, 
CylanceProtect, utilizes machine learning 
techniques to evaluate files and find malicious 
code before they execute. The system addition-
ally utilizes behavioral evaluation to detect 
unusual behaviors while taking appropriate 
action. The eradication of new risks has been 
demonstrated to be extremely effective with 
this proactive approach to protecting against 
threats. These practical illustrations demon-

strate how AI could significantly improve 
cybersecurity operations and protect corpora-
tions from a variety of threats [3].

2.  THE FUTURE OF AI IN 
CYBERSECURITY JOBS

It is projected that AI is going to continue to 
play a greater part in cybersecurity. Markets & 
Markets anticipates that the global market for 
artificial intelligence in cybersecurity will 
grow at an exponential yearly rate of growth, 
approaching 23.3%, from $8.8 billion in 2019 
to $38.2 billion in 2026. The expanding appli-
cation of AI in threat identification, mitigation, 
and responses is what is generating this peak. 
AI utilization in cybersecurity comes with 
challenges; however, A lack of AI-savvy 
cybersecurity specialists is one of the main 
challenges. The rapid growth of AI technology 
has resulted in shortages since it has displaced 
the marketplace's expertise and understanding 
of development. Thus, in order to remain 
competitive in the industry, cybersecurity 
professionals must acquire additional expertise 
and learn AI-related skills [2].

3.  AI A GAME-CHANGER IN THE 
FIELD OF CYBERSECURITY

AI has the capability to transform cybersecuri-
ty by advancing its efficacy and effectiveness. 
One of the most significant effects of AI on 
cybersecurity is the recognition of threats. AI 
systems have the ability to sort through huge 
quantities of data and detect trends steering to 
potential threats. In addition, by determining 

ty of a threat is considerably more difficult due 
to the intensity and vulnerabilities it may draw 
to a server. In reaction to a danger, an 
unknown, undetected threat may inflict 
tremendous harm to a system [4].

5.  BENEFITS OF USING AI IN 
CYBER SECURITY

AI and ML go hand in hand in advanced cyber 
security. They eliminate time consuming tasks 
done manually by human experts. AI and ML 
are assigned the duty to scan a vast amount of 
data to identify potential threats and minimize 
false positives. This lets the human experts to 
focus on more critical threats. AI never stops 
learning It analyzes network activity using 
machine learning modules and deep learning 
algorithms. It will detect deviations or security 
issues from the typical course of events. This 
enables for immediate action and improves 
future security measures by preventing possi-
ble threats with similar behavioral features 
from entering the system. Because AI is always 
learning, it is difficult for hackers to outwit its 
intellect. Similar patterns on the network are 
detected by AI, and when they are recognized, 
the AI technology will cluster them together 
and then proceed to determine whether there 
were any deviations or if any security issue 
happened in the usual traffic. It ultimately 
reacts to them after evaluating the traffic. AI 
will detect undiscovered risks, but detecting all 
possible threats to a corporation might be 
daunting owing to hackers' ever-changing 
techniques. This makes it critical to implement 
current solutions, such as AI technology, to 
efficiently identify and prevent unknown 

dangers, which may cause significant damage 
if they go undiscovered [5]. 

AI will be used Managing massive volumes of 
data within a company's network, resulting in 
massive amounts of network and system 
traffic. It takes time for cybersecurity 
engineers to carefully evaluate all activity for 
possible risks. AI technology will automatical-
ly scan and identify any disguised threats, 
speeding up the detection process and improv-
ing overall system security. AI improves 
vulnerability management. Given the regular 
assaults and dangers that various firms encoun-
ter, it is critical in addressing network vulnera-
bilities. It will review existing security proce-
dures to identify the weakest security links, 
allowing these organizations to concentrate on 
important security responsibilities. It enhances 
problem-solving skills and safeguards firm 
systems faster than cybersecurity engineers 
[4]. 

AI is capable of enhancing overall security 
when hackers and different kinds of threat 
actors constantly change their attack tactics, 
making it tough for cybersecurity engineers to 
prioritize security related tasks. Even when 
dealing with many threats at the same time, AI 
is highly useful in recognizing all forms of 
assaults and prioritizing protection. Human 
mistake and neglect can also pose security 
concerns, but AI's self-learning skills can equip 
it to deal with them. AI technology reduces 
data redundancy to great extent, it can do 
numerous activities at once and repeat critical 
security duties that can weary cybersecurity 
workers. It will perform frequent detection and 

and repairing vulnerabilities before they could 
be manipulated, AI is able to assist with 
managing vulnerabilities. AI may additionally 
help with behavioral exploration, which 
comprises analyzing user behaviour to identify 
unusual patterns. This may help to identify 
threats from inside and prevent worker-trig-
gered breaches of information. Accordingly, 
automation for security could use artificial 
intelligence (AI), which could assist automated 
repetitive tasks and free up cybersecurity 
professionals to concentrate on more challeng-
ing tasks. Cybersecurity assistances tremen-
dously through AI, and this impact is only 
going to expand in the years to come. To 
preserve the security and safety of the modern 
technological environment, investment in 
artificial intelligence (AI) and cybersecurity is 
imperative. As the world evolves more and 
more digitally, it is of the highest importance to 
use cutting-edge innovations like artificial 
intelligence (AI) to remain ahead of the curve 
and to be vigilant when it concerns cyber 
threats [2].

4.  AI REVOLUTION IN 
CYBERSECURITY

Enormous amounts of information can poten-
tially be managed in real time by artificial 
intelligence (AI) threat detection systems, 
which may detect potential dangers before they 
cause an impact. Comparing with convention-
al, signature-based on signatures antivirus 
programs, these systems are more effective 
because they apply machine learning 
algorithms that obtain information from previ-
ous attacks and respond to new attacks. Anoth-

er field where artificial intelligence has had 
substantial effects is handling vulnerabilities. 
Security professionals are better competent to 
sense vulnerabilities in the network earlier 
attackers take benefit of them. by using 
AI-powered vulnerability indicators that can 
detect and classify network vulnerabilities. 
Another field where artificial intelligence 
could be applied to improve cybersecurity is 
behavioral analysis. Behavioral analytics 
programs powered by AI have the capability to 
keep track of user behaviors and detect varia-
tions that might indicate a cyberattack. This 
can speed up the method by which security 
professionals identify and tackle cyberattacks
And last, a key field where AI may assist 
cybersecurity is automating procedures. 
Cybersecurity professionals may concentrate 
on challenging problems by automating every-
day tasks like patching, upgrading, and moni-
toring. However, partner confidence is neces-
sary for the effective implementation of AI 
solutions for cybersecurity. Establishing trust 
among partners is a necessity for transmitting 
information in an appropriate way and combat-
ing cyber threats. Because of the exponential 
growth of data and the increasing sophistica-
tion of cyber threats, traditional cybersecurity 
solutions are no longer suitable to defend our 
electronic environment. AI-based cybersecuri-
ty tools have become essential in detecting and 
preventing cyber-attacks. AI provides consid-
erable advantages to firms who use it into their 
defense operations. Given human limits, it is 
impossible to discover new malware variants, 
phishing methods, and every single threat 
encountered by a company and its cloud-based 
services. Furthermore, evaluating the possibili-

prevention of fundamental security threats, as 
well as extensive analysis to discover potential 
security breaches and vulnerabilities. AI 
empowers enterprises to maintain network 
security by employing best practices that are 
regularly applied without the danger of human 
mistake or boredom [6]. 

AI can respond quickly and complete the 
detection phase quicker, when AI technology is 
used with security software, risks may be 
detected and responded to quickly. It will 
prevent permanent damage to enterprises and 
corporations. When compared to humans, AI 
can scan whole networks and security systems 
to spot dangers sooner and simplify security 
chores. It is Easier to perform Authentication 
while using AI enabled technologies. There are 
Websites that have user account features and 
contact forms containing user credentials and 
other kinds of sensitive information which is 
requires as an additional security layer of 
security for protection. This security technique 
may be provided by AI by utilizing various 
technologies such as facial recognition, CAPT-
CHA, and fingerprint scanners to ensure 
authentication during routine login attempts. It 
will detect fraudulent login attempts and 
prevent credentials from being stolen or 
stuffed. It is capable of detecting brute force 
attacks. These brute force attacks could lead to 
a potential security breach from company 
network [7]. 

Machine learning and AI reduces the process-
ing time of threats and system vulnerabilities.  
AI is the most used critical technology in 
cybersecurity. It shortens the processing time 

of several time-consuming jobs that are 
performed more slowly by human specialists. 
It then searches massive amounts of data to 
identify potential dangers. After that, it filters 
out non-threatening activity to prevent false 
positives. So that human specialists may 
devote their attention to more vital security 
responsibilities. The task of detecting and 
eliminating bots is much easier on AI enables 
systems. These Bots are still an emerging 
threat in cybersecurity. But they are still deadly 
and dangerous. They can lay havoc on 
networks and systems through DOS or DDOS 
attacks. Bots are responsible for malicious 
activities like spreading malware and stealing 
data. AI can detect and stop these bots based on 
their behavioral patterns by producing more 
secure captchas. They are detected and their 
mode of operation is kept in the system. AI 
security software will use several honeypots to 
trap and destroy them [3].

6.  UNVEILING THE 
DISADVANTAGES OF AI IN 
CYBER SECURITY

AI has made significant advances in a range of 
fields, including cyber security. Its ability to 
rapidly analyze enormous amounts of data and 
detect patterns has reignited enthusiasm in the 
battle against digital threats. AI in cyber securi-
ty nevertheless comes with drawbacks compa-
rable to any other type of advancement in 
technology. Vulnerability to Adversary 
Attacks: The susceptible nature of AI to adver-
sarial attacks is an important concern in the 
field of cyber security. Consistently providing 
malicious material to AI systems with the 

procedures for attack or emerging risks may be 
recognized for the very first time. AI systems 
could therefore be powerless to identify and 
responding to threats that weren't previously 
unexplored. In order to remain up to date with 
new threats, AI models need to be constantly 
evaluated, updated, and trained. AI and human 
capability, along with current threat informa-
tion, may enhance cyber threat recognition and 
mitigation. AI is not a comprehensive exam-
ination response, even if it could considerably 
enhance cyber security expertise. Adversary 
assaults, false positives and negatives, a 
non-existence of human control, moral 
concerns, and an evolving threat environment 
constitute some of the difficulties encountered 
by artificial intelligence-powered cyber securi-
ty systems. More research, collaboration, and 
an extensive plan that carries concurrently the 
expertise of artificial intelligence with human 
expertise will be necessary to overcome these 
obstacles. By resolving these encounters, we 
can use the benefits of artificial intelligence 
while determining vigorous and reliable cyber 
security measures [7].

7.  CHALLENGES WHILE 
IMPLEMENTING AI

The use of AI-based elucidations in the area of 
cyber security continues to develop, along with 
the increasing utilization of AI in several other 
domains. AI can be used to identify, stop, and 
react to cyberattacks. It has been shown to be 
an effective instrument to strengthen an organi-
zation's overall security architecture. However, 
while integrating artificial intelligence into 

cyber security, several problems need to be 
taken into consideration. These challenges 
contain a variety of challenges, such as human 
capability, moral encounters, and technologi-
cal restrictions. In this section, we will look at 
the challenges accompanying with using AI for 
cyber security and offer sustainable solutions. 
Data Quality: preceding to ever contemplating 
incorporating artificial intelligence into cyber-
security research, the quality of data is a 
further problem that has to be addressed. Data 
quality is an additional problem that has to be 
addressed prior to contemplating using artifi-
cial intelligence in cybersecurity research. 
When collecting and analyzing data, many 
different kinds of errors could occur, including 
inaccurate information or sources that are 
skewed [8].

7.1 . Lack of Transparency in AI System
Although being observed as a game-changer, 
AI in cybersecurity does not come outside its 
drawbacks. The lack of transparency in AI 
systems is one of the remarkable concerns. 
This is because AI systems can intermittently 
be thought of as "black boxes," which employ 
extensive mathematical computational models 
that are difficult for humans to understand or 
analyze. Due to this, it might be challenging 
for human experts to fully recognize the 
conclusions generated by these algorithms and 
to implement the necessary variations to 
improve their performance. There are several 
major implications for cybersecurity from the 
lack of transparency. unobserved threats to 
security could go undetected, and false 
positives might result in the system sounding 

unnecessary warnings or cautions [9].

In additive, moral issues specifically predispo-
sitions and discrimination—are addressed by 
the transparency of AI algorithms. Without 
human operatives acknowledging it, AI 
systems may make racist or discriminatory 
choices. This could have significant concerns, 
mainly in law enforcement or employment 
operations. Researchers are examining into 
new methods for "explicable “AI” with the 
objective of addressing this task and making it 
possible for humans to understand the 
verdict-making methods of these AI systems. 
Among the techniques used are conversational 
explanations, visualization, and definitions of 
rules that can be easily realized by humans and 
that regulate the AI computer's decision-mak-
ing procedure. These attempts assist individu-
als to identify any deficiencies as well as 
improve their abilities by providing them with 
a greater identification of how AI systems 
function [10].

7.2 . Adversarial Attacks in AI Cybersecurity
AI cyberattacks, and countermeasures have 
been fascinating a lot of interest in cybersecu-
rity research over the past few years. Many 
research analyses have investigated the use of 
AI to identify and combat adversarial aggres-
sion, but various challenges must yet be 
tackled before these systems can be extensive-
ly implemented. The potential of artificial 
intelligence-based cybersecurity attacks and 
defenses has been accentuated by recent 
research. A survey by MIT Technology Review 
Insights and Darktrace of more than 300 C-lev-
el executives, directors, and managers exhibit-

ed that the majority of them think artificial 
intelligence will become important to cyberse-
curity in the near future [11].
The extensive implementation of these systems 
remains to combat numerous difficulties, 
including a few studies addressing the use of 
artificial intelligence (AI) to identify and react 
to adversarial attacks. Integrating with present 
systems: The technique of incorporating AI 
systems into current environments can be 
confronting because of the difficulties of the 
technology involved. To avoid interrupting the 
functionality of the remaining systems, the 
incorporation procedure must be properly 
planned and conducted. This is remarkably 
significant because any interruption to the 
organization's events might have devastating 
effects. According to AI research in workflow 
management systems, the employment of AI 
planning attempts has the ability to address the 
issue of AI algorithms integrating with occur-
ring systems. Nonetheless of the obstacles, 
integrating AI systems with remaining systems 
is vital to realizing the full promise of AI 
technology in many businesses. As a result, 
organizations must carefully plan their incor-
poration strategy and work together closely 
with their technology collaborators to ensure a 
successful implementation [12].

8.  CONCLUSION

Ending on a positive note, AI is revolutionizing 
cybersecurity. AI simplifies actions and frees 
up cybersecurity professionals to deliberate on 
new complex duties; by 2022, 40% of these 
professionals will have used AI. The efficacy 
of threat detection and response is revealed by 

applications from the industry leaders. With an 
estimated annual growth speed of 23.3% and 
attainment of $38.2 billion by 2026, the future 
of AI in cybersecurity seems optimistic. 
Ethical concerns, the delicate balance between 
false positives and negatives, and the adversar-
ial security of data threats are models of 
challenges that need continuous consideration 
and model enhancement. The approach must 
be vigilant and systematic, with an emphasis 
on the incorporation of AI and human exper-
tise. A complete fortification of security 
standards is guaranteed by this collaboration. 
If these challenges can be successfully 
overcome, AI will be able to recognize its full 
potential and play a vital role in safeguarding 
our digital environment from new threats.
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objective of misleading or fooling the 
algorithms is an adversary assault. Such 
assaults have the ability to deliver biased or 
erroneous results by taking advantage of 
deficiencies in AI systems. These vulnerabili-
ties enable cybercriminals to cross through AI 
-based safety procedures to achieve unautho-
rized exploitation of networks. Attacks such as 
those demonstrate how important it is to 
constantly monitor, update, and upgrade artifi-
cial intelligence systems with the aim of reduc-
ing the risks associated with adversarial attacks 
[4].

6.1. False Positives and False Negatives 
Even though artificial intelligence algorithms 
aren't error-free, processes related to cyber 
security can confront errors such as false 
positives and false negatives. False positives 
are the consequence of artificial intelligence 
(AI) systems inadequately identifying risk-free 
behavior as harmful, resulting in redundant 
warnings or interferences. False negatives 
occur when artificial intelligence systems lack 
the capacity to recognize actual risks, which 
leaves illegal activities undiscovered. Such 
errors might cause pressure on security 
capabilities, leading to vulnerabilities. To 
reduce the number of false positives and false 
negatives, artificial intelligence models need to 
be improved and validated constantly; howev-
er, establishing an appropriate equilibrium can 
be complex [8].

6.2 . Lack of Human Oversight
AI has the ability to enhance human abilities in 
cyber security; yet, depending just on AI 
systems without oversight from humans could 

be dangerous. While AI is intended to stream-
line and automate operations, it is not nearly as 
capable of thinking clearly as human experts 
and doesn't possess comparable knowledge of 
the context. Therefore, AI systems might make 
inappropriate decisions on the basis of imbal-
anced or inadequate data, which might result in 
safety breaches. Examining AI outcomes, 
detecting inconsistencies, and reaching sensi-
ble conclusions are all made accessible by 
human experts. Operative cyber security is 
contingent upon determining the right balance 
between human knowledge and artificial 
intelligence (AI) mechanization [9].

6.3. Ethical and Privacy Concerns
Enormous amounts of data, particularly sensi-
tive and personal data, are necessary for AI 
systems in cyber security to determine correla-
tions and detect vulnerabilities. Considerations 
about ethics and privacy have been brought up 
by this dependence, specifically if the informa-
tion is inappropriately archived. Privacy laws 
may be breached by unapproved access, 
breaches of data, or exploitation of personal 
data. It is necessary for maintaining effective 
information governance, encryption, and 
adhering to privacy principles in order to 
moderate these risks and keep public confi-
dence in AI -driven cyber security resolutions 
[5].

6.4 . Evolving Threat Landscape
A question confronting artificial intelli-
gence-based cyber security technologies is the 
continuously evolving view of cyberattacks. 
Even though artificial intelligence algorithms 
are trained on past data and patterns, newer 

1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 

help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].

1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

Cookie Hijacking: Privacy Risk

65Int.J. Elect.Crime Investigation 7(4):IJECI MS.ID- 06 (2023)

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 

2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 

these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 



1  INTRODUCTION 

 The Development of Personnel in 
Changeovers One of the major consequences 
of AI on cybersecurity is the growth of cyber-
security employees. By 2022, 40% of cyberse-
curity professionals, according to Gartner, will 
be using AI in adding to their job, contributing 
100% to the ground's work force. Automation 
of monotonous duties like data processing, 
monitoring, and risk assessment is rendered 
possible by AI. Professionals are able to focus 
on more complex duties like developing and 

carrying out new security rules, resolving 
incidents, and risk management because AI 
relieves them of these monotonous activities 
[1]. Improving Job Classifications: As AI 
becomes integrated into cybersecurity, the 
cybersecurity workforce's descriptions of 
employment and requirements for skills are 
evolving. Personnel with knowledge of data 
analytics, machine learning, and other AI-re-
lated abilities are in higher demand among 
enterprises. The World Economic Forum states 
that cybersecurity professionals with experi-
ence in artificial intelligence, data analytics, 

and big data are in considerable demand. The 
study demonstrates that artificial intelligence 
and machine learning are going to play an 
essential role in the future for cybersecurity 
professionals. Professionals must enhance 
these AI-related skills and evolve as AI keeps 
influencing the landscape of cybersecurity in 
order to be effective in the field [2].

Illustrations of AI in cybersecurity in the real 
world to enhance their efficiency, a number of 
cybersecurity enterprises have begun to 
embrace AI and implement it into the products 
and services they offer. Here are two notable 
instances: Palo Alto Networks and Cortex 
XDR are two companies that collaborate. 
Major cybersecurity firm Palo Alto Networks 
automates cyber threat identification and 
response with artificial intelligence. Their 
solution, Cortex XDR, utilizes machine learn-
ing algorithms to analyze data from various 
places and find inconsistencies that can point 
to a security breach. Cortex XDR enables 
security teams to respond to threats more 
quickly and efficiently by automating respond-
ing to incidents. Cylance security for endpoints 
and CylanceProtect Cylance utilize es artificial 
intelligence in order to recognize and prevent 
attacks online. Their AI-powered initiative, 
CylanceProtect, utilizes machine learning 
techniques to evaluate files and find malicious 
code before they execute. The system addition-
ally utilizes behavioral evaluation to detect 
unusual behaviors while taking appropriate 
action. The eradication of new risks has been 
demonstrated to be extremely effective with 
this proactive approach to protecting against 
threats. These practical illustrations demon-

strate how AI could significantly improve 
cybersecurity operations and protect corpora-
tions from a variety of threats [3].

2.  THE FUTURE OF AI IN 
CYBERSECURITY JOBS

It is projected that AI is going to continue to 
play a greater part in cybersecurity. Markets & 
Markets anticipates that the global market for 
artificial intelligence in cybersecurity will 
grow at an exponential yearly rate of growth, 
approaching 23.3%, from $8.8 billion in 2019 
to $38.2 billion in 2026. The expanding appli-
cation of AI in threat identification, mitigation, 
and responses is what is generating this peak. 
AI utilization in cybersecurity comes with 
challenges; however, A lack of AI-savvy 
cybersecurity specialists is one of the main 
challenges. The rapid growth of AI technology 
has resulted in shortages since it has displaced 
the marketplace's expertise and understanding 
of development. Thus, in order to remain 
competitive in the industry, cybersecurity 
professionals must acquire additional expertise 
and learn AI-related skills [2].

3.  AI A GAME-CHANGER IN THE 
FIELD OF CYBERSECURITY

AI has the capability to transform cybersecuri-
ty by advancing its efficacy and effectiveness. 
One of the most significant effects of AI on 
cybersecurity is the recognition of threats. AI 
systems have the ability to sort through huge 
quantities of data and detect trends steering to 
potential threats. In addition, by determining 

ty of a threat is considerably more difficult due 
to the intensity and vulnerabilities it may draw 
to a server. In reaction to a danger, an 
unknown, undetected threat may inflict 
tremendous harm to a system [4].

5.  BENEFITS OF USING AI IN 
CYBER SECURITY

AI and ML go hand in hand in advanced cyber 
security. They eliminate time consuming tasks 
done manually by human experts. AI and ML 
are assigned the duty to scan a vast amount of 
data to identify potential threats and minimize 
false positives. This lets the human experts to 
focus on more critical threats. AI never stops 
learning It analyzes network activity using 
machine learning modules and deep learning 
algorithms. It will detect deviations or security 
issues from the typical course of events. This 
enables for immediate action and improves 
future security measures by preventing possi-
ble threats with similar behavioral features 
from entering the system. Because AI is always 
learning, it is difficult for hackers to outwit its 
intellect. Similar patterns on the network are 
detected by AI, and when they are recognized, 
the AI technology will cluster them together 
and then proceed to determine whether there 
were any deviations or if any security issue 
happened in the usual traffic. It ultimately 
reacts to them after evaluating the traffic. AI 
will detect undiscovered risks, but detecting all 
possible threats to a corporation might be 
daunting owing to hackers' ever-changing 
techniques. This makes it critical to implement 
current solutions, such as AI technology, to 
efficiently identify and prevent unknown 

dangers, which may cause significant damage 
if they go undiscovered [5]. 

AI will be used Managing massive volumes of 
data within a company's network, resulting in 
massive amounts of network and system 
traffic. It takes time for cybersecurity 
engineers to carefully evaluate all activity for 
possible risks. AI technology will automatical-
ly scan and identify any disguised threats, 
speeding up the detection process and improv-
ing overall system security. AI improves 
vulnerability management. Given the regular 
assaults and dangers that various firms encoun-
ter, it is critical in addressing network vulnera-
bilities. It will review existing security proce-
dures to identify the weakest security links, 
allowing these organizations to concentrate on 
important security responsibilities. It enhances 
problem-solving skills and safeguards firm 
systems faster than cybersecurity engineers 
[4]. 

AI is capable of enhancing overall security 
when hackers and different kinds of threat 
actors constantly change their attack tactics, 
making it tough for cybersecurity engineers to 
prioritize security related tasks. Even when 
dealing with many threats at the same time, AI 
is highly useful in recognizing all forms of 
assaults and prioritizing protection. Human 
mistake and neglect can also pose security 
concerns, but AI's self-learning skills can equip 
it to deal with them. AI technology reduces 
data redundancy to great extent, it can do 
numerous activities at once and repeat critical 
security duties that can weary cybersecurity 
workers. It will perform frequent detection and 

and repairing vulnerabilities before they could 
be manipulated, AI is able to assist with 
managing vulnerabilities. AI may additionally 
help with behavioral exploration, which 
comprises analyzing user behaviour to identify 
unusual patterns. This may help to identify 
threats from inside and prevent worker-trig-
gered breaches of information. Accordingly, 
automation for security could use artificial 
intelligence (AI), which could assist automated 
repetitive tasks and free up cybersecurity 
professionals to concentrate on more challeng-
ing tasks. Cybersecurity assistances tremen-
dously through AI, and this impact is only 
going to expand in the years to come. To 
preserve the security and safety of the modern 
technological environment, investment in 
artificial intelligence (AI) and cybersecurity is 
imperative. As the world evolves more and 
more digitally, it is of the highest importance to 
use cutting-edge innovations like artificial 
intelligence (AI) to remain ahead of the curve 
and to be vigilant when it concerns cyber 
threats [2].

4.  AI REVOLUTION IN 
CYBERSECURITY

Enormous amounts of information can poten-
tially be managed in real time by artificial 
intelligence (AI) threat detection systems, 
which may detect potential dangers before they 
cause an impact. Comparing with convention-
al, signature-based on signatures antivirus 
programs, these systems are more effective 
because they apply machine learning 
algorithms that obtain information from previ-
ous attacks and respond to new attacks. Anoth-

er field where artificial intelligence has had 
substantial effects is handling vulnerabilities. 
Security professionals are better competent to 
sense vulnerabilities in the network earlier 
attackers take benefit of them. by using 
AI-powered vulnerability indicators that can 
detect and classify network vulnerabilities. 
Another field where artificial intelligence 
could be applied to improve cybersecurity is 
behavioral analysis. Behavioral analytics 
programs powered by AI have the capability to 
keep track of user behaviors and detect varia-
tions that might indicate a cyberattack. This 
can speed up the method by which security 
professionals identify and tackle cyberattacks
And last, a key field where AI may assist 
cybersecurity is automating procedures. 
Cybersecurity professionals may concentrate 
on challenging problems by automating every-
day tasks like patching, upgrading, and moni-
toring. However, partner confidence is neces-
sary for the effective implementation of AI 
solutions for cybersecurity. Establishing trust 
among partners is a necessity for transmitting 
information in an appropriate way and combat-
ing cyber threats. Because of the exponential 
growth of data and the increasing sophistica-
tion of cyber threats, traditional cybersecurity 
solutions are no longer suitable to defend our 
electronic environment. AI-based cybersecuri-
ty tools have become essential in detecting and 
preventing cyber-attacks. AI provides consid-
erable advantages to firms who use it into their 
defense operations. Given human limits, it is 
impossible to discover new malware variants, 
phishing methods, and every single threat 
encountered by a company and its cloud-based 
services. Furthermore, evaluating the possibili-

prevention of fundamental security threats, as 
well as extensive analysis to discover potential 
security breaches and vulnerabilities. AI 
empowers enterprises to maintain network 
security by employing best practices that are 
regularly applied without the danger of human 
mistake or boredom [6]. 

AI can respond quickly and complete the 
detection phase quicker, when AI technology is 
used with security software, risks may be 
detected and responded to quickly. It will 
prevent permanent damage to enterprises and 
corporations. When compared to humans, AI 
can scan whole networks and security systems 
to spot dangers sooner and simplify security 
chores. It is Easier to perform Authentication 
while using AI enabled technologies. There are 
Websites that have user account features and 
contact forms containing user credentials and 
other kinds of sensitive information which is 
requires as an additional security layer of 
security for protection. This security technique 
may be provided by AI by utilizing various 
technologies such as facial recognition, CAPT-
CHA, and fingerprint scanners to ensure 
authentication during routine login attempts. It 
will detect fraudulent login attempts and 
prevent credentials from being stolen or 
stuffed. It is capable of detecting brute force 
attacks. These brute force attacks could lead to 
a potential security breach from company 
network [7]. 

Machine learning and AI reduces the process-
ing time of threats and system vulnerabilities.  
AI is the most used critical technology in 
cybersecurity. It shortens the processing time 

of several time-consuming jobs that are 
performed more slowly by human specialists. 
It then searches massive amounts of data to 
identify potential dangers. After that, it filters 
out non-threatening activity to prevent false 
positives. So that human specialists may 
devote their attention to more vital security 
responsibilities. The task of detecting and 
eliminating bots is much easier on AI enables 
systems. These Bots are still an emerging 
threat in cybersecurity. But they are still deadly 
and dangerous. They can lay havoc on 
networks and systems through DOS or DDOS 
attacks. Bots are responsible for malicious 
activities like spreading malware and stealing 
data. AI can detect and stop these bots based on 
their behavioral patterns by producing more 
secure captchas. They are detected and their 
mode of operation is kept in the system. AI 
security software will use several honeypots to 
trap and destroy them [3].

6.  UNVEILING THE 
DISADVANTAGES OF AI IN 
CYBER SECURITY

AI has made significant advances in a range of 
fields, including cyber security. Its ability to 
rapidly analyze enormous amounts of data and 
detect patterns has reignited enthusiasm in the 
battle against digital threats. AI in cyber securi-
ty nevertheless comes with drawbacks compa-
rable to any other type of advancement in 
technology. Vulnerability to Adversary 
Attacks: The susceptible nature of AI to adver-
sarial attacks is an important concern in the 
field of cyber security. Consistently providing 
malicious material to AI systems with the 

procedures for attack or emerging risks may be 
recognized for the very first time. AI systems 
could therefore be powerless to identify and 
responding to threats that weren't previously 
unexplored. In order to remain up to date with 
new threats, AI models need to be constantly 
evaluated, updated, and trained. AI and human 
capability, along with current threat informa-
tion, may enhance cyber threat recognition and 
mitigation. AI is not a comprehensive exam-
ination response, even if it could considerably 
enhance cyber security expertise. Adversary 
assaults, false positives and negatives, a 
non-existence of human control, moral 
concerns, and an evolving threat environment 
constitute some of the difficulties encountered 
by artificial intelligence-powered cyber securi-
ty systems. More research, collaboration, and 
an extensive plan that carries concurrently the 
expertise of artificial intelligence with human 
expertise will be necessary to overcome these 
obstacles. By resolving these encounters, we 
can use the benefits of artificial intelligence 
while determining vigorous and reliable cyber 
security measures [7].

7.  CHALLENGES WHILE 
IMPLEMENTING AI

The use of AI-based elucidations in the area of 
cyber security continues to develop, along with 
the increasing utilization of AI in several other 
domains. AI can be used to identify, stop, and 
react to cyberattacks. It has been shown to be 
an effective instrument to strengthen an organi-
zation's overall security architecture. However, 
while integrating artificial intelligence into 

cyber security, several problems need to be 
taken into consideration. These challenges 
contain a variety of challenges, such as human 
capability, moral encounters, and technologi-
cal restrictions. In this section, we will look at 
the challenges accompanying with using AI for 
cyber security and offer sustainable solutions. 
Data Quality: preceding to ever contemplating 
incorporating artificial intelligence into cyber-
security research, the quality of data is a 
further problem that has to be addressed. Data 
quality is an additional problem that has to be 
addressed prior to contemplating using artifi-
cial intelligence in cybersecurity research. 
When collecting and analyzing data, many 
different kinds of errors could occur, including 
inaccurate information or sources that are 
skewed [8].

7.1 . Lack of Transparency in AI System
Although being observed as a game-changer, 
AI in cybersecurity does not come outside its 
drawbacks. The lack of transparency in AI 
systems is one of the remarkable concerns. 
This is because AI systems can intermittently 
be thought of as "black boxes," which employ 
extensive mathematical computational models 
that are difficult for humans to understand or 
analyze. Due to this, it might be challenging 
for human experts to fully recognize the 
conclusions generated by these algorithms and 
to implement the necessary variations to 
improve their performance. There are several 
major implications for cybersecurity from the 
lack of transparency. unobserved threats to 
security could go undetected, and false 
positives might result in the system sounding 

unnecessary warnings or cautions [9].

In additive, moral issues specifically predispo-
sitions and discrimination—are addressed by 
the transparency of AI algorithms. Without 
human operatives acknowledging it, AI 
systems may make racist or discriminatory 
choices. This could have significant concerns, 
mainly in law enforcement or employment 
operations. Researchers are examining into 
new methods for "explicable “AI” with the 
objective of addressing this task and making it 
possible for humans to understand the 
verdict-making methods of these AI systems. 
Among the techniques used are conversational 
explanations, visualization, and definitions of 
rules that can be easily realized by humans and 
that regulate the AI computer's decision-mak-
ing procedure. These attempts assist individu-
als to identify any deficiencies as well as 
improve their abilities by providing them with 
a greater identification of how AI systems 
function [10].

7.2 . Adversarial Attacks in AI Cybersecurity
AI cyberattacks, and countermeasures have 
been fascinating a lot of interest in cybersecu-
rity research over the past few years. Many 
research analyses have investigated the use of 
AI to identify and combat adversarial aggres-
sion, but various challenges must yet be 
tackled before these systems can be extensive-
ly implemented. The potential of artificial 
intelligence-based cybersecurity attacks and 
defenses has been accentuated by recent 
research. A survey by MIT Technology Review 
Insights and Darktrace of more than 300 C-lev-
el executives, directors, and managers exhibit-

ed that the majority of them think artificial 
intelligence will become important to cyberse-
curity in the near future [11].
The extensive implementation of these systems 
remains to combat numerous difficulties, 
including a few studies addressing the use of 
artificial intelligence (AI) to identify and react 
to adversarial attacks. Integrating with present 
systems: The technique of incorporating AI 
systems into current environments can be 
confronting because of the difficulties of the 
technology involved. To avoid interrupting the 
functionality of the remaining systems, the 
incorporation procedure must be properly 
planned and conducted. This is remarkably 
significant because any interruption to the 
organization's events might have devastating 
effects. According to AI research in workflow 
management systems, the employment of AI 
planning attempts has the ability to address the 
issue of AI algorithms integrating with occur-
ring systems. Nonetheless of the obstacles, 
integrating AI systems with remaining systems 
is vital to realizing the full promise of AI 
technology in many businesses. As a result, 
organizations must carefully plan their incor-
poration strategy and work together closely 
with their technology collaborators to ensure a 
successful implementation [12].

8.  CONCLUSION

Ending on a positive note, AI is revolutionizing 
cybersecurity. AI simplifies actions and frees 
up cybersecurity professionals to deliberate on 
new complex duties; by 2022, 40% of these 
professionals will have used AI. The efficacy 
of threat detection and response is revealed by 

applications from the industry leaders. With an 
estimated annual growth speed of 23.3% and 
attainment of $38.2 billion by 2026, the future 
of AI in cybersecurity seems optimistic. 
Ethical concerns, the delicate balance between 
false positives and negatives, and the adversar-
ial security of data threats are models of 
challenges that need continuous consideration 
and model enhancement. The approach must 
be vigilant and systematic, with an emphasis 
on the incorporation of AI and human exper-
tise. A complete fortification of security 
standards is guaranteed by this collaboration. 
If these challenges can be successfully 
overcome, AI will be able to recognize its full 
potential and play a vital role in safeguarding 
our digital environment from new threats.
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objective of misleading or fooling the 
algorithms is an adversary assault. Such 
assaults have the ability to deliver biased or 
erroneous results by taking advantage of 
deficiencies in AI systems. These vulnerabili-
ties enable cybercriminals to cross through AI 
-based safety procedures to achieve unautho-
rized exploitation of networks. Attacks such as 
those demonstrate how important it is to 
constantly monitor, update, and upgrade artifi-
cial intelligence systems with the aim of reduc-
ing the risks associated with adversarial attacks 
[4].

6.1. False Positives and False Negatives 
Even though artificial intelligence algorithms 
aren't error-free, processes related to cyber 
security can confront errors such as false 
positives and false negatives. False positives 
are the consequence of artificial intelligence 
(AI) systems inadequately identifying risk-free 
behavior as harmful, resulting in redundant 
warnings or interferences. False negatives 
occur when artificial intelligence systems lack 
the capacity to recognize actual risks, which 
leaves illegal activities undiscovered. Such 
errors might cause pressure on security 
capabilities, leading to vulnerabilities. To 
reduce the number of false positives and false 
negatives, artificial intelligence models need to 
be improved and validated constantly; howev-
er, establishing an appropriate equilibrium can 
be complex [8].

6.2 . Lack of Human Oversight
AI has the ability to enhance human abilities in 
cyber security; yet, depending just on AI 
systems without oversight from humans could 

be dangerous. While AI is intended to stream-
line and automate operations, it is not nearly as 
capable of thinking clearly as human experts 
and doesn't possess comparable knowledge of 
the context. Therefore, AI systems might make 
inappropriate decisions on the basis of imbal-
anced or inadequate data, which might result in 
safety breaches. Examining AI outcomes, 
detecting inconsistencies, and reaching sensi-
ble conclusions are all made accessible by 
human experts. Operative cyber security is 
contingent upon determining the right balance 
between human knowledge and artificial 
intelligence (AI) mechanization [9].

6.3. Ethical and Privacy Concerns
Enormous amounts of data, particularly sensi-
tive and personal data, are necessary for AI 
systems in cyber security to determine correla-
tions and detect vulnerabilities. Considerations 
about ethics and privacy have been brought up 
by this dependence, specifically if the informa-
tion is inappropriately archived. Privacy laws 
may be breached by unapproved access, 
breaches of data, or exploitation of personal 
data. It is necessary for maintaining effective 
information governance, encryption, and 
adhering to privacy principles in order to 
moderate these risks and keep public confi-
dence in AI -driven cyber security resolutions 
[5].

6.4 . Evolving Threat Landscape
A question confronting artificial intelli-
gence-based cyber security technologies is the 
continuously evolving view of cyberattacks. 
Even though artificial intelligence algorithms 
are trained on past data and patterns, newer 
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Site Fixed Notes 

Yahoo  Incorrect  Attackers can still access a user's search history, notes, and stock 

listings even if they only use Yahoo over HTTPS. Yahoo 

informed us that they will not be fixing this issue at this time due 

to the intricacy of the code. 

Vimeo  Correct   Even if a user only ever uses HTTPS to access Vimeo, his whole 

account could still be compromised. We alerted Vimeo, and they 

fixed it. 

Magento  

(250K sites)  

?  If a patch is being developed, it was not made clear by the 

Magento developers.      

WooCommerce  

(650K sites)  

Incorrect  WooCommerce developers  

blamed the vulnerability on the  

underlying WordPress framework.  

BigCommerce  

(50K sites)  

Correct  We applaud the BigCommerce developers for their quick 

verification process and for releasing a fixed version into 

production. 

Amazon  In progress  A session hijacking attack may be caused by a cross-site scripting 

attack. An attacker has total access to the user's account. In 

response, Amazon stated that they are aware of the issue and are 

developing a solution.   

able 1: Websites that recognize errors found with Newton 

2.4.1. HTTP cookie
A user's web browser receives an HTTP cookie, 
which is generated by a server and functions 
something like a small message. To maintain 
the session's direction and to confirm that both 
requests are coming from the same browser. 
These cookies are used for session management 
(because sessions need to be managed), 
customization, and tracking. They are returned 
in answers and other formats as HTTP headers!

Set – Cookie:<name for cookie >=<value for 
cookie > 
Other characteristics that the server may set 
include expiration, which indicates how long 
the cookies are valid, and Http Just Bag, which 
indicates whether the cookie was sent over a 
secure channel [9].



1.  INTRODUCTION

 In recent years, as technology is 
advancing, the criminals also have access to the 
tools and technical know-how to modern tech-
nology, particularly the terrorists and gangsters 
involved in white collar crimes, bank frauds, 
robbery and having access to information to 
harm others. There are three kinds of terrorism 
namely revolutionary, sub-revolutionary and 
establishment; means formation, creation, 

launching. “Ideologically motivated terrorism” 
is frequently observed. Smart identification 
systems, cutting-edge tools for acquiring and 
analyzing intelligence and use of the Internet 
can be a consequence in terrorism; these are 
examples of how technology can be a crucial 
weapon in counter-terrorism. Individual acts 
of terrorism are occurring round the word such 
as shooting in Mosque in New Zealand and 
recently in Texas USA where, two families 
suffered heavy loss of their loved ones; the 

Police had to shoot the terrorist in Texas Mall. 
Another attack of deadly shooting occurred in 
Farmington, N.M. (Northwestern New Mexico) 
in May 2023, killing and wounding several 
innocent people by 18 years’ boy. Therefore, 
it is pertinent and important to engage the 
most recent and innovative technology for 
surveillance integrated with CCTV cameras, 
for online identification and detection of groups 
of terrorists and individuals operating in public 
places. The devices must be installed in parks, 
schools, stores and other important buildings to 
save people from trauma and anguish [1]. 

2.  PRESENTATION AND 
DISCUSSION 

Countering terrorism and extremism involves 
intelligence gathering, law enforcement, 
community engagement, de-radicalization 
programs, addressing root causes, promoting 
tolerance, and countering extremist propagan-
da. Terrorism can manifest in various forms, 
including religious, political, state-sponsored, 
and ideological terrorism, with religious terror-
ism often stemming from extremist religious 
interpretations and political terrorism aiming 
to achieve political goals through violence. 
State-sponsored terrorism and ideological 
terrorism are driven by political and ideological 
motives, with complex motivations including 
political change, fear, revenge, chaos, and 
attracting attention. Terrorist acts are motivated 
by various factors such as political change, 
fear, revenge, chaos, or attracting attention, 
often using violence strategically to advance 
their agendas [2]. 

Terrorism significantly impacts societies, 
economies, politics, and international relations, 
causing widespread fear and instability by tar-
geting civilians, infrastructure, and government 
institutions. Terrorism significantly impacts 
societies, economies, politics, and international 
relations by causing widespread fear and 
instability by targeting civilians, infrastructure, 
and government institutions. Extremism 
can cause social polarization, erode social 
cohesion, and foster tensions among different 
groups, potentially leading to hate crimes, 
discrimination, and conflicts. To combat 
terrorism, multi-faceted strategies include 
prevention through community engagement 
and education, and counterterrorism measures 
like intellect gathering, rule application, securi-
ty, and international cooperation. Programs 
aimed at de-radicalization and rehabilitation 
involve providing psychological support, 
education, and reintegration of individuals 
involved in extremist activities, addressing root 
causes. Addressing underlying grievances like 
socioeconomic disparities, political grievances, 
lack of opportunities, and discrimination can 
help reduce extremism. Reducing extremism 
can be achieved by addressing socioeconomic 
disparities, political grievances, lack of oppor-
tunities, and discrimination [1].

Some important policy features of US Depart-
ment of State are relevant regarding transpar-
ency, anti-corruption, arms control, combating 
drugs and Crime and countering the terrorism. 
Cyber issues. Programs of public diplomacy to 
educate people must be initiated to inculcate 
the importance of science and technology in 
collaboration with other nations. The Counter 

no individual, groups or provinces can declare 
Jihad. The role of implementation of Science 
and Technology is of immense importance. 
According to [1], technological solutions exist 
for almost all problems related to terrorism. 
Pakistan being the front state as one of NATO 
allies suffered heavy losses, special in terms 
human casualties about 70,000.  The terrorists 
used explosives against innocent citizens by 
means of conservative weapons. Majority of 
attacks were led by terrorists infiltrating from 
Afghanistan into Pakistan; though the borders 
are well-fenced now. 

Pakistan Army vacated about 50,000 square 
km area sideways with western border from the 
terrorists capturing their arms and ammunition. 
For this purpose, the requisite technology 
equipped with modern sensor devices using 
Artificial Intelligence algorithms is most 
suitable for observing, checking and monitoring 
suspicious people and vehicles. The technology 
industrialized Midas detection System by 
Turkey namely Bayraktar TB2, STM Kargu–2 
for integrated security solutions is useful for 
constant watching and surveillance. 

The present author of this essay had an opportu-
nity to work with highly skilled and qualified 
Chinese team of experts of Department of 
Automation, Shanghai Jiao Tong University, 
Shanghai China, having position in World QS 
Subject Ranking: 26 and Engineering & Tech-
nology World QS University Ranking: 47. The 
team developed the systems for monitoring and 
surveillance based on automatic detection and 
analysis without human intervention. The entire 
systems have been published and reported in 

[2] and [3] based on “Multi-Stream 3D latent 
feature clustering for abnormality detection in 
videos” linked with CCTV at important places. 
The second System works with “Multi-Level 
Two Stream Fusion based Spatio-temporal 
Attention Model for Violence Detection and 
Localization”. These systems may be installed 
at impotent places.  The process of abnormal 
behavior in surveillance videos and its detection 
is essential for public safety and monitoring, 
which requires constant focus. 

The other innovative technology termed as 
Geo-fencing has been very effective to detect 
criminals and terrorists as reported in [6]. It 
works in conjunction and combination with 
RFID (Radio-Frequency Identification), CRD 
(Call Record Data) along with GPS (Global 
Positioning System) and WiFi. The procedure 
is to create a computer-generated, simulated, 
cybernetic and virtual geographical boundary 
to cause and activate a marketing action to 
a mobile device (may be mobile phone), so 
that when user enters into or exits that virtual 
boundary around certain location in GPS or 
RFID is detected.

The use of innovative technology called “De-
militarized Zone” with Networks is of extreme 
impotence as strongly recommended in [7]. 
This technology provides access to the untrust-
ed gangsters who intervene into a Network and 
it delivers extra layer of security to Network 
or LAN (Local area Network). Its major goal 
is to have access to untrusted networks. The 
companies store Data from external source like, 
Voice over Internet Protocol (VoIP), (Domain 
Name System) DNS, FTP (File Transfer Proto-

Terrorism Department (CTD) in Pakistan, 
has been entrusted with very important respon-
sibilities such as crime scene investigations, 
cross-examinations, interrogations, dealing 
with intelligence and anti-terrorism programs. 
Apart from suicide bombing and shooting to 
create harassment, the terrorists also commit 
several types of frauds to grab money and fund 
raising; such as, blackmailing, bank frauds, 
fraud using phone, computer frauds, credit 
card fraud, investment schemes, currency 
schemes, forgery and insurance fraud. Most 
of these frauds are committed abusing the 
Information Technology (IT) systems and 
breaking the security barriers of infrastructure 
of I.T Networks. In order to avoid such 
incidents, the financial institutions, banks and 
other entrepreneurs must at the first instance 
install the most recent licensed software for 
their working and that for Network Security. 
Banks are advised to manage their dedicated 
Intranet and extranet and to have departmental 
communications as well as with stock holders 
and stakeholder [3]. 

Techniques for detonating explosives early or 
avoiding their triggering are part of the science 
and technology developed specifically to 
combat terrorism. The majority of S&T coun-
terterrorism technologies are very beneficial 
for general intelligence, law enforcement, or 
public health-related goals. According to [4], 
the psychological issues and factors cannot be 
ignored as they contribute towards terrorism 
in Pakistan, the terrorist attacks against the 
environment of Pakistan's history, present geo-
political environment and contemporary socie-
tal environment. The results might also serve 

as a roadmap for resolving this fundamental 
problem. In most of the religions, there exist 
provision for ritual murder, martyrdom and 
self-sacrifice, the terrorists exploit this concept 
to convince their suicide bombers, attackers 
and shooters. This is in fact a kind of mental 
disorder. However, in Islam “self-sacrifice” is 
“haram”. 

One of the most salient aspects in terrorism 
is the extremism in various forms. 
In Pakistan, the NACTA (National Counter Ter-
rorism Authority) is contributing towards eradi-
cation and countering terrorism and extremism 
through education, awareness and by all other 
relevant means. A useful document presented 
by NACTA in [5] is about Pakistan’s narrative 
in connection with Terrorism and Extremism. 
It discusses a popular FATWA signed by 1800 
renowned muslin religious scholars of all 
sects of Islam including scholars of Al-Azhar 
University and Imam-e-Kaba. It redirects the 
salient features of Quran and Sunnah to create 
harmony between all religious sects in Islam. 
The educational institutions must be kept under 
close scrutiny to observe if they are spreading, 
endorsing militancy hatred, terrorism, violence, 
extremism must be taken to law enforcement 
agencies for legal action. There exist different 
definitions and analyses of violent extremism, 
it is a complicated issue, used in academic 
settings. In different communities, depending 
on their particular structures, it is viewed and 
tolerated in different ways. The academic 
institutions should be prohibited and forbidden 
to endorse and promote hatred for Pakistan and 
extended training for terrorism. In the presence 
of Pak Army, Air Force and Pakistan Navy, 

col), Mail, proxy and their web-servers in the 
Demilitarized Zone for security and sensitivity 
of DATA. The Demilitarized Zone makes it dif-
ficult for hackers and trackers to have access to 
the company’s important information.  It works 
with two fire walls (the hardware firewall and 
software firewall) to protect the working of 
router from hackers and trackers. Using this 
procedure, the disturbances caused by terrorists 
in communication, stealing servers, spoiling 
websites and causing financial loss can be 
avoided [8].

3.  RECOMMENDATIONS

1. The well tested, innovative, cultured and 
refined technologies must be used to 
combat and fight with terrorists. The 
system for gathering intelligence must 
be coupled with new technology to 
minimize pressures and strains. 

2. Methods for averting and triggering of 
explosives or guaranteeing their early 
detonation are part of the science and 
technology and important to fight with 
terrorism. 

3. The terrorist use cyberattacks, DDoS 
and different malware, phishing to have 
access to their targets. Therefore, 
precautionary measures must be taken. 

4. Following technologies being effective 
in the areas of combating terrorism are 
also recommended:

• Biometrices
• Data sharing 
• Drones intelligence, surveillance and 

targeting

5. The border security is required to be 
strengthened using Video surveillance of 
terrorists.

6. The majority of “Science and Technolo-
gy policies” regarding counterterrorism 
technologies are very beneficial for 
areas related to general intelligence, law 
enforcement, or public health.

7. The law enforcement agencies must be 
strengthened with adequate funding, 
most recent innovative ecologies, 
technically skilled man power for using 
the technologies concerned to counter 
terrorism. 

8. The specific countering terrorism strate-
gies must include premature blasts 
recovered from terrorists to safe guard 
the public health. 

9. In order to counter the de-radicalization, 
terrorism, violent extremism, sectarian-
ism in Islam promoted by madrassas 
must be closely observed by task force 
already exiting in Government files. The 
concerned persons promoting such 
dogmas, creeds, doctrines and beliefs 
must be arrested.

10. The Social scientists frequently use the 
Information Technology, Computer 
Software operational research and 
various statistical packages, therefore 
they examine the patterns in occurring of 

terrorist actions and carryout depth 
studies in the areas of terrorism by 
gangs, hate crime related to extremism 
and their social networks along with 
their modus operandi. 

11. The Social Scientists have to focus, 
while conducting surveys on different 
terrorist groups and their dynamics with 
respect to society and how terrorist 
groups are formed and operate; investi-
gate if these groups are instigated, 
prompted and activated for mass 
destruction using armaments by 
religious fanatics. 

12. The Social scientists must use as advo-
cated in [9], the internationally known 
and developed, during last 60 years, the 
Databases and famous open Data Sets on 
terror incidents.

13. For the sake of oversight and public 
safety, it is crucial to identify unusual 
behavior in surveillance footage. How-
ever, it is a difficult process that requires 
ongoing emphasis and “human care” for 
human-based monitoring systems. Auto-
matic detection of such situations is 
therefore very important. 

14. Several terrorists are arrested and 
produced before the court, who are 
acquitted. This amounts to injustice with 
victims of terrorists. The major reasons 
are that naïve cases are prepared against 
them; such as defective FIR against 
unknown accused persons, eye-witness-

es are not mentioned, statement under 
section 161 is defective or absent from 
the record file, material and forensic 
evidence is not properly collected from 
scene of offence, late submission of 
challan and finally poor prosecution 
destroys the case and hence the terrorists 
are set free.

15.  It is strongly recommended that all the 
defects in registration of FIR, investiga-
tion, identification parade, confessional 
statement and contradiction in medi-
co-legal report must be eradicated and 
removed. 

16. It is recommended that cell phone and 
telephone surveillance technology for 
counterterrorism purposes may be 
provided to the Counter Terrorism 
Department (CTD) Pakistan. There is an 
urgent need to adopt, develop and imple-
ment Data fusion and Data mining in the 
field of intelligence and its analysis. 
Moreover, introduction of protective 
gear, sensors for the purpose of commu-
nication is most required technology.

17. The UN Security Council and the Count-
er-Terrorism Committee Executive 
Directorate (CTED) helps nations coun-
tering Terrorist and has been providing 
consultation to Pakistan on counterter-
rorism. Pakistan may implement the 
useful suggestions.

18. While enhancing the efforts to imple-
ment Science and Technology, the 

Universities must be encouraged to take 
up research projects at MS, M.Phil and 
PhD level in the areas of counter-terror-
ism coupled with other disciplines for 
more effective use of new technologies; 
in collaboration of industry with 
academia. The Higher Education Com-
mission may play a pivotal role to award 
Research Grants. 

19. The Government may also overhaul, 
refit and update the existing Technolo-
gies to counter terrorism.

20. The key to success is to concentrate in 
the Surveillance, constant security and 
arranging technology where ever 
required to combat terrorism and to 
detect the suspicious behavior.

4.  CONCLUSION

21. This is right time to use all available 
technologies and measures to avert and 
counter terrorism and extremism in all 
forms.  We must control smuggling in 
the name of trade and infiltration of 
terrorists from Afghan borders; causing 
serious economic crises. The essential 
commodities like edible oil, wheat, rice, 
lentils, poultry products and meat along 
with several imported items from 
Pakistan are smuggled on daily bases. 
Pak Army is best in the world and all 
Pakistanis love and salute them. In 
recent acts of grave violent extremism, 
terrorism and harming national property 
and attacking the army installations, the 

entire nation is with Pak Army. Strict 
action against the terrorists and extrem-
ists as well as persons camouflaging, 
masking, obscuring, protecting and 
instigating must be taken to task and 
punished according to law regarding 
terrorism. The terrorist activities 
happened on 9th May 2023, a number of 
terrorists are alleged to be from Afghani-
stan, who accompanied Pakistanis to 
destroy Army installations and national 
assets countrywide.  

A beautiful quotation from Al-Quran: Sure 
Al-e-Imran Verse 103 is presented: 

Muslim scholars must promote this Quranic 
philosophy to counter extremism and to 
create coordination, congruence and harmony 
between various sects of Islam.
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1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 

help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].

1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 
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2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

Table 3: Specifics of the websites that were examined. The percentage is computed using the 

total number of websites with a cookie notice (45, 044) after the first row. 

 
Type  % websites  Avg, #settings 

(per site)  

One click opt- out (% 

websites)  

No notice  47.3  -  -  

Single view  64.6  2.17 (3.01)  11.5  

Multiple views  35.4  28.7 (103)  9.96    

 

Table 2: HTTP queries to the domain we have identified as being at risk  

Protocol  Connections  Requests  Vulnerable  

Requests  

  

Exposed 

Account  

  

HTTP  685,500,365  1,398,044,178   29.908,099  282,459  

HTTPS  772,562,024  -  -  -  

 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 

these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 



1.  INTRODUCTION

 In recent years, as technology is 
advancing, the criminals also have access to the 
tools and technical know-how to modern tech-
nology, particularly the terrorists and gangsters 
involved in white collar crimes, bank frauds, 
robbery and having access to information to 
harm others. There are three kinds of terrorism 
namely revolutionary, sub-revolutionary and 
establishment; means formation, creation, 

launching. “Ideologically motivated terrorism” 
is frequently observed. Smart identification 
systems, cutting-edge tools for acquiring and 
analyzing intelligence and use of the Internet 
can be a consequence in terrorism; these are 
examples of how technology can be a crucial 
weapon in counter-terrorism. Individual acts 
of terrorism are occurring round the word such 
as shooting in Mosque in New Zealand and 
recently in Texas USA where, two families 
suffered heavy loss of their loved ones; the 

Police had to shoot the terrorist in Texas Mall. 
Another attack of deadly shooting occurred in 
Farmington, N.M. (Northwestern New Mexico) 
in May 2023, killing and wounding several 
innocent people by 18 years’ boy. Therefore, 
it is pertinent and important to engage the 
most recent and innovative technology for 
surveillance integrated with CCTV cameras, 
for online identification and detection of groups 
of terrorists and individuals operating in public 
places. The devices must be installed in parks, 
schools, stores and other important buildings to 
save people from trauma and anguish [1]. 

2.  PRESENTATION AND 
DISCUSSION 

Countering terrorism and extremism involves 
intelligence gathering, law enforcement, 
community engagement, de-radicalization 
programs, addressing root causes, promoting 
tolerance, and countering extremist propagan-
da. Terrorism can manifest in various forms, 
including religious, political, state-sponsored, 
and ideological terrorism, with religious terror-
ism often stemming from extremist religious 
interpretations and political terrorism aiming 
to achieve political goals through violence. 
State-sponsored terrorism and ideological 
terrorism are driven by political and ideological 
motives, with complex motivations including 
political change, fear, revenge, chaos, and 
attracting attention. Terrorist acts are motivated 
by various factors such as political change, 
fear, revenge, chaos, or attracting attention, 
often using violence strategically to advance 
their agendas [2]. 

Terrorism significantly impacts societies, 
economies, politics, and international relations, 
causing widespread fear and instability by tar-
geting civilians, infrastructure, and government 
institutions. Terrorism significantly impacts 
societies, economies, politics, and international 
relations by causing widespread fear and 
instability by targeting civilians, infrastructure, 
and government institutions. Extremism 
can cause social polarization, erode social 
cohesion, and foster tensions among different 
groups, potentially leading to hate crimes, 
discrimination, and conflicts. To combat 
terrorism, multi-faceted strategies include 
prevention through community engagement 
and education, and counterterrorism measures 
like intellect gathering, rule application, securi-
ty, and international cooperation. Programs 
aimed at de-radicalization and rehabilitation 
involve providing psychological support, 
education, and reintegration of individuals 
involved in extremist activities, addressing root 
causes. Addressing underlying grievances like 
socioeconomic disparities, political grievances, 
lack of opportunities, and discrimination can 
help reduce extremism. Reducing extremism 
can be achieved by addressing socioeconomic 
disparities, political grievances, lack of oppor-
tunities, and discrimination [1].

Some important policy features of US Depart-
ment of State are relevant regarding transpar-
ency, anti-corruption, arms control, combating 
drugs and Crime and countering the terrorism. 
Cyber issues. Programs of public diplomacy to 
educate people must be initiated to inculcate 
the importance of science and technology in 
collaboration with other nations. The Counter 

no individual, groups or provinces can declare 
Jihad. The role of implementation of Science 
and Technology is of immense importance. 
According to [1], technological solutions exist 
for almost all problems related to terrorism. 
Pakistan being the front state as one of NATO 
allies suffered heavy losses, special in terms 
human casualties about 70,000.  The terrorists 
used explosives against innocent citizens by 
means of conservative weapons. Majority of 
attacks were led by terrorists infiltrating from 
Afghanistan into Pakistan; though the borders 
are well-fenced now. 

Pakistan Army vacated about 50,000 square 
km area sideways with western border from the 
terrorists capturing their arms and ammunition. 
For this purpose, the requisite technology 
equipped with modern sensor devices using 
Artificial Intelligence algorithms is most 
suitable for observing, checking and monitoring 
suspicious people and vehicles. The technology 
industrialized Midas detection System by 
Turkey namely Bayraktar TB2, STM Kargu–2 
for integrated security solutions is useful for 
constant watching and surveillance. 

The present author of this essay had an opportu-
nity to work with highly skilled and qualified 
Chinese team of experts of Department of 
Automation, Shanghai Jiao Tong University, 
Shanghai China, having position in World QS 
Subject Ranking: 26 and Engineering & Tech-
nology World QS University Ranking: 47. The 
team developed the systems for monitoring and 
surveillance based on automatic detection and 
analysis without human intervention. The entire 
systems have been published and reported in 

[2] and [3] based on “Multi-Stream 3D latent 
feature clustering for abnormality detection in 
videos” linked with CCTV at important places. 
The second System works with “Multi-Level 
Two Stream Fusion based Spatio-temporal 
Attention Model for Violence Detection and 
Localization”. These systems may be installed 
at impotent places.  The process of abnormal 
behavior in surveillance videos and its detection 
is essential for public safety and monitoring, 
which requires constant focus. 

The other innovative technology termed as 
Geo-fencing has been very effective to detect 
criminals and terrorists as reported in [6]. It 
works in conjunction and combination with 
RFID (Radio-Frequency Identification), CRD 
(Call Record Data) along with GPS (Global 
Positioning System) and WiFi. The procedure 
is to create a computer-generated, simulated, 
cybernetic and virtual geographical boundary 
to cause and activate a marketing action to 
a mobile device (may be mobile phone), so 
that when user enters into or exits that virtual 
boundary around certain location in GPS or 
RFID is detected.

The use of innovative technology called “De-
militarized Zone” with Networks is of extreme 
impotence as strongly recommended in [7]. 
This technology provides access to the untrust-
ed gangsters who intervene into a Network and 
it delivers extra layer of security to Network 
or LAN (Local area Network). Its major goal 
is to have access to untrusted networks. The 
companies store Data from external source like, 
Voice over Internet Protocol (VoIP), (Domain 
Name System) DNS, FTP (File Transfer Proto-

Terrorism Department (CTD) in Pakistan, 
has been entrusted with very important respon-
sibilities such as crime scene investigations, 
cross-examinations, interrogations, dealing 
with intelligence and anti-terrorism programs. 
Apart from suicide bombing and shooting to 
create harassment, the terrorists also commit 
several types of frauds to grab money and fund 
raising; such as, blackmailing, bank frauds, 
fraud using phone, computer frauds, credit 
card fraud, investment schemes, currency 
schemes, forgery and insurance fraud. Most 
of these frauds are committed abusing the 
Information Technology (IT) systems and 
breaking the security barriers of infrastructure 
of I.T Networks. In order to avoid such 
incidents, the financial institutions, banks and 
other entrepreneurs must at the first instance 
install the most recent licensed software for 
their working and that for Network Security. 
Banks are advised to manage their dedicated 
Intranet and extranet and to have departmental 
communications as well as with stock holders 
and stakeholder [3]. 

Techniques for detonating explosives early or 
avoiding their triggering are part of the science 
and technology developed specifically to 
combat terrorism. The majority of S&T coun-
terterrorism technologies are very beneficial 
for general intelligence, law enforcement, or 
public health-related goals. According to [4], 
the psychological issues and factors cannot be 
ignored as they contribute towards terrorism 
in Pakistan, the terrorist attacks against the 
environment of Pakistan's history, present geo-
political environment and contemporary socie-
tal environment. The results might also serve 

as a roadmap for resolving this fundamental 
problem. In most of the religions, there exist 
provision for ritual murder, martyrdom and 
self-sacrifice, the terrorists exploit this concept 
to convince their suicide bombers, attackers 
and shooters. This is in fact a kind of mental 
disorder. However, in Islam “self-sacrifice” is 
“haram”. 

One of the most salient aspects in terrorism 
is the extremism in various forms. 
In Pakistan, the NACTA (National Counter Ter-
rorism Authority) is contributing towards eradi-
cation and countering terrorism and extremism 
through education, awareness and by all other 
relevant means. A useful document presented 
by NACTA in [5] is about Pakistan’s narrative 
in connection with Terrorism and Extremism. 
It discusses a popular FATWA signed by 1800 
renowned muslin religious scholars of all 
sects of Islam including scholars of Al-Azhar 
University and Imam-e-Kaba. It redirects the 
salient features of Quran and Sunnah to create 
harmony between all religious sects in Islam. 
The educational institutions must be kept under 
close scrutiny to observe if they are spreading, 
endorsing militancy hatred, terrorism, violence, 
extremism must be taken to law enforcement 
agencies for legal action. There exist different 
definitions and analyses of violent extremism, 
it is a complicated issue, used in academic 
settings. In different communities, depending 
on their particular structures, it is viewed and 
tolerated in different ways. The academic 
institutions should be prohibited and forbidden 
to endorse and promote hatred for Pakistan and 
extended training for terrorism. In the presence 
of Pak Army, Air Force and Pakistan Navy, 

col), Mail, proxy and their web-servers in the 
Demilitarized Zone for security and sensitivity 
of DATA. The Demilitarized Zone makes it dif-
ficult for hackers and trackers to have access to 
the company’s important information.  It works 
with two fire walls (the hardware firewall and 
software firewall) to protect the working of 
router from hackers and trackers. Using this 
procedure, the disturbances caused by terrorists 
in communication, stealing servers, spoiling 
websites and causing financial loss can be 
avoided [8].

3.  RECOMMENDATIONS

1. The well tested, innovative, cultured and 
refined technologies must be used to 
combat and fight with terrorists. The 
system for gathering intelligence must 
be coupled with new technology to 
minimize pressures and strains. 

2. Methods for averting and triggering of 
explosives or guaranteeing their early 
detonation are part of the science and 
technology and important to fight with 
terrorism. 

3. The terrorist use cyberattacks, DDoS 
and different malware, phishing to have 
access to their targets. Therefore, 
precautionary measures must be taken. 

4. Following technologies being effective 
in the areas of combating terrorism are 
also recommended:

• Biometrices
• Data sharing 
• Drones intelligence, surveillance and 

targeting

5. The border security is required to be 
strengthened using Video surveillance of 
terrorists.

6. The majority of “Science and Technolo-
gy policies” regarding counterterrorism 
technologies are very beneficial for 
areas related to general intelligence, law 
enforcement, or public health.

7. The law enforcement agencies must be 
strengthened with adequate funding, 
most recent innovative ecologies, 
technically skilled man power for using 
the technologies concerned to counter 
terrorism. 

8. The specific countering terrorism strate-
gies must include premature blasts 
recovered from terrorists to safe guard 
the public health. 

9. In order to counter the de-radicalization, 
terrorism, violent extremism, sectarian-
ism in Islam promoted by madrassas 
must be closely observed by task force 
already exiting in Government files. The 
concerned persons promoting such 
dogmas, creeds, doctrines and beliefs 
must be arrested.

10. The Social scientists frequently use the 
Information Technology, Computer 
Software operational research and 
various statistical packages, therefore 
they examine the patterns in occurring of 

terrorist actions and carryout depth 
studies in the areas of terrorism by 
gangs, hate crime related to extremism 
and their social networks along with 
their modus operandi. 

11. The Social Scientists have to focus, 
while conducting surveys on different 
terrorist groups and their dynamics with 
respect to society and how terrorist 
groups are formed and operate; investi-
gate if these groups are instigated, 
prompted and activated for mass 
destruction using armaments by 
religious fanatics. 

12. The Social scientists must use as advo-
cated in [9], the internationally known 
and developed, during last 60 years, the 
Databases and famous open Data Sets on 
terror incidents.

13. For the sake of oversight and public 
safety, it is crucial to identify unusual 
behavior in surveillance footage. How-
ever, it is a difficult process that requires 
ongoing emphasis and “human care” for 
human-based monitoring systems. Auto-
matic detection of such situations is 
therefore very important. 

14. Several terrorists are arrested and 
produced before the court, who are 
acquitted. This amounts to injustice with 
victims of terrorists. The major reasons 
are that naïve cases are prepared against 
them; such as defective FIR against 
unknown accused persons, eye-witness-

es are not mentioned, statement under 
section 161 is defective or absent from 
the record file, material and forensic 
evidence is not properly collected from 
scene of offence, late submission of 
challan and finally poor prosecution 
destroys the case and hence the terrorists 
are set free.

15.  It is strongly recommended that all the 
defects in registration of FIR, investiga-
tion, identification parade, confessional 
statement and contradiction in medi-
co-legal report must be eradicated and 
removed. 

16. It is recommended that cell phone and 
telephone surveillance technology for 
counterterrorism purposes may be 
provided to the Counter Terrorism 
Department (CTD) Pakistan. There is an 
urgent need to adopt, develop and imple-
ment Data fusion and Data mining in the 
field of intelligence and its analysis. 
Moreover, introduction of protective 
gear, sensors for the purpose of commu-
nication is most required technology.

17. The UN Security Council and the Count-
er-Terrorism Committee Executive 
Directorate (CTED) helps nations coun-
tering Terrorist and has been providing 
consultation to Pakistan on counterter-
rorism. Pakistan may implement the 
useful suggestions.

18. While enhancing the efforts to imple-
ment Science and Technology, the 

Universities must be encouraged to take 
up research projects at MS, M.Phil and 
PhD level in the areas of counter-terror-
ism coupled with other disciplines for 
more effective use of new technologies; 
in collaboration of industry with 
academia. The Higher Education Com-
mission may play a pivotal role to award 
Research Grants. 

19. The Government may also overhaul, 
refit and update the existing Technolo-
gies to counter terrorism.

20. The key to success is to concentrate in 
the Surveillance, constant security and 
arranging technology where ever 
required to combat terrorism and to 
detect the suspicious behavior.

4.  CONCLUSION

21. This is right time to use all available 
technologies and measures to avert and 
counter terrorism and extremism in all 
forms.  We must control smuggling in 
the name of trade and infiltration of 
terrorists from Afghan borders; causing 
serious economic crises. The essential 
commodities like edible oil, wheat, rice, 
lentils, poultry products and meat along 
with several imported items from 
Pakistan are smuggled on daily bases. 
Pak Army is best in the world and all 
Pakistanis love and salute them. In 
recent acts of grave violent extremism, 
terrorism and harming national property 
and attacking the army installations, the 

entire nation is with Pak Army. Strict 
action against the terrorists and extrem-
ists as well as persons camouflaging, 
masking, obscuring, protecting and 
instigating must be taken to task and 
punished according to law regarding 
terrorism. The terrorist activities 
happened on 9th May 2023, a number of 
terrorists are alleged to be from Afghani-
stan, who accompanied Pakistanis to 
destroy Army installations and national 
assets countrywide.  

A beautiful quotation from Al-Quran: Sure 
Al-e-Imran Verse 103 is presented: 

Muslim scholars must promote this Quranic 
philosophy to counter extremism and to 
create coordination, congruence and harmony 
between various sects of Islam.
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1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 

help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].

1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 

2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 

these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 



1.  INTRODUCTION

 In recent years, as technology is 
advancing, the criminals also have access to the 
tools and technical know-how to modern tech-
nology, particularly the terrorists and gangsters 
involved in white collar crimes, bank frauds, 
robbery and having access to information to 
harm others. There are three kinds of terrorism 
namely revolutionary, sub-revolutionary and 
establishment; means formation, creation, 

launching. “Ideologically motivated terrorism” 
is frequently observed. Smart identification 
systems, cutting-edge tools for acquiring and 
analyzing intelligence and use of the Internet 
can be a consequence in terrorism; these are 
examples of how technology can be a crucial 
weapon in counter-terrorism. Individual acts 
of terrorism are occurring round the word such 
as shooting in Mosque in New Zealand and 
recently in Texas USA where, two families 
suffered heavy loss of their loved ones; the 

Police had to shoot the terrorist in Texas Mall. 
Another attack of deadly shooting occurred in 
Farmington, N.M. (Northwestern New Mexico) 
in May 2023, killing and wounding several 
innocent people by 18 years’ boy. Therefore, 
it is pertinent and important to engage the 
most recent and innovative technology for 
surveillance integrated with CCTV cameras, 
for online identification and detection of groups 
of terrorists and individuals operating in public 
places. The devices must be installed in parks, 
schools, stores and other important buildings to 
save people from trauma and anguish [1]. 

2.  PRESENTATION AND 
DISCUSSION 

Countering terrorism and extremism involves 
intelligence gathering, law enforcement, 
community engagement, de-radicalization 
programs, addressing root causes, promoting 
tolerance, and countering extremist propagan-
da. Terrorism can manifest in various forms, 
including religious, political, state-sponsored, 
and ideological terrorism, with religious terror-
ism often stemming from extremist religious 
interpretations and political terrorism aiming 
to achieve political goals through violence. 
State-sponsored terrorism and ideological 
terrorism are driven by political and ideological 
motives, with complex motivations including 
political change, fear, revenge, chaos, and 
attracting attention. Terrorist acts are motivated 
by various factors such as political change, 
fear, revenge, chaos, or attracting attention, 
often using violence strategically to advance 
their agendas [2]. 

Terrorism significantly impacts societies, 
economies, politics, and international relations, 
causing widespread fear and instability by tar-
geting civilians, infrastructure, and government 
institutions. Terrorism significantly impacts 
societies, economies, politics, and international 
relations by causing widespread fear and 
instability by targeting civilians, infrastructure, 
and government institutions. Extremism 
can cause social polarization, erode social 
cohesion, and foster tensions among different 
groups, potentially leading to hate crimes, 
discrimination, and conflicts. To combat 
terrorism, multi-faceted strategies include 
prevention through community engagement 
and education, and counterterrorism measures 
like intellect gathering, rule application, securi-
ty, and international cooperation. Programs 
aimed at de-radicalization and rehabilitation 
involve providing psychological support, 
education, and reintegration of individuals 
involved in extremist activities, addressing root 
causes. Addressing underlying grievances like 
socioeconomic disparities, political grievances, 
lack of opportunities, and discrimination can 
help reduce extremism. Reducing extremism 
can be achieved by addressing socioeconomic 
disparities, political grievances, lack of oppor-
tunities, and discrimination [1].

Some important policy features of US Depart-
ment of State are relevant regarding transpar-
ency, anti-corruption, arms control, combating 
drugs and Crime and countering the terrorism. 
Cyber issues. Programs of public diplomacy to 
educate people must be initiated to inculcate 
the importance of science and technology in 
collaboration with other nations. The Counter 

no individual, groups or provinces can declare 
Jihad. The role of implementation of Science 
and Technology is of immense importance. 
According to [1], technological solutions exist 
for almost all problems related to terrorism. 
Pakistan being the front state as one of NATO 
allies suffered heavy losses, special in terms 
human casualties about 70,000.  The terrorists 
used explosives against innocent citizens by 
means of conservative weapons. Majority of 
attacks were led by terrorists infiltrating from 
Afghanistan into Pakistan; though the borders 
are well-fenced now. 

Pakistan Army vacated about 50,000 square 
km area sideways with western border from the 
terrorists capturing their arms and ammunition. 
For this purpose, the requisite technology 
equipped with modern sensor devices using 
Artificial Intelligence algorithms is most 
suitable for observing, checking and monitoring 
suspicious people and vehicles. The technology 
industrialized Midas detection System by 
Turkey namely Bayraktar TB2, STM Kargu–2 
for integrated security solutions is useful for 
constant watching and surveillance. 

The present author of this essay had an opportu-
nity to work with highly skilled and qualified 
Chinese team of experts of Department of 
Automation, Shanghai Jiao Tong University, 
Shanghai China, having position in World QS 
Subject Ranking: 26 and Engineering & Tech-
nology World QS University Ranking: 47. The 
team developed the systems for monitoring and 
surveillance based on automatic detection and 
analysis without human intervention. The entire 
systems have been published and reported in 

[2] and [3] based on “Multi-Stream 3D latent 
feature clustering for abnormality detection in 
videos” linked with CCTV at important places. 
The second System works with “Multi-Level 
Two Stream Fusion based Spatio-temporal 
Attention Model for Violence Detection and 
Localization”. These systems may be installed 
at impotent places.  The process of abnormal 
behavior in surveillance videos and its detection 
is essential for public safety and monitoring, 
which requires constant focus. 

The other innovative technology termed as 
Geo-fencing has been very effective to detect 
criminals and terrorists as reported in [6]. It 
works in conjunction and combination with 
RFID (Radio-Frequency Identification), CRD 
(Call Record Data) along with GPS (Global 
Positioning System) and WiFi. The procedure 
is to create a computer-generated, simulated, 
cybernetic and virtual geographical boundary 
to cause and activate a marketing action to 
a mobile device (may be mobile phone), so 
that when user enters into or exits that virtual 
boundary around certain location in GPS or 
RFID is detected.

The use of innovative technology called “De-
militarized Zone” with Networks is of extreme 
impotence as strongly recommended in [7]. 
This technology provides access to the untrust-
ed gangsters who intervene into a Network and 
it delivers extra layer of security to Network 
or LAN (Local area Network). Its major goal 
is to have access to untrusted networks. The 
companies store Data from external source like, 
Voice over Internet Protocol (VoIP), (Domain 
Name System) DNS, FTP (File Transfer Proto-

Terrorism Department (CTD) in Pakistan, 
has been entrusted with very important respon-
sibilities such as crime scene investigations, 
cross-examinations, interrogations, dealing 
with intelligence and anti-terrorism programs. 
Apart from suicide bombing and shooting to 
create harassment, the terrorists also commit 
several types of frauds to grab money and fund 
raising; such as, blackmailing, bank frauds, 
fraud using phone, computer frauds, credit 
card fraud, investment schemes, currency 
schemes, forgery and insurance fraud. Most 
of these frauds are committed abusing the 
Information Technology (IT) systems and 
breaking the security barriers of infrastructure 
of I.T Networks. In order to avoid such 
incidents, the financial institutions, banks and 
other entrepreneurs must at the first instance 
install the most recent licensed software for 
their working and that for Network Security. 
Banks are advised to manage their dedicated 
Intranet and extranet and to have departmental 
communications as well as with stock holders 
and stakeholder [3]. 

Techniques for detonating explosives early or 
avoiding their triggering are part of the science 
and technology developed specifically to 
combat terrorism. The majority of S&T coun-
terterrorism technologies are very beneficial 
for general intelligence, law enforcement, or 
public health-related goals. According to [4], 
the psychological issues and factors cannot be 
ignored as they contribute towards terrorism 
in Pakistan, the terrorist attacks against the 
environment of Pakistan's history, present geo-
political environment and contemporary socie-
tal environment. The results might also serve 

as a roadmap for resolving this fundamental 
problem. In most of the religions, there exist 
provision for ritual murder, martyrdom and 
self-sacrifice, the terrorists exploit this concept 
to convince their suicide bombers, attackers 
and shooters. This is in fact a kind of mental 
disorder. However, in Islam “self-sacrifice” is 
“haram”. 

One of the most salient aspects in terrorism 
is the extremism in various forms. 
In Pakistan, the NACTA (National Counter Ter-
rorism Authority) is contributing towards eradi-
cation and countering terrorism and extremism 
through education, awareness and by all other 
relevant means. A useful document presented 
by NACTA in [5] is about Pakistan’s narrative 
in connection with Terrorism and Extremism. 
It discusses a popular FATWA signed by 1800 
renowned muslin religious scholars of all 
sects of Islam including scholars of Al-Azhar 
University and Imam-e-Kaba. It redirects the 
salient features of Quran and Sunnah to create 
harmony between all religious sects in Islam. 
The educational institutions must be kept under 
close scrutiny to observe if they are spreading, 
endorsing militancy hatred, terrorism, violence, 
extremism must be taken to law enforcement 
agencies for legal action. There exist different 
definitions and analyses of violent extremism, 
it is a complicated issue, used in academic 
settings. In different communities, depending 
on their particular structures, it is viewed and 
tolerated in different ways. The academic 
institutions should be prohibited and forbidden 
to endorse and promote hatred for Pakistan and 
extended training for terrorism. In the presence 
of Pak Army, Air Force and Pakistan Navy, 

col), Mail, proxy and their web-servers in the 
Demilitarized Zone for security and sensitivity 
of DATA. The Demilitarized Zone makes it dif-
ficult for hackers and trackers to have access to 
the company’s important information.  It works 
with two fire walls (the hardware firewall and 
software firewall) to protect the working of 
router from hackers and trackers. Using this 
procedure, the disturbances caused by terrorists 
in communication, stealing servers, spoiling 
websites and causing financial loss can be 
avoided [8].

3.  RECOMMENDATIONS

1. The well tested, innovative, cultured and 
refined technologies must be used to 
combat and fight with terrorists. The 
system for gathering intelligence must 
be coupled with new technology to 
minimize pressures and strains. 

2. Methods for averting and triggering of 
explosives or guaranteeing their early 
detonation are part of the science and 
technology and important to fight with 
terrorism. 

3. The terrorist use cyberattacks, DDoS 
and different malware, phishing to have 
access to their targets. Therefore, 
precautionary measures must be taken. 

4. Following technologies being effective 
in the areas of combating terrorism are 
also recommended:

• Biometrices
• Data sharing 
• Drones intelligence, surveillance and 

targeting

5. The border security is required to be 
strengthened using Video surveillance of 
terrorists.

6. The majority of “Science and Technolo-
gy policies” regarding counterterrorism 
technologies are very beneficial for 
areas related to general intelligence, law 
enforcement, or public health.

7. The law enforcement agencies must be 
strengthened with adequate funding, 
most recent innovative ecologies, 
technically skilled man power for using 
the technologies concerned to counter 
terrorism. 

8. The specific countering terrorism strate-
gies must include premature blasts 
recovered from terrorists to safe guard 
the public health. 

9. In order to counter the de-radicalization, 
terrorism, violent extremism, sectarian-
ism in Islam promoted by madrassas 
must be closely observed by task force 
already exiting in Government files. The 
concerned persons promoting such 
dogmas, creeds, doctrines and beliefs 
must be arrested.

10. The Social scientists frequently use the 
Information Technology, Computer 
Software operational research and 
various statistical packages, therefore 
they examine the patterns in occurring of 

terrorist actions and carryout depth 
studies in the areas of terrorism by 
gangs, hate crime related to extremism 
and their social networks along with 
their modus operandi. 

11. The Social Scientists have to focus, 
while conducting surveys on different 
terrorist groups and their dynamics with 
respect to society and how terrorist 
groups are formed and operate; investi-
gate if these groups are instigated, 
prompted and activated for mass 
destruction using armaments by 
religious fanatics. 

12. The Social scientists must use as advo-
cated in [9], the internationally known 
and developed, during last 60 years, the 
Databases and famous open Data Sets on 
terror incidents.

13. For the sake of oversight and public 
safety, it is crucial to identify unusual 
behavior in surveillance footage. How-
ever, it is a difficult process that requires 
ongoing emphasis and “human care” for 
human-based monitoring systems. Auto-
matic detection of such situations is 
therefore very important. 

14. Several terrorists are arrested and 
produced before the court, who are 
acquitted. This amounts to injustice with 
victims of terrorists. The major reasons 
are that naïve cases are prepared against 
them; such as defective FIR against 
unknown accused persons, eye-witness-

es are not mentioned, statement under 
section 161 is defective or absent from 
the record file, material and forensic 
evidence is not properly collected from 
scene of offence, late submission of 
challan and finally poor prosecution 
destroys the case and hence the terrorists 
are set free.

15.  It is strongly recommended that all the 
defects in registration of FIR, investiga-
tion, identification parade, confessional 
statement and contradiction in medi-
co-legal report must be eradicated and 
removed. 

16. It is recommended that cell phone and 
telephone surveillance technology for 
counterterrorism purposes may be 
provided to the Counter Terrorism 
Department (CTD) Pakistan. There is an 
urgent need to adopt, develop and imple-
ment Data fusion and Data mining in the 
field of intelligence and its analysis. 
Moreover, introduction of protective 
gear, sensors for the purpose of commu-
nication is most required technology.

17. The UN Security Council and the Count-
er-Terrorism Committee Executive 
Directorate (CTED) helps nations coun-
tering Terrorist and has been providing 
consultation to Pakistan on counterter-
rorism. Pakistan may implement the 
useful suggestions.

18. While enhancing the efforts to imple-
ment Science and Technology, the 

Universities must be encouraged to take 
up research projects at MS, M.Phil and 
PhD level in the areas of counter-terror-
ism coupled with other disciplines for 
more effective use of new technologies; 
in collaboration of industry with 
academia. The Higher Education Com-
mission may play a pivotal role to award 
Research Grants. 

19. The Government may also overhaul, 
refit and update the existing Technolo-
gies to counter terrorism.

20. The key to success is to concentrate in 
the Surveillance, constant security and 
arranging technology where ever 
required to combat terrorism and to 
detect the suspicious behavior.

4.  CONCLUSION

21. This is right time to use all available 
technologies and measures to avert and 
counter terrorism and extremism in all 
forms.  We must control smuggling in 
the name of trade and infiltration of 
terrorists from Afghan borders; causing 
serious economic crises. The essential 
commodities like edible oil, wheat, rice, 
lentils, poultry products and meat along 
with several imported items from 
Pakistan are smuggled on daily bases. 
Pak Army is best in the world and all 
Pakistanis love and salute them. In 
recent acts of grave violent extremism, 
terrorism and harming national property 
and attacking the army installations, the 

entire nation is with Pak Army. Strict 
action against the terrorists and extrem-
ists as well as persons camouflaging, 
masking, obscuring, protecting and 
instigating must be taken to task and 
punished according to law regarding 
terrorism. The terrorist activities 
happened on 9th May 2023, a number of 
terrorists are alleged to be from Afghani-
stan, who accompanied Pakistanis to 
destroy Army installations and national 
assets countrywide.  

A beautiful quotation from Al-Quran: Sure 
Al-e-Imran Verse 103 is presented: 

Muslim scholars must promote this Quranic 
philosophy to counter extremism and to 
create coordination, congruence and harmony 
between various sects of Islam.
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1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 

help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].

1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 

2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 
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these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 



1.  INTRODUCTION

 In recent years, as technology is 
advancing, the criminals also have access to the 
tools and technical know-how to modern tech-
nology, particularly the terrorists and gangsters 
involved in white collar crimes, bank frauds, 
robbery and having access to information to 
harm others. There are three kinds of terrorism 
namely revolutionary, sub-revolutionary and 
establishment; means formation, creation, 

launching. “Ideologically motivated terrorism” 
is frequently observed. Smart identification 
systems, cutting-edge tools for acquiring and 
analyzing intelligence and use of the Internet 
can be a consequence in terrorism; these are 
examples of how technology can be a crucial 
weapon in counter-terrorism. Individual acts 
of terrorism are occurring round the word such 
as shooting in Mosque in New Zealand and 
recently in Texas USA where, two families 
suffered heavy loss of their loved ones; the 

Police had to shoot the terrorist in Texas Mall. 
Another attack of deadly shooting occurred in 
Farmington, N.M. (Northwestern New Mexico) 
in May 2023, killing and wounding several 
innocent people by 18 years’ boy. Therefore, 
it is pertinent and important to engage the 
most recent and innovative technology for 
surveillance integrated with CCTV cameras, 
for online identification and detection of groups 
of terrorists and individuals operating in public 
places. The devices must be installed in parks, 
schools, stores and other important buildings to 
save people from trauma and anguish [1]. 

2.  PRESENTATION AND 
DISCUSSION 

Countering terrorism and extremism involves 
intelligence gathering, law enforcement, 
community engagement, de-radicalization 
programs, addressing root causes, promoting 
tolerance, and countering extremist propagan-
da. Terrorism can manifest in various forms, 
including religious, political, state-sponsored, 
and ideological terrorism, with religious terror-
ism often stemming from extremist religious 
interpretations and political terrorism aiming 
to achieve political goals through violence. 
State-sponsored terrorism and ideological 
terrorism are driven by political and ideological 
motives, with complex motivations including 
political change, fear, revenge, chaos, and 
attracting attention. Terrorist acts are motivated 
by various factors such as political change, 
fear, revenge, chaos, or attracting attention, 
often using violence strategically to advance 
their agendas [2]. 

Terrorism significantly impacts societies, 
economies, politics, and international relations, 
causing widespread fear and instability by tar-
geting civilians, infrastructure, and government 
institutions. Terrorism significantly impacts 
societies, economies, politics, and international 
relations by causing widespread fear and 
instability by targeting civilians, infrastructure, 
and government institutions. Extremism 
can cause social polarization, erode social 
cohesion, and foster tensions among different 
groups, potentially leading to hate crimes, 
discrimination, and conflicts. To combat 
terrorism, multi-faceted strategies include 
prevention through community engagement 
and education, and counterterrorism measures 
like intellect gathering, rule application, securi-
ty, and international cooperation. Programs 
aimed at de-radicalization and rehabilitation 
involve providing psychological support, 
education, and reintegration of individuals 
involved in extremist activities, addressing root 
causes. Addressing underlying grievances like 
socioeconomic disparities, political grievances, 
lack of opportunities, and discrimination can 
help reduce extremism. Reducing extremism 
can be achieved by addressing socioeconomic 
disparities, political grievances, lack of oppor-
tunities, and discrimination [1].

Some important policy features of US Depart-
ment of State are relevant regarding transpar-
ency, anti-corruption, arms control, combating 
drugs and Crime and countering the terrorism. 
Cyber issues. Programs of public diplomacy to 
educate people must be initiated to inculcate 
the importance of science and technology in 
collaboration with other nations. The Counter 

no individual, groups or provinces can declare 
Jihad. The role of implementation of Science 
and Technology is of immense importance. 
According to [1], technological solutions exist 
for almost all problems related to terrorism. 
Pakistan being the front state as one of NATO 
allies suffered heavy losses, special in terms 
human casualties about 70,000.  The terrorists 
used explosives against innocent citizens by 
means of conservative weapons. Majority of 
attacks were led by terrorists infiltrating from 
Afghanistan into Pakistan; though the borders 
are well-fenced now. 

Pakistan Army vacated about 50,000 square 
km area sideways with western border from the 
terrorists capturing their arms and ammunition. 
For this purpose, the requisite technology 
equipped with modern sensor devices using 
Artificial Intelligence algorithms is most 
suitable for observing, checking and monitoring 
suspicious people and vehicles. The technology 
industrialized Midas detection System by 
Turkey namely Bayraktar TB2, STM Kargu–2 
for integrated security solutions is useful for 
constant watching and surveillance. 

The present author of this essay had an opportu-
nity to work with highly skilled and qualified 
Chinese team of experts of Department of 
Automation, Shanghai Jiao Tong University, 
Shanghai China, having position in World QS 
Subject Ranking: 26 and Engineering & Tech-
nology World QS University Ranking: 47. The 
team developed the systems for monitoring and 
surveillance based on automatic detection and 
analysis without human intervention. The entire 
systems have been published and reported in 

[2] and [3] based on “Multi-Stream 3D latent 
feature clustering for abnormality detection in 
videos” linked with CCTV at important places. 
The second System works with “Multi-Level 
Two Stream Fusion based Spatio-temporal 
Attention Model for Violence Detection and 
Localization”. These systems may be installed 
at impotent places.  The process of abnormal 
behavior in surveillance videos and its detection 
is essential for public safety and monitoring, 
which requires constant focus. 

The other innovative technology termed as 
Geo-fencing has been very effective to detect 
criminals and terrorists as reported in [6]. It 
works in conjunction and combination with 
RFID (Radio-Frequency Identification), CRD 
(Call Record Data) along with GPS (Global 
Positioning System) and WiFi. The procedure 
is to create a computer-generated, simulated, 
cybernetic and virtual geographical boundary 
to cause and activate a marketing action to 
a mobile device (may be mobile phone), so 
that when user enters into or exits that virtual 
boundary around certain location in GPS or 
RFID is detected.

The use of innovative technology called “De-
militarized Zone” with Networks is of extreme 
impotence as strongly recommended in [7]. 
This technology provides access to the untrust-
ed gangsters who intervene into a Network and 
it delivers extra layer of security to Network 
or LAN (Local area Network). Its major goal 
is to have access to untrusted networks. The 
companies store Data from external source like, 
Voice over Internet Protocol (VoIP), (Domain 
Name System) DNS, FTP (File Transfer Proto-

Terrorism Department (CTD) in Pakistan, 
has been entrusted with very important respon-
sibilities such as crime scene investigations, 
cross-examinations, interrogations, dealing 
with intelligence and anti-terrorism programs. 
Apart from suicide bombing and shooting to 
create harassment, the terrorists also commit 
several types of frauds to grab money and fund 
raising; such as, blackmailing, bank frauds, 
fraud using phone, computer frauds, credit 
card fraud, investment schemes, currency 
schemes, forgery and insurance fraud. Most 
of these frauds are committed abusing the 
Information Technology (IT) systems and 
breaking the security barriers of infrastructure 
of I.T Networks. In order to avoid such 
incidents, the financial institutions, banks and 
other entrepreneurs must at the first instance 
install the most recent licensed software for 
their working and that for Network Security. 
Banks are advised to manage their dedicated 
Intranet and extranet and to have departmental 
communications as well as with stock holders 
and stakeholder [3]. 

Techniques for detonating explosives early or 
avoiding their triggering are part of the science 
and technology developed specifically to 
combat terrorism. The majority of S&T coun-
terterrorism technologies are very beneficial 
for general intelligence, law enforcement, or 
public health-related goals. According to [4], 
the psychological issues and factors cannot be 
ignored as they contribute towards terrorism 
in Pakistan, the terrorist attacks against the 
environment of Pakistan's history, present geo-
political environment and contemporary socie-
tal environment. The results might also serve 

as a roadmap for resolving this fundamental 
problem. In most of the religions, there exist 
provision for ritual murder, martyrdom and 
self-sacrifice, the terrorists exploit this concept 
to convince their suicide bombers, attackers 
and shooters. This is in fact a kind of mental 
disorder. However, in Islam “self-sacrifice” is 
“haram”. 

One of the most salient aspects in terrorism 
is the extremism in various forms. 
In Pakistan, the NACTA (National Counter Ter-
rorism Authority) is contributing towards eradi-
cation and countering terrorism and extremism 
through education, awareness and by all other 
relevant means. A useful document presented 
by NACTA in [5] is about Pakistan’s narrative 
in connection with Terrorism and Extremism. 
It discusses a popular FATWA signed by 1800 
renowned muslin religious scholars of all 
sects of Islam including scholars of Al-Azhar 
University and Imam-e-Kaba. It redirects the 
salient features of Quran and Sunnah to create 
harmony between all religious sects in Islam. 
The educational institutions must be kept under 
close scrutiny to observe if they are spreading, 
endorsing militancy hatred, terrorism, violence, 
extremism must be taken to law enforcement 
agencies for legal action. There exist different 
definitions and analyses of violent extremism, 
it is a complicated issue, used in academic 
settings. In different communities, depending 
on their particular structures, it is viewed and 
tolerated in different ways. The academic 
institutions should be prohibited and forbidden 
to endorse and promote hatred for Pakistan and 
extended training for terrorism. In the presence 
of Pak Army, Air Force and Pakistan Navy, 

col), Mail, proxy and their web-servers in the 
Demilitarized Zone for security and sensitivity 
of DATA. The Demilitarized Zone makes it dif-
ficult for hackers and trackers to have access to 
the company’s important information.  It works 
with two fire walls (the hardware firewall and 
software firewall) to protect the working of 
router from hackers and trackers. Using this 
procedure, the disturbances caused by terrorists 
in communication, stealing servers, spoiling 
websites and causing financial loss can be 
avoided [8].

3.  RECOMMENDATIONS

1. The well tested, innovative, cultured and 
refined technologies must be used to 
combat and fight with terrorists. The 
system for gathering intelligence must 
be coupled with new technology to 
minimize pressures and strains. 

2. Methods for averting and triggering of 
explosives or guaranteeing their early 
detonation are part of the science and 
technology and important to fight with 
terrorism. 

3. The terrorist use cyberattacks, DDoS 
and different malware, phishing to have 
access to their targets. Therefore, 
precautionary measures must be taken. 

4. Following technologies being effective 
in the areas of combating terrorism are 
also recommended:

• Biometrices
• Data sharing 
• Drones intelligence, surveillance and 

targeting

5. The border security is required to be 
strengthened using Video surveillance of 
terrorists.

6. The majority of “Science and Technolo-
gy policies” regarding counterterrorism 
technologies are very beneficial for 
areas related to general intelligence, law 
enforcement, or public health.

7. The law enforcement agencies must be 
strengthened with adequate funding, 
most recent innovative ecologies, 
technically skilled man power for using 
the technologies concerned to counter 
terrorism. 

8. The specific countering terrorism strate-
gies must include premature blasts 
recovered from terrorists to safe guard 
the public health. 

9. In order to counter the de-radicalization, 
terrorism, violent extremism, sectarian-
ism in Islam promoted by madrassas 
must be closely observed by task force 
already exiting in Government files. The 
concerned persons promoting such 
dogmas, creeds, doctrines and beliefs 
must be arrested.

10. The Social scientists frequently use the 
Information Technology, Computer 
Software operational research and 
various statistical packages, therefore 
they examine the patterns in occurring of 

terrorist actions and carryout depth 
studies in the areas of terrorism by 
gangs, hate crime related to extremism 
and their social networks along with 
their modus operandi. 

11. The Social Scientists have to focus, 
while conducting surveys on different 
terrorist groups and their dynamics with 
respect to society and how terrorist 
groups are formed and operate; investi-
gate if these groups are instigated, 
prompted and activated for mass 
destruction using armaments by 
religious fanatics. 

12. The Social scientists must use as advo-
cated in [9], the internationally known 
and developed, during last 60 years, the 
Databases and famous open Data Sets on 
terror incidents.

13. For the sake of oversight and public 
safety, it is crucial to identify unusual 
behavior in surveillance footage. How-
ever, it is a difficult process that requires 
ongoing emphasis and “human care” for 
human-based monitoring systems. Auto-
matic detection of such situations is 
therefore very important. 

14. Several terrorists are arrested and 
produced before the court, who are 
acquitted. This amounts to injustice with 
victims of terrorists. The major reasons 
are that naïve cases are prepared against 
them; such as defective FIR against 
unknown accused persons, eye-witness-

es are not mentioned, statement under 
section 161 is defective or absent from 
the record file, material and forensic 
evidence is not properly collected from 
scene of offence, late submission of 
challan and finally poor prosecution 
destroys the case and hence the terrorists 
are set free.

15.  It is strongly recommended that all the 
defects in registration of FIR, investiga-
tion, identification parade, confessional 
statement and contradiction in medi-
co-legal report must be eradicated and 
removed. 

16. It is recommended that cell phone and 
telephone surveillance technology for 
counterterrorism purposes may be 
provided to the Counter Terrorism 
Department (CTD) Pakistan. There is an 
urgent need to adopt, develop and imple-
ment Data fusion and Data mining in the 
field of intelligence and its analysis. 
Moreover, introduction of protective 
gear, sensors for the purpose of commu-
nication is most required technology.

17. The UN Security Council and the Count-
er-Terrorism Committee Executive 
Directorate (CTED) helps nations coun-
tering Terrorist and has been providing 
consultation to Pakistan on counterter-
rorism. Pakistan may implement the 
useful suggestions.

18. While enhancing the efforts to imple-
ment Science and Technology, the 

Universities must be encouraged to take 
up research projects at MS, M.Phil and 
PhD level in the areas of counter-terror-
ism coupled with other disciplines for 
more effective use of new technologies; 
in collaboration of industry with 
academia. The Higher Education Com-
mission may play a pivotal role to award 
Research Grants. 

19. The Government may also overhaul, 
refit and update the existing Technolo-
gies to counter terrorism.

20. The key to success is to concentrate in 
the Surveillance, constant security and 
arranging technology where ever 
required to combat terrorism and to 
detect the suspicious behavior.

4.  CONCLUSION

21. This is right time to use all available 
technologies and measures to avert and 
counter terrorism and extremism in all 
forms.  We must control smuggling in 
the name of trade and infiltration of 
terrorists from Afghan borders; causing 
serious economic crises. The essential 
commodities like edible oil, wheat, rice, 
lentils, poultry products and meat along 
with several imported items from 
Pakistan are smuggled on daily bases. 
Pak Army is best in the world and all 
Pakistanis love and salute them. In 
recent acts of grave violent extremism, 
terrorism and harming national property 
and attacking the army installations, the 

entire nation is with Pak Army. Strict 
action against the terrorists and extrem-
ists as well as persons camouflaging, 
masking, obscuring, protecting and 
instigating must be taken to task and 
punished according to law regarding 
terrorism. The terrorist activities 
happened on 9th May 2023, a number of 
terrorists are alleged to be from Afghani-
stan, who accompanied Pakistanis to 
destroy Army installations and national 
assets countrywide.  

A beautiful quotation from Al-Quran: Sure 
Al-e-Imran Verse 103 is presented: 

Muslim scholars must promote this Quranic 
philosophy to counter extremism and to 
create coordination, congruence and harmony 
between various sects of Islam.
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1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 

help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].

1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 

2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 

these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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5.  CONCLUSION 

Cookies allow customers to save the schedule 
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Table 5: Browser and their Connect over HTTP 

Browser  Connect over HTTP  

Desktop    

Chrome (v.45)  Correct  

Firefox (v.41)  Correct  

Safari (v.8.0)  Correct  

Internet Explorer (v.11)  Correct  

Opera (v.32)  Correct  

Mobile    

Safari (IOS 9)  Correct  

Chrome (v.46, Android 5.1.1)  Incorrect (conditionally)  
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 



1.  INTRODUCTION

 In recent years, as technology is 
advancing, the criminals also have access to the 
tools and technical know-how to modern tech-
nology, particularly the terrorists and gangsters 
involved in white collar crimes, bank frauds, 
robbery and having access to information to 
harm others. There are three kinds of terrorism 
namely revolutionary, sub-revolutionary and 
establishment; means formation, creation, 

launching. “Ideologically motivated terrorism” 
is frequently observed. Smart identification 
systems, cutting-edge tools for acquiring and 
analyzing intelligence and use of the Internet 
can be a consequence in terrorism; these are 
examples of how technology can be a crucial 
weapon in counter-terrorism. Individual acts 
of terrorism are occurring round the word such 
as shooting in Mosque in New Zealand and 
recently in Texas USA where, two families 
suffered heavy loss of their loved ones; the 

Police had to shoot the terrorist in Texas Mall. 
Another attack of deadly shooting occurred in 
Farmington, N.M. (Northwestern New Mexico) 
in May 2023, killing and wounding several 
innocent people by 18 years’ boy. Therefore, 
it is pertinent and important to engage the 
most recent and innovative technology for 
surveillance integrated with CCTV cameras, 
for online identification and detection of groups 
of terrorists and individuals operating in public 
places. The devices must be installed in parks, 
schools, stores and other important buildings to 
save people from trauma and anguish [1]. 

2.  PRESENTATION AND 
DISCUSSION 

Countering terrorism and extremism involves 
intelligence gathering, law enforcement, 
community engagement, de-radicalization 
programs, addressing root causes, promoting 
tolerance, and countering extremist propagan-
da. Terrorism can manifest in various forms, 
including religious, political, state-sponsored, 
and ideological terrorism, with religious terror-
ism often stemming from extremist religious 
interpretations and political terrorism aiming 
to achieve political goals through violence. 
State-sponsored terrorism and ideological 
terrorism are driven by political and ideological 
motives, with complex motivations including 
political change, fear, revenge, chaos, and 
attracting attention. Terrorist acts are motivated 
by various factors such as political change, 
fear, revenge, chaos, or attracting attention, 
often using violence strategically to advance 
their agendas [2]. 

Terrorism significantly impacts societies, 
economies, politics, and international relations, 
causing widespread fear and instability by tar-
geting civilians, infrastructure, and government 
institutions. Terrorism significantly impacts 
societies, economies, politics, and international 
relations by causing widespread fear and 
instability by targeting civilians, infrastructure, 
and government institutions. Extremism 
can cause social polarization, erode social 
cohesion, and foster tensions among different 
groups, potentially leading to hate crimes, 
discrimination, and conflicts. To combat 
terrorism, multi-faceted strategies include 
prevention through community engagement 
and education, and counterterrorism measures 
like intellect gathering, rule application, securi-
ty, and international cooperation. Programs 
aimed at de-radicalization and rehabilitation 
involve providing psychological support, 
education, and reintegration of individuals 
involved in extremist activities, addressing root 
causes. Addressing underlying grievances like 
socioeconomic disparities, political grievances, 
lack of opportunities, and discrimination can 
help reduce extremism. Reducing extremism 
can be achieved by addressing socioeconomic 
disparities, political grievances, lack of oppor-
tunities, and discrimination [1].

Some important policy features of US Depart-
ment of State are relevant regarding transpar-
ency, anti-corruption, arms control, combating 
drugs and Crime and countering the terrorism. 
Cyber issues. Programs of public diplomacy to 
educate people must be initiated to inculcate 
the importance of science and technology in 
collaboration with other nations. The Counter 

no individual, groups or provinces can declare 
Jihad. The role of implementation of Science 
and Technology is of immense importance. 
According to [1], technological solutions exist 
for almost all problems related to terrorism. 
Pakistan being the front state as one of NATO 
allies suffered heavy losses, special in terms 
human casualties about 70,000.  The terrorists 
used explosives against innocent citizens by 
means of conservative weapons. Majority of 
attacks were led by terrorists infiltrating from 
Afghanistan into Pakistan; though the borders 
are well-fenced now. 

Pakistan Army vacated about 50,000 square 
km area sideways with western border from the 
terrorists capturing their arms and ammunition. 
For this purpose, the requisite technology 
equipped with modern sensor devices using 
Artificial Intelligence algorithms is most 
suitable for observing, checking and monitoring 
suspicious people and vehicles. The technology 
industrialized Midas detection System by 
Turkey namely Bayraktar TB2, STM Kargu–2 
for integrated security solutions is useful for 
constant watching and surveillance. 

The present author of this essay had an opportu-
nity to work with highly skilled and qualified 
Chinese team of experts of Department of 
Automation, Shanghai Jiao Tong University, 
Shanghai China, having position in World QS 
Subject Ranking: 26 and Engineering & Tech-
nology World QS University Ranking: 47. The 
team developed the systems for monitoring and 
surveillance based on automatic detection and 
analysis without human intervention. The entire 
systems have been published and reported in 

[2] and [3] based on “Multi-Stream 3D latent 
feature clustering for abnormality detection in 
videos” linked with CCTV at important places. 
The second System works with “Multi-Level 
Two Stream Fusion based Spatio-temporal 
Attention Model for Violence Detection and 
Localization”. These systems may be installed 
at impotent places.  The process of abnormal 
behavior in surveillance videos and its detection 
is essential for public safety and monitoring, 
which requires constant focus. 

The other innovative technology termed as 
Geo-fencing has been very effective to detect 
criminals and terrorists as reported in [6]. It 
works in conjunction and combination with 
RFID (Radio-Frequency Identification), CRD 
(Call Record Data) along with GPS (Global 
Positioning System) and WiFi. The procedure 
is to create a computer-generated, simulated, 
cybernetic and virtual geographical boundary 
to cause and activate a marketing action to 
a mobile device (may be mobile phone), so 
that when user enters into or exits that virtual 
boundary around certain location in GPS or 
RFID is detected.

The use of innovative technology called “De-
militarized Zone” with Networks is of extreme 
impotence as strongly recommended in [7]. 
This technology provides access to the untrust-
ed gangsters who intervene into a Network and 
it delivers extra layer of security to Network 
or LAN (Local area Network). Its major goal 
is to have access to untrusted networks. The 
companies store Data from external source like, 
Voice over Internet Protocol (VoIP), (Domain 
Name System) DNS, FTP (File Transfer Proto-

Terrorism Department (CTD) in Pakistan, 
has been entrusted with very important respon-
sibilities such as crime scene investigations, 
cross-examinations, interrogations, dealing 
with intelligence and anti-terrorism programs. 
Apart from suicide bombing and shooting to 
create harassment, the terrorists also commit 
several types of frauds to grab money and fund 
raising; such as, blackmailing, bank frauds, 
fraud using phone, computer frauds, credit 
card fraud, investment schemes, currency 
schemes, forgery and insurance fraud. Most 
of these frauds are committed abusing the 
Information Technology (IT) systems and 
breaking the security barriers of infrastructure 
of I.T Networks. In order to avoid such 
incidents, the financial institutions, banks and 
other entrepreneurs must at the first instance 
install the most recent licensed software for 
their working and that for Network Security. 
Banks are advised to manage their dedicated 
Intranet and extranet and to have departmental 
communications as well as with stock holders 
and stakeholder [3]. 

Techniques for detonating explosives early or 
avoiding their triggering are part of the science 
and technology developed specifically to 
combat terrorism. The majority of S&T coun-
terterrorism technologies are very beneficial 
for general intelligence, law enforcement, or 
public health-related goals. According to [4], 
the psychological issues and factors cannot be 
ignored as they contribute towards terrorism 
in Pakistan, the terrorist attacks against the 
environment of Pakistan's history, present geo-
political environment and contemporary socie-
tal environment. The results might also serve 

as a roadmap for resolving this fundamental 
problem. In most of the religions, there exist 
provision for ritual murder, martyrdom and 
self-sacrifice, the terrorists exploit this concept 
to convince their suicide bombers, attackers 
and shooters. This is in fact a kind of mental 
disorder. However, in Islam “self-sacrifice” is 
“haram”. 

One of the most salient aspects in terrorism 
is the extremism in various forms. 
In Pakistan, the NACTA (National Counter Ter-
rorism Authority) is contributing towards eradi-
cation and countering terrorism and extremism 
through education, awareness and by all other 
relevant means. A useful document presented 
by NACTA in [5] is about Pakistan’s narrative 
in connection with Terrorism and Extremism. 
It discusses a popular FATWA signed by 1800 
renowned muslin religious scholars of all 
sects of Islam including scholars of Al-Azhar 
University and Imam-e-Kaba. It redirects the 
salient features of Quran and Sunnah to create 
harmony between all religious sects in Islam. 
The educational institutions must be kept under 
close scrutiny to observe if they are spreading, 
endorsing militancy hatred, terrorism, violence, 
extremism must be taken to law enforcement 
agencies for legal action. There exist different 
definitions and analyses of violent extremism, 
it is a complicated issue, used in academic 
settings. In different communities, depending 
on their particular structures, it is viewed and 
tolerated in different ways. The academic 
institutions should be prohibited and forbidden 
to endorse and promote hatred for Pakistan and 
extended training for terrorism. In the presence 
of Pak Army, Air Force and Pakistan Navy, 

col), Mail, proxy and their web-servers in the 
Demilitarized Zone for security and sensitivity 
of DATA. The Demilitarized Zone makes it dif-
ficult for hackers and trackers to have access to 
the company’s important information.  It works 
with two fire walls (the hardware firewall and 
software firewall) to protect the working of 
router from hackers and trackers. Using this 
procedure, the disturbances caused by terrorists 
in communication, stealing servers, spoiling 
websites and causing financial loss can be 
avoided [8].

3.  RECOMMENDATIONS

1. The well tested, innovative, cultured and 
refined technologies must be used to 
combat and fight with terrorists. The 
system for gathering intelligence must 
be coupled with new technology to 
minimize pressures and strains. 

2. Methods for averting and triggering of 
explosives or guaranteeing their early 
detonation are part of the science and 
technology and important to fight with 
terrorism. 

3. The terrorist use cyberattacks, DDoS 
and different malware, phishing to have 
access to their targets. Therefore, 
precautionary measures must be taken. 

4. Following technologies being effective 
in the areas of combating terrorism are 
also recommended:

• Biometrices
• Data sharing 
• Drones intelligence, surveillance and 

targeting

5. The border security is required to be 
strengthened using Video surveillance of 
terrorists.

6. The majority of “Science and Technolo-
gy policies” regarding counterterrorism 
technologies are very beneficial for 
areas related to general intelligence, law 
enforcement, or public health.

7. The law enforcement agencies must be 
strengthened with adequate funding, 
most recent innovative ecologies, 
technically skilled man power for using 
the technologies concerned to counter 
terrorism. 

8. The specific countering terrorism strate-
gies must include premature blasts 
recovered from terrorists to safe guard 
the public health. 

9. In order to counter the de-radicalization, 
terrorism, violent extremism, sectarian-
ism in Islam promoted by madrassas 
must be closely observed by task force 
already exiting in Government files. The 
concerned persons promoting such 
dogmas, creeds, doctrines and beliefs 
must be arrested.

10. The Social scientists frequently use the 
Information Technology, Computer 
Software operational research and 
various statistical packages, therefore 
they examine the patterns in occurring of 

terrorist actions and carryout depth 
studies in the areas of terrorism by 
gangs, hate crime related to extremism 
and their social networks along with 
their modus operandi. 

11. The Social Scientists have to focus, 
while conducting surveys on different 
terrorist groups and their dynamics with 
respect to society and how terrorist 
groups are formed and operate; investi-
gate if these groups are instigated, 
prompted and activated for mass 
destruction using armaments by 
religious fanatics. 

12. The Social scientists must use as advo-
cated in [9], the internationally known 
and developed, during last 60 years, the 
Databases and famous open Data Sets on 
terror incidents.

13. For the sake of oversight and public 
safety, it is crucial to identify unusual 
behavior in surveillance footage. How-
ever, it is a difficult process that requires 
ongoing emphasis and “human care” for 
human-based monitoring systems. Auto-
matic detection of such situations is 
therefore very important. 

14. Several terrorists are arrested and 
produced before the court, who are 
acquitted. This amounts to injustice with 
victims of terrorists. The major reasons 
are that naïve cases are prepared against 
them; such as defective FIR against 
unknown accused persons, eye-witness-

es are not mentioned, statement under 
section 161 is defective or absent from 
the record file, material and forensic 
evidence is not properly collected from 
scene of offence, late submission of 
challan and finally poor prosecution 
destroys the case and hence the terrorists 
are set free.

15.  It is strongly recommended that all the 
defects in registration of FIR, investiga-
tion, identification parade, confessional 
statement and contradiction in medi-
co-legal report must be eradicated and 
removed. 

16. It is recommended that cell phone and 
telephone surveillance technology for 
counterterrorism purposes may be 
provided to the Counter Terrorism 
Department (CTD) Pakistan. There is an 
urgent need to adopt, develop and imple-
ment Data fusion and Data mining in the 
field of intelligence and its analysis. 
Moreover, introduction of protective 
gear, sensors for the purpose of commu-
nication is most required technology.

17. The UN Security Council and the Count-
er-Terrorism Committee Executive 
Directorate (CTED) helps nations coun-
tering Terrorist and has been providing 
consultation to Pakistan on counterter-
rorism. Pakistan may implement the 
useful suggestions.

18. While enhancing the efforts to imple-
ment Science and Technology, the 

Universities must be encouraged to take 
up research projects at MS, M.Phil and 
PhD level in the areas of counter-terror-
ism coupled with other disciplines for 
more effective use of new technologies; 
in collaboration of industry with 
academia. The Higher Education Com-
mission may play a pivotal role to award 
Research Grants. 

19. The Government may also overhaul, 
refit and update the existing Technolo-
gies to counter terrorism.

20. The key to success is to concentrate in 
the Surveillance, constant security and 
arranging technology where ever 
required to combat terrorism and to 
detect the suspicious behavior.

4.  CONCLUSION

21. This is right time to use all available 
technologies and measures to avert and 
counter terrorism and extremism in all 
forms.  We must control smuggling in 
the name of trade and infiltration of 
terrorists from Afghan borders; causing 
serious economic crises. The essential 
commodities like edible oil, wheat, rice, 
lentils, poultry products and meat along 
with several imported items from 
Pakistan are smuggled on daily bases. 
Pak Army is best in the world and all 
Pakistanis love and salute them. In 
recent acts of grave violent extremism, 
terrorism and harming national property 
and attacking the army installations, the 

entire nation is with Pak Army. Strict 
action against the terrorists and extrem-
ists as well as persons camouflaging, 
masking, obscuring, protecting and 
instigating must be taken to task and 
punished according to law regarding 
terrorism. The terrorist activities 
happened on 9th May 2023, a number of 
terrorists are alleged to be from Afghani-
stan, who accompanied Pakistanis to 
destroy Army installations and national 
assets countrywide.  

A beautiful quotation from Al-Quran: Sure 
Al-e-Imran Verse 103 is presented: 

Muslim scholars must promote this Quranic 
philosophy to counter extremism and to 
create coordination, congruence and harmony 
between various sects of Islam.
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1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 

help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].

1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 

2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 

these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 



1.  INTRODUCTION

 In recent years, as technology is 
advancing, the criminals also have access to the 
tools and technical know-how to modern tech-
nology, particularly the terrorists and gangsters 
involved in white collar crimes, bank frauds, 
robbery and having access to information to 
harm others. There are three kinds of terrorism 
namely revolutionary, sub-revolutionary and 
establishment; means formation, creation, 

launching. “Ideologically motivated terrorism” 
is frequently observed. Smart identification 
systems, cutting-edge tools for acquiring and 
analyzing intelligence and use of the Internet 
can be a consequence in terrorism; these are 
examples of how technology can be a crucial 
weapon in counter-terrorism. Individual acts 
of terrorism are occurring round the word such 
as shooting in Mosque in New Zealand and 
recently in Texas USA where, two families 
suffered heavy loss of their loved ones; the 

Police had to shoot the terrorist in Texas Mall. 
Another attack of deadly shooting occurred in 
Farmington, N.M. (Northwestern New Mexico) 
in May 2023, killing and wounding several 
innocent people by 18 years’ boy. Therefore, 
it is pertinent and important to engage the 
most recent and innovative technology for 
surveillance integrated with CCTV cameras, 
for online identification and detection of groups 
of terrorists and individuals operating in public 
places. The devices must be installed in parks, 
schools, stores and other important buildings to 
save people from trauma and anguish [1]. 

2.  PRESENTATION AND 
DISCUSSION 

Countering terrorism and extremism involves 
intelligence gathering, law enforcement, 
community engagement, de-radicalization 
programs, addressing root causes, promoting 
tolerance, and countering extremist propagan-
da. Terrorism can manifest in various forms, 
including religious, political, state-sponsored, 
and ideological terrorism, with religious terror-
ism often stemming from extremist religious 
interpretations and political terrorism aiming 
to achieve political goals through violence. 
State-sponsored terrorism and ideological 
terrorism are driven by political and ideological 
motives, with complex motivations including 
political change, fear, revenge, chaos, and 
attracting attention. Terrorist acts are motivated 
by various factors such as political change, 
fear, revenge, chaos, or attracting attention, 
often using violence strategically to advance 
their agendas [2]. 

Terrorism significantly impacts societies, 
economies, politics, and international relations, 
causing widespread fear and instability by tar-
geting civilians, infrastructure, and government 
institutions. Terrorism significantly impacts 
societies, economies, politics, and international 
relations by causing widespread fear and 
instability by targeting civilians, infrastructure, 
and government institutions. Extremism 
can cause social polarization, erode social 
cohesion, and foster tensions among different 
groups, potentially leading to hate crimes, 
discrimination, and conflicts. To combat 
terrorism, multi-faceted strategies include 
prevention through community engagement 
and education, and counterterrorism measures 
like intellect gathering, rule application, securi-
ty, and international cooperation. Programs 
aimed at de-radicalization and rehabilitation 
involve providing psychological support, 
education, and reintegration of individuals 
involved in extremist activities, addressing root 
causes. Addressing underlying grievances like 
socioeconomic disparities, political grievances, 
lack of opportunities, and discrimination can 
help reduce extremism. Reducing extremism 
can be achieved by addressing socioeconomic 
disparities, political grievances, lack of oppor-
tunities, and discrimination [1].

Some important policy features of US Depart-
ment of State are relevant regarding transpar-
ency, anti-corruption, arms control, combating 
drugs and Crime and countering the terrorism. 
Cyber issues. Programs of public diplomacy to 
educate people must be initiated to inculcate 
the importance of science and technology in 
collaboration with other nations. The Counter 

no individual, groups or provinces can declare 
Jihad. The role of implementation of Science 
and Technology is of immense importance. 
According to [1], technological solutions exist 
for almost all problems related to terrorism. 
Pakistan being the front state as one of NATO 
allies suffered heavy losses, special in terms 
human casualties about 70,000.  The terrorists 
used explosives against innocent citizens by 
means of conservative weapons. Majority of 
attacks were led by terrorists infiltrating from 
Afghanistan into Pakistan; though the borders 
are well-fenced now. 

Pakistan Army vacated about 50,000 square 
km area sideways with western border from the 
terrorists capturing their arms and ammunition. 
For this purpose, the requisite technology 
equipped with modern sensor devices using 
Artificial Intelligence algorithms is most 
suitable for observing, checking and monitoring 
suspicious people and vehicles. The technology 
industrialized Midas detection System by 
Turkey namely Bayraktar TB2, STM Kargu–2 
for integrated security solutions is useful for 
constant watching and surveillance. 

The present author of this essay had an opportu-
nity to work with highly skilled and qualified 
Chinese team of experts of Department of 
Automation, Shanghai Jiao Tong University, 
Shanghai China, having position in World QS 
Subject Ranking: 26 and Engineering & Tech-
nology World QS University Ranking: 47. The 
team developed the systems for monitoring and 
surveillance based on automatic detection and 
analysis without human intervention. The entire 
systems have been published and reported in 

[2] and [3] based on “Multi-Stream 3D latent 
feature clustering for abnormality detection in 
videos” linked with CCTV at important places. 
The second System works with “Multi-Level 
Two Stream Fusion based Spatio-temporal 
Attention Model for Violence Detection and 
Localization”. These systems may be installed 
at impotent places.  The process of abnormal 
behavior in surveillance videos and its detection 
is essential for public safety and monitoring, 
which requires constant focus. 

The other innovative technology termed as 
Geo-fencing has been very effective to detect 
criminals and terrorists as reported in [6]. It 
works in conjunction and combination with 
RFID (Radio-Frequency Identification), CRD 
(Call Record Data) along with GPS (Global 
Positioning System) and WiFi. The procedure 
is to create a computer-generated, simulated, 
cybernetic and virtual geographical boundary 
to cause and activate a marketing action to 
a mobile device (may be mobile phone), so 
that when user enters into or exits that virtual 
boundary around certain location in GPS or 
RFID is detected.

The use of innovative technology called “De-
militarized Zone” with Networks is of extreme 
impotence as strongly recommended in [7]. 
This technology provides access to the untrust-
ed gangsters who intervene into a Network and 
it delivers extra layer of security to Network 
or LAN (Local area Network). Its major goal 
is to have access to untrusted networks. The 
companies store Data from external source like, 
Voice over Internet Protocol (VoIP), (Domain 
Name System) DNS, FTP (File Transfer Proto-

Terrorism Department (CTD) in Pakistan, 
has been entrusted with very important respon-
sibilities such as crime scene investigations, 
cross-examinations, interrogations, dealing 
with intelligence and anti-terrorism programs. 
Apart from suicide bombing and shooting to 
create harassment, the terrorists also commit 
several types of frauds to grab money and fund 
raising; such as, blackmailing, bank frauds, 
fraud using phone, computer frauds, credit 
card fraud, investment schemes, currency 
schemes, forgery and insurance fraud. Most 
of these frauds are committed abusing the 
Information Technology (IT) systems and 
breaking the security barriers of infrastructure 
of I.T Networks. In order to avoid such 
incidents, the financial institutions, banks and 
other entrepreneurs must at the first instance 
install the most recent licensed software for 
their working and that for Network Security. 
Banks are advised to manage their dedicated 
Intranet and extranet and to have departmental 
communications as well as with stock holders 
and stakeholder [3]. 

Techniques for detonating explosives early or 
avoiding their triggering are part of the science 
and technology developed specifically to 
combat terrorism. The majority of S&T coun-
terterrorism technologies are very beneficial 
for general intelligence, law enforcement, or 
public health-related goals. According to [4], 
the psychological issues and factors cannot be 
ignored as they contribute towards terrorism 
in Pakistan, the terrorist attacks against the 
environment of Pakistan's history, present geo-
political environment and contemporary socie-
tal environment. The results might also serve 

as a roadmap for resolving this fundamental 
problem. In most of the religions, there exist 
provision for ritual murder, martyrdom and 
self-sacrifice, the terrorists exploit this concept 
to convince their suicide bombers, attackers 
and shooters. This is in fact a kind of mental 
disorder. However, in Islam “self-sacrifice” is 
“haram”. 

One of the most salient aspects in terrorism 
is the extremism in various forms. 
In Pakistan, the NACTA (National Counter Ter-
rorism Authority) is contributing towards eradi-
cation and countering terrorism and extremism 
through education, awareness and by all other 
relevant means. A useful document presented 
by NACTA in [5] is about Pakistan’s narrative 
in connection with Terrorism and Extremism. 
It discusses a popular FATWA signed by 1800 
renowned muslin religious scholars of all 
sects of Islam including scholars of Al-Azhar 
University and Imam-e-Kaba. It redirects the 
salient features of Quran and Sunnah to create 
harmony between all religious sects in Islam. 
The educational institutions must be kept under 
close scrutiny to observe if they are spreading, 
endorsing militancy hatred, terrorism, violence, 
extremism must be taken to law enforcement 
agencies for legal action. There exist different 
definitions and analyses of violent extremism, 
it is a complicated issue, used in academic 
settings. In different communities, depending 
on their particular structures, it is viewed and 
tolerated in different ways. The academic 
institutions should be prohibited and forbidden 
to endorse and promote hatred for Pakistan and 
extended training for terrorism. In the presence 
of Pak Army, Air Force and Pakistan Navy, 

col), Mail, proxy and their web-servers in the 
Demilitarized Zone for security and sensitivity 
of DATA. The Demilitarized Zone makes it dif-
ficult for hackers and trackers to have access to 
the company’s important information.  It works 
with two fire walls (the hardware firewall and 
software firewall) to protect the working of 
router from hackers and trackers. Using this 
procedure, the disturbances caused by terrorists 
in communication, stealing servers, spoiling 
websites and causing financial loss can be 
avoided [8].

3.  RECOMMENDATIONS

1. The well tested, innovative, cultured and 
refined technologies must be used to 
combat and fight with terrorists. The 
system for gathering intelligence must 
be coupled with new technology to 
minimize pressures and strains. 

2. Methods for averting and triggering of 
explosives or guaranteeing their early 
detonation are part of the science and 
technology and important to fight with 
terrorism. 

3. The terrorist use cyberattacks, DDoS 
and different malware, phishing to have 
access to their targets. Therefore, 
precautionary measures must be taken. 

4. Following technologies being effective 
in the areas of combating terrorism are 
also recommended:

• Biometrices
• Data sharing 
• Drones intelligence, surveillance and 

targeting

5. The border security is required to be 
strengthened using Video surveillance of 
terrorists.

6. The majority of “Science and Technolo-
gy policies” regarding counterterrorism 
technologies are very beneficial for 
areas related to general intelligence, law 
enforcement, or public health.

7. The law enforcement agencies must be 
strengthened with adequate funding, 
most recent innovative ecologies, 
technically skilled man power for using 
the technologies concerned to counter 
terrorism. 

8. The specific countering terrorism strate-
gies must include premature blasts 
recovered from terrorists to safe guard 
the public health. 

9. In order to counter the de-radicalization, 
terrorism, violent extremism, sectarian-
ism in Islam promoted by madrassas 
must be closely observed by task force 
already exiting in Government files. The 
concerned persons promoting such 
dogmas, creeds, doctrines and beliefs 
must be arrested.

10. The Social scientists frequently use the 
Information Technology, Computer 
Software operational research and 
various statistical packages, therefore 
they examine the patterns in occurring of 

terrorist actions and carryout depth 
studies in the areas of terrorism by 
gangs, hate crime related to extremism 
and their social networks along with 
their modus operandi. 

11. The Social Scientists have to focus, 
while conducting surveys on different 
terrorist groups and their dynamics with 
respect to society and how terrorist 
groups are formed and operate; investi-
gate if these groups are instigated, 
prompted and activated for mass 
destruction using armaments by 
religious fanatics. 

12. The Social scientists must use as advo-
cated in [9], the internationally known 
and developed, during last 60 years, the 
Databases and famous open Data Sets on 
terror incidents.

13. For the sake of oversight and public 
safety, it is crucial to identify unusual 
behavior in surveillance footage. How-
ever, it is a difficult process that requires 
ongoing emphasis and “human care” for 
human-based monitoring systems. Auto-
matic detection of such situations is 
therefore very important. 

14. Several terrorists are arrested and 
produced before the court, who are 
acquitted. This amounts to injustice with 
victims of terrorists. The major reasons 
are that naïve cases are prepared against 
them; such as defective FIR against 
unknown accused persons, eye-witness-

es are not mentioned, statement under 
section 161 is defective or absent from 
the record file, material and forensic 
evidence is not properly collected from 
scene of offence, late submission of 
challan and finally poor prosecution 
destroys the case and hence the terrorists 
are set free.

15.  It is strongly recommended that all the 
defects in registration of FIR, investiga-
tion, identification parade, confessional 
statement and contradiction in medi-
co-legal report must be eradicated and 
removed. 

16. It is recommended that cell phone and 
telephone surveillance technology for 
counterterrorism purposes may be 
provided to the Counter Terrorism 
Department (CTD) Pakistan. There is an 
urgent need to adopt, develop and imple-
ment Data fusion and Data mining in the 
field of intelligence and its analysis. 
Moreover, introduction of protective 
gear, sensors for the purpose of commu-
nication is most required technology.

17. The UN Security Council and the Count-
er-Terrorism Committee Executive 
Directorate (CTED) helps nations coun-
tering Terrorist and has been providing 
consultation to Pakistan on counterter-
rorism. Pakistan may implement the 
useful suggestions.

18. While enhancing the efforts to imple-
ment Science and Technology, the 

Universities must be encouraged to take 
up research projects at MS, M.Phil and 
PhD level in the areas of counter-terror-
ism coupled with other disciplines for 
more effective use of new technologies; 
in collaboration of industry with 
academia. The Higher Education Com-
mission may play a pivotal role to award 
Research Grants. 

19. The Government may also overhaul, 
refit and update the existing Technolo-
gies to counter terrorism.

20. The key to success is to concentrate in 
the Surveillance, constant security and 
arranging technology where ever 
required to combat terrorism and to 
detect the suspicious behavior.

4.  CONCLUSION

21. This is right time to use all available 
technologies and measures to avert and 
counter terrorism and extremism in all 
forms.  We must control smuggling in 
the name of trade and infiltration of 
terrorists from Afghan borders; causing 
serious economic crises. The essential 
commodities like edible oil, wheat, rice, 
lentils, poultry products and meat along 
with several imported items from 
Pakistan are smuggled on daily bases. 
Pak Army is best in the world and all 
Pakistanis love and salute them. In 
recent acts of grave violent extremism, 
terrorism and harming national property 
and attacking the army installations, the 

entire nation is with Pak Army. Strict 
action against the terrorists and extrem-
ists as well as persons camouflaging, 
masking, obscuring, protecting and 
instigating must be taken to task and 
punished according to law regarding 
terrorism. The terrorist activities 
happened on 9th May 2023, a number of 
terrorists are alleged to be from Afghani-
stan, who accompanied Pakistanis to 
destroy Army installations and national 
assets countrywide.  

A beautiful quotation from Al-Quran: Sure 
Al-e-Imran Verse 103 is presented: 

Muslim scholars must promote this Quranic 
philosophy to counter extremism and to 
create coordination, congruence and harmony 
between various sects of Islam.
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1.  INTRODUCTION

 Because the data they contain is 
always the same, cookies by themselves don't 
present a concern. They could not infect a 
computer with a virus or any other malicious 
programmed. Conversely, if cookies are stolen, 
certain network attackers could be able to gain 
access to the browsing session. A significant 
portion of the internet population uses cookies, 

making them a pertinent and vital piece of 
technology. Many individuals in the globe now-
adays. Cookies can be used to implement the 
functionality and history of cookies, but they 
are not designed to be secure. The accuracy, se-
curity, or dependability of the information is not 
guaranteed. When the security of the transport 
layer is not enough to prevent online browsing, 
security load limits cookies to a secure route. 
The http only feature of the cookie can also 

help prevent attackers from perfecting their 
transmission requirements to secure websites. 
Hackers breached systems and networks to 
obtain comprehensive and confidential messag-
es [1].

1.1.  Cookie utilization
For several features of web browsing, cookies 
are required. They facilitate website navigation, 
login, product addition to a shopping cart, 
and persistent sign-in for the user agent. The 
language and style preferences of the user can 
be saved on the website. As of 2023, Cookiepe-
dia. The way people navigate a website can 
be tracked thanks to cookies. "Web analytics" 
is the term used within the area to describe 
this type of tracking. The web host can use it 
to enhance the website by finding out about 
and highlighting the most common methods 
that users navigate it. Additionally, this allows 
the website to provide the customer more 
material, product recommendations, and, well, 
tailored adverts. Even though this tracking 
is anonymous and doesn't require sensitive 
information, it is nonetheless considered private 
information according to EU data protection 
laws. Bolinger [2] They definitely offer users 
better support and a more pleasurable browsing 
experience in this way. There are other parties 
besides website hosts or users who may benefit 
from similar uses of cookies. User profiling and 
targeted advertising are two uses for cookies. 
Multiple uses, such as online advertising and 
espionage, may benefit from web user tracking 
or profiling. The internet and other websites can 
be used by third parties to track users. Parties or 
other similar cookie setups [3]. 

1.2.  Cookie regulations
Official legislation has addressed cookies 
because of privacy, surveillance, and profiling 

concerns. The majority of online operations 
are funded by advertising . The practise of 
advertising online is super-duper common, 
and like, super quick growing industry and 
stuff, like seriously, it's worth like, a lot of 
money, estimated to be around 227 billion 
US dollars in the year 2018. It was stated that 
over 600 billion USD had been spent total 
on digital advertisements. by a Statista study 
conducted in 2021. A rise in digital advertising 
is expected. Notably, expected exceed USD 
870 billion by 2026 [4].

1.3.  Types of cookies
1.3.1.  Session cookies
Session cookies are those that are briefly stored 
in the memory of the browser. Upon closing 
the browser, the cookies will be removed. Even 
if the user leaves the page momentarily, they 
will still be in the same surfing period! They 
can save things like login passwords and that 
kind of thing. In that instance, the user can't just 
browse the website without having to log back 
in between sessions and other things! And, they 
have to repeatedly log in because they can't 
remember their login information forever and 
other things [3].

1.3.2.  President cookies
Persistent cookies have a tendency to remain 
on a user's device or browser after the user ends 
their browsing session. The server establishes 
cookies that are persistent and have a defined 
expiration date. Users can delete the cookie 
prior to its expiration. By supplying cookies 
with an expired date that are erased upon the 
client's request, websites have the option to 
remove cookies from users' browsers. Servers 
are able to change persistent cookies and 
change when they expire [3].

1.3.3. First party cookies
First-party cookies are similar to those made 
by the website the user is visiting or has visited 
before. They are absolutely necessary for using 
a certain website's browsing features. And 
a first-party cookie's domain name and host 
property are exactly the same. And if you can 
set and get those cookies, you know, you don't 
have to log in every time you surf [5].

1.3.4.  Third party cookies
Websites other than the one the user is now on 
are setting third-party cookies, and they are 
coming from a different domain than what is 
seen in the address bar of the browser. Since 
third-party cookies allow advertisers to track 
visitors across numerous irrelevant websites, 
advertising is the most popular use case for 
them. In reality, websites other than the one 
the user is currently using that is, websites 
with a domain other than the one seen in the 
browser's address bar are the ones that set 
third-party cookies. Third-party cookies are 
most frequently used in advertising! It makes 
it possible for advertisers to follow consumers 
across numerous irrelevant websites [3]. 

1.3.5.  DNS Hijacking
An essential part of the internet infrastructure 
that enables websites to be identified by their 
domain names and other attributes rather than 
their IP addresses is the Domain Name System 
(DNS). An attacker may be able to steal cookies 
and personal information through an exploit 
called DNS hijacking. DNS hijacking involves 
the compromising of the victim's DNS queries. 
The DNS queries may end up being answered 
by a hacked DNS server or one controlled by 
an attacker. For example, the attacker could 
employ malware that is placed on the device, 
infect a nameserver, access the user's router 

settings and change them. Because of its many 
guises and methods, it is difficult to defend 
against [6].

2. LITERATURE REVIEW  

2.1. Literacy of cookies
2.1.1.  Cookies are not malware however it 
does brought risks 
Cookies don't always represent a risk. They 
are only text files that assist in coordinating 
the browser and the remote webserver so that 
the entire feature set of the website can be 
accessed. In the midst lie lurking automata 
and verification. Logging in oh so delightfully 
allows you to access shopping cart features, 
preference settings, and some very fancy 
third-party add-on services. In order to allow 
users to visit restricted pages without constant-
ly thinking about verifying themselves, cookies 
are employed to store authentication informa-
tion. You know, usernames and passwords. 
Therefore, it is imperative to guarantee the 
secrecy and integrity of cookies, without a 
doubt. Alternatively, the user might be anyone 
with access to the cookies. Even so, the fact 
that when a server-specific form is filled out, 
credential data stored in cookies is frequently 
displayed, where the Even if the contents are 
hidden from the viewer, an attacker might still 
be able to replicate the intercepted cookie and 
assume the identity of the user. The safety 
of customers may also be jeopardised by imple-
mentation problems, particularly when they in-
clude web browsers. Internet Explorer versions 
five and four for Windows 98, 95, 2000, and 
NT expose a vulnerability allowing websites to 
view cookies used by other websites, as web 
browsers hide webpages behind lengthy URLs 
[7].

2.2.2.  Data management for cyber security
Data governance is the foundation of privacy. 
It is helpful to first describe the many forms 
of data before examining how each one relates 
to people's security and privacy, as the term 
"data" is ambiguous and can apply to a vast 
range of information. It might as well become 
a gold mine for dishonest advertisers if the 
information falls into the wrong hands. Internet 
service providers monitor the websites and 
browsing habits of their customers and have 
the ability to take control of them. Cookies are 
text segments that are downloaded and retained 
by the web browser, and even while consumers 
cannot avoid attacks at the level of internet 
service providers, they may still be able to 
track websites they visit. Furthermore, browser 
plug-ins have the ability to track activity on 
multiple websites [10].

2.3. Cyber security in data management of 
finance sector concerns
In a calculated attack, fraudsters are calling 
phone service providers pretending to be con-
sumers by employing sociological engineering 
techniques. This is the process they use to 
transfer a phone number, even if it's only 
temporarily, and keep it in their control long 
enough to obtain the two-factor authentication 
associated with it and gain access to the intend-
ed account, bank, cryptocurrency wallet, or 
email. As the phone bug gets unmanageable, 
there is a chance that any internet accounts 
connected to this number could be penetrated, 
which means that the two-factor authorization 
code could be stolen. In a calculated attack, 
fraudsters are calling phone service providers 
pretending to be consumers by employing 
sociological engineering techniques. This 
is the process they use to transfer a phone 

number, even if it's only temporarily, and keep 
it in their control long enough to obtain the 
two-factor authentication associated with it 
and gain access to the intended account, bank, 
cryptocurrency wallet, or email. As the phone 
bug gets unmanageable, there is a chance that 
any internet accounts connected to this number 
could be penetrated, which means that the 
two-factor authorization code could be stolen 
[11].

2.3.1.. Cyber security in data management of 
medical sector concern 
Another recent addition to the market is hospi-
tals. For family DNA services, which preserve 
genetic information about their clients to be 
offered in the event of a sought-after medical 
inquiry or to trace family history, they are 
currently transitioning to electronic records. 
If a person's medical records are lost, it could 
cause them a lot of grief and have tragic 
consequences. The choice to distribute DNA 
information is private, with the exception 
of those who share it first law enforcement 
officers and often people working in ancestral 
services. A decrease in sales of several popular 
family ancestry kits was ascribed to privacy 
issues related to DNA searches [9].

2.4. Developing security best practices for 
cookies
To prevent cookie hijacking, a lot of research 
have been carried out. RPS checks implement-
ed session ID, IP address, OTC, and browser 
fingerprint. According to Lee et al. [12], a 
secure and efficient three-stage cookie protec-
tion technique is as follows: cryptographic key 
generation, cookie issuing, and login.

-  -  - 

2.4.2. Cookie notice studies
Cookie alerts are used by websites, you know, 
to ask for users' permission and, most of the 
time, to provide them control over these cook-
ies. Consent Management Platforms (CMPs) 
provide APIs for handling cookie notices, 
which helps websites comply with, uh, rules. 
These platforms are third-party interfaces that 
offer user permission and convenient data 
storage options, among other things. The rate 
at which various CMPs are being implemented 
listen, by 2020 was, like, restricted to the top 
10% of websites, many of which, elect to use 
customized versions of the cookie notice [8].

2.4.3. Cookie notice analysis
2,000 websites inside the European Union 
were manually inspected in order to determine 
the scope of cookie-based tracking. It was dis-
covered that there were cookie notices on 57% 
of them. Using a list of popular CSS selectors 
were able to recognize cookie notifications on 
17,000 websites in Greece and the UK! They 
noticed that 45 percent of these offer a cookie 
notice. Based on their study of the notices 
to determine compliance, very few of them 
provide a straightforward opt-out choice. To 
ascertain how user location impacted cookie 
notice visibility [11].

Thus, it can be said that a good deal of 
frameworks had security flaws brought on by 
a variety of circumstances. It is concerning to 
note that these problems have been discovered 
in 37 out of the 44 frameworks that were evalu-

ated. Despite its stated purpose as a security 
precaution, the synchronizer token pattern has 
been linked to implementation errors. These 
errors, which result from combining various 
libraries, could make it easier for attackers from 

process automation need to make sure that 
cases with unusual or unexpected components, 
input cases, and border instances managed 
and that robotic credentials don't go beyond 
accepted bounds and endanger public safety. 
In addition to learning how to enforce and set 
acceptable developer access rules, companies 
that create application programming interfaces 
for external customers also need to learn 
how to detect vulnerabilities produced by the 
interaction of different APIs and services. When 
transitioning from waterfall application design 
to agile application construction, they need 
to maintain their tight application security poli-
cies. Businesses hoping to increase their digital 
consumer contacts, for instance, must figure out 
how to modify the teams in charge of product 
development, security, and fraud protection so 
they can build controls and provide experiences 
that are. Absolutely safe and convenient with 
authentication! Businesses that use a lot of 
data analytics must learn how to identify the 
hazards. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic process 
automation need to make sure that cases with 
unusual or unexpected components, input 
cases, and border instances are appropriately 
managed and that robotic credentials don't go 
beyond accepted bounds and endanger public 
safety. In addition to learning how to enforce 
and set acceptable developer access rules, 
companies that create application programming 
interfaces for external customers also need to 
learn how to detect vulnerabilities produced by 
the interaction of different APIs and services. 
When transitioning from waterfall application 
design to agile application construction, they 
need to maintain their tight application security 
policies [9].

2.1.2.  Fundamental Types of Cookies
Every action a new user takes on the website 
is viewed as a fresh business. Online shopping 
is an excellent example of how session cookies 
are put to use because they make an item easier 
to find. When a user checks in again, these 
cookies will take note of the modifications they 
made to the website. Similar to these cookies, 
computers operate by storing all of their 
settings, such as language selections and book-
marks, on each login. Usually, these incredibly 
tasty cookies aren't kept on an extremely 
sophisticated hard drive. And they are stored 
for an extremely long time forever and beyond. 
The third group of these incredible treats are, 
third-party cookies. Another name for them is 
tracking cookies. They gather data regarding 
a person's internet activity. Every time a user 
visits a website, a variety of information 
about their activities is gathered and sent to 
the website that set these cookies. Advertising 
is thus purchasing the gathered data. An 
individual's preferences, interests, and trends 
are monitored in this way. Hence, marketers 
may send a customised advertisement based 
on the information these cookies gathered. In 
many ways, nevertheless, this is seen as a faith 
in the user's online privacy [8].

2.2. Literacy of cyber security 
2.2.1.  Corporation situation for cyber security 
Digital businesses face significant cybersecuri-
ty challenges. Companies must adapt security, 
fraud prevention, and product development 
teams to design secure, convenient experiences. 
They must also recognize risks associated with 
large data sets containing sensitive consumer 
information. Analytical solutions, which may 
not have followed conventional software devel-
opment processes, must also include security 
safeguards. Companies that use robotic 

these hashed passwords. Thus, Alice just needs 
to enter her previous passwords each time she 
wants to log in to a server that accepts the 
cookie. In the event that the password hash 
matches the one in Pswd Cookie, the server will 
identify Alice as the cookie's legitimate owner 
[13].

4.3. Digital signature based authentication
The idea of digital signature-based authentica-
tion advances in this new and advanced 
technological era. If web servers know users' 
public keys, they can use digital signature 
technologies like DSA7 or RSA8. Through 
the intriguing notion of cookies, it is possible 
to positively and definitively confirm a 
user's identity. Thus, users can enjoy the nice 
benefit of setting up a cookie with a signed 
time stamp, which removes the requirement 
for bulky, inconvenient add-on browser 
software. For example, we discover that, 
startlingly and enlighteningly, secure cookies 
are amazingly compatible with various 
authentication methods like as Kerberos 
and Radius9.10, when the endearing Alice, 
bless her heart, has to connect to a faraway 
Web server that knows Alice's public key.
The information about Alice's authentication 
procedure can be used in conjunction with their 
authentication methodology, even though it 
is dependent on a number of variables. These 
crucial facts can be protected because of a 
group of secure cookies. Secure cookies are 
the foundation of our client-to-server authenti-
cation strategy. The best part is that SSL can 
even be used in situations when server-to-client 
authentication is required [14].

4.4. Maintaining Integrity
Integrity issues also affect cookies. An 

attacker may, for example, duplicate Alice’s 
IP Cookie and alter it. Using an IP address, 
then afterwards pose as Alice in front of a 
Web server. Alice has the ability to modify 
the contents of her own cookies. The Life 
Cookie’s Cookie Value field allows the Web 
server to verify the lifetime (expiration date) 
of the secure-cookie established. Integrity of 
the lifetime of the secure-cookie set, provided 
that the cookies are legitimate. Despite the 
fact that the browser only transmits to the Web 
server the pertinent Cookie Name and Cookie 
Value fields in order to verify the integrity of 
other fields, the Web servers inside the domain 
can set up a policy with the cookie-issuing 
server. For instance, the Web server utilises the 
values that the policy presets for the Domain, 
Flag, Path, and Secure fields acme.com, True, 
/, and False, respectively to verify the integrity 
of the cookies [13].

4.5.  Implementation 
For user identification, session management, 
and preference tracking, cookies are widely 
utilized. Cookies are saved and then given 
back to the server with each request, enabling 
it to identify and, for example, personalize the 
user experience. When employing cookies, 
security needs to be taken into account. It is 
recommended that developers utilize secure 
and HTTP-only settings to safeguard confiden-
tial information and prevent malicious attacks 
like cross-site scripting (XSS). Increased sur-
veillance has resulted from privacy concerns, 
and laws like the GDPR mandate that websites 
get user consent before storing certain kinds of 
cookies and other data [14].
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the same website to get around security protec-
tions. Moreover, the CORF token fixation 
attack is one particular instance of this type 
of attack. The Flask framework, which was 
thought to be secure until this specific attack, 
is now vulnerable. The CORF token fixation 
attack's security breach emphasizes how critical 
it is to find and solve these framework flaws. 
Priority one when developing useful privacy 
instruments for decision support is usually 
accorded to understanding users' mental models 
[8]. 

3.  METHODOLOGY

3.1. Secondary data collection
Secondary data was utilised by basic research-
ers as a starting point for further investigation. 
On the other hand, applied researchers are more 
focused on using the body of knowledge at least 
in a few different forms to solve specific issues. 
Secondary data is a prerequisite for good prac-
tise. Secondary research aids in determining the 
direction of Lead to additional primary investi-
gations by highlighting issues with the previous 
findings. Secondary data provides the measur-
ing tools, relevant interview participants, and 
instruments for doing primary research into the 
issues that need to be addressed [12].

The intended goal of the collection of second-
ary data may have given rise to additional 
concerns. It's possible that some metrics, 
classifications, or therapy effects aren't the 
best fit for the current situation. Definition of 
secondary data as outdated data. This means 
that for some uses, this information may not 
be very current.  

4. RESULTS

4.1. Address based authentication
Addresses serve as the basis for authentications. 
You must possess the IP address of that user. 
That's when IP Cookie, comes into play. In 
order to facilitate authentication, it aids in 
retrieving the IP address. The fact is that an 
environment is associated with an IP address. 
Variables for Web users that make it incredibly 
simple for a Web server (cookie issuer) to 
obtain the user's IP address and add it to the 
IP Cookie. When Alice, the user, tries to get 
in touch with a Web server that accepts the 
IP Cookie, the server, say, first makes sure 
that Alice's current IP address matches the IP 
Cookie that she submitted. If they seem exactly 
the same, the server believes Alice to be the 
real owner. Address-based authentication is a 
very convenient authentication method, even 
though the authentication process is completely 
transparent to consumers. But, it's not always 
the greatest choice [13].

4.2. Password-based authentication
Password-based authentication is supported d 
by dynamic IP addresses, proxy servers, and 
prevents IP spoofing. It is essential to make sure 
that credentials are sent securely when they are 
transferred from the browser to the Web server 
across the network. SSL (Secure Sockets Layer) 
is used in this situation. Through the use of the 
SSL protocol, secure network communication 
is possible. However, servers can also validate 
the cookie owner in another method. Passwords 
that are encrypted and kept in the Pswd Cookie 
can also be used by them. Upon receiving 
Alice's login credentials, the Web server hashes 
the passwords to increase their security and 
other features. The Pswd Cookie then stores 


