
�  Operational working:
12P network consist on different virtual 
routers. A router can be defined as a piece of 
instruction that enables the services to commu-
nicate with one another. In this network sender 
and receiver don’t interact directly with one 
another instead of direct communication their 
data passed through different routers. Each 
sender and receiver over the internet work as a 
router as well. Hence this type of communica-
tion cannot identify the users.

�  Features:
• Data cannot be extracted from the network 

and cannot access outside the network.

• It can perform the same activities like 
internet but without disclosing the private 
information of users.

• Different types of tools are available to 
access the services of browsers but 12P 
creates its own tools to avail the services of 
network. Therefore, this feature makes it 

much faster than other browsers.

• Sending message peer to peer used less 
spaces so it’s difficult for the attacker to 
attack on it.

• Updating is done with time to time that 
increases its usage abilities.

• A major setback of this network is that it is 
still considered as an unexperienced 
network.

�  Freenet

Freenet browser is a secret key based file 
sharing system with the aim of sharing infor-
mation without knowing the actual source 
[22]. Creator of this browser starts project with 
the goal of sharing information secretly and for 
freedom of speech. When a user sends the 
information over Freenet network, it’s difficult 
to find out the destination where information is 
being stored. Information also moves over the 
Freenet network according the demand of 
users.

�  Features:
• Freenet keeps files in well-organized way 

against some secret key. Each file stored 
over the network have a unique key. 
Whenever user need to get the file he will 
provide that key to the network and get the 
that particular file in return. Once a file is 
submitted to it, it’s contents as well as 
content type cannot be changed 
furthermore and it has TCP/IP protocol 
[23].

• Running network is implemented with the 
help of java language which executes on 
windows, Linux etc. Freenet network 
system provides unsigned files and 
message sharing facilities.

• This network can only access that data 
which has already stored in it. Hence it is 
simpler in use as compared to other 
networks.

• Freenet provides peer to peer connections 
by protecting the privacy of both users, one 
who is sending the files and 2nd who is 

retrieving that files. Data stored by the user 
saved in the form of pieces over the 
network, while getting that stored those 
pieces are found and combined.

�  Architecture:
Freenet network works in the form of modules. 
These modules use “Freenet client protocol” 
for programs to use. Different applications 
used multiple services for sending files and 
sharing messages. As it contains a secret key 
for a file hence the stored file is encrypted, no 
one can access it using nodes of Freenet 
network without knowing that decrypted key. 
Getting the data from network is time consum-
ing procedure it compares the key node to 
node. When it finds the related file or data, it 
stops checking the nodes of network. Freenet 
follow the stack concept for data storage.

Comparison:
Following is the comparison of three different 
anonymous networks of deep and dark web 
through which unseen web can be accessed 
[24]

people use it in a bad way and others have a 
positive point of view. Its use is dependent on 
the mentality of users like criminal use it for 
criminal activities like cyber terrorism and 
journalists use it to gather some hidden infor-
mation about some politics or any other issue 
which they want to expose in front of people 
[4]. The leading reason for the usage of Deep 
web is secrecy, deep web provides anonymous 
internet so hackers, government agencies and 
no one can trace the location of the user [5][6]. 
Only 32% content has been legal and 68% are 
illegal on deep web [7]. Users can access the 
Dark web by using the special browsers like 
TOR, FREENET and I2P they provide anony-
mous access to the resources of deep and dark 
web.
Deep web and dark web have enormous mass 
of internet and according to rough estimate it 
contains 7500 terabyte data [8]. About 
2million peoples use the TOR browser or other 
networks to browse deep and dark web [9]. It 
consists of different levels nobody can access it 
completely [10]. It is divided into different 
levels on the basis of its content’s danger level. 
Following are the different levels of the web.

•  Common Web or internet

We usually use it daily and we are well known 
to it. Mostly it contains the contents which are 
“Open to the Public”.

•  Surface Web

It is also known as invisible web it is only 
0.03% of internet It provides services such as 
Reddit, Digg, E-mail, chat board MySQL 
databases and social enabling contents are 
found here. The Surface web contains about 
4.5 billion websites which are indexed by 
different search engines. The Surface web 
contains 19 Terabyte of information.

• Bergie Web

It has FTP Servers (4chan), honeypots, loaded 
webservers and google locked results. The 
Proxy is required for further access.

•  Deep Web

It consists of the following things, heavy 
jailbait, Gore, On the Vanilla Sources, celebrity 
scandals, VIP Gossip, Hackers, Script kiddies, 
Raid information, Blue Prints, Virus Informa-
tion, XSS Worm scripting, Mathematics 
research and many other information.

•  Charter web

It is categorized into two parts. The first part 
can be accessed by using TOR. It contains 
information like hidden wiki, banned video, 
books, movies, Trade of Rare animals, Human 
trafficking, Personal records, billion dollar 
deals and black market. The second part can be 
accessed by modifying a hardware information 
which is a “Closed Shell System”, it contains 
hardcore CP, World war 2 experiments and 
Atlantis Location [11].

•  Marina's Web

This layer is having a lot of information about 
the secret documentation of government and 
many organizations. You will be the lucky 
person if you got access to it.

•  (?)

This layer lies in between 5th and 7th layers. 
At this point people are not aware that they are 
in the attention of someone and it can be very 
dangerous. For example, individuals can reach 
at your destination to kill you.

•  The Fog/virus soup

The best way to describe the level 7 is relating 

it with a war zone. Where the creator of it is 
trying to approach the 8th level, but preventing 
other people to access it.

•  The Primarch system

This is the last level of the web. It’s impossible 
to have direct access to that level. The 
Primarch system is some unknown thing which 
is controlling the internet all over the time. 
Even government and organizations have no 
control over it. It was unintentionally discov-
ered in 2000’s during deep web scan [12]. It is 
the “Final Boss of the Internet”

Effect on Privacy and Business

The Deep and dark web provide iceberg of the 
internet each and every thing here can be sold 
out like from your personal information to the 
big critical documentations. It is the black 
market for the drugs, selling of personal infor-
mation, deals of ammunition. Deep web or 
dark web itself is not safe anonymity of search 
and identity is provided by TOR, I2P, FREEN-
ET etc [13]. Your information and identity can 
be compromised because deep web is full of 
hackers. Hackers always try to access user’s 
information who uses this web frequently. 
Therefore, you are not secure while browsing 
deep or dark web.

It can provide anonymity but does not assure 
privacy it can have large impact on confidenti-
ality [14][15]. To protect privacy one must not 
surf, deep and dark web and also use precau-

tionary measure to save data from being going 
out into deep web.

Following measure can be done to save data 
from being stolen.

• Assures that the web you are visiting or 
your own website is encrypted with an SSL 
certificate [16].

• Create backup of all data and information, 
so that in case of any attack it can be 
recovered.

• Educate people and employs about the 
cyber security [17].

• Use dual authentication factor, and choose 
strong password [18].

• Don’t put personal information on the 
web.

Anonymous systems for access-
ing Deep Web

�  TOR Browser:

Tor browser basically works on the basis of the 
onion method in which data that is to be sent by 
user, first encrypted and then send through 
different sources in the Tor network. Data is 
encrypted in multi layers of browser. The Tor is 
a type of browser that removes the identifying 
information so that original source cannot be 
traced, makes it easy to protect the user identi-
ty.

� Operational Working
Tor browser uses three different layers [19].

In first step data is entered by using an entry 
node from the user side, then it enters in a Tor 
node and finally spits outs user data through 
the final exit node.

In 2nd step Tor browser services gets users IP 
address and guess the country and language 
automatically, but when using Tor, you will 
often appear to be in a physical position 
halfway just about the world.

If the user exists in a system that blocks Tor or 
need to access a web service that blocks Tor, 
you can also construct Tor Browser to use 
bridges. Like Tor entry or exit nodes, bridge 

IP address is not shown publicly so it’s difficult 
for web services and government to get these 
IP addresses and block them.

�  Features:
 • Tor browser is simple to use as other 

browsers.

 • It is high speed network of Onion 
Router [20].

 • It can be downloaded and used on 
different types of operating systems.

 • Tor browser only access the Onion 
web sites that are only available in the 
Tor network.

• Government agencies have the 
information about which sites users have 
visited, how many times, how long and 
from where all these services are provided 
by Tor to their users

• It sends data through different virtual 
routers; current router only has 
information of one backward and one 
forward router so it’s become difficult to 
track the location and identity of the users.

�  I2P:
12p is a mostly used internet tool that makes 
the usage of internet services pretty easy. It’s 
basically created to access the un accessible 
portion of the internet. I2P provides the short 
developer guide to make a website over the 
network. It works as a layer over the internet 
which create possibilities for the users to 
exchange the data [21].I2P can be used to 
create a web service or to use the web services. 
The network has no central point to store the 
information. Its development starts in 2003 
and updated time to time.1. Introduction

 Most people consider that they have 
complete access to the Internet. But they even 
don’t know that the internet which they have 
access is just 1% and is known as “Surface 
Web”. The leftover internet is 99% and is 
known as “Deep Web”. The resources in Deep 
and Dark web are not indexed in common 
search engines like yahoo and google. The 
Dark Web is a fragment of Deep Web and is not 

index able so it can’t be accessed by simple 
search engines but can be searched by [1]. 
Harvest engines. Deep web contains many 
contents like online forums, baking services, 
chat room services and many more and these 
services can be used by paying payment. But 
the dark web is not index able due to its materi-
als and some other reasons [2]. Dark web is 
famous for the black market of drug selling, 
Ammunitions, Pornography, selling of creden-
tial information’s and exchange of virtual 
currency and for many other things [3]. Some 

�  Legal or illegal?
Tor, I2p and Freenet browsers are legal to use. 
Different countries have different rules related 
to the usage of these browsers [25]. China has 
banned the secrecy services of these browsers. 
Most countries working hard to stop citizens 
from using these networks.

Many authorities’ hates these networks 
because by using services of deep web make it 
is easy for the reporters to report corruption or 
other illegal activities done by the politicians. 
Sophisticated users supporting Tor for freedom 
of expression, communication and publish 
around the world. These types of users provide 
bandwidth to the network.

If you are investigating a person related to you 
or paying role to resolve a legal dispute and 
that it’s not good for your privacy, then the 
usage of this browser might be the right 
solution.

Pros and Cons of Deep and Dark 
Web

• Private information can be shared without 
government courier finding out.

• That information can be accessed which is 
blocked in a particular region.

• Deep and Dark web also provides a 
display space for against the law actions.

• Provides a platform for trading of harmful 
products like Drugs, weapons, fake 
passports, eBooks and hacking tools.

• Traders don’t know that they will get the 
same material what they order.

• The User has to follow the correct steps in 
order to access the deep and dark web 
otherwise it can be privately dangerous for 
the user.

• Another major advantage of dark web is it 
contains a strange community, where 

people can share their experiences and 
give advices.

• Deep and Dark web provides “no physical 
contact” service

Conclusion
This paper embraces an outline of deep, dark 
web and comparison of three networks Tor, 
I2P, Freenet, to create consciousness about the 
unseen web and the operation of three different 
networks which provide anonymity to its 
users. Benefits and hindrances of unseen web 
to us and how much adverse effect it has on our 
privacy. Unseen web is the place where you 
can sell and buy each and every thing without 
being tracked by government and intelligence 
organizations. Deep web is the part of the 
internet; it holds 99% of the internet rest of the 
internet is known as surface web and it is 
accessible by standard search engines, Deep 
web is famous by different names and can be 
called as invisible and hidden web. Many 
authority’s hatred these anonymous networks 
because their services make it easy for the 
reporters to report corruption or other illegal 
activities done by the politicians. Sophisticated 
users use Tor for freedom of expression, 
communication and publish their point of view 
around the world. These types of manipulators 
provide bandwidth to the network. This paper 
also informs us that which network is safer and 
more anonymous. I2P and Tor both are analo-
gous to each other and provide anonymity 
where Freenet also provide anonymity but it 
has decentralized database with its application 
and is even more useful as an anonymous 
network.
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understanding data is put away in data-centers 
with changing degrees of security [17].

4.2. Access 

The main challenge for medical big data scien-
tist is access of data. To create medical big data 
datasets scientist needs huge amount of 
internal and external data of different hospitals 
and clinics. But the organizations are not ready 
sharing their customer information with third 
party because consumers have legal right to in 
case of unethical handling of his data. 

4.3. Data Classification

Medical big data is consist of huge amount of 
heterogeneous and less structured data[13]. So, 
data scientists analyze and visualized the data 
and make the classification of according to 
their requirements. Clinical databases store a 
lot of data about patients. Data-mining strate-
gies connected on these databases endeavor to 
find connections and examples among clinical 
what's more, obsessive information to compre-
hend the movement and highlights of specific 
sicknesses. The achieved information can be 
utilized for early determination. In the clinical 
databases, infection cases are genuinely 
uncommon as contrasted and the ordinary 
populaces [18].

4.4. Data Modeling

For the best results it is very important that the 
medical dataset only contain relevant and 
accurate information. The data modeling for 
extracting correct information from medical 
big dataset is a challenging job.  Data Model-
ing is the way to describe the database models 
and describing or specifying the use of 
database structures [19]. Today the dominating 
technology is Relational-DB since 80’s [20].

4.5. Storage 

The size of medical big data datasets are intera 
byte and zettabyte. It is compulsory to have 
enough storage space to upload or generate the 
data at some time. The storage devices have 
ability to store word documents, X-ray MRI 
and CT scan reports.

4.6. Communication 

The communication between user and scientist 
is very important. The communication 
between scientist and big data collector and 
end user create a great problem. Because of 
this gap big data collector is not able to collect 
accurate information which leads to bed analy-
sis of big data algorithms. This bed analysis 
caused the great loss of end user in health care 
application.

4.7. Data Nature

In medical big data datasets play a vital role. 
The medical big data datasets must contain 
information of healthcare system and outside 
the healthcare system. The main problem is 
that hospital and clinics only contain unhealthy 
person’s data but in big data techniques health 
individual’s information is also required.

5. Benefits 

In health care system big data techniques are 
applications play a vital role to improve the 
health quality.  Medical big data datasets 
provide many benefits a few of them are as 
following.

5.1. Patient care 

Big data datasets are used to design electronic 
health care systems. These systems are helpful 
to do the statistical analysis of patient body. 

These statistical figures are leads toward right 
treatment.

5.2. Operational efficiency 

The big data application smart applications are 
assisting to the hospital staff in the manage-
ment. These applications are assisting the 
doctors toward the correct disease diagnosti-
cian process, correct and right amount of medi-
cine prescription. All these things play a role in 
the enhancement of the medical offices and 
medical researcher’s performances.

5.3. Finding a cure 

The pharmaceutical companies examine the 
analysis the medical big data datasets to find 
the cure of dieses. The big companies spend a 
lot of money for this purpose for example a 
few years back the scientist create the world 
largest database of DNA because they think 
that this help them out to learn about the dieses 
nature and cure of disease. 

5.4. Prediction 

The medical bigdata datasets contain the infor-
mation of some pervious patient record and 
healthy people records. This information is 
helpful to analyze the health condition of a 
normal human being. Because of these kind 
analyses the doctors can diagnosis the diseases 
on time and also able to stop the cause which 
lead the patient to death. These types of appli-
cations are best for heart and blood cancer 
patient.

5.5. Reduce cost and time

Now the scientists can create and store the 
large database because of bigdata techniques. 
These databases are helpful in the analysis of 
blood samples and another statistical test. 

Which are used to diagnosis the dieses. So, by 
using these databases 

Conclusion

Big data algorithm can be game changes in 
health care system as it has potential to identify 
different kind of diseases. But it is not an easy 
task for big data scientist. This review article is 
about the challenges and opportunities of big 
data. The size of medical datasets is in zetta 
byte so the storage of data in medical big data 
applications are the main issue. Scientist also 
face some other challenges like data collection, 
classification and security but the advantage of 
medical big data is force them to play with 
these challenges.
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applicable on structured and unstructured 
data[3]. A one proper definition of big data is 
not available[4]. Different researcher defines it 
differently, some of them define big data with 
three V’s volume, velocity and verity. But 
some researcher define it with five things that 
are volume, velocity, verity, complexity and 

variability[5]. The details characteristics of 
bigdata are shown in figure 1. Big data drive 
forms any type of data like videos, images and 
text data. There are various types of big data, 
where long-established database systems are 
based on the structured data.

Figure 1: Characteristics of Big Data

Big data is categorized in the 5 V’s: A one 
proper definition of big data is not available[4]. 
Different researcher defines it differently, 
some of them define big data with three V’s 
volume, velocity and verity. But some 
researcher define it with five things that are 
volume, velocity, verity, complexity and 
variability[5].

The data for this review article is collected 
form springer, IEEE, Google scholar and 
PUBMed by using “Bigdata in health care” 
and “Bigdata health care applications” queries. 
The literature review process with inclusion 
and exclusion process is shown in figure 2. The 
year of selected review article is between 2014 
to 2018.only 25 articles are selected form 
Million of articles as shown in figure 2.

Figure 2: literature review process with inclu-
sion and exclusion process

3. Related work

Big data and smart device revolutionized the 
health care system as shown in figure 3. As the 
world become global village the concept of 
Silicon Valley is more popular. In Silicon 
Valley all the work is done on digital devices. 
Health is an important issue which address by 
the scientist. The digitalization of health sector 
is helpful to secure many lives. For this context 
many are already done.

The researcher give the concept of a smart city 
for health care system by using cloud comput-
ing and deep learning techniques[6]. CC offer 
ability and function like compute, store, and 
applications via inter-net. In the broad-spec-
trum, to render smart phones energy efficient 
and computationally capable, major changes to 
the hardware and software levels are required. 
This causes the cooperation of developers and 

manufacturers [16].In other article the 
researcher introduce the block chain with the 
combination of IOT techniques for automated 
health care system[7], [8]. Big data and 
machine learning algorithm make resolution in 
health care sector. Machine-Learning, then 
again, approaches issues as a specialist advanc-
ing through residency may: by taking in princi-
ples from information. Beginning with 
patient-level perceptions, calculations filter 
through immense quantities of factors, search-
ing for mixes that dependably anticipate 
results. In one sense, this procedure is like that 
of conventional relapse models: there is a 
result, covariates, and a factual capacity 
connecting the two. Be that as it may, where 
Machine-Learning sparkles is in dealing with 
huge quantities of indicators — some of the 
time, strikingly, a larger number of indicators 
than perceptions — and joining them in 
nonlinear and exceedingly intuitive ways [15]. 
The combination of big data and machine 
learning algorithms are used to develop a 

perfect system for health care applications. 
These systems are able to diagnoses, predict 
and cure the diseases[9].

In today society smart phones are available 
every. Almost every person knows how to 
operate smart phone. The scientists do a lot of 
work on smart phone health care applications 
by using big data. These application are easy to 

use and help to save many lives[2], [10]. 

Especially, Big-data investigation in medica-
tion and human services empowers examina-
tion of the enormous datasets from a huge 
number of patients, distinguishing clusters and 
relationship between datasets, just as creating 
prescient models utilizing information mining 
strategies [14].
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1. Introduction

 The massive amount of data in 
biomedical is create a big challenge for the 
scientist. The size of biomedical datasets are  
in zettabyte which create hurdle in the storage 
and analysis process of these datasets[1]. As 
the world becomes digitalized and the trends of 
smart city become more popular, the scientists 
more focus toward the big data techniques. 
Because these techniques help them to store 
and analyze the data in more efficient 
manners[2]. The medical big data sets contain 
text documents and images. The analysis of 
medical dataset help scientist in enhancement 

of living standards of human beings[3]. In this 
paper, review of medical big data is presented. 
The application challenges and benefits of big 
data is discussed in detail. During the imple-
mentation of big data techniques storage, data 
collection classification and security is the 
main challenges for the scientist. Big data 
applications in health care system are helpful 
to enhance the health standards.

2. Big Data 

Big data is a term which is used by researcher 
and developers for the terabyte and zettabyte 
datasets on which traditional approaches of 
data mining are not applicable. Bigdata is 

Challenges and Opportunities of Big data in Health 
Care

 Afrozah Nadeem1, Sundus Munir2,Syeda Binish Zahra3, Sadia kousar4,
 afxnadeem@gmail.com1, sundusm1@gmail.com2, binishzahra@gmail.com3, 

sadiakousar@gmail.com4
University of Engineering and Technology1

Lahore College for Women University2,4

National College of Business Administration & Economics (NCBAE)3

Abstract:
The term big data is referring to huge amount of structured and unstructured data. The concept of big 
data is based on three V’s that are volume velocity and verity. Health care industry is produced huge 
amount of data every day. As all the things and industries become globalized, the health care indus-
try also becomes digitalized. For the purpose to solve the human being health issue the research 
applies big data technique to analysis the huge amount of data. In this article complete review about 
using of big data health care industry is presented. The main purpose of this article is to discuss 
about all the challenges which create hurdle to create opportunities in implementation of big data.

Keyword: Big data, Health Practitioners, Health Care, Electronic Health Record.  

49LGU Int.J. Elect.Crime Investigation 4(3):LGUIJECI MS.ID- 015 (2020)

[5] F. Khennou, Y. Idrissi, N. El, and H. 
Chaoui, “ScienceDirect The First 
International Conference On Intelligent 
Computing in Data Sciences Improving 
the Use of Big Data Analytics within 
Electronic Health Records : A Case Study 
based OpenEHR,” Procedia Comput. 
Sci., vol. 127, pp. 60–68, 2018.

[6] T. Muhammed, R. Mehmood, A. 
Albeshri, and I. Katib, “UbeHealth: A 
personalized ubiquitous cloud and 
edge-enabled networked healthcare 
system for smart cities,” IEEE Access, 
vol. 6, pp. 32258–32285, 2018.

[7] M. Chen, F. Herrera, and K. Hwang, 
“Cognitive Computing: 
Architecture,Technologies and 
Intelligent Applications,” Ieee Access, 
vol. 6, pp. 19774–19783, 2018.

[8] A. Yassine, S. Singh, and A. Alamri, 
“Mining Human Activity Patterns from 
Smart Home Big Data for Health Care 
Applications,” IEEE Access, vol. 5, pp. 
13131–13141, 2017.

[9] S. Yang, R. Wei, J. Guo, and L. Xu, 
“Semantic Inference on Clinical 
Documents: Combining Machine 
Learning Algorithms with an Inference 
Engine for Effective Clinical Diagnosis 
and Treatment,” IEEE Access, vol. 5, pp. 
3529–3546, 2017.

[10] M. Huq, C. Chakraborty, R. M. Khan, 
and T. Tabassum, “Heart Attack 
Detection Using Smart Phone,” vol. 1, 
no. 3, pp. 23–27, 2013.

[11] E. Russo, D. F. Sittig, D. R. Murphy, and 
H. Singh, “Healthcare Challenges in 
patient safety improvement research in 
the era of electronic health records $,” 

Healthcare, vol. 4, no. 4, pp. 285–290, 
2016.

[12] Becky Metivier, “6 Steps to a 
Cybersecurity Risk Assessment,” sage 
data security, 2017. [Online]. Available: 
https://www.sagedatasecurity.com/blog/
6-steps-to-a-cybersecurity-risk-assessme
nt. [Accessed: 26-Mar-2018].

[13] S. Salas-vega, A. Haimann, E. 
Mossialos, S. Salas-vega, A. Haimann, 
and E. Mossialos, “Big Data and Health 
Care : Challenges and Opportunities for 
Coordinated Policy Development in the 
EU Big Data and Health Care : 
Challenges and Opportunities for 
Coordinated Policy Development in the 
EU,” vol. 8604, 2015.

[14] Blagoj Ristevski, Ming Chen, “Big Data 
Analytics in Medicine and Healthcare,” J 
Integr Bioinform, 2018 Sep; 15.

[15] Mullainathan S, Spiess J. Machine 
learning: an applied econometric 
approach. JEcon Perspect. 2016.

[16] D. Huang, “Mobile cloud computing,” 
IEEE COMSOC Multimedia 
Communications Technical Committee 
(MMTC) ELetter, vol. 6, no. 10, pp. 
27–31, 2011.

[17] Harsh Kupwade Patil and Ravi Seshadri 
Nanthealth, “Big data security and 
privacy issues in healthcare” 2014 IEEE 
International Congress on Big Data.

[18] YANMIN SUN, ANDREW K. C. 
WONG, MOHAMED S. KAMEL, 
“Classification Of Imbalanced Data: A 
Review” International Journal of Pattern 
Recognition and Artificial Intelligence 
Vol. 23, No. 4 (2009) 687–719 .

[19] U. Bhatt, S Jadhav; “Moving towards 
non-relational database”. International 
Journal of Computer Applications, 2010.

[20] T. Muhammed, R. Mehmood, A. 
Albeshri, and I. Katib, “UbeHealth: A 
personalized ubiquitous cloud and 
edge-enabled networked healthcare 
system for smart cities,” IEEE Access, 
vol. 6, pp. 32258–32285, 2018.

Figure 3: Big data technology in health care 
system

4. Challenges 

Big data and medical information base big data 
is two different things. Medical base big data 
are more complex and hard to maintain[11]. A 
few of challenge which are occur during 
implantation of big data techniques on health 
care application are as following.

4.1. Confidentiality

The security of medical big data is very sensi-
tive issue. It’s very important to secure medical 
data base from cybercrime, phishing and 
hacking[12]. Because these kinds of databases 
also contain personal information like credit 
card history, personal address phone number 
etc.  Appropriation of big-data in social insur-
ance, fundamentally increments security and 
patient protection concerns. At the beginning, 



�  Operational working:
12P network consist on different virtual 
routers. A router can be defined as a piece of 
instruction that enables the services to commu-
nicate with one another. In this network sender 
and receiver don’t interact directly with one 
another instead of direct communication their 
data passed through different routers. Each 
sender and receiver over the internet work as a 
router as well. Hence this type of communica-
tion cannot identify the users.

�  Features:
• Data cannot be extracted from the network 

and cannot access outside the network.

• It can perform the same activities like 
internet but without disclosing the private 
information of users.

• Different types of tools are available to 
access the services of browsers but 12P 
creates its own tools to avail the services of 
network. Therefore, this feature makes it 

much faster than other browsers.

• Sending message peer to peer used less 
spaces so it’s difficult for the attacker to 
attack on it.

• Updating is done with time to time that 
increases its usage abilities.

• A major setback of this network is that it is 
still considered as an unexperienced 
network.

�  Freenet

Freenet browser is a secret key based file 
sharing system with the aim of sharing infor-
mation without knowing the actual source 
[22]. Creator of this browser starts project with 
the goal of sharing information secretly and for 
freedom of speech. When a user sends the 
information over Freenet network, it’s difficult 
to find out the destination where information is 
being stored. Information also moves over the 
Freenet network according the demand of 
users.

�  Features:
• Freenet keeps files in well-organized way 

against some secret key. Each file stored 
over the network have a unique key. 
Whenever user need to get the file he will 
provide that key to the network and get the 
that particular file in return. Once a file is 
submitted to it, it’s contents as well as 
content type cannot be changed 
furthermore and it has TCP/IP protocol 
[23].

• Running network is implemented with the 
help of java language which executes on 
windows, Linux etc. Freenet network 
system provides unsigned files and 
message sharing facilities.

• This network can only access that data 
which has already stored in it. Hence it is 
simpler in use as compared to other 
networks.

• Freenet provides peer to peer connections 
by protecting the privacy of both users, one 
who is sending the files and 2nd who is 

retrieving that files. Data stored by the user 
saved in the form of pieces over the 
network, while getting that stored those 
pieces are found and combined.

�  Architecture:
Freenet network works in the form of modules. 
These modules use “Freenet client protocol” 
for programs to use. Different applications 
used multiple services for sending files and 
sharing messages. As it contains a secret key 
for a file hence the stored file is encrypted, no 
one can access it using nodes of Freenet 
network without knowing that decrypted key. 
Getting the data from network is time consum-
ing procedure it compares the key node to 
node. When it finds the related file or data, it 
stops checking the nodes of network. Freenet 
follow the stack concept for data storage.

Comparison:
Following is the comparison of three different 
anonymous networks of deep and dark web 
through which unseen web can be accessed 
[24]

people use it in a bad way and others have a 
positive point of view. Its use is dependent on 
the mentality of users like criminal use it for 
criminal activities like cyber terrorism and 
journalists use it to gather some hidden infor-
mation about some politics or any other issue 
which they want to expose in front of people 
[4]. The leading reason for the usage of Deep 
web is secrecy, deep web provides anonymous 
internet so hackers, government agencies and 
no one can trace the location of the user [5][6]. 
Only 32% content has been legal and 68% are 
illegal on deep web [7]. Users can access the 
Dark web by using the special browsers like 
TOR, FREENET and I2P they provide anony-
mous access to the resources of deep and dark 
web.
Deep web and dark web have enormous mass 
of internet and according to rough estimate it 
contains 7500 terabyte data [8]. About 
2million peoples use the TOR browser or other 
networks to browse deep and dark web [9]. It 
consists of different levels nobody can access it 
completely [10]. It is divided into different 
levels on the basis of its content’s danger level. 
Following are the different levels of the web.

•  Common Web or internet

We usually use it daily and we are well known 
to it. Mostly it contains the contents which are 
“Open to the Public”.

•  Surface Web

It is also known as invisible web it is only 
0.03% of internet It provides services such as 
Reddit, Digg, E-mail, chat board MySQL 
databases and social enabling contents are 
found here. The Surface web contains about 
4.5 billion websites which are indexed by 
different search engines. The Surface web 
contains 19 Terabyte of information.

• Bergie Web

It has FTP Servers (4chan), honeypots, loaded 
webservers and google locked results. The 
Proxy is required for further access.

•  Deep Web

It consists of the following things, heavy 
jailbait, Gore, On the Vanilla Sources, celebrity 
scandals, VIP Gossip, Hackers, Script kiddies, 
Raid information, Blue Prints, Virus Informa-
tion, XSS Worm scripting, Mathematics 
research and many other information.

•  Charter web

It is categorized into two parts. The first part 
can be accessed by using TOR. It contains 
information like hidden wiki, banned video, 
books, movies, Trade of Rare animals, Human 
trafficking, Personal records, billion dollar 
deals and black market. The second part can be 
accessed by modifying a hardware information 
which is a “Closed Shell System”, it contains 
hardcore CP, World war 2 experiments and 
Atlantis Location [11].

•  Marina's Web

This layer is having a lot of information about 
the secret documentation of government and 
many organizations. You will be the lucky 
person if you got access to it.

•  (?)

This layer lies in between 5th and 7th layers. 
At this point people are not aware that they are 
in the attention of someone and it can be very 
dangerous. For example, individuals can reach 
at your destination to kill you.

•  The Fog/virus soup

The best way to describe the level 7 is relating 

it with a war zone. Where the creator of it is 
trying to approach the 8th level, but preventing 
other people to access it.

•  The Primarch system

This is the last level of the web. It’s impossible 
to have direct access to that level. The 
Primarch system is some unknown thing which 
is controlling the internet all over the time. 
Even government and organizations have no 
control over it. It was unintentionally discov-
ered in 2000’s during deep web scan [12]. It is 
the “Final Boss of the Internet”

Effect on Privacy and Business

The Deep and dark web provide iceberg of the 
internet each and every thing here can be sold 
out like from your personal information to the 
big critical documentations. It is the black 
market for the drugs, selling of personal infor-
mation, deals of ammunition. Deep web or 
dark web itself is not safe anonymity of search 
and identity is provided by TOR, I2P, FREEN-
ET etc [13]. Your information and identity can 
be compromised because deep web is full of 
hackers. Hackers always try to access user’s 
information who uses this web frequently. 
Therefore, you are not secure while browsing 
deep or dark web.

It can provide anonymity but does not assure 
privacy it can have large impact on confidenti-
ality [14][15]. To protect privacy one must not 
surf, deep and dark web and also use precau-

tionary measure to save data from being going 
out into deep web.

Following measure can be done to save data 
from being stolen.

• Assures that the web you are visiting or 
your own website is encrypted with an SSL 
certificate [16].

• Create backup of all data and information, 
so that in case of any attack it can be 
recovered.

• Educate people and employs about the 
cyber security [17].

• Use dual authentication factor, and choose 
strong password [18].

• Don’t put personal information on the 
web.

Anonymous systems for access-
ing Deep Web

�  TOR Browser:

Tor browser basically works on the basis of the 
onion method in which data that is to be sent by 
user, first encrypted and then send through 
different sources in the Tor network. Data is 
encrypted in multi layers of browser. The Tor is 
a type of browser that removes the identifying 
information so that original source cannot be 
traced, makes it easy to protect the user identi-
ty.

� Operational Working
Tor browser uses three different layers [19].

In first step data is entered by using an entry 
node from the user side, then it enters in a Tor 
node and finally spits outs user data through 
the final exit node.

In 2nd step Tor browser services gets users IP 
address and guess the country and language 
automatically, but when using Tor, you will 
often appear to be in a physical position 
halfway just about the world.

If the user exists in a system that blocks Tor or 
need to access a web service that blocks Tor, 
you can also construct Tor Browser to use 
bridges. Like Tor entry or exit nodes, bridge 

IP address is not shown publicly so it’s difficult 
for web services and government to get these 
IP addresses and block them.

�  Features:
 • Tor browser is simple to use as other 

browsers.

 • It is high speed network of Onion 
Router [20].

 • It can be downloaded and used on 
different types of operating systems.

 • Tor browser only access the Onion 
web sites that are only available in the 
Tor network.

• Government agencies have the 
information about which sites users have 
visited, how many times, how long and 
from where all these services are provided 
by Tor to their users

• It sends data through different virtual 
routers; current router only has 
information of one backward and one 
forward router so it’s become difficult to 
track the location and identity of the users.

�  I2P:
12p is a mostly used internet tool that makes 
the usage of internet services pretty easy. It’s 
basically created to access the un accessible 
portion of the internet. I2P provides the short 
developer guide to make a website over the 
network. It works as a layer over the internet 
which create possibilities for the users to 
exchange the data [21].I2P can be used to 
create a web service or to use the web services. 
The network has no central point to store the 
information. Its development starts in 2003 
and updated time to time.1. Introduction

 Most people consider that they have 
complete access to the Internet. But they even 
don’t know that the internet which they have 
access is just 1% and is known as “Surface 
Web”. The leftover internet is 99% and is 
known as “Deep Web”. The resources in Deep 
and Dark web are not indexed in common 
search engines like yahoo and google. The 
Dark Web is a fragment of Deep Web and is not 

index able so it can’t be accessed by simple 
search engines but can be searched by [1]. 
Harvest engines. Deep web contains many 
contents like online forums, baking services, 
chat room services and many more and these 
services can be used by paying payment. But 
the dark web is not index able due to its materi-
als and some other reasons [2]. Dark web is 
famous for the black market of drug selling, 
Ammunitions, Pornography, selling of creden-
tial information’s and exchange of virtual 
currency and for many other things [3]. Some 

�  Legal or illegal?
Tor, I2p and Freenet browsers are legal to use. 
Different countries have different rules related 
to the usage of these browsers [25]. China has 
banned the secrecy services of these browsers. 
Most countries working hard to stop citizens 
from using these networks.

Many authorities’ hates these networks 
because by using services of deep web make it 
is easy for the reporters to report corruption or 
other illegal activities done by the politicians. 
Sophisticated users supporting Tor for freedom 
of expression, communication and publish 
around the world. These types of users provide 
bandwidth to the network.

If you are investigating a person related to you 
or paying role to resolve a legal dispute and 
that it’s not good for your privacy, then the 
usage of this browser might be the right 
solution.

Pros and Cons of Deep and Dark 
Web

• Private information can be shared without 
government courier finding out.

• That information can be accessed which is 
blocked in a particular region.

• Deep and Dark web also provides a 
display space for against the law actions.

• Provides a platform for trading of harmful 
products like Drugs, weapons, fake 
passports, eBooks and hacking tools.

• Traders don’t know that they will get the 
same material what they order.

• The User has to follow the correct steps in 
order to access the deep and dark web 
otherwise it can be privately dangerous for 
the user.

• Another major advantage of dark web is it 
contains a strange community, where 

people can share their experiences and 
give advices.

• Deep and Dark web provides “no physical 
contact” service

Conclusion
This paper embraces an outline of deep, dark 
web and comparison of three networks Tor, 
I2P, Freenet, to create consciousness about the 
unseen web and the operation of three different 
networks which provide anonymity to its 
users. Benefits and hindrances of unseen web 
to us and how much adverse effect it has on our 
privacy. Unseen web is the place where you 
can sell and buy each and every thing without 
being tracked by government and intelligence 
organizations. Deep web is the part of the 
internet; it holds 99% of the internet rest of the 
internet is known as surface web and it is 
accessible by standard search engines, Deep 
web is famous by different names and can be 
called as invisible and hidden web. Many 
authority’s hatred these anonymous networks 
because their services make it easy for the 
reporters to report corruption or other illegal 
activities done by the politicians. Sophisticated 
users use Tor for freedom of expression, 
communication and publish their point of view 
around the world. These types of manipulators 
provide bandwidth to the network. This paper 
also informs us that which network is safer and 
more anonymous. I2P and Tor both are analo-
gous to each other and provide anonymity 
where Freenet also provide anonymity but it 
has decentralized database with its application 
and is even more useful as an anonymous 
network.
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understanding data is put away in data-centers 
with changing degrees of security [17].

4.2. Access 

The main challenge for medical big data scien-
tist is access of data. To create medical big data 
datasets scientist needs huge amount of 
internal and external data of different hospitals 
and clinics. But the organizations are not ready 
sharing their customer information with third 
party because consumers have legal right to in 
case of unethical handling of his data. 

4.3. Data Classification

Medical big data is consist of huge amount of 
heterogeneous and less structured data[13]. So, 
data scientists analyze and visualized the data 
and make the classification of according to 
their requirements. Clinical databases store a 
lot of data about patients. Data-mining strate-
gies connected on these databases endeavor to 
find connections and examples among clinical 
what's more, obsessive information to compre-
hend the movement and highlights of specific 
sicknesses. The achieved information can be 
utilized for early determination. In the clinical 
databases, infection cases are genuinely 
uncommon as contrasted and the ordinary 
populaces [18].

4.4. Data Modeling

For the best results it is very important that the 
medical dataset only contain relevant and 
accurate information. The data modeling for 
extracting correct information from medical 
big dataset is a challenging job.  Data Model-
ing is the way to describe the database models 
and describing or specifying the use of 
database structures [19]. Today the dominating 
technology is Relational-DB since 80’s [20].

4.5. Storage 

The size of medical big data datasets are intera 
byte and zettabyte. It is compulsory to have 
enough storage space to upload or generate the 
data at some time. The storage devices have 
ability to store word documents, X-ray MRI 
and CT scan reports.

4.6. Communication 

The communication between user and scientist 
is very important. The communication 
between scientist and big data collector and 
end user create a great problem. Because of 
this gap big data collector is not able to collect 
accurate information which leads to bed analy-
sis of big data algorithms. This bed analysis 
caused the great loss of end user in health care 
application.

4.7. Data Nature

In medical big data datasets play a vital role. 
The medical big data datasets must contain 
information of healthcare system and outside 
the healthcare system. The main problem is 
that hospital and clinics only contain unhealthy 
person’s data but in big data techniques health 
individual’s information is also required.

5. Benefits 

In health care system big data techniques are 
applications play a vital role to improve the 
health quality.  Medical big data datasets 
provide many benefits a few of them are as 
following.

5.1. Patient care 

Big data datasets are used to design electronic 
health care systems. These systems are helpful 
to do the statistical analysis of patient body. 

These statistical figures are leads toward right 
treatment.

5.2. Operational efficiency 

The big data application smart applications are 
assisting to the hospital staff in the manage-
ment. These applications are assisting the 
doctors toward the correct disease diagnosti-
cian process, correct and right amount of medi-
cine prescription. All these things play a role in 
the enhancement of the medical offices and 
medical researcher’s performances.

5.3. Finding a cure 

The pharmaceutical companies examine the 
analysis the medical big data datasets to find 
the cure of dieses. The big companies spend a 
lot of money for this purpose for example a 
few years back the scientist create the world 
largest database of DNA because they think 
that this help them out to learn about the dieses 
nature and cure of disease. 

5.4. Prediction 

The medical bigdata datasets contain the infor-
mation of some pervious patient record and 
healthy people records. This information is 
helpful to analyze the health condition of a 
normal human being. Because of these kind 
analyses the doctors can diagnosis the diseases 
on time and also able to stop the cause which 
lead the patient to death. These types of appli-
cations are best for heart and blood cancer 
patient.

5.5. Reduce cost and time

Now the scientists can create and store the 
large database because of bigdata techniques. 
These databases are helpful in the analysis of 
blood samples and another statistical test. 

Which are used to diagnosis the dieses. So, by 
using these databases 

Conclusion

Big data algorithm can be game changes in 
health care system as it has potential to identify 
different kind of diseases. But it is not an easy 
task for big data scientist. This review article is 
about the challenges and opportunities of big 
data. The size of medical datasets is in zetta 
byte so the storage of data in medical big data 
applications are the main issue. Scientist also 
face some other challenges like data collection, 
classification and security but the advantage of 
medical big data is force them to play with 
these challenges.
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applicable on structured and unstructured 
data[3]. A one proper definition of big data is 
not available[4]. Different researcher defines it 
differently, some of them define big data with 
three V’s volume, velocity and verity. But 
some researcher define it with five things that 
are volume, velocity, verity, complexity and 

variability[5]. The details characteristics of 
bigdata are shown in figure 1. Big data drive 
forms any type of data like videos, images and 
text data. There are various types of big data, 
where long-established database systems are 
based on the structured data.
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Figure 1: Characteristics of Big Data

Big data is categorized in the 5 V’s: A one 
proper definition of big data is not available[4]. 
Different researcher defines it differently, 
some of them define big data with three V’s 
volume, velocity and verity. But some 
researcher define it with five things that are 
volume, velocity, verity, complexity and 
variability[5].

The data for this review article is collected 
form springer, IEEE, Google scholar and 
PUBMed by using “Bigdata in health care” 
and “Bigdata health care applications” queries. 
The literature review process with inclusion 
and exclusion process is shown in figure 2. The 
year of selected review article is between 2014 
to 2018.only 25 articles are selected form 
Million of articles as shown in figure 2.

Figure 2: literature review process with inclu-
sion and exclusion process

3. Related work

Big data and smart device revolutionized the 
health care system as shown in figure 3. As the 
world become global village the concept of 
Silicon Valley is more popular. In Silicon 
Valley all the work is done on digital devices. 
Health is an important issue which address by 
the scientist. The digitalization of health sector 
is helpful to secure many lives. For this context 
many are already done.

The researcher give the concept of a smart city 
for health care system by using cloud comput-
ing and deep learning techniques[6]. CC offer 
ability and function like compute, store, and 
applications via inter-net. In the broad-spec-
trum, to render smart phones energy efficient 
and computationally capable, major changes to 
the hardware and software levels are required. 
This causes the cooperation of developers and 

manufacturers [16].In other article the 
researcher introduce the block chain with the 
combination of IOT techniques for automated 
health care system[7], [8]. Big data and 
machine learning algorithm make resolution in 
health care sector. Machine-Learning, then 
again, approaches issues as a specialist advanc-
ing through residency may: by taking in princi-
ples from information. Beginning with 
patient-level perceptions, calculations filter 
through immense quantities of factors, search-
ing for mixes that dependably anticipate 
results. In one sense, this procedure is like that 
of conventional relapse models: there is a 
result, covariates, and a factual capacity 
connecting the two. Be that as it may, where 
Machine-Learning sparkles is in dealing with 
huge quantities of indicators — some of the 
time, strikingly, a larger number of indicators 
than perceptions — and joining them in 
nonlinear and exceedingly intuitive ways [15]. 
The combination of big data and machine 
learning algorithms are used to develop a 

perfect system for health care applications. 
These systems are able to diagnoses, predict 
and cure the diseases[9].

In today society smart phones are available 
every. Almost every person knows how to 
operate smart phone. The scientists do a lot of 
work on smart phone health care applications 
by using big data. These application are easy to 

use and help to save many lives[2], [10]. 

Especially, Big-data investigation in medica-
tion and human services empowers examina-
tion of the enormous datasets from a huge 
number of patients, distinguishing clusters and 
relationship between datasets, just as creating 
prescient models utilizing information mining 
strategies [14].

1. Introduction

 The massive amount of data in 
biomedical is create a big challenge for the 
scientist. The size of biomedical datasets are  
in zettabyte which create hurdle in the storage 
and analysis process of these datasets[1]. As 
the world becomes digitalized and the trends of 
smart city become more popular, the scientists 
more focus toward the big data techniques. 
Because these techniques help them to store 
and analyze the data in more efficient 
manners[2]. The medical big data sets contain 
text documents and images. The analysis of 
medical dataset help scientist in enhancement 

of living standards of human beings[3]. In this 
paper, review of medical big data is presented. 
The application challenges and benefits of big 
data is discussed in detail. During the imple-
mentation of big data techniques storage, data 
collection classification and security is the 
main challenges for the scientist. Big data 
applications in health care system are helpful 
to enhance the health standards.

2. Big Data 

Big data is a term which is used by researcher 
and developers for the terabyte and zettabyte 
datasets on which traditional approaches of 
data mining are not applicable. Bigdata is 
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Figure 3: Big data technology in health care 
system

4. Challenges 

Big data and medical information base big data 
is two different things. Medical base big data 
are more complex and hard to maintain[11]. A 
few of challenge which are occur during 
implantation of big data techniques on health 
care application are as following.

4.1. Confidentiality

The security of medical big data is very sensi-
tive issue. It’s very important to secure medical 
data base from cybercrime, phishing and 
hacking[12]. Because these kinds of databases 
also contain personal information like credit 
card history, personal address phone number 
etc.  Appropriation of big-data in social insur-
ance, fundamentally increments security and 
patient protection concerns. At the beginning, 



�  Operational working:
12P network consist on different virtual 
routers. A router can be defined as a piece of 
instruction that enables the services to commu-
nicate with one another. In this network sender 
and receiver don’t interact directly with one 
another instead of direct communication their 
data passed through different routers. Each 
sender and receiver over the internet work as a 
router as well. Hence this type of communica-
tion cannot identify the users.

�  Features:
• Data cannot be extracted from the network 

and cannot access outside the network.

• It can perform the same activities like 
internet but without disclosing the private 
information of users.

• Different types of tools are available to 
access the services of browsers but 12P 
creates its own tools to avail the services of 
network. Therefore, this feature makes it 

much faster than other browsers.

• Sending message peer to peer used less 
spaces so it’s difficult for the attacker to 
attack on it.

• Updating is done with time to time that 
increases its usage abilities.

• A major setback of this network is that it is 
still considered as an unexperienced 
network.

�  Freenet

Freenet browser is a secret key based file 
sharing system with the aim of sharing infor-
mation without knowing the actual source 
[22]. Creator of this browser starts project with 
the goal of sharing information secretly and for 
freedom of speech. When a user sends the 
information over Freenet network, it’s difficult 
to find out the destination where information is 
being stored. Information also moves over the 
Freenet network according the demand of 
users.

�  Features:
• Freenet keeps files in well-organized way 

against some secret key. Each file stored 
over the network have a unique key. 
Whenever user need to get the file he will 
provide that key to the network and get the 
that particular file in return. Once a file is 
submitted to it, it’s contents as well as 
content type cannot be changed 
furthermore and it has TCP/IP protocol 
[23].

• Running network is implemented with the 
help of java language which executes on 
windows, Linux etc. Freenet network 
system provides unsigned files and 
message sharing facilities.

• This network can only access that data 
which has already stored in it. Hence it is 
simpler in use as compared to other 
networks.

• Freenet provides peer to peer connections 
by protecting the privacy of both users, one 
who is sending the files and 2nd who is 

retrieving that files. Data stored by the user 
saved in the form of pieces over the 
network, while getting that stored those 
pieces are found and combined.

�  Architecture:
Freenet network works in the form of modules. 
These modules use “Freenet client protocol” 
for programs to use. Different applications 
used multiple services for sending files and 
sharing messages. As it contains a secret key 
for a file hence the stored file is encrypted, no 
one can access it using nodes of Freenet 
network without knowing that decrypted key. 
Getting the data from network is time consum-
ing procedure it compares the key node to 
node. When it finds the related file or data, it 
stops checking the nodes of network. Freenet 
follow the stack concept for data storage.

Comparison:
Following is the comparison of three different 
anonymous networks of deep and dark web 
through which unseen web can be accessed 
[24]

people use it in a bad way and others have a 
positive point of view. Its use is dependent on 
the mentality of users like criminal use it for 
criminal activities like cyber terrorism and 
journalists use it to gather some hidden infor-
mation about some politics or any other issue 
which they want to expose in front of people 
[4]. The leading reason for the usage of Deep 
web is secrecy, deep web provides anonymous 
internet so hackers, government agencies and 
no one can trace the location of the user [5][6]. 
Only 32% content has been legal and 68% are 
illegal on deep web [7]. Users can access the 
Dark web by using the special browsers like 
TOR, FREENET and I2P they provide anony-
mous access to the resources of deep and dark 
web.
Deep web and dark web have enormous mass 
of internet and according to rough estimate it 
contains 7500 terabyte data [8]. About 
2million peoples use the TOR browser or other 
networks to browse deep and dark web [9]. It 
consists of different levels nobody can access it 
completely [10]. It is divided into different 
levels on the basis of its content’s danger level. 
Following are the different levels of the web.

•  Common Web or internet

We usually use it daily and we are well known 
to it. Mostly it contains the contents which are 
“Open to the Public”.

•  Surface Web

It is also known as invisible web it is only 
0.03% of internet It provides services such as 
Reddit, Digg, E-mail, chat board MySQL 
databases and social enabling contents are 
found here. The Surface web contains about 
4.5 billion websites which are indexed by 
different search engines. The Surface web 
contains 19 Terabyte of information.

• Bergie Web

It has FTP Servers (4chan), honeypots, loaded 
webservers and google locked results. The 
Proxy is required for further access.

•  Deep Web

It consists of the following things, heavy 
jailbait, Gore, On the Vanilla Sources, celebrity 
scandals, VIP Gossip, Hackers, Script kiddies, 
Raid information, Blue Prints, Virus Informa-
tion, XSS Worm scripting, Mathematics 
research and many other information.

•  Charter web

It is categorized into two parts. The first part 
can be accessed by using TOR. It contains 
information like hidden wiki, banned video, 
books, movies, Trade of Rare animals, Human 
trafficking, Personal records, billion dollar 
deals and black market. The second part can be 
accessed by modifying a hardware information 
which is a “Closed Shell System”, it contains 
hardcore CP, World war 2 experiments and 
Atlantis Location [11].

•  Marina's Web

This layer is having a lot of information about 
the secret documentation of government and 
many organizations. You will be the lucky 
person if you got access to it.

•  (?)

This layer lies in between 5th and 7th layers. 
At this point people are not aware that they are 
in the attention of someone and it can be very 
dangerous. For example, individuals can reach 
at your destination to kill you.

•  The Fog/virus soup

The best way to describe the level 7 is relating 

it with a war zone. Where the creator of it is 
trying to approach the 8th level, but preventing 
other people to access it.

•  The Primarch system

This is the last level of the web. It’s impossible 
to have direct access to that level. The 
Primarch system is some unknown thing which 
is controlling the internet all over the time. 
Even government and organizations have no 
control over it. It was unintentionally discov-
ered in 2000’s during deep web scan [12]. It is 
the “Final Boss of the Internet”

Effect on Privacy and Business

The Deep and dark web provide iceberg of the 
internet each and every thing here can be sold 
out like from your personal information to the 
big critical documentations. It is the black 
market for the drugs, selling of personal infor-
mation, deals of ammunition. Deep web or 
dark web itself is not safe anonymity of search 
and identity is provided by TOR, I2P, FREEN-
ET etc [13]. Your information and identity can 
be compromised because deep web is full of 
hackers. Hackers always try to access user’s 
information who uses this web frequently. 
Therefore, you are not secure while browsing 
deep or dark web.

It can provide anonymity but does not assure 
privacy it can have large impact on confidenti-
ality [14][15]. To protect privacy one must not 
surf, deep and dark web and also use precau-

tionary measure to save data from being going 
out into deep web.

Following measure can be done to save data 
from being stolen.

• Assures that the web you are visiting or 
your own website is encrypted with an SSL 
certificate [16].

• Create backup of all data and information, 
so that in case of any attack it can be 
recovered.

• Educate people and employs about the 
cyber security [17].

• Use dual authentication factor, and choose 
strong password [18].

• Don’t put personal information on the 
web.

Anonymous systems for access-
ing Deep Web

�  TOR Browser:

Tor browser basically works on the basis of the 
onion method in which data that is to be sent by 
user, first encrypted and then send through 
different sources in the Tor network. Data is 
encrypted in multi layers of browser. The Tor is 
a type of browser that removes the identifying 
information so that original source cannot be 
traced, makes it easy to protect the user identi-
ty.

� Operational Working
Tor browser uses three different layers [19].

In first step data is entered by using an entry 
node from the user side, then it enters in a Tor 
node and finally spits outs user data through 
the final exit node.

In 2nd step Tor browser services gets users IP 
address and guess the country and language 
automatically, but when using Tor, you will 
often appear to be in a physical position 
halfway just about the world.

If the user exists in a system that blocks Tor or 
need to access a web service that blocks Tor, 
you can also construct Tor Browser to use 
bridges. Like Tor entry or exit nodes, bridge 

IP address is not shown publicly so it’s difficult 
for web services and government to get these 
IP addresses and block them.

�  Features:
 • Tor browser is simple to use as other 

browsers.

 • It is high speed network of Onion 
Router [20].

 • It can be downloaded and used on 
different types of operating systems.

 • Tor browser only access the Onion 
web sites that are only available in the 
Tor network.

• Government agencies have the 
information about which sites users have 
visited, how many times, how long and 
from where all these services are provided 
by Tor to their users

• It sends data through different virtual 
routers; current router only has 
information of one backward and one 
forward router so it’s become difficult to 
track the location and identity of the users.

�  I2P:
12p is a mostly used internet tool that makes 
the usage of internet services pretty easy. It’s 
basically created to access the un accessible 
portion of the internet. I2P provides the short 
developer guide to make a website over the 
network. It works as a layer over the internet 
which create possibilities for the users to 
exchange the data [21].I2P can be used to 
create a web service or to use the web services. 
The network has no central point to store the 
information. Its development starts in 2003 
and updated time to time.1. Introduction

 Most people consider that they have 
complete access to the Internet. But they even 
don’t know that the internet which they have 
access is just 1% and is known as “Surface 
Web”. The leftover internet is 99% and is 
known as “Deep Web”. The resources in Deep 
and Dark web are not indexed in common 
search engines like yahoo and google. The 
Dark Web is a fragment of Deep Web and is not 

index able so it can’t be accessed by simple 
search engines but can be searched by [1]. 
Harvest engines. Deep web contains many 
contents like online forums, baking services, 
chat room services and many more and these 
services can be used by paying payment. But 
the dark web is not index able due to its materi-
als and some other reasons [2]. Dark web is 
famous for the black market of drug selling, 
Ammunitions, Pornography, selling of creden-
tial information’s and exchange of virtual 
currency and for many other things [3]. Some 

�  Legal or illegal?
Tor, I2p and Freenet browsers are legal to use. 
Different countries have different rules related 
to the usage of these browsers [25]. China has 
banned the secrecy services of these browsers. 
Most countries working hard to stop citizens 
from using these networks.

Many authorities’ hates these networks 
because by using services of deep web make it 
is easy for the reporters to report corruption or 
other illegal activities done by the politicians. 
Sophisticated users supporting Tor for freedom 
of expression, communication and publish 
around the world. These types of users provide 
bandwidth to the network.

If you are investigating a person related to you 
or paying role to resolve a legal dispute and 
that it’s not good for your privacy, then the 
usage of this browser might be the right 
solution.

Pros and Cons of Deep and Dark 
Web

• Private information can be shared without 
government courier finding out.

• That information can be accessed which is 
blocked in a particular region.

• Deep and Dark web also provides a 
display space for against the law actions.

• Provides a platform for trading of harmful 
products like Drugs, weapons, fake 
passports, eBooks and hacking tools.

• Traders don’t know that they will get the 
same material what they order.

• The User has to follow the correct steps in 
order to access the deep and dark web 
otherwise it can be privately dangerous for 
the user.

• Another major advantage of dark web is it 
contains a strange community, where 

people can share their experiences and 
give advices.

• Deep and Dark web provides “no physical 
contact” service

Conclusion
This paper embraces an outline of deep, dark 
web and comparison of three networks Tor, 
I2P, Freenet, to create consciousness about the 
unseen web and the operation of three different 
networks which provide anonymity to its 
users. Benefits and hindrances of unseen web 
to us and how much adverse effect it has on our 
privacy. Unseen web is the place where you 
can sell and buy each and every thing without 
being tracked by government and intelligence 
organizations. Deep web is the part of the 
internet; it holds 99% of the internet rest of the 
internet is known as surface web and it is 
accessible by standard search engines, Deep 
web is famous by different names and can be 
called as invisible and hidden web. Many 
authority’s hatred these anonymous networks 
because their services make it easy for the 
reporters to report corruption or other illegal 
activities done by the politicians. Sophisticated 
users use Tor for freedom of expression, 
communication and publish their point of view 
around the world. These types of manipulators 
provide bandwidth to the network. This paper 
also informs us that which network is safer and 
more anonymous. I2P and Tor both are analo-
gous to each other and provide anonymity 
where Freenet also provide anonymity but it 
has decentralized database with its application 
and is even more useful as an anonymous 
network.
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understanding data is put away in data-centers 
with changing degrees of security [17].

4.2. Access 

The main challenge for medical big data scien-
tist is access of data. To create medical big data 
datasets scientist needs huge amount of 
internal and external data of different hospitals 
and clinics. But the organizations are not ready 
sharing their customer information with third 
party because consumers have legal right to in 
case of unethical handling of his data. 

4.3. Data Classification

Medical big data is consist of huge amount of 
heterogeneous and less structured data[13]. So, 
data scientists analyze and visualized the data 
and make the classification of according to 
their requirements. Clinical databases store a 
lot of data about patients. Data-mining strate-
gies connected on these databases endeavor to 
find connections and examples among clinical 
what's more, obsessive information to compre-
hend the movement and highlights of specific 
sicknesses. The achieved information can be 
utilized for early determination. In the clinical 
databases, infection cases are genuinely 
uncommon as contrasted and the ordinary 
populaces [18].

4.4. Data Modeling

For the best results it is very important that the 
medical dataset only contain relevant and 
accurate information. The data modeling for 
extracting correct information from medical 
big dataset is a challenging job.  Data Model-
ing is the way to describe the database models 
and describing or specifying the use of 
database structures [19]. Today the dominating 
technology is Relational-DB since 80’s [20].

4.5. Storage 

The size of medical big data datasets are intera 
byte and zettabyte. It is compulsory to have 
enough storage space to upload or generate the 
data at some time. The storage devices have 
ability to store word documents, X-ray MRI 
and CT scan reports.

4.6. Communication 

The communication between user and scientist 
is very important. The communication 
between scientist and big data collector and 
end user create a great problem. Because of 
this gap big data collector is not able to collect 
accurate information which leads to bed analy-
sis of big data algorithms. This bed analysis 
caused the great loss of end user in health care 
application.

4.7. Data Nature

In medical big data datasets play a vital role. 
The medical big data datasets must contain 
information of healthcare system and outside 
the healthcare system. The main problem is 
that hospital and clinics only contain unhealthy 
person’s data but in big data techniques health 
individual’s information is also required.

5. Benefits 

In health care system big data techniques are 
applications play a vital role to improve the 
health quality.  Medical big data datasets 
provide many benefits a few of them are as 
following.

5.1. Patient care 

Big data datasets are used to design electronic 
health care systems. These systems are helpful 
to do the statistical analysis of patient body. 

These statistical figures are leads toward right 
treatment.

5.2. Operational efficiency 

The big data application smart applications are 
assisting to the hospital staff in the manage-
ment. These applications are assisting the 
doctors toward the correct disease diagnosti-
cian process, correct and right amount of medi-
cine prescription. All these things play a role in 
the enhancement of the medical offices and 
medical researcher’s performances.

5.3. Finding a cure 

The pharmaceutical companies examine the 
analysis the medical big data datasets to find 
the cure of dieses. The big companies spend a 
lot of money for this purpose for example a 
few years back the scientist create the world 
largest database of DNA because they think 
that this help them out to learn about the dieses 
nature and cure of disease. 

5.4. Prediction 

The medical bigdata datasets contain the infor-
mation of some pervious patient record and 
healthy people records. This information is 
helpful to analyze the health condition of a 
normal human being. Because of these kind 
analyses the doctors can diagnosis the diseases 
on time and also able to stop the cause which 
lead the patient to death. These types of appli-
cations are best for heart and blood cancer 
patient.

5.5. Reduce cost and time

Now the scientists can create and store the 
large database because of bigdata techniques. 
These databases are helpful in the analysis of 
blood samples and another statistical test. 

Which are used to diagnosis the dieses. So, by 
using these databases 

Conclusion

Big data algorithm can be game changes in 
health care system as it has potential to identify 
different kind of diseases. But it is not an easy 
task for big data scientist. This review article is 
about the challenges and opportunities of big 
data. The size of medical datasets is in zetta 
byte so the storage of data in medical big data 
applications are the main issue. Scientist also 
face some other challenges like data collection, 
classification and security but the advantage of 
medical big data is force them to play with 
these challenges.
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applicable on structured and unstructured 
data[3]. A one proper definition of big data is 
not available[4]. Different researcher defines it 
differently, some of them define big data with 
three V’s volume, velocity and verity. But 
some researcher define it with five things that 
are volume, velocity, verity, complexity and 

variability[5]. The details characteristics of 
bigdata are shown in figure 1. Big data drive 
forms any type of data like videos, images and 
text data. There are various types of big data, 
where long-established database systems are 
based on the structured data.

Figure 1: Characteristics of Big Data

Big data is categorized in the 5 V’s: A one 
proper definition of big data is not available[4]. 
Different researcher defines it differently, 
some of them define big data with three V’s 
volume, velocity and verity. But some 
researcher define it with five things that are 
volume, velocity, verity, complexity and 
variability[5].

The data for this review article is collected 
form springer, IEEE, Google scholar and 
PUBMed by using “Bigdata in health care” 
and “Bigdata health care applications” queries. 
The literature review process with inclusion 
and exclusion process is shown in figure 2. The 
year of selected review article is between 2014 
to 2018.only 25 articles are selected form 
Million of articles as shown in figure 2.

Figure 2: literature review process with inclu-
sion and exclusion process

3. Related work

Big data and smart device revolutionized the 
health care system as shown in figure 3. As the 
world become global village the concept of 
Silicon Valley is more popular. In Silicon 
Valley all the work is done on digital devices. 
Health is an important issue which address by 
the scientist. The digitalization of health sector 
is helpful to secure many lives. For this context 
many are already done.

The researcher give the concept of a smart city 
for health care system by using cloud comput-
ing and deep learning techniques[6]. CC offer 
ability and function like compute, store, and 
applications via inter-net. In the broad-spec-
trum, to render smart phones energy efficient 
and computationally capable, major changes to 
the hardware and software levels are required. 
This causes the cooperation of developers and 

manufacturers [16].In other article the 
researcher introduce the block chain with the 
combination of IOT techniques for automated 
health care system[7], [8]. Big data and 
machine learning algorithm make resolution in 
health care sector. Machine-Learning, then 
again, approaches issues as a specialist advanc-
ing through residency may: by taking in princi-
ples from information. Beginning with 
patient-level perceptions, calculations filter 
through immense quantities of factors, search-
ing for mixes that dependably anticipate 
results. In one sense, this procedure is like that 
of conventional relapse models: there is a 
result, covariates, and a factual capacity 
connecting the two. Be that as it may, where 
Machine-Learning sparkles is in dealing with 
huge quantities of indicators — some of the 
time, strikingly, a larger number of indicators 
than perceptions — and joining them in 
nonlinear and exceedingly intuitive ways [15]. 
The combination of big data and machine 
learning algorithms are used to develop a 
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perfect system for health care applications. 
These systems are able to diagnoses, predict 
and cure the diseases[9].

In today society smart phones are available 
every. Almost every person knows how to 
operate smart phone. The scientists do a lot of 
work on smart phone health care applications 
by using big data. These application are easy to 

use and help to save many lives[2], [10]. 

Especially, Big-data investigation in medica-
tion and human services empowers examina-
tion of the enormous datasets from a huge 
number of patients, distinguishing clusters and 
relationship between datasets, just as creating 
prescient models utilizing information mining 
strategies [14].

1. Introduction

 The massive amount of data in 
biomedical is create a big challenge for the 
scientist. The size of biomedical datasets are  
in zettabyte which create hurdle in the storage 
and analysis process of these datasets[1]. As 
the world becomes digitalized and the trends of 
smart city become more popular, the scientists 
more focus toward the big data techniques. 
Because these techniques help them to store 
and analyze the data in more efficient 
manners[2]. The medical big data sets contain 
text documents and images. The analysis of 
medical dataset help scientist in enhancement 

of living standards of human beings[3]. In this 
paper, review of medical big data is presented. 
The application challenges and benefits of big 
data is discussed in detail. During the imple-
mentation of big data techniques storage, data 
collection classification and security is the 
main challenges for the scientist. Big data 
applications in health care system are helpful 
to enhance the health standards.

2. Big Data 

Big data is a term which is used by researcher 
and developers for the terabyte and zettabyte 
datasets on which traditional approaches of 
data mining are not applicable. Bigdata is 

[5] F. Khennou, Y. Idrissi, N. El, and H. 
Chaoui, “ScienceDirect The First 
International Conference On Intelligent 
Computing in Data Sciences Improving 
the Use of Big Data Analytics within 
Electronic Health Records : A Case Study 
based OpenEHR,” Procedia Comput. 
Sci., vol. 127, pp. 60–68, 2018.

[6] T. Muhammed, R. Mehmood, A. 
Albeshri, and I. Katib, “UbeHealth: A 
personalized ubiquitous cloud and 
edge-enabled networked healthcare 
system for smart cities,” IEEE Access, 
vol. 6, pp. 32258–32285, 2018.

[7] M. Chen, F. Herrera, and K. Hwang, 
“Cognitive Computing: 
Architecture,Technologies and 
Intelligent Applications,” Ieee Access, 
vol. 6, pp. 19774–19783, 2018.

[8] A. Yassine, S. Singh, and A. Alamri, 
“Mining Human Activity Patterns from 
Smart Home Big Data for Health Care 
Applications,” IEEE Access, vol. 5, pp. 
13131–13141, 2017.

[9] S. Yang, R. Wei, J. Guo, and L. Xu, 
“Semantic Inference on Clinical 
Documents: Combining Machine 
Learning Algorithms with an Inference 
Engine for Effective Clinical Diagnosis 
and Treatment,” IEEE Access, vol. 5, pp. 
3529–3546, 2017.

[10] M. Huq, C. Chakraborty, R. M. Khan, 
and T. Tabassum, “Heart Attack 
Detection Using Smart Phone,” vol. 1, 
no. 3, pp. 23–27, 2013.

[11] E. Russo, D. F. Sittig, D. R. Murphy, and 
H. Singh, “Healthcare Challenges in 
patient safety improvement research in 
the era of electronic health records $,” 

Healthcare, vol. 4, no. 4, pp. 285–290, 
2016.

[12] Becky Metivier, “6 Steps to a 
Cybersecurity Risk Assessment,” sage 
data security, 2017. [Online]. Available: 
https://www.sagedatasecurity.com/blog/
6-steps-to-a-cybersecurity-risk-assessme
nt. [Accessed: 26-Mar-2018].

[13] S. Salas-vega, A. Haimann, E. 
Mossialos, S. Salas-vega, A. Haimann, 
and E. Mossialos, “Big Data and Health 
Care : Challenges and Opportunities for 
Coordinated Policy Development in the 
EU Big Data and Health Care : 
Challenges and Opportunities for 
Coordinated Policy Development in the 
EU,” vol. 8604, 2015.

[14] Blagoj Ristevski, Ming Chen, “Big Data 
Analytics in Medicine and Healthcare,” J 
Integr Bioinform, 2018 Sep; 15.

[15] Mullainathan S, Spiess J. Machine 
learning: an applied econometric 
approach. JEcon Perspect. 2016.

[16] D. Huang, “Mobile cloud computing,” 
IEEE COMSOC Multimedia 
Communications Technical Committee 
(MMTC) ELetter, vol. 6, no. 10, pp. 
27–31, 2011.

[17] Harsh Kupwade Patil and Ravi Seshadri 
Nanthealth, “Big data security and 
privacy issues in healthcare” 2014 IEEE 
International Congress on Big Data.

[18] YANMIN SUN, ANDREW K. C. 
WONG, MOHAMED S. KAMEL, 
“Classification Of Imbalanced Data: A 
Review” International Journal of Pattern 
Recognition and Artificial Intelligence 
Vol. 23, No. 4 (2009) 687–719 .

[19] U. Bhatt, S Jadhav; “Moving towards 
non-relational database”. International 
Journal of Computer Applications, 2010.

[20] T. Muhammed, R. Mehmood, A. 
Albeshri, and I. Katib, “UbeHealth: A 
personalized ubiquitous cloud and 
edge-enabled networked healthcare 
system for smart cities,” IEEE Access, 
vol. 6, pp. 32258–32285, 2018.

Figure 3: Big data technology in health care 
system

4. Challenges 

Big data and medical information base big data 
is two different things. Medical base big data 
are more complex and hard to maintain[11]. A 
few of challenge which are occur during 
implantation of big data techniques on health 
care application are as following.

4.1. Confidentiality

The security of medical big data is very sensi-
tive issue. It’s very important to secure medical 
data base from cybercrime, phishing and 
hacking[12]. Because these kinds of databases 
also contain personal information like credit 
card history, personal address phone number 
etc.  Appropriation of big-data in social insur-
ance, fundamentally increments security and 
patient protection concerns. At the beginning, 



�  Operational working:
12P network consist on different virtual 
routers. A router can be defined as a piece of 
instruction that enables the services to commu-
nicate with one another. In this network sender 
and receiver don’t interact directly with one 
another instead of direct communication their 
data passed through different routers. Each 
sender and receiver over the internet work as a 
router as well. Hence this type of communica-
tion cannot identify the users.

�  Features:
• Data cannot be extracted from the network 

and cannot access outside the network.

• It can perform the same activities like 
internet but without disclosing the private 
information of users.

• Different types of tools are available to 
access the services of browsers but 12P 
creates its own tools to avail the services of 
network. Therefore, this feature makes it 

much faster than other browsers.

• Sending message peer to peer used less 
spaces so it’s difficult for the attacker to 
attack on it.

• Updating is done with time to time that 
increases its usage abilities.

• A major setback of this network is that it is 
still considered as an unexperienced 
network.

�  Freenet

Freenet browser is a secret key based file 
sharing system with the aim of sharing infor-
mation without knowing the actual source 
[22]. Creator of this browser starts project with 
the goal of sharing information secretly and for 
freedom of speech. When a user sends the 
information over Freenet network, it’s difficult 
to find out the destination where information is 
being stored. Information also moves over the 
Freenet network according the demand of 
users.

�  Features:
• Freenet keeps files in well-organized way 

against some secret key. Each file stored 
over the network have a unique key. 
Whenever user need to get the file he will 
provide that key to the network and get the 
that particular file in return. Once a file is 
submitted to it, it’s contents as well as 
content type cannot be changed 
furthermore and it has TCP/IP protocol 
[23].

• Running network is implemented with the 
help of java language which executes on 
windows, Linux etc. Freenet network 
system provides unsigned files and 
message sharing facilities.

• This network can only access that data 
which has already stored in it. Hence it is 
simpler in use as compared to other 
networks.

• Freenet provides peer to peer connections 
by protecting the privacy of both users, one 
who is sending the files and 2nd who is 

retrieving that files. Data stored by the user 
saved in the form of pieces over the 
network, while getting that stored those 
pieces are found and combined.

�  Architecture:
Freenet network works in the form of modules. 
These modules use “Freenet client protocol” 
for programs to use. Different applications 
used multiple services for sending files and 
sharing messages. As it contains a secret key 
for a file hence the stored file is encrypted, no 
one can access it using nodes of Freenet 
network without knowing that decrypted key. 
Getting the data from network is time consum-
ing procedure it compares the key node to 
node. When it finds the related file or data, it 
stops checking the nodes of network. Freenet 
follow the stack concept for data storage.

Comparison:
Following is the comparison of three different 
anonymous networks of deep and dark web 
through which unseen web can be accessed 
[24]

people use it in a bad way and others have a 
positive point of view. Its use is dependent on 
the mentality of users like criminal use it for 
criminal activities like cyber terrorism and 
journalists use it to gather some hidden infor-
mation about some politics or any other issue 
which they want to expose in front of people 
[4]. The leading reason for the usage of Deep 
web is secrecy, deep web provides anonymous 
internet so hackers, government agencies and 
no one can trace the location of the user [5][6]. 
Only 32% content has been legal and 68% are 
illegal on deep web [7]. Users can access the 
Dark web by using the special browsers like 
TOR, FREENET and I2P they provide anony-
mous access to the resources of deep and dark 
web.
Deep web and dark web have enormous mass 
of internet and according to rough estimate it 
contains 7500 terabyte data [8]. About 
2million peoples use the TOR browser or other 
networks to browse deep and dark web [9]. It 
consists of different levels nobody can access it 
completely [10]. It is divided into different 
levels on the basis of its content’s danger level. 
Following are the different levels of the web.

•  Common Web or internet

We usually use it daily and we are well known 
to it. Mostly it contains the contents which are 
“Open to the Public”.

•  Surface Web

It is also known as invisible web it is only 
0.03% of internet It provides services such as 
Reddit, Digg, E-mail, chat board MySQL 
databases and social enabling contents are 
found here. The Surface web contains about 
4.5 billion websites which are indexed by 
different search engines. The Surface web 
contains 19 Terabyte of information.

• Bergie Web

It has FTP Servers (4chan), honeypots, loaded 
webservers and google locked results. The 
Proxy is required for further access.

•  Deep Web

It consists of the following things, heavy 
jailbait, Gore, On the Vanilla Sources, celebrity 
scandals, VIP Gossip, Hackers, Script kiddies, 
Raid information, Blue Prints, Virus Informa-
tion, XSS Worm scripting, Mathematics 
research and many other information.

•  Charter web

It is categorized into two parts. The first part 
can be accessed by using TOR. It contains 
information like hidden wiki, banned video, 
books, movies, Trade of Rare animals, Human 
trafficking, Personal records, billion dollar 
deals and black market. The second part can be 
accessed by modifying a hardware information 
which is a “Closed Shell System”, it contains 
hardcore CP, World war 2 experiments and 
Atlantis Location [11].

•  Marina's Web

This layer is having a lot of information about 
the secret documentation of government and 
many organizations. You will be the lucky 
person if you got access to it.

•  (?)

This layer lies in between 5th and 7th layers. 
At this point people are not aware that they are 
in the attention of someone and it can be very 
dangerous. For example, individuals can reach 
at your destination to kill you.

•  The Fog/virus soup

The best way to describe the level 7 is relating 

it with a war zone. Where the creator of it is 
trying to approach the 8th level, but preventing 
other people to access it.

•  The Primarch system

This is the last level of the web. It’s impossible 
to have direct access to that level. The 
Primarch system is some unknown thing which 
is controlling the internet all over the time. 
Even government and organizations have no 
control over it. It was unintentionally discov-
ered in 2000’s during deep web scan [12]. It is 
the “Final Boss of the Internet”

Effect on Privacy and Business

The Deep and dark web provide iceberg of the 
internet each and every thing here can be sold 
out like from your personal information to the 
big critical documentations. It is the black 
market for the drugs, selling of personal infor-
mation, deals of ammunition. Deep web or 
dark web itself is not safe anonymity of search 
and identity is provided by TOR, I2P, FREEN-
ET etc [13]. Your information and identity can 
be compromised because deep web is full of 
hackers. Hackers always try to access user’s 
information who uses this web frequently. 
Therefore, you are not secure while browsing 
deep or dark web.

It can provide anonymity but does not assure 
privacy it can have large impact on confidenti-
ality [14][15]. To protect privacy one must not 
surf, deep and dark web and also use precau-

tionary measure to save data from being going 
out into deep web.

Following measure can be done to save data 
from being stolen.

• Assures that the web you are visiting or 
your own website is encrypted with an SSL 
certificate [16].

• Create backup of all data and information, 
so that in case of any attack it can be 
recovered.

• Educate people and employs about the 
cyber security [17].

• Use dual authentication factor, and choose 
strong password [18].

• Don’t put personal information on the 
web.

Anonymous systems for access-
ing Deep Web

�  TOR Browser:

Tor browser basically works on the basis of the 
onion method in which data that is to be sent by 
user, first encrypted and then send through 
different sources in the Tor network. Data is 
encrypted in multi layers of browser. The Tor is 
a type of browser that removes the identifying 
information so that original source cannot be 
traced, makes it easy to protect the user identi-
ty.

� Operational Working
Tor browser uses three different layers [19].

In first step data is entered by using an entry 
node from the user side, then it enters in a Tor 
node and finally spits outs user data through 
the final exit node.

In 2nd step Tor browser services gets users IP 
address and guess the country and language 
automatically, but when using Tor, you will 
often appear to be in a physical position 
halfway just about the world.

If the user exists in a system that blocks Tor or 
need to access a web service that blocks Tor, 
you can also construct Tor Browser to use 
bridges. Like Tor entry or exit nodes, bridge 

IP address is not shown publicly so it’s difficult 
for web services and government to get these 
IP addresses and block them.

�  Features:
 • Tor browser is simple to use as other 

browsers.

 • It is high speed network of Onion 
Router [20].

 • It can be downloaded and used on 
different types of operating systems.

 • Tor browser only access the Onion 
web sites that are only available in the 
Tor network.

• Government agencies have the 
information about which sites users have 
visited, how many times, how long and 
from where all these services are provided 
by Tor to their users

• It sends data through different virtual 
routers; current router only has 
information of one backward and one 
forward router so it’s become difficult to 
track the location and identity of the users.

�  I2P:
12p is a mostly used internet tool that makes 
the usage of internet services pretty easy. It’s 
basically created to access the un accessible 
portion of the internet. I2P provides the short 
developer guide to make a website over the 
network. It works as a layer over the internet 
which create possibilities for the users to 
exchange the data [21].I2P can be used to 
create a web service or to use the web services. 
The network has no central point to store the 
information. Its development starts in 2003 
and updated time to time.1. Introduction

 Most people consider that they have 
complete access to the Internet. But they even 
don’t know that the internet which they have 
access is just 1% and is known as “Surface 
Web”. The leftover internet is 99% and is 
known as “Deep Web”. The resources in Deep 
and Dark web are not indexed in common 
search engines like yahoo and google. The 
Dark Web is a fragment of Deep Web and is not 

index able so it can’t be accessed by simple 
search engines but can be searched by [1]. 
Harvest engines. Deep web contains many 
contents like online forums, baking services, 
chat room services and many more and these 
services can be used by paying payment. But 
the dark web is not index able due to its materi-
als and some other reasons [2]. Dark web is 
famous for the black market of drug selling, 
Ammunitions, Pornography, selling of creden-
tial information’s and exchange of virtual 
currency and for many other things [3]. Some 

�  Legal or illegal?
Tor, I2p and Freenet browsers are legal to use. 
Different countries have different rules related 
to the usage of these browsers [25]. China has 
banned the secrecy services of these browsers. 
Most countries working hard to stop citizens 
from using these networks.

Many authorities’ hates these networks 
because by using services of deep web make it 
is easy for the reporters to report corruption or 
other illegal activities done by the politicians. 
Sophisticated users supporting Tor for freedom 
of expression, communication and publish 
around the world. These types of users provide 
bandwidth to the network.

If you are investigating a person related to you 
or paying role to resolve a legal dispute and 
that it’s not good for your privacy, then the 
usage of this browser might be the right 
solution.

Pros and Cons of Deep and Dark 
Web

• Private information can be shared without 
government courier finding out.

• That information can be accessed which is 
blocked in a particular region.

• Deep and Dark web also provides a 
display space for against the law actions.

• Provides a platform for trading of harmful 
products like Drugs, weapons, fake 
passports, eBooks and hacking tools.

• Traders don’t know that they will get the 
same material what they order.

• The User has to follow the correct steps in 
order to access the deep and dark web 
otherwise it can be privately dangerous for 
the user.

• Another major advantage of dark web is it 
contains a strange community, where 

people can share their experiences and 
give advices.

• Deep and Dark web provides “no physical 
contact” service

Conclusion
This paper embraces an outline of deep, dark 
web and comparison of three networks Tor, 
I2P, Freenet, to create consciousness about the 
unseen web and the operation of three different 
networks which provide anonymity to its 
users. Benefits and hindrances of unseen web 
to us and how much adverse effect it has on our 
privacy. Unseen web is the place where you 
can sell and buy each and every thing without 
being tracked by government and intelligence 
organizations. Deep web is the part of the 
internet; it holds 99% of the internet rest of the 
internet is known as surface web and it is 
accessible by standard search engines, Deep 
web is famous by different names and can be 
called as invisible and hidden web. Many 
authority’s hatred these anonymous networks 
because their services make it easy for the 
reporters to report corruption or other illegal 
activities done by the politicians. Sophisticated 
users use Tor for freedom of expression, 
communication and publish their point of view 
around the world. These types of manipulators 
provide bandwidth to the network. This paper 
also informs us that which network is safer and 
more anonymous. I2P and Tor both are analo-
gous to each other and provide anonymity 
where Freenet also provide anonymity but it 
has decentralized database with its application 
and is even more useful as an anonymous 
network.
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understanding data is put away in data-centers 
with changing degrees of security [17].

4.2. Access 

The main challenge for medical big data scien-
tist is access of data. To create medical big data 
datasets scientist needs huge amount of 
internal and external data of different hospitals 
and clinics. But the organizations are not ready 
sharing their customer information with third 
party because consumers have legal right to in 
case of unethical handling of his data. 

4.3. Data Classification

Medical big data is consist of huge amount of 
heterogeneous and less structured data[13]. So, 
data scientists analyze and visualized the data 
and make the classification of according to 
their requirements. Clinical databases store a 
lot of data about patients. Data-mining strate-
gies connected on these databases endeavor to 
find connections and examples among clinical 
what's more, obsessive information to compre-
hend the movement and highlights of specific 
sicknesses. The achieved information can be 
utilized for early determination. In the clinical 
databases, infection cases are genuinely 
uncommon as contrasted and the ordinary 
populaces [18].

4.4. Data Modeling

For the best results it is very important that the 
medical dataset only contain relevant and 
accurate information. The data modeling for 
extracting correct information from medical 
big dataset is a challenging job.  Data Model-
ing is the way to describe the database models 
and describing or specifying the use of 
database structures [19]. Today the dominating 
technology is Relational-DB since 80’s [20].

4.5. Storage 

The size of medical big data datasets are intera 
byte and zettabyte. It is compulsory to have 
enough storage space to upload or generate the 
data at some time. The storage devices have 
ability to store word documents, X-ray MRI 
and CT scan reports.

4.6. Communication 

The communication between user and scientist 
is very important. The communication 
between scientist and big data collector and 
end user create a great problem. Because of 
this gap big data collector is not able to collect 
accurate information which leads to bed analy-
sis of big data algorithms. This bed analysis 
caused the great loss of end user in health care 
application.

4.7. Data Nature

In medical big data datasets play a vital role. 
The medical big data datasets must contain 
information of healthcare system and outside 
the healthcare system. The main problem is 
that hospital and clinics only contain unhealthy 
person’s data but in big data techniques health 
individual’s information is also required.

5. Benefits 

In health care system big data techniques are 
applications play a vital role to improve the 
health quality.  Medical big data datasets 
provide many benefits a few of them are as 
following.

5.1. Patient care 

Big data datasets are used to design electronic 
health care systems. These systems are helpful 
to do the statistical analysis of patient body. 

These statistical figures are leads toward right 
treatment.

5.2. Operational efficiency 

The big data application smart applications are 
assisting to the hospital staff in the manage-
ment. These applications are assisting the 
doctors toward the correct disease diagnosti-
cian process, correct and right amount of medi-
cine prescription. All these things play a role in 
the enhancement of the medical offices and 
medical researcher’s performances.

5.3. Finding a cure 

The pharmaceutical companies examine the 
analysis the medical big data datasets to find 
the cure of dieses. The big companies spend a 
lot of money for this purpose for example a 
few years back the scientist create the world 
largest database of DNA because they think 
that this help them out to learn about the dieses 
nature and cure of disease. 

5.4. Prediction 

The medical bigdata datasets contain the infor-
mation of some pervious patient record and 
healthy people records. This information is 
helpful to analyze the health condition of a 
normal human being. Because of these kind 
analyses the doctors can diagnosis the diseases 
on time and also able to stop the cause which 
lead the patient to death. These types of appli-
cations are best for heart and blood cancer 
patient.

5.5. Reduce cost and time

Now the scientists can create and store the 
large database because of bigdata techniques. 
These databases are helpful in the analysis of 
blood samples and another statistical test. 

Which are used to diagnosis the dieses. So, by 
using these databases 

Conclusion

Big data algorithm can be game changes in 
health care system as it has potential to identify 
different kind of diseases. But it is not an easy 
task for big data scientist. This review article is 
about the challenges and opportunities of big 
data. The size of medical datasets is in zetta 
byte so the storage of data in medical big data 
applications are the main issue. Scientist also 
face some other challenges like data collection, 
classification and security but the advantage of 
medical big data is force them to play with 
these challenges.
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applicable on structured and unstructured 
data[3]. A one proper definition of big data is 
not available[4]. Different researcher defines it 
differently, some of them define big data with 
three V’s volume, velocity and verity. But 
some researcher define it with five things that 
are volume, velocity, verity, complexity and 

variability[5]. The details characteristics of 
bigdata are shown in figure 1. Big data drive 
forms any type of data like videos, images and 
text data. There are various types of big data, 
where long-established database systems are 
based on the structured data.

Figure 1: Characteristics of Big Data

Big data is categorized in the 5 V’s: A one 
proper definition of big data is not available[4]. 
Different researcher defines it differently, 
some of them define big data with three V’s 
volume, velocity and verity. But some 
researcher define it with five things that are 
volume, velocity, verity, complexity and 
variability[5].

The data for this review article is collected 
form springer, IEEE, Google scholar and 
PUBMed by using “Bigdata in health care” 
and “Bigdata health care applications” queries. 
The literature review process with inclusion 
and exclusion process is shown in figure 2. The 
year of selected review article is between 2014 
to 2018.only 25 articles are selected form 
Million of articles as shown in figure 2.

Figure 2: literature review process with inclu-
sion and exclusion process

3. Related work

Big data and smart device revolutionized the 
health care system as shown in figure 3. As the 
world become global village the concept of 
Silicon Valley is more popular. In Silicon 
Valley all the work is done on digital devices. 
Health is an important issue which address by 
the scientist. The digitalization of health sector 
is helpful to secure many lives. For this context 
many are already done.

The researcher give the concept of a smart city 
for health care system by using cloud comput-
ing and deep learning techniques[6]. CC offer 
ability and function like compute, store, and 
applications via inter-net. In the broad-spec-
trum, to render smart phones energy efficient 
and computationally capable, major changes to 
the hardware and software levels are required. 
This causes the cooperation of developers and 

manufacturers [16].In other article the 
researcher introduce the block chain with the 
combination of IOT techniques for automated 
health care system[7], [8]. Big data and 
machine learning algorithm make resolution in 
health care sector. Machine-Learning, then 
again, approaches issues as a specialist advanc-
ing through residency may: by taking in princi-
ples from information. Beginning with 
patient-level perceptions, calculations filter 
through immense quantities of factors, search-
ing for mixes that dependably anticipate 
results. In one sense, this procedure is like that 
of conventional relapse models: there is a 
result, covariates, and a factual capacity 
connecting the two. Be that as it may, where 
Machine-Learning sparkles is in dealing with 
huge quantities of indicators — some of the 
time, strikingly, a larger number of indicators 
than perceptions — and joining them in 
nonlinear and exceedingly intuitive ways [15]. 
The combination of big data and machine 
learning algorithms are used to develop a 

perfect system for health care applications. 
These systems are able to diagnoses, predict 
and cure the diseases[9].

In today society smart phones are available 
every. Almost every person knows how to 
operate smart phone. The scientists do a lot of 
work on smart phone health care applications 
by using big data. These application are easy to 

use and help to save many lives[2], [10]. 

Especially, Big-data investigation in medica-
tion and human services empowers examina-
tion of the enormous datasets from a huge 
number of patients, distinguishing clusters and 
relationship between datasets, just as creating 
prescient models utilizing information mining 
strategies [14].
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1. Introduction

 The massive amount of data in 
biomedical is create a big challenge for the 
scientist. The size of biomedical datasets are  
in zettabyte which create hurdle in the storage 
and analysis process of these datasets[1]. As 
the world becomes digitalized and the trends of 
smart city become more popular, the scientists 
more focus toward the big data techniques. 
Because these techniques help them to store 
and analyze the data in more efficient 
manners[2]. The medical big data sets contain 
text documents and images. The analysis of 
medical dataset help scientist in enhancement 

of living standards of human beings[3]. In this 
paper, review of medical big data is presented. 
The application challenges and benefits of big 
data is discussed in detail. During the imple-
mentation of big data techniques storage, data 
collection classification and security is the 
main challenges for the scientist. Big data 
applications in health care system are helpful 
to enhance the health standards.

2. Big Data 

Big data is a term which is used by researcher 
and developers for the terabyte and zettabyte 
datasets on which traditional approaches of 
data mining are not applicable. Bigdata is 
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Figure 3: Big data technology in health care 
system

4. Challenges 

Big data and medical information base big data 
is two different things. Medical base big data 
are more complex and hard to maintain[11]. A 
few of challenge which are occur during 
implantation of big data techniques on health 
care application are as following.

4.1. Confidentiality

The security of medical big data is very sensi-
tive issue. It’s very important to secure medical 
data base from cybercrime, phishing and 
hacking[12]. Because these kinds of databases 
also contain personal information like credit 
card history, personal address phone number 
etc.  Appropriation of big-data in social insur-
ance, fundamentally increments security and 
patient protection concerns. At the beginning, 



�  Operational working:
12P network consist on different virtual 
routers. A router can be defined as a piece of 
instruction that enables the services to commu-
nicate with one another. In this network sender 
and receiver don’t interact directly with one 
another instead of direct communication their 
data passed through different routers. Each 
sender and receiver over the internet work as a 
router as well. Hence this type of communica-
tion cannot identify the users.

�  Features:
• Data cannot be extracted from the network 

and cannot access outside the network.

• It can perform the same activities like 
internet but without disclosing the private 
information of users.

• Different types of tools are available to 
access the services of browsers but 12P 
creates its own tools to avail the services of 
network. Therefore, this feature makes it 

much faster than other browsers.

• Sending message peer to peer used less 
spaces so it’s difficult for the attacker to 
attack on it.

• Updating is done with time to time that 
increases its usage abilities.

• A major setback of this network is that it is 
still considered as an unexperienced 
network.

�  Freenet

Freenet browser is a secret key based file 
sharing system with the aim of sharing infor-
mation without knowing the actual source 
[22]. Creator of this browser starts project with 
the goal of sharing information secretly and for 
freedom of speech. When a user sends the 
information over Freenet network, it’s difficult 
to find out the destination where information is 
being stored. Information also moves over the 
Freenet network according the demand of 
users.

�  Features:
• Freenet keeps files in well-organized way 

against some secret key. Each file stored 
over the network have a unique key. 
Whenever user need to get the file he will 
provide that key to the network and get the 
that particular file in return. Once a file is 
submitted to it, it’s contents as well as 
content type cannot be changed 
furthermore and it has TCP/IP protocol 
[23].

• Running network is implemented with the 
help of java language which executes on 
windows, Linux etc. Freenet network 
system provides unsigned files and 
message sharing facilities.

• This network can only access that data 
which has already stored in it. Hence it is 
simpler in use as compared to other 
networks.

• Freenet provides peer to peer connections 
by protecting the privacy of both users, one 
who is sending the files and 2nd who is 

retrieving that files. Data stored by the user 
saved in the form of pieces over the 
network, while getting that stored those 
pieces are found and combined.

�  Architecture:
Freenet network works in the form of modules. 
These modules use “Freenet client protocol” 
for programs to use. Different applications 
used multiple services for sending files and 
sharing messages. As it contains a secret key 
for a file hence the stored file is encrypted, no 
one can access it using nodes of Freenet 
network without knowing that decrypted key. 
Getting the data from network is time consum-
ing procedure it compares the key node to 
node. When it finds the related file or data, it 
stops checking the nodes of network. Freenet 
follow the stack concept for data storage.

Comparison:
Following is the comparison of three different 
anonymous networks of deep and dark web 
through which unseen web can be accessed 
[24]

people use it in a bad way and others have a 
positive point of view. Its use is dependent on 
the mentality of users like criminal use it for 
criminal activities like cyber terrorism and 
journalists use it to gather some hidden infor-
mation about some politics or any other issue 
which they want to expose in front of people 
[4]. The leading reason for the usage of Deep 
web is secrecy, deep web provides anonymous 
internet so hackers, government agencies and 
no one can trace the location of the user [5][6]. 
Only 32% content has been legal and 68% are 
illegal on deep web [7]. Users can access the 
Dark web by using the special browsers like 
TOR, FREENET and I2P they provide anony-
mous access to the resources of deep and dark 
web.
Deep web and dark web have enormous mass 
of internet and according to rough estimate it 
contains 7500 terabyte data [8]. About 
2million peoples use the TOR browser or other 
networks to browse deep and dark web [9]. It 
consists of different levels nobody can access it 
completely [10]. It is divided into different 
levels on the basis of its content’s danger level. 
Following are the different levels of the web.

•  Common Web or internet

We usually use it daily and we are well known 
to it. Mostly it contains the contents which are 
“Open to the Public”.

•  Surface Web

It is also known as invisible web it is only 
0.03% of internet It provides services such as 
Reddit, Digg, E-mail, chat board MySQL 
databases and social enabling contents are 
found here. The Surface web contains about 
4.5 billion websites which are indexed by 
different search engines. The Surface web 
contains 19 Terabyte of information.

• Bergie Web

It has FTP Servers (4chan), honeypots, loaded 
webservers and google locked results. The 
Proxy is required for further access.

•  Deep Web

It consists of the following things, heavy 
jailbait, Gore, On the Vanilla Sources, celebrity 
scandals, VIP Gossip, Hackers, Script kiddies, 
Raid information, Blue Prints, Virus Informa-
tion, XSS Worm scripting, Mathematics 
research and many other information.

•  Charter web

It is categorized into two parts. The first part 
can be accessed by using TOR. It contains 
information like hidden wiki, banned video, 
books, movies, Trade of Rare animals, Human 
trafficking, Personal records, billion dollar 
deals and black market. The second part can be 
accessed by modifying a hardware information 
which is a “Closed Shell System”, it contains 
hardcore CP, World war 2 experiments and 
Atlantis Location [11].

•  Marina's Web

This layer is having a lot of information about 
the secret documentation of government and 
many organizations. You will be the lucky 
person if you got access to it.

•  (?)

This layer lies in between 5th and 7th layers. 
At this point people are not aware that they are 
in the attention of someone and it can be very 
dangerous. For example, individuals can reach 
at your destination to kill you.

•  The Fog/virus soup

The best way to describe the level 7 is relating 

it with a war zone. Where the creator of it is 
trying to approach the 8th level, but preventing 
other people to access it.

•  The Primarch system

This is the last level of the web. It’s impossible 
to have direct access to that level. The 
Primarch system is some unknown thing which 
is controlling the internet all over the time. 
Even government and organizations have no 
control over it. It was unintentionally discov-
ered in 2000’s during deep web scan [12]. It is 
the “Final Boss of the Internet”

Effect on Privacy and Business

The Deep and dark web provide iceberg of the 
internet each and every thing here can be sold 
out like from your personal information to the 
big critical documentations. It is the black 
market for the drugs, selling of personal infor-
mation, deals of ammunition. Deep web or 
dark web itself is not safe anonymity of search 
and identity is provided by TOR, I2P, FREEN-
ET etc [13]. Your information and identity can 
be compromised because deep web is full of 
hackers. Hackers always try to access user’s 
information who uses this web frequently. 
Therefore, you are not secure while browsing 
deep or dark web.

It can provide anonymity but does not assure 
privacy it can have large impact on confidenti-
ality [14][15]. To protect privacy one must not 
surf, deep and dark web and also use precau-

tionary measure to save data from being going 
out into deep web.

Following measure can be done to save data 
from being stolen.

• Assures that the web you are visiting or 
your own website is encrypted with an SSL 
certificate [16].

• Create backup of all data and information, 
so that in case of any attack it can be 
recovered.

• Educate people and employs about the 
cyber security [17].

• Use dual authentication factor, and choose 
strong password [18].

• Don’t put personal information on the 
web.

Anonymous systems for access-
ing Deep Web

�  TOR Browser:

Tor browser basically works on the basis of the 
onion method in which data that is to be sent by 
user, first encrypted and then send through 
different sources in the Tor network. Data is 
encrypted in multi layers of browser. The Tor is 
a type of browser that removes the identifying 
information so that original source cannot be 
traced, makes it easy to protect the user identi-
ty.

� Operational Working
Tor browser uses three different layers [19].

In first step data is entered by using an entry 
node from the user side, then it enters in a Tor 
node and finally spits outs user data through 
the final exit node.

In 2nd step Tor browser services gets users IP 
address and guess the country and language 
automatically, but when using Tor, you will 
often appear to be in a physical position 
halfway just about the world.

If the user exists in a system that blocks Tor or 
need to access a web service that blocks Tor, 
you can also construct Tor Browser to use 
bridges. Like Tor entry or exit nodes, bridge 

IP address is not shown publicly so it’s difficult 
for web services and government to get these 
IP addresses and block them.

�  Features:
 • Tor browser is simple to use as other 

browsers.

 • It is high speed network of Onion 
Router [20].

 • It can be downloaded and used on 
different types of operating systems.

 • Tor browser only access the Onion 
web sites that are only available in the 
Tor network.

• Government agencies have the 
information about which sites users have 
visited, how many times, how long and 
from where all these services are provided 
by Tor to their users

• It sends data through different virtual 
routers; current router only has 
information of one backward and one 
forward router so it’s become difficult to 
track the location and identity of the users.

�  I2P:
12p is a mostly used internet tool that makes 
the usage of internet services pretty easy. It’s 
basically created to access the un accessible 
portion of the internet. I2P provides the short 
developer guide to make a website over the 
network. It works as a layer over the internet 
which create possibilities for the users to 
exchange the data [21].I2P can be used to 
create a web service or to use the web services. 
The network has no central point to store the 
information. Its development starts in 2003 
and updated time to time.1. Introduction

 Most people consider that they have 
complete access to the Internet. But they even 
don’t know that the internet which they have 
access is just 1% and is known as “Surface 
Web”. The leftover internet is 99% and is 
known as “Deep Web”. The resources in Deep 
and Dark web are not indexed in common 
search engines like yahoo and google. The 
Dark Web is a fragment of Deep Web and is not 

index able so it can’t be accessed by simple 
search engines but can be searched by [1]. 
Harvest engines. Deep web contains many 
contents like online forums, baking services, 
chat room services and many more and these 
services can be used by paying payment. But 
the dark web is not index able due to its materi-
als and some other reasons [2]. Dark web is 
famous for the black market of drug selling, 
Ammunitions, Pornography, selling of creden-
tial information’s and exchange of virtual 
currency and for many other things [3]. Some 

�  Legal or illegal?
Tor, I2p and Freenet browsers are legal to use. 
Different countries have different rules related 
to the usage of these browsers [25]. China has 
banned the secrecy services of these browsers. 
Most countries working hard to stop citizens 
from using these networks.

Many authorities’ hates these networks 
because by using services of deep web make it 
is easy for the reporters to report corruption or 
other illegal activities done by the politicians. 
Sophisticated users supporting Tor for freedom 
of expression, communication and publish 
around the world. These types of users provide 
bandwidth to the network.

If you are investigating a person related to you 
or paying role to resolve a legal dispute and 
that it’s not good for your privacy, then the 
usage of this browser might be the right 
solution.

Pros and Cons of Deep and Dark 
Web

• Private information can be shared without 
government courier finding out.

• That information can be accessed which is 
blocked in a particular region.

• Deep and Dark web also provides a 
display space for against the law actions.

• Provides a platform for trading of harmful 
products like Drugs, weapons, fake 
passports, eBooks and hacking tools.

• Traders don’t know that they will get the 
same material what they order.

• The User has to follow the correct steps in 
order to access the deep and dark web 
otherwise it can be privately dangerous for 
the user.

• Another major advantage of dark web is it 
contains a strange community, where 

people can share their experiences and 
give advices.

• Deep and Dark web provides “no physical 
contact” service

Conclusion
This paper embraces an outline of deep, dark 
web and comparison of three networks Tor, 
I2P, Freenet, to create consciousness about the 
unseen web and the operation of three different 
networks which provide anonymity to its 
users. Benefits and hindrances of unseen web 
to us and how much adverse effect it has on our 
privacy. Unseen web is the place where you 
can sell and buy each and every thing without 
being tracked by government and intelligence 
organizations. Deep web is the part of the 
internet; it holds 99% of the internet rest of the 
internet is known as surface web and it is 
accessible by standard search engines, Deep 
web is famous by different names and can be 
called as invisible and hidden web. Many 
authority’s hatred these anonymous networks 
because their services make it easy for the 
reporters to report corruption or other illegal 
activities done by the politicians. Sophisticated 
users use Tor for freedom of expression, 
communication and publish their point of view 
around the world. These types of manipulators 
provide bandwidth to the network. This paper 
also informs us that which network is safer and 
more anonymous. I2P and Tor both are analo-
gous to each other and provide anonymity 
where Freenet also provide anonymity but it 
has decentralized database with its application 
and is even more useful as an anonymous 
network.
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understanding data is put away in data-centers 
with changing degrees of security [17].

4.2. Access 

The main challenge for medical big data scien-
tist is access of data. To create medical big data 
datasets scientist needs huge amount of 
internal and external data of different hospitals 
and clinics. But the organizations are not ready 
sharing their customer information with third 
party because consumers have legal right to in 
case of unethical handling of his data. 

4.3. Data Classification

Medical big data is consist of huge amount of 
heterogeneous and less structured data[13]. So, 
data scientists analyze and visualized the data 
and make the classification of according to 
their requirements. Clinical databases store a 
lot of data about patients. Data-mining strate-
gies connected on these databases endeavor to 
find connections and examples among clinical 
what's more, obsessive information to compre-
hend the movement and highlights of specific 
sicknesses. The achieved information can be 
utilized for early determination. In the clinical 
databases, infection cases are genuinely 
uncommon as contrasted and the ordinary 
populaces [18].

4.4. Data Modeling

For the best results it is very important that the 
medical dataset only contain relevant and 
accurate information. The data modeling for 
extracting correct information from medical 
big dataset is a challenging job.  Data Model-
ing is the way to describe the database models 
and describing or specifying the use of 
database structures [19]. Today the dominating 
technology is Relational-DB since 80’s [20].

4.5. Storage 

The size of medical big data datasets are intera 
byte and zettabyte. It is compulsory to have 
enough storage space to upload or generate the 
data at some time. The storage devices have 
ability to store word documents, X-ray MRI 
and CT scan reports.

4.6. Communication 

The communication between user and scientist 
is very important. The communication 
between scientist and big data collector and 
end user create a great problem. Because of 
this gap big data collector is not able to collect 
accurate information which leads to bed analy-
sis of big data algorithms. This bed analysis 
caused the great loss of end user in health care 
application.

4.7. Data Nature

In medical big data datasets play a vital role. 
The medical big data datasets must contain 
information of healthcare system and outside 
the healthcare system. The main problem is 
that hospital and clinics only contain unhealthy 
person’s data but in big data techniques health 
individual’s information is also required.

5. Benefits 

In health care system big data techniques are 
applications play a vital role to improve the 
health quality.  Medical big data datasets 
provide many benefits a few of them are as 
following.

5.1. Patient care 

Big data datasets are used to design electronic 
health care systems. These systems are helpful 
to do the statistical analysis of patient body. 
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These statistical figures are leads toward right 
treatment.

5.2. Operational efficiency 

The big data application smart applications are 
assisting to the hospital staff in the manage-
ment. These applications are assisting the 
doctors toward the correct disease diagnosti-
cian process, correct and right amount of medi-
cine prescription. All these things play a role in 
the enhancement of the medical offices and 
medical researcher’s performances.

5.3. Finding a cure 

The pharmaceutical companies examine the 
analysis the medical big data datasets to find 
the cure of dieses. The big companies spend a 
lot of money for this purpose for example a 
few years back the scientist create the world 
largest database of DNA because they think 
that this help them out to learn about the dieses 
nature and cure of disease. 

5.4. Prediction 

The medical bigdata datasets contain the infor-
mation of some pervious patient record and 
healthy people records. This information is 
helpful to analyze the health condition of a 
normal human being. Because of these kind 
analyses the doctors can diagnosis the diseases 
on time and also able to stop the cause which 
lead the patient to death. These types of appli-
cations are best for heart and blood cancer 
patient.

5.5. Reduce cost and time

Now the scientists can create and store the 
large database because of bigdata techniques. 
These databases are helpful in the analysis of 
blood samples and another statistical test. 

Which are used to diagnosis the dieses. So, by 
using these databases 

Conclusion

Big data algorithm can be game changes in 
health care system as it has potential to identify 
different kind of diseases. But it is not an easy 
task for big data scientist. This review article is 
about the challenges and opportunities of big 
data. The size of medical datasets is in zetta 
byte so the storage of data in medical big data 
applications are the main issue. Scientist also 
face some other challenges like data collection, 
classification and security but the advantage of 
medical big data is force them to play with 
these challenges.
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applicable on structured and unstructured 
data[3]. A one proper definition of big data is 
not available[4]. Different researcher defines it 
differently, some of them define big data with 
three V’s volume, velocity and verity. But 
some researcher define it with five things that 
are volume, velocity, verity, complexity and 

variability[5]. The details characteristics of 
bigdata are shown in figure 1. Big data drive 
forms any type of data like videos, images and 
text data. There are various types of big data, 
where long-established database systems are 
based on the structured data.

Figure 1: Characteristics of Big Data

Big data is categorized in the 5 V’s: A one 
proper definition of big data is not available[4]. 
Different researcher defines it differently, 
some of them define big data with three V’s 
volume, velocity and verity. But some 
researcher define it with five things that are 
volume, velocity, verity, complexity and 
variability[5].

The data for this review article is collected 
form springer, IEEE, Google scholar and 
PUBMed by using “Bigdata in health care” 
and “Bigdata health care applications” queries. 
The literature review process with inclusion 
and exclusion process is shown in figure 2. The 
year of selected review article is between 2014 
to 2018.only 25 articles are selected form 
Million of articles as shown in figure 2.

Figure 2: literature review process with inclu-
sion and exclusion process

3. Related work

Big data and smart device revolutionized the 
health care system as shown in figure 3. As the 
world become global village the concept of 
Silicon Valley is more popular. In Silicon 
Valley all the work is done on digital devices. 
Health is an important issue which address by 
the scientist. The digitalization of health sector 
is helpful to secure many lives. For this context 
many are already done.

The researcher give the concept of a smart city 
for health care system by using cloud comput-
ing and deep learning techniques[6]. CC offer 
ability and function like compute, store, and 
applications via inter-net. In the broad-spec-
trum, to render smart phones energy efficient 
and computationally capable, major changes to 
the hardware and software levels are required. 
This causes the cooperation of developers and 

manufacturers [16].In other article the 
researcher introduce the block chain with the 
combination of IOT techniques for automated 
health care system[7], [8]. Big data and 
machine learning algorithm make resolution in 
health care sector. Machine-Learning, then 
again, approaches issues as a specialist advanc-
ing through residency may: by taking in princi-
ples from information. Beginning with 
patient-level perceptions, calculations filter 
through immense quantities of factors, search-
ing for mixes that dependably anticipate 
results. In one sense, this procedure is like that 
of conventional relapse models: there is a 
result, covariates, and a factual capacity 
connecting the two. Be that as it may, where 
Machine-Learning sparkles is in dealing with 
huge quantities of indicators — some of the 
time, strikingly, a larger number of indicators 
than perceptions — and joining them in 
nonlinear and exceedingly intuitive ways [15]. 
The combination of big data and machine 
learning algorithms are used to develop a 

perfect system for health care applications. 
These systems are able to diagnoses, predict 
and cure the diseases[9].

In today society smart phones are available 
every. Almost every person knows how to 
operate smart phone. The scientists do a lot of 
work on smart phone health care applications 
by using big data. These application are easy to 

use and help to save many lives[2], [10]. 

Especially, Big-data investigation in medica-
tion and human services empowers examina-
tion of the enormous datasets from a huge 
number of patients, distinguishing clusters and 
relationship between datasets, just as creating 
prescient models utilizing information mining 
strategies [14].

1. Introduction

 The massive amount of data in 
biomedical is create a big challenge for the 
scientist. The size of biomedical datasets are  
in zettabyte which create hurdle in the storage 
and analysis process of these datasets[1]. As 
the world becomes digitalized and the trends of 
smart city become more popular, the scientists 
more focus toward the big data techniques. 
Because these techniques help them to store 
and analyze the data in more efficient 
manners[2]. The medical big data sets contain 
text documents and images. The analysis of 
medical dataset help scientist in enhancement 

of living standards of human beings[3]. In this 
paper, review of medical big data is presented. 
The application challenges and benefits of big 
data is discussed in detail. During the imple-
mentation of big data techniques storage, data 
collection classification and security is the 
main challenges for the scientist. Big data 
applications in health care system are helpful 
to enhance the health standards.

2. Big Data 

Big data is a term which is used by researcher 
and developers for the terabyte and zettabyte 
datasets on which traditional approaches of 
data mining are not applicable. Bigdata is 
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Figure 3: Big data technology in health care 
system

4. Challenges 

Big data and medical information base big data 
is two different things. Medical base big data 
are more complex and hard to maintain[11]. A 
few of challenge which are occur during 
implantation of big data techniques on health 
care application are as following.

4.1. Confidentiality

The security of medical big data is very sensi-
tive issue. It’s very important to secure medical 
data base from cybercrime, phishing and 
hacking[12]. Because these kinds of databases 
also contain personal information like credit 
card history, personal address phone number 
etc.  Appropriation of big-data in social insur-
ance, fundamentally increments security and 
patient protection concerns. At the beginning, 



�  Operational working:
12P network consist on different virtual 
routers. A router can be defined as a piece of 
instruction that enables the services to commu-
nicate with one another. In this network sender 
and receiver don’t interact directly with one 
another instead of direct communication their 
data passed through different routers. Each 
sender and receiver over the internet work as a 
router as well. Hence this type of communica-
tion cannot identify the users.

�  Features:
• Data cannot be extracted from the network 

and cannot access outside the network.

• It can perform the same activities like 
internet but without disclosing the private 
information of users.

• Different types of tools are available to 
access the services of browsers but 12P 
creates its own tools to avail the services of 
network. Therefore, this feature makes it 

much faster than other browsers.

• Sending message peer to peer used less 
spaces so it’s difficult for the attacker to 
attack on it.

• Updating is done with time to time that 
increases its usage abilities.

• A major setback of this network is that it is 
still considered as an unexperienced 
network.

�  Freenet

Freenet browser is a secret key based file 
sharing system with the aim of sharing infor-
mation without knowing the actual source 
[22]. Creator of this browser starts project with 
the goal of sharing information secretly and for 
freedom of speech. When a user sends the 
information over Freenet network, it’s difficult 
to find out the destination where information is 
being stored. Information also moves over the 
Freenet network according the demand of 
users.

�  Features:
• Freenet keeps files in well-organized way 

against some secret key. Each file stored 
over the network have a unique key. 
Whenever user need to get the file he will 
provide that key to the network and get the 
that particular file in return. Once a file is 
submitted to it, it’s contents as well as 
content type cannot be changed 
furthermore and it has TCP/IP protocol 
[23].

• Running network is implemented with the 
help of java language which executes on 
windows, Linux etc. Freenet network 
system provides unsigned files and 
message sharing facilities.

• This network can only access that data 
which has already stored in it. Hence it is 
simpler in use as compared to other 
networks.

• Freenet provides peer to peer connections 
by protecting the privacy of both users, one 
who is sending the files and 2nd who is 

retrieving that files. Data stored by the user 
saved in the form of pieces over the 
network, while getting that stored those 
pieces are found and combined.

�  Architecture:
Freenet network works in the form of modules. 
These modules use “Freenet client protocol” 
for programs to use. Different applications 
used multiple services for sending files and 
sharing messages. As it contains a secret key 
for a file hence the stored file is encrypted, no 
one can access it using nodes of Freenet 
network without knowing that decrypted key. 
Getting the data from network is time consum-
ing procedure it compares the key node to 
node. When it finds the related file or data, it 
stops checking the nodes of network. Freenet 
follow the stack concept for data storage.

Comparison:
Following is the comparison of three different 
anonymous networks of deep and dark web 
through which unseen web can be accessed 
[24]

people use it in a bad way and others have a 
positive point of view. Its use is dependent on 
the mentality of users like criminal use it for 
criminal activities like cyber terrorism and 
journalists use it to gather some hidden infor-
mation about some politics or any other issue 
which they want to expose in front of people 
[4]. The leading reason for the usage of Deep 
web is secrecy, deep web provides anonymous 
internet so hackers, government agencies and 
no one can trace the location of the user [5][6]. 
Only 32% content has been legal and 68% are 
illegal on deep web [7]. Users can access the 
Dark web by using the special browsers like 
TOR, FREENET and I2P they provide anony-
mous access to the resources of deep and dark 
web.
Deep web and dark web have enormous mass 
of internet and according to rough estimate it 
contains 7500 terabyte data [8]. About 
2million peoples use the TOR browser or other 
networks to browse deep and dark web [9]. It 
consists of different levels nobody can access it 
completely [10]. It is divided into different 
levels on the basis of its content’s danger level. 
Following are the different levels of the web.

•  Common Web or internet

We usually use it daily and we are well known 
to it. Mostly it contains the contents which are 
“Open to the Public”.

•  Surface Web

It is also known as invisible web it is only 
0.03% of internet It provides services such as 
Reddit, Digg, E-mail, chat board MySQL 
databases and social enabling contents are 
found here. The Surface web contains about 
4.5 billion websites which are indexed by 
different search engines. The Surface web 
contains 19 Terabyte of information.

• Bergie Web

It has FTP Servers (4chan), honeypots, loaded 
webservers and google locked results. The 
Proxy is required for further access.

•  Deep Web

It consists of the following things, heavy 
jailbait, Gore, On the Vanilla Sources, celebrity 
scandals, VIP Gossip, Hackers, Script kiddies, 
Raid information, Blue Prints, Virus Informa-
tion, XSS Worm scripting, Mathematics 
research and many other information.

•  Charter web

It is categorized into two parts. The first part 
can be accessed by using TOR. It contains 
information like hidden wiki, banned video, 
books, movies, Trade of Rare animals, Human 
trafficking, Personal records, billion dollar 
deals and black market. The second part can be 
accessed by modifying a hardware information 
which is a “Closed Shell System”, it contains 
hardcore CP, World war 2 experiments and 
Atlantis Location [11].

•  Marina's Web

This layer is having a lot of information about 
the secret documentation of government and 
many organizations. You will be the lucky 
person if you got access to it.

•  (?)

This layer lies in between 5th and 7th layers. 
At this point people are not aware that they are 
in the attention of someone and it can be very 
dangerous. For example, individuals can reach 
at your destination to kill you.

•  The Fog/virus soup

The best way to describe the level 7 is relating 

it with a war zone. Where the creator of it is 
trying to approach the 8th level, but preventing 
other people to access it.

•  The Primarch system

This is the last level of the web. It’s impossible 
to have direct access to that level. The 
Primarch system is some unknown thing which 
is controlling the internet all over the time. 
Even government and organizations have no 
control over it. It was unintentionally discov-
ered in 2000’s during deep web scan [12]. It is 
the “Final Boss of the Internet”

Effect on Privacy and Business

The Deep and dark web provide iceberg of the 
internet each and every thing here can be sold 
out like from your personal information to the 
big critical documentations. It is the black 
market for the drugs, selling of personal infor-
mation, deals of ammunition. Deep web or 
dark web itself is not safe anonymity of search 
and identity is provided by TOR, I2P, FREEN-
ET etc [13]. Your information and identity can 
be compromised because deep web is full of 
hackers. Hackers always try to access user’s 
information who uses this web frequently. 
Therefore, you are not secure while browsing 
deep or dark web.

It can provide anonymity but does not assure 
privacy it can have large impact on confidenti-
ality [14][15]. To protect privacy one must not 
surf, deep and dark web and also use precau-

tionary measure to save data from being going 
out into deep web.

Following measure can be done to save data 
from being stolen.

• Assures that the web you are visiting or 
your own website is encrypted with an SSL 
certificate [16].

• Create backup of all data and information, 
so that in case of any attack it can be 
recovered.

• Educate people and employs about the 
cyber security [17].

• Use dual authentication factor, and choose 
strong password [18].

• Don’t put personal information on the 
web.

Anonymous systems for access-
ing Deep Web

�  TOR Browser:

Tor browser basically works on the basis of the 
onion method in which data that is to be sent by 
user, first encrypted and then send through 
different sources in the Tor network. Data is 
encrypted in multi layers of browser. The Tor is 
a type of browser that removes the identifying 
information so that original source cannot be 
traced, makes it easy to protect the user identi-
ty.

� Operational Working
Tor browser uses three different layers [19].

In first step data is entered by using an entry 
node from the user side, then it enters in a Tor 
node and finally spits outs user data through 
the final exit node.

In 2nd step Tor browser services gets users IP 
address and guess the country and language 
automatically, but when using Tor, you will 
often appear to be in a physical position 
halfway just about the world.

If the user exists in a system that blocks Tor or 
need to access a web service that blocks Tor, 
you can also construct Tor Browser to use 
bridges. Like Tor entry or exit nodes, bridge 

IP address is not shown publicly so it’s difficult 
for web services and government to get these 
IP addresses and block them.

�  Features:
 • Tor browser is simple to use as other 

browsers.

 • It is high speed network of Onion 
Router [20].

 • It can be downloaded and used on 
different types of operating systems.

 • Tor browser only access the Onion 
web sites that are only available in the 
Tor network.

• Government agencies have the 
information about which sites users have 
visited, how many times, how long and 
from where all these services are provided 
by Tor to their users

• It sends data through different virtual 
routers; current router only has 
information of one backward and one 
forward router so it’s become difficult to 
track the location and identity of the users.

�  I2P:
12p is a mostly used internet tool that makes 
the usage of internet services pretty easy. It’s 
basically created to access the un accessible 
portion of the internet. I2P provides the short 
developer guide to make a website over the 
network. It works as a layer over the internet 
which create possibilities for the users to 
exchange the data [21].I2P can be used to 
create a web service or to use the web services. 
The network has no central point to store the 
information. Its development starts in 2003 
and updated time to time.1. Introduction

 Most people consider that they have 
complete access to the Internet. But they even 
don’t know that the internet which they have 
access is just 1% and is known as “Surface 
Web”. The leftover internet is 99% and is 
known as “Deep Web”. The resources in Deep 
and Dark web are not indexed in common 
search engines like yahoo and google. The 
Dark Web is a fragment of Deep Web and is not 

index able so it can’t be accessed by simple 
search engines but can be searched by [1]. 
Harvest engines. Deep web contains many 
contents like online forums, baking services, 
chat room services and many more and these 
services can be used by paying payment. But 
the dark web is not index able due to its materi-
als and some other reasons [2]. Dark web is 
famous for the black market of drug selling, 
Ammunitions, Pornography, selling of creden-
tial information’s and exchange of virtual 
currency and for many other things [3]. Some 

�  Legal or illegal?
Tor, I2p and Freenet browsers are legal to use. 
Different countries have different rules related 
to the usage of these browsers [25]. China has 
banned the secrecy services of these browsers. 
Most countries working hard to stop citizens 
from using these networks.

Many authorities’ hates these networks 
because by using services of deep web make it 
is easy for the reporters to report corruption or 
other illegal activities done by the politicians. 
Sophisticated users supporting Tor for freedom 
of expression, communication and publish 
around the world. These types of users provide 
bandwidth to the network.

If you are investigating a person related to you 
or paying role to resolve a legal dispute and 
that it’s not good for your privacy, then the 
usage of this browser might be the right 
solution.

Pros and Cons of Deep and Dark 
Web

• Private information can be shared without 
government courier finding out.

• That information can be accessed which is 
blocked in a particular region.

• Deep and Dark web also provides a 
display space for against the law actions.

• Provides a platform for trading of harmful 
products like Drugs, weapons, fake 
passports, eBooks and hacking tools.

• Traders don’t know that they will get the 
same material what they order.

• The User has to follow the correct steps in 
order to access the deep and dark web 
otherwise it can be privately dangerous for 
the user.

• Another major advantage of dark web is it 
contains a strange community, where 

people can share their experiences and 
give advices.

• Deep and Dark web provides “no physical 
contact” service

Conclusion
This paper embraces an outline of deep, dark 
web and comparison of three networks Tor, 
I2P, Freenet, to create consciousness about the 
unseen web and the operation of three different 
networks which provide anonymity to its 
users. Benefits and hindrances of unseen web 
to us and how much adverse effect it has on our 
privacy. Unseen web is the place where you 
can sell and buy each and every thing without 
being tracked by government and intelligence 
organizations. Deep web is the part of the 
internet; it holds 99% of the internet rest of the 
internet is known as surface web and it is 
accessible by standard search engines, Deep 
web is famous by different names and can be 
called as invisible and hidden web. Many 
authority’s hatred these anonymous networks 
because their services make it easy for the 
reporters to report corruption or other illegal 
activities done by the politicians. Sophisticated 
users use Tor for freedom of expression, 
communication and publish their point of view 
around the world. These types of manipulators 
provide bandwidth to the network. This paper 
also informs us that which network is safer and 
more anonymous. I2P and Tor both are analo-
gous to each other and provide anonymity 
where Freenet also provide anonymity but it 
has decentralized database with its application 
and is even more useful as an anonymous 
network.
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understanding data is put away in data-centers 
with changing degrees of security [17].

4.2. Access 

The main challenge for medical big data scien-
tist is access of data. To create medical big data 
datasets scientist needs huge amount of 
internal and external data of different hospitals 
and clinics. But the organizations are not ready 
sharing their customer information with third 
party because consumers have legal right to in 
case of unethical handling of his data. 

4.3. Data Classification

Medical big data is consist of huge amount of 
heterogeneous and less structured data[13]. So, 
data scientists analyze and visualized the data 
and make the classification of according to 
their requirements. Clinical databases store a 
lot of data about patients. Data-mining strate-
gies connected on these databases endeavor to 
find connections and examples among clinical 
what's more, obsessive information to compre-
hend the movement and highlights of specific 
sicknesses. The achieved information can be 
utilized for early determination. In the clinical 
databases, infection cases are genuinely 
uncommon as contrasted and the ordinary 
populaces [18].

4.4. Data Modeling

For the best results it is very important that the 
medical dataset only contain relevant and 
accurate information. The data modeling for 
extracting correct information from medical 
big dataset is a challenging job.  Data Model-
ing is the way to describe the database models 
and describing or specifying the use of 
database structures [19]. Today the dominating 
technology is Relational-DB since 80’s [20].

4.5. Storage 

The size of medical big data datasets are intera 
byte and zettabyte. It is compulsory to have 
enough storage space to upload or generate the 
data at some time. The storage devices have 
ability to store word documents, X-ray MRI 
and CT scan reports.

4.6. Communication 

The communication between user and scientist 
is very important. The communication 
between scientist and big data collector and 
end user create a great problem. Because of 
this gap big data collector is not able to collect 
accurate information which leads to bed analy-
sis of big data algorithms. This bed analysis 
caused the great loss of end user in health care 
application.

4.7. Data Nature

In medical big data datasets play a vital role. 
The medical big data datasets must contain 
information of healthcare system and outside 
the healthcare system. The main problem is 
that hospital and clinics only contain unhealthy 
person’s data but in big data techniques health 
individual’s information is also required.

5. Benefits 

In health care system big data techniques are 
applications play a vital role to improve the 
health quality.  Medical big data datasets 
provide many benefits a few of them are as 
following.

5.1. Patient care 

Big data datasets are used to design electronic 
health care systems. These systems are helpful 
to do the statistical analysis of patient body. 

These statistical figures are leads toward right 
treatment.

5.2. Operational efficiency 

The big data application smart applications are 
assisting to the hospital staff in the manage-
ment. These applications are assisting the 
doctors toward the correct disease diagnosti-
cian process, correct and right amount of medi-
cine prescription. All these things play a role in 
the enhancement of the medical offices and 
medical researcher’s performances.

5.3. Finding a cure 

The pharmaceutical companies examine the 
analysis the medical big data datasets to find 
the cure of dieses. The big companies spend a 
lot of money for this purpose for example a 
few years back the scientist create the world 
largest database of DNA because they think 
that this help them out to learn about the dieses 
nature and cure of disease. 

5.4. Prediction 

The medical bigdata datasets contain the infor-
mation of some pervious patient record and 
healthy people records. This information is 
helpful to analyze the health condition of a 
normal human being. Because of these kind 
analyses the doctors can diagnosis the diseases 
on time and also able to stop the cause which 
lead the patient to death. These types of appli-
cations are best for heart and blood cancer 
patient.

5.5. Reduce cost and time

Now the scientists can create and store the 
large database because of bigdata techniques. 
These databases are helpful in the analysis of 
blood samples and another statistical test. 

Which are used to diagnosis the dieses. So, by 
using these databases 

Conclusion

Big data algorithm can be game changes in 
health care system as it has potential to identify 
different kind of diseases. But it is not an easy 
task for big data scientist. This review article is 
about the challenges and opportunities of big 
data. The size of medical datasets is in zetta 
byte so the storage of data in medical big data 
applications are the main issue. Scientist also 
face some other challenges like data collection, 
classification and security but the advantage of 
medical big data is force them to play with 
these challenges.
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applicable on structured and unstructured 
data[3]. A one proper definition of big data is 
not available[4]. Different researcher defines it 
differently, some of them define big data with 
three V’s volume, velocity and verity. But 
some researcher define it with five things that 
are volume, velocity, verity, complexity and 

variability[5]. The details characteristics of 
bigdata are shown in figure 1. Big data drive 
forms any type of data like videos, images and 
text data. There are various types of big data, 
where long-established database systems are 
based on the structured data.

Figure 1: Characteristics of Big Data

Big data is categorized in the 5 V’s: A one 
proper definition of big data is not available[4]. 
Different researcher defines it differently, 
some of them define big data with three V’s 
volume, velocity and verity. But some 
researcher define it with five things that are 
volume, velocity, verity, complexity and 
variability[5].

The data for this review article is collected 
form springer, IEEE, Google scholar and 
PUBMed by using “Bigdata in health care” 
and “Bigdata health care applications” queries. 
The literature review process with inclusion 
and exclusion process is shown in figure 2. The 
year of selected review article is between 2014 
to 2018.only 25 articles are selected form 
Million of articles as shown in figure 2.

Figure 2: literature review process with inclu-
sion and exclusion process

3. Related work

Big data and smart device revolutionized the 
health care system as shown in figure 3. As the 
world become global village the concept of 
Silicon Valley is more popular. In Silicon 
Valley all the work is done on digital devices. 
Health is an important issue which address by 
the scientist. The digitalization of health sector 
is helpful to secure many lives. For this context 
many are already done.

The researcher give the concept of a smart city 
for health care system by using cloud comput-
ing and deep learning techniques[6]. CC offer 
ability and function like compute, store, and 
applications via inter-net. In the broad-spec-
trum, to render smart phones energy efficient 
and computationally capable, major changes to 
the hardware and software levels are required. 
This causes the cooperation of developers and 

manufacturers [16].In other article the 
researcher introduce the block chain with the 
combination of IOT techniques for automated 
health care system[7], [8]. Big data and 
machine learning algorithm make resolution in 
health care sector. Machine-Learning, then 
again, approaches issues as a specialist advanc-
ing through residency may: by taking in princi-
ples from information. Beginning with 
patient-level perceptions, calculations filter 
through immense quantities of factors, search-
ing for mixes that dependably anticipate 
results. In one sense, this procedure is like that 
of conventional relapse models: there is a 
result, covariates, and a factual capacity 
connecting the two. Be that as it may, where 
Machine-Learning sparkles is in dealing with 
huge quantities of indicators — some of the 
time, strikingly, a larger number of indicators 
than perceptions — and joining them in 
nonlinear and exceedingly intuitive ways [15]. 
The combination of big data and machine 
learning algorithms are used to develop a 

perfect system for health care applications. 
These systems are able to diagnoses, predict 
and cure the diseases[9].

In today society smart phones are available 
every. Almost every person knows how to 
operate smart phone. The scientists do a lot of 
work on smart phone health care applications 
by using big data. These application are easy to 

use and help to save many lives[2], [10]. 

Especially, Big-data investigation in medica-
tion and human services empowers examina-
tion of the enormous datasets from a huge 
number of patients, distinguishing clusters and 
relationship between datasets, just as creating 
prescient models utilizing information mining 
strategies [14].

1. Introduction

 The massive amount of data in 
biomedical is create a big challenge for the 
scientist. The size of biomedical datasets are  
in zettabyte which create hurdle in the storage 
and analysis process of these datasets[1]. As 
the world becomes digitalized and the trends of 
smart city become more popular, the scientists 
more focus toward the big data techniques. 
Because these techniques help them to store 
and analyze the data in more efficient 
manners[2]. The medical big data sets contain 
text documents and images. The analysis of 
medical dataset help scientist in enhancement 

of living standards of human beings[3]. In this 
paper, review of medical big data is presented. 
The application challenges and benefits of big 
data is discussed in detail. During the imple-
mentation of big data techniques storage, data 
collection classification and security is the 
main challenges for the scientist. Big data 
applications in health care system are helpful 
to enhance the health standards.

2. Big Data 

Big data is a term which is used by researcher 
and developers for the terabyte and zettabyte 
datasets on which traditional approaches of 
data mining are not applicable. Bigdata is 
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Figure 3: Big data technology in health care 
system

4. Challenges 

Big data and medical information base big data 
is two different things. Medical base big data 
are more complex and hard to maintain[11]. A 
few of challenge which are occur during 
implantation of big data techniques on health 
care application are as following.

4.1. Confidentiality

The security of medical big data is very sensi-
tive issue. It’s very important to secure medical 
data base from cybercrime, phishing and 
hacking[12]. Because these kinds of databases 
also contain personal information like credit 
card history, personal address phone number 
etc.  Appropriation of big-data in social insur-
ance, fundamentally increments security and 
patient protection concerns. At the beginning, 



�  Operational working:
12P network consist on different virtual 
routers. A router can be defined as a piece of 
instruction that enables the services to commu-
nicate with one another. In this network sender 
and receiver don’t interact directly with one 
another instead of direct communication their 
data passed through different routers. Each 
sender and receiver over the internet work as a 
router as well. Hence this type of communica-
tion cannot identify the users.

�  Features:
• Data cannot be extracted from the network 

and cannot access outside the network.

• It can perform the same activities like 
internet but without disclosing the private 
information of users.

• Different types of tools are available to 
access the services of browsers but 12P 
creates its own tools to avail the services of 
network. Therefore, this feature makes it 

much faster than other browsers.

• Sending message peer to peer used less 
spaces so it’s difficult for the attacker to 
attack on it.

• Updating is done with time to time that 
increases its usage abilities.

• A major setback of this network is that it is 
still considered as an unexperienced 
network.

�  Freenet

Freenet browser is a secret key based file 
sharing system with the aim of sharing infor-
mation without knowing the actual source 
[22]. Creator of this browser starts project with 
the goal of sharing information secretly and for 
freedom of speech. When a user sends the 
information over Freenet network, it’s difficult 
to find out the destination where information is 
being stored. Information also moves over the 
Freenet network according the demand of 
users.

�  Features:
• Freenet keeps files in well-organized way 

against some secret key. Each file stored 
over the network have a unique key. 
Whenever user need to get the file he will 
provide that key to the network and get the 
that particular file in return. Once a file is 
submitted to it, it’s contents as well as 
content type cannot be changed 
furthermore and it has TCP/IP protocol 
[23].

• Running network is implemented with the 
help of java language which executes on 
windows, Linux etc. Freenet network 
system provides unsigned files and 
message sharing facilities.

• This network can only access that data 
which has already stored in it. Hence it is 
simpler in use as compared to other 
networks.

• Freenet provides peer to peer connections 
by protecting the privacy of both users, one 
who is sending the files and 2nd who is 

retrieving that files. Data stored by the user 
saved in the form of pieces over the 
network, while getting that stored those 
pieces are found and combined.

�  Architecture:
Freenet network works in the form of modules. 
These modules use “Freenet client protocol” 
for programs to use. Different applications 
used multiple services for sending files and 
sharing messages. As it contains a secret key 
for a file hence the stored file is encrypted, no 
one can access it using nodes of Freenet 
network without knowing that decrypted key. 
Getting the data from network is time consum-
ing procedure it compares the key node to 
node. When it finds the related file or data, it 
stops checking the nodes of network. Freenet 
follow the stack concept for data storage.

Comparison:
Following is the comparison of three different 
anonymous networks of deep and dark web 
through which unseen web can be accessed 
[24]

people use it in a bad way and others have a 
positive point of view. Its use is dependent on 
the mentality of users like criminal use it for 
criminal activities like cyber terrorism and 
journalists use it to gather some hidden infor-
mation about some politics or any other issue 
which they want to expose in front of people 
[4]. The leading reason for the usage of Deep 
web is secrecy, deep web provides anonymous 
internet so hackers, government agencies and 
no one can trace the location of the user [5][6]. 
Only 32% content has been legal and 68% are 
illegal on deep web [7]. Users can access the 
Dark web by using the special browsers like 
TOR, FREENET and I2P they provide anony-
mous access to the resources of deep and dark 
web.
Deep web and dark web have enormous mass 
of internet and according to rough estimate it 
contains 7500 terabyte data [8]. About 
2million peoples use the TOR browser or other 
networks to browse deep and dark web [9]. It 
consists of different levels nobody can access it 
completely [10]. It is divided into different 
levels on the basis of its content’s danger level. 
Following are the different levels of the web.

•  Common Web or internet

We usually use it daily and we are well known 
to it. Mostly it contains the contents which are 
“Open to the Public”.

•  Surface Web

It is also known as invisible web it is only 
0.03% of internet It provides services such as 
Reddit, Digg, E-mail, chat board MySQL 
databases and social enabling contents are 
found here. The Surface web contains about 
4.5 billion websites which are indexed by 
different search engines. The Surface web 
contains 19 Terabyte of information.

• Bergie Web

It has FTP Servers (4chan), honeypots, loaded 
webservers and google locked results. The 
Proxy is required for further access.

•  Deep Web

It consists of the following things, heavy 
jailbait, Gore, On the Vanilla Sources, celebrity 
scandals, VIP Gossip, Hackers, Script kiddies, 
Raid information, Blue Prints, Virus Informa-
tion, XSS Worm scripting, Mathematics 
research and many other information.

•  Charter web

It is categorized into two parts. The first part 
can be accessed by using TOR. It contains 
information like hidden wiki, banned video, 
books, movies, Trade of Rare animals, Human 
trafficking, Personal records, billion dollar 
deals and black market. The second part can be 
accessed by modifying a hardware information 
which is a “Closed Shell System”, it contains 
hardcore CP, World war 2 experiments and 
Atlantis Location [11].

•  Marina's Web

This layer is having a lot of information about 
the secret documentation of government and 
many organizations. You will be the lucky 
person if you got access to it.

•  (?)

This layer lies in between 5th and 7th layers. 
At this point people are not aware that they are 
in the attention of someone and it can be very 
dangerous. For example, individuals can reach 
at your destination to kill you.

•  The Fog/virus soup

The best way to describe the level 7 is relating 

it with a war zone. Where the creator of it is 
trying to approach the 8th level, but preventing 
other people to access it.

•  The Primarch system

This is the last level of the web. It’s impossible 
to have direct access to that level. The 
Primarch system is some unknown thing which 
is controlling the internet all over the time. 
Even government and organizations have no 
control over it. It was unintentionally discov-
ered in 2000’s during deep web scan [12]. It is 
the “Final Boss of the Internet”

Effect on Privacy and Business

The Deep and dark web provide iceberg of the 
internet each and every thing here can be sold 
out like from your personal information to the 
big critical documentations. It is the black 
market for the drugs, selling of personal infor-
mation, deals of ammunition. Deep web or 
dark web itself is not safe anonymity of search 
and identity is provided by TOR, I2P, FREEN-
ET etc [13]. Your information and identity can 
be compromised because deep web is full of 
hackers. Hackers always try to access user’s 
information who uses this web frequently. 
Therefore, you are not secure while browsing 
deep or dark web.

It can provide anonymity but does not assure 
privacy it can have large impact on confidenti-
ality [14][15]. To protect privacy one must not 
surf, deep and dark web and also use precau-

tionary measure to save data from being going 
out into deep web.

Following measure can be done to save data 
from being stolen.

• Assures that the web you are visiting or 
your own website is encrypted with an SSL 
certificate [16].

• Create backup of all data and information, 
so that in case of any attack it can be 
recovered.

• Educate people and employs about the 
cyber security [17].

• Use dual authentication factor, and choose 
strong password [18].

• Don’t put personal information on the 
web.

Anonymous systems for access-
ing Deep Web

�  TOR Browser:

Tor browser basically works on the basis of the 
onion method in which data that is to be sent by 
user, first encrypted and then send through 
different sources in the Tor network. Data is 
encrypted in multi layers of browser. The Tor is 
a type of browser that removes the identifying 
information so that original source cannot be 
traced, makes it easy to protect the user identi-
ty.

� Operational Working
Tor browser uses three different layers [19].

In first step data is entered by using an entry 
node from the user side, then it enters in a Tor 
node and finally spits outs user data through 
the final exit node.

In 2nd step Tor browser services gets users IP 
address and guess the country and language 
automatically, but when using Tor, you will 
often appear to be in a physical position 
halfway just about the world.

If the user exists in a system that blocks Tor or 
need to access a web service that blocks Tor, 
you can also construct Tor Browser to use 
bridges. Like Tor entry or exit nodes, bridge 

IP address is not shown publicly so it’s difficult 
for web services and government to get these 
IP addresses and block them.

�  Features:
 • Tor browser is simple to use as other 

browsers.

 • It is high speed network of Onion 
Router [20].

 • It can be downloaded and used on 
different types of operating systems.

 • Tor browser only access the Onion 
web sites that are only available in the 
Tor network.

• Government agencies have the 
information about which sites users have 
visited, how many times, how long and 
from where all these services are provided 
by Tor to their users

• It sends data through different virtual 
routers; current router only has 
information of one backward and one 
forward router so it’s become difficult to 
track the location and identity of the users.

�  I2P:
12p is a mostly used internet tool that makes 
the usage of internet services pretty easy. It’s 
basically created to access the un accessible 
portion of the internet. I2P provides the short 
developer guide to make a website over the 
network. It works as a layer over the internet 
which create possibilities for the users to 
exchange the data [21].I2P can be used to 
create a web service or to use the web services. 
The network has no central point to store the 
information. Its development starts in 2003 
and updated time to time.1. Introduction

 Most people consider that they have 
complete access to the Internet. But they even 
don’t know that the internet which they have 
access is just 1% and is known as “Surface 
Web”. The leftover internet is 99% and is 
known as “Deep Web”. The resources in Deep 
and Dark web are not indexed in common 
search engines like yahoo and google. The 
Dark Web is a fragment of Deep Web and is not 

index able so it can’t be accessed by simple 
search engines but can be searched by [1]. 
Harvest engines. Deep web contains many 
contents like online forums, baking services, 
chat room services and many more and these 
services can be used by paying payment. But 
the dark web is not index able due to its materi-
als and some other reasons [2]. Dark web is 
famous for the black market of drug selling, 
Ammunitions, Pornography, selling of creden-
tial information’s and exchange of virtual 
currency and for many other things [3]. Some 

�  Legal or illegal?
Tor, I2p and Freenet browsers are legal to use. 
Different countries have different rules related 
to the usage of these browsers [25]. China has 
banned the secrecy services of these browsers. 
Most countries working hard to stop citizens 
from using these networks.

Many authorities’ hates these networks 
because by using services of deep web make it 
is easy for the reporters to report corruption or 
other illegal activities done by the politicians. 
Sophisticated users supporting Tor for freedom 
of expression, communication and publish 
around the world. These types of users provide 
bandwidth to the network.

If you are investigating a person related to you 
or paying role to resolve a legal dispute and 
that it’s not good for your privacy, then the 
usage of this browser might be the right 
solution.

Pros and Cons of Deep and Dark 
Web

• Private information can be shared without 
government courier finding out.

• That information can be accessed which is 
blocked in a particular region.

• Deep and Dark web also provides a 
display space for against the law actions.

• Provides a platform for trading of harmful 
products like Drugs, weapons, fake 
passports, eBooks and hacking tools.

• Traders don’t know that they will get the 
same material what they order.

• The User has to follow the correct steps in 
order to access the deep and dark web 
otherwise it can be privately dangerous for 
the user.

• Another major advantage of dark web is it 
contains a strange community, where 

people can share their experiences and 
give advices.

• Deep and Dark web provides “no physical 
contact” service

Conclusion
This paper embraces an outline of deep, dark 
web and comparison of three networks Tor, 
I2P, Freenet, to create consciousness about the 
unseen web and the operation of three different 
networks which provide anonymity to its 
users. Benefits and hindrances of unseen web 
to us and how much adverse effect it has on our 
privacy. Unseen web is the place where you 
can sell and buy each and every thing without 
being tracked by government and intelligence 
organizations. Deep web is the part of the 
internet; it holds 99% of the internet rest of the 
internet is known as surface web and it is 
accessible by standard search engines, Deep 
web is famous by different names and can be 
called as invisible and hidden web. Many 
authority’s hatred these anonymous networks 
because their services make it easy for the 
reporters to report corruption or other illegal 
activities done by the politicians. Sophisticated 
users use Tor for freedom of expression, 
communication and publish their point of view 
around the world. These types of manipulators 
provide bandwidth to the network. This paper 
also informs us that which network is safer and 
more anonymous. I2P and Tor both are analo-
gous to each other and provide anonymity 
where Freenet also provide anonymity but it 
has decentralized database with its application 
and is even more useful as an anonymous 
network.
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understanding data is put away in data-centers 
with changing degrees of security [17].

4.2. Access 

The main challenge for medical big data scien-
tist is access of data. To create medical big data 
datasets scientist needs huge amount of 
internal and external data of different hospitals 
and clinics. But the organizations are not ready 
sharing their customer information with third 
party because consumers have legal right to in 
case of unethical handling of his data. 

4.3. Data Classification

Medical big data is consist of huge amount of 
heterogeneous and less structured data[13]. So, 
data scientists analyze and visualized the data 
and make the classification of according to 
their requirements. Clinical databases store a 
lot of data about patients. Data-mining strate-
gies connected on these databases endeavor to 
find connections and examples among clinical 
what's more, obsessive information to compre-
hend the movement and highlights of specific 
sicknesses. The achieved information can be 
utilized for early determination. In the clinical 
databases, infection cases are genuinely 
uncommon as contrasted and the ordinary 
populaces [18].

4.4. Data Modeling

For the best results it is very important that the 
medical dataset only contain relevant and 
accurate information. The data modeling for 
extracting correct information from medical 
big dataset is a challenging job.  Data Model-
ing is the way to describe the database models 
and describing or specifying the use of 
database structures [19]. Today the dominating 
technology is Relational-DB since 80’s [20].

4.5. Storage 

The size of medical big data datasets are intera 
byte and zettabyte. It is compulsory to have 
enough storage space to upload or generate the 
data at some time. The storage devices have 
ability to store word documents, X-ray MRI 
and CT scan reports.

4.6. Communication 

The communication between user and scientist 
is very important. The communication 
between scientist and big data collector and 
end user create a great problem. Because of 
this gap big data collector is not able to collect 
accurate information which leads to bed analy-
sis of big data algorithms. This bed analysis 
caused the great loss of end user in health care 
application.

4.7. Data Nature

In medical big data datasets play a vital role. 
The medical big data datasets must contain 
information of healthcare system and outside 
the healthcare system. The main problem is 
that hospital and clinics only contain unhealthy 
person’s data but in big data techniques health 
individual’s information is also required.

5. Benefits 

In health care system big data techniques are 
applications play a vital role to improve the 
health quality.  Medical big data datasets 
provide many benefits a few of them are as 
following.

5.1. Patient care 

Big data datasets are used to design electronic 
health care systems. These systems are helpful 
to do the statistical analysis of patient body. 

These statistical figures are leads toward right 
treatment.

5.2. Operational efficiency 

The big data application smart applications are 
assisting to the hospital staff in the manage-
ment. These applications are assisting the 
doctors toward the correct disease diagnosti-
cian process, correct and right amount of medi-
cine prescription. All these things play a role in 
the enhancement of the medical offices and 
medical researcher’s performances.

5.3. Finding a cure 

The pharmaceutical companies examine the 
analysis the medical big data datasets to find 
the cure of dieses. The big companies spend a 
lot of money for this purpose for example a 
few years back the scientist create the world 
largest database of DNA because they think 
that this help them out to learn about the dieses 
nature and cure of disease. 

5.4. Prediction 

The medical bigdata datasets contain the infor-
mation of some pervious patient record and 
healthy people records. This information is 
helpful to analyze the health condition of a 
normal human being. Because of these kind 
analyses the doctors can diagnosis the diseases 
on time and also able to stop the cause which 
lead the patient to death. These types of appli-
cations are best for heart and blood cancer 
patient.

5.5. Reduce cost and time

Now the scientists can create and store the 
large database because of bigdata techniques. 
These databases are helpful in the analysis of 
blood samples and another statistical test. 

Which are used to diagnosis the dieses. So, by 
using these databases 

Conclusion

Big data algorithm can be game changes in 
health care system as it has potential to identify 
different kind of diseases. But it is not an easy 
task for big data scientist. This review article is 
about the challenges and opportunities of big 
data. The size of medical datasets is in zetta 
byte so the storage of data in medical big data 
applications are the main issue. Scientist also 
face some other challenges like data collection, 
classification and security but the advantage of 
medical big data is force them to play with 
these challenges.
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applicable on structured and unstructured 
data[3]. A one proper definition of big data is 
not available[4]. Different researcher defines it 
differently, some of them define big data with 
three V’s volume, velocity and verity. But 
some researcher define it with five things that 
are volume, velocity, verity, complexity and 

variability[5]. The details characteristics of 
bigdata are shown in figure 1. Big data drive 
forms any type of data like videos, images and 
text data. There are various types of big data, 
where long-established database systems are 
based on the structured data.

Figure 1: Characteristics of Big Data

Big data is categorized in the 5 V’s: A one 
proper definition of big data is not available[4]. 
Different researcher defines it differently, 
some of them define big data with three V’s 
volume, velocity and verity. But some 
researcher define it with five things that are 
volume, velocity, verity, complexity and 
variability[5].

The data for this review article is collected 
form springer, IEEE, Google scholar and 
PUBMed by using “Bigdata in health care” 
and “Bigdata health care applications” queries. 
The literature review process with inclusion 
and exclusion process is shown in figure 2. The 
year of selected review article is between 2014 
to 2018.only 25 articles are selected form 
Million of articles as shown in figure 2.

Figure 2: literature review process with inclu-
sion and exclusion process

3. Related work

Big data and smart device revolutionized the 
health care system as shown in figure 3. As the 
world become global village the concept of 
Silicon Valley is more popular. In Silicon 
Valley all the work is done on digital devices. 
Health is an important issue which address by 
the scientist. The digitalization of health sector 
is helpful to secure many lives. For this context 
many are already done.

The researcher give the concept of a smart city 
for health care system by using cloud comput-
ing and deep learning techniques[6]. CC offer 
ability and function like compute, store, and 
applications via inter-net. In the broad-spec-
trum, to render smart phones energy efficient 
and computationally capable, major changes to 
the hardware and software levels are required. 
This causes the cooperation of developers and 

manufacturers [16].In other article the 
researcher introduce the block chain with the 
combination of IOT techniques for automated 
health care system[7], [8]. Big data and 
machine learning algorithm make resolution in 
health care sector. Machine-Learning, then 
again, approaches issues as a specialist advanc-
ing through residency may: by taking in princi-
ples from information. Beginning with 
patient-level perceptions, calculations filter 
through immense quantities of factors, search-
ing for mixes that dependably anticipate 
results. In one sense, this procedure is like that 
of conventional relapse models: there is a 
result, covariates, and a factual capacity 
connecting the two. Be that as it may, where 
Machine-Learning sparkles is in dealing with 
huge quantities of indicators — some of the 
time, strikingly, a larger number of indicators 
than perceptions — and joining them in 
nonlinear and exceedingly intuitive ways [15]. 
The combination of big data and machine 
learning algorithms are used to develop a 

perfect system for health care applications. 
These systems are able to diagnoses, predict 
and cure the diseases[9].

In today society smart phones are available 
every. Almost every person knows how to 
operate smart phone. The scientists do a lot of 
work on smart phone health care applications 
by using big data. These application are easy to 

use and help to save many lives[2], [10]. 

Especially, Big-data investigation in medica-
tion and human services empowers examina-
tion of the enormous datasets from a huge 
number of patients, distinguishing clusters and 
relationship between datasets, just as creating 
prescient models utilizing information mining 
strategies [14].

1. Introduction

 The massive amount of data in 
biomedical is create a big challenge for the 
scientist. The size of biomedical datasets are  
in zettabyte which create hurdle in the storage 
and analysis process of these datasets[1]. As 
the world becomes digitalized and the trends of 
smart city become more popular, the scientists 
more focus toward the big data techniques. 
Because these techniques help them to store 
and analyze the data in more efficient 
manners[2]. The medical big data sets contain 
text documents and images. The analysis of 
medical dataset help scientist in enhancement 

of living standards of human beings[3]. In this 
paper, review of medical big data is presented. 
The application challenges and benefits of big 
data is discussed in detail. During the imple-
mentation of big data techniques storage, data 
collection classification and security is the 
main challenges for the scientist. Big data 
applications in health care system are helpful 
to enhance the health standards.

2. Big Data 

Big data is a term which is used by researcher 
and developers for the terabyte and zettabyte 
datasets on which traditional approaches of 
data mining are not applicable. Bigdata is 
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4. Challenges 

Big data and medical information base big data 
is two different things. Medical base big data 
are more complex and hard to maintain[11]. A 
few of challenge which are occur during 
implantation of big data techniques on health 
care application are as following.

4.1. Confidentiality

The security of medical big data is very sensi-
tive issue. It’s very important to secure medical 
data base from cybercrime, phishing and 
hacking[12]. Because these kinds of databases 
also contain personal information like credit 
card history, personal address phone number 
etc.  Appropriation of big-data in social insur-
ance, fundamentally increments security and 
patient protection concerns. At the beginning, 



�  Operational working:
12P network consist on different virtual 
routers. A router can be defined as a piece of 
instruction that enables the services to commu-
nicate with one another. In this network sender 
and receiver don’t interact directly with one 
another instead of direct communication their 
data passed through different routers. Each 
sender and receiver over the internet work as a 
router as well. Hence this type of communica-
tion cannot identify the users.

�  Features:
• Data cannot be extracted from the network 

and cannot access outside the network.

• It can perform the same activities like 
internet but without disclosing the private 
information of users.

• Different types of tools are available to 
access the services of browsers but 12P 
creates its own tools to avail the services of 
network. Therefore, this feature makes it 

much faster than other browsers.

• Sending message peer to peer used less 
spaces so it’s difficult for the attacker to 
attack on it.

• Updating is done with time to time that 
increases its usage abilities.

• A major setback of this network is that it is 
still considered as an unexperienced 
network.

�  Freenet

Freenet browser is a secret key based file 
sharing system with the aim of sharing infor-
mation without knowing the actual source 
[22]. Creator of this browser starts project with 
the goal of sharing information secretly and for 
freedom of speech. When a user sends the 
information over Freenet network, it’s difficult 
to find out the destination where information is 
being stored. Information also moves over the 
Freenet network according the demand of 
users.

�  Features:
• Freenet keeps files in well-organized way 

against some secret key. Each file stored 
over the network have a unique key. 
Whenever user need to get the file he will 
provide that key to the network and get the 
that particular file in return. Once a file is 
submitted to it, it’s contents as well as 
content type cannot be changed 
furthermore and it has TCP/IP protocol 
[23].

• Running network is implemented with the 
help of java language which executes on 
windows, Linux etc. Freenet network 
system provides unsigned files and 
message sharing facilities.

• This network can only access that data 
which has already stored in it. Hence it is 
simpler in use as compared to other 
networks.

• Freenet provides peer to peer connections 
by protecting the privacy of both users, one 
who is sending the files and 2nd who is 

retrieving that files. Data stored by the user 
saved in the form of pieces over the 
network, while getting that stored those 
pieces are found and combined.

�  Architecture:
Freenet network works in the form of modules. 
These modules use “Freenet client protocol” 
for programs to use. Different applications 
used multiple services for sending files and 
sharing messages. As it contains a secret key 
for a file hence the stored file is encrypted, no 
one can access it using nodes of Freenet 
network without knowing that decrypted key. 
Getting the data from network is time consum-
ing procedure it compares the key node to 
node. When it finds the related file or data, it 
stops checking the nodes of network. Freenet 
follow the stack concept for data storage.

Comparison:
Following is the comparison of three different 
anonymous networks of deep and dark web 
through which unseen web can be accessed 
[24]

people use it in a bad way and others have a 
positive point of view. Its use is dependent on 
the mentality of users like criminal use it for 
criminal activities like cyber terrorism and 
journalists use it to gather some hidden infor-
mation about some politics or any other issue 
which they want to expose in front of people 
[4]. The leading reason for the usage of Deep 
web is secrecy, deep web provides anonymous 
internet so hackers, government agencies and 
no one can trace the location of the user [5][6]. 
Only 32% content has been legal and 68% are 
illegal on deep web [7]. Users can access the 
Dark web by using the special browsers like 
TOR, FREENET and I2P they provide anony-
mous access to the resources of deep and dark 
web.
Deep web and dark web have enormous mass 
of internet and according to rough estimate it 
contains 7500 terabyte data [8]. About 
2million peoples use the TOR browser or other 
networks to browse deep and dark web [9]. It 
consists of different levels nobody can access it 
completely [10]. It is divided into different 
levels on the basis of its content’s danger level. 
Following are the different levels of the web.

•  Common Web or internet

We usually use it daily and we are well known 
to it. Mostly it contains the contents which are 
“Open to the Public”.

•  Surface Web

It is also known as invisible web it is only 
0.03% of internet It provides services such as 
Reddit, Digg, E-mail, chat board MySQL 
databases and social enabling contents are 
found here. The Surface web contains about 
4.5 billion websites which are indexed by 
different search engines. The Surface web 
contains 19 Terabyte of information.

• Bergie Web

It has FTP Servers (4chan), honeypots, loaded 
webservers and google locked results. The 
Proxy is required for further access.

•  Deep Web

It consists of the following things, heavy 
jailbait, Gore, On the Vanilla Sources, celebrity 
scandals, VIP Gossip, Hackers, Script kiddies, 
Raid information, Blue Prints, Virus Informa-
tion, XSS Worm scripting, Mathematics 
research and many other information.

•  Charter web

It is categorized into two parts. The first part 
can be accessed by using TOR. It contains 
information like hidden wiki, banned video, 
books, movies, Trade of Rare animals, Human 
trafficking, Personal records, billion dollar 
deals and black market. The second part can be 
accessed by modifying a hardware information 
which is a “Closed Shell System”, it contains 
hardcore CP, World war 2 experiments and 
Atlantis Location [11].

•  Marina's Web

This layer is having a lot of information about 
the secret documentation of government and 
many organizations. You will be the lucky 
person if you got access to it.

•  (?)

This layer lies in between 5th and 7th layers. 
At this point people are not aware that they are 
in the attention of someone and it can be very 
dangerous. For example, individuals can reach 
at your destination to kill you.

•  The Fog/virus soup

The best way to describe the level 7 is relating 

it with a war zone. Where the creator of it is 
trying to approach the 8th level, but preventing 
other people to access it.

•  The Primarch system

This is the last level of the web. It’s impossible 
to have direct access to that level. The 
Primarch system is some unknown thing which 
is controlling the internet all over the time. 
Even government and organizations have no 
control over it. It was unintentionally discov-
ered in 2000’s during deep web scan [12]. It is 
the “Final Boss of the Internet”

Effect on Privacy and Business

The Deep and dark web provide iceberg of the 
internet each and every thing here can be sold 
out like from your personal information to the 
big critical documentations. It is the black 
market for the drugs, selling of personal infor-
mation, deals of ammunition. Deep web or 
dark web itself is not safe anonymity of search 
and identity is provided by TOR, I2P, FREEN-
ET etc [13]. Your information and identity can 
be compromised because deep web is full of 
hackers. Hackers always try to access user’s 
information who uses this web frequently. 
Therefore, you are not secure while browsing 
deep or dark web.

It can provide anonymity but does not assure 
privacy it can have large impact on confidenti-
ality [14][15]. To protect privacy one must not 
surf, deep and dark web and also use precau-

tionary measure to save data from being going 
out into deep web.

Following measure can be done to save data 
from being stolen.

• Assures that the web you are visiting or 
your own website is encrypted with an SSL 
certificate [16].

• Create backup of all data and information, 
so that in case of any attack it can be 
recovered.

• Educate people and employs about the 
cyber security [17].

• Use dual authentication factor, and choose 
strong password [18].

• Don’t put personal information on the 
web.

Anonymous systems for access-
ing Deep Web

�  TOR Browser:

Tor browser basically works on the basis of the 
onion method in which data that is to be sent by 
user, first encrypted and then send through 
different sources in the Tor network. Data is 
encrypted in multi layers of browser. The Tor is 
a type of browser that removes the identifying 
information so that original source cannot be 
traced, makes it easy to protect the user identi-
ty.

� Operational Working
Tor browser uses three different layers [19].

In first step data is entered by using an entry 
node from the user side, then it enters in a Tor 
node and finally spits outs user data through 
the final exit node.

In 2nd step Tor browser services gets users IP 
address and guess the country and language 
automatically, but when using Tor, you will 
often appear to be in a physical position 
halfway just about the world.

If the user exists in a system that blocks Tor or 
need to access a web service that blocks Tor, 
you can also construct Tor Browser to use 
bridges. Like Tor entry or exit nodes, bridge 

IP address is not shown publicly so it’s difficult 
for web services and government to get these 
IP addresses and block them.

�  Features:
 • Tor browser is simple to use as other 

browsers.

 • It is high speed network of Onion 
Router [20].

 • It can be downloaded and used on 
different types of operating systems.

 • Tor browser only access the Onion 
web sites that are only available in the 
Tor network.

• Government agencies have the 
information about which sites users have 
visited, how many times, how long and 
from where all these services are provided 
by Tor to their users

• It sends data through different virtual 
routers; current router only has 
information of one backward and one 
forward router so it’s become difficult to 
track the location and identity of the users.

�  I2P:
12p is a mostly used internet tool that makes 
the usage of internet services pretty easy. It’s 
basically created to access the un accessible 
portion of the internet. I2P provides the short 
developer guide to make a website over the 
network. It works as a layer over the internet 
which create possibilities for the users to 
exchange the data [21].I2P can be used to 
create a web service or to use the web services. 
The network has no central point to store the 
information. Its development starts in 2003 
and updated time to time.1. Introduction

 Most people consider that they have 
complete access to the Internet. But they even 
don’t know that the internet which they have 
access is just 1% and is known as “Surface 
Web”. The leftover internet is 99% and is 
known as “Deep Web”. The resources in Deep 
and Dark web are not indexed in common 
search engines like yahoo and google. The 
Dark Web is a fragment of Deep Web and is not 

index able so it can’t be accessed by simple 
search engines but can be searched by [1]. 
Harvest engines. Deep web contains many 
contents like online forums, baking services, 
chat room services and many more and these 
services can be used by paying payment. But 
the dark web is not index able due to its materi-
als and some other reasons [2]. Dark web is 
famous for the black market of drug selling, 
Ammunitions, Pornography, selling of creden-
tial information’s and exchange of virtual 
currency and for many other things [3]. Some 

�  Legal or illegal?
Tor, I2p and Freenet browsers are legal to use. 
Different countries have different rules related 
to the usage of these browsers [25]. China has 
banned the secrecy services of these browsers. 
Most countries working hard to stop citizens 
from using these networks.

Many authorities’ hates these networks 
because by using services of deep web make it 
is easy for the reporters to report corruption or 
other illegal activities done by the politicians. 
Sophisticated users supporting Tor for freedom 
of expression, communication and publish 
around the world. These types of users provide 
bandwidth to the network.

If you are investigating a person related to you 
or paying role to resolve a legal dispute and 
that it’s not good for your privacy, then the 
usage of this browser might be the right 
solution.

Pros and Cons of Deep and Dark 
Web

• Private information can be shared without 
government courier finding out.

• That information can be accessed which is 
blocked in a particular region.

• Deep and Dark web also provides a 
display space for against the law actions.

• Provides a platform for trading of harmful 
products like Drugs, weapons, fake 
passports, eBooks and hacking tools.

• Traders don’t know that they will get the 
same material what they order.

• The User has to follow the correct steps in 
order to access the deep and dark web 
otherwise it can be privately dangerous for 
the user.

• Another major advantage of dark web is it 
contains a strange community, where 

people can share their experiences and 
give advices.

• Deep and Dark web provides “no physical 
contact” service

Conclusion
This paper embraces an outline of deep, dark 
web and comparison of three networks Tor, 
I2P, Freenet, to create consciousness about the 
unseen web and the operation of three different 
networks which provide anonymity to its 
users. Benefits and hindrances of unseen web 
to us and how much adverse effect it has on our 
privacy. Unseen web is the place where you 
can sell and buy each and every thing without 
being tracked by government and intelligence 
organizations. Deep web is the part of the 
internet; it holds 99% of the internet rest of the 
internet is known as surface web and it is 
accessible by standard search engines, Deep 
web is famous by different names and can be 
called as invisible and hidden web. Many 
authority’s hatred these anonymous networks 
because their services make it easy for the 
reporters to report corruption or other illegal 
activities done by the politicians. Sophisticated 
users use Tor for freedom of expression, 
communication and publish their point of view 
around the world. These types of manipulators 
provide bandwidth to the network. This paper 
also informs us that which network is safer and 
more anonymous. I2P and Tor both are analo-
gous to each other and provide anonymity 
where Freenet also provide anonymity but it 
has decentralized database with its application 
and is even more useful as an anonymous 
network.
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understanding data is put away in data-centers 
with changing degrees of security [17].

4.2. Access 

The main challenge for medical big data scien-
tist is access of data. To create medical big data 
datasets scientist needs huge amount of 
internal and external data of different hospitals 
and clinics. But the organizations are not ready 
sharing their customer information with third 
party because consumers have legal right to in 
case of unethical handling of his data. 

4.3. Data Classification

Medical big data is consist of huge amount of 
heterogeneous and less structured data[13]. So, 
data scientists analyze and visualized the data 
and make the classification of according to 
their requirements. Clinical databases store a 
lot of data about patients. Data-mining strate-
gies connected on these databases endeavor to 
find connections and examples among clinical 
what's more, obsessive information to compre-
hend the movement and highlights of specific 
sicknesses. The achieved information can be 
utilized for early determination. In the clinical 
databases, infection cases are genuinely 
uncommon as contrasted and the ordinary 
populaces [18].

4.4. Data Modeling

For the best results it is very important that the 
medical dataset only contain relevant and 
accurate information. The data modeling for 
extracting correct information from medical 
big dataset is a challenging job.  Data Model-
ing is the way to describe the database models 
and describing or specifying the use of 
database structures [19]. Today the dominating 
technology is Relational-DB since 80’s [20].

4.5. Storage 

The size of medical big data datasets are intera 
byte and zettabyte. It is compulsory to have 
enough storage space to upload or generate the 
data at some time. The storage devices have 
ability to store word documents, X-ray MRI 
and CT scan reports.

4.6. Communication 

The communication between user and scientist 
is very important. The communication 
between scientist and big data collector and 
end user create a great problem. Because of 
this gap big data collector is not able to collect 
accurate information which leads to bed analy-
sis of big data algorithms. This bed analysis 
caused the great loss of end user in health care 
application.

4.7. Data Nature

In medical big data datasets play a vital role. 
The medical big data datasets must contain 
information of healthcare system and outside 
the healthcare system. The main problem is 
that hospital and clinics only contain unhealthy 
person’s data but in big data techniques health 
individual’s information is also required.

5. Benefits 

In health care system big data techniques are 
applications play a vital role to improve the 
health quality.  Medical big data datasets 
provide many benefits a few of them are as 
following.

5.1. Patient care 

Big data datasets are used to design electronic 
health care systems. These systems are helpful 
to do the statistical analysis of patient body. 

These statistical figures are leads toward right 
treatment.

5.2. Operational efficiency 

The big data application smart applications are 
assisting to the hospital staff in the manage-
ment. These applications are assisting the 
doctors toward the correct disease diagnosti-
cian process, correct and right amount of medi-
cine prescription. All these things play a role in 
the enhancement of the medical offices and 
medical researcher’s performances.

5.3. Finding a cure 

The pharmaceutical companies examine the 
analysis the medical big data datasets to find 
the cure of dieses. The big companies spend a 
lot of money for this purpose for example a 
few years back the scientist create the world 
largest database of DNA because they think 
that this help them out to learn about the dieses 
nature and cure of disease. 

5.4. Prediction 

The medical bigdata datasets contain the infor-
mation of some pervious patient record and 
healthy people records. This information is 
helpful to analyze the health condition of a 
normal human being. Because of these kind 
analyses the doctors can diagnosis the diseases 
on time and also able to stop the cause which 
lead the patient to death. These types of appli-
cations are best for heart and blood cancer 
patient.

5.5. Reduce cost and time

Now the scientists can create and store the 
large database because of bigdata techniques. 
These databases are helpful in the analysis of 
blood samples and another statistical test. 

Which are used to diagnosis the dieses. So, by 
using these databases 

Conclusion

Big data algorithm can be game changes in 
health care system as it has potential to identify 
different kind of diseases. But it is not an easy 
task for big data scientist. This review article is 
about the challenges and opportunities of big 
data. The size of medical datasets is in zetta 
byte so the storage of data in medical big data 
applications are the main issue. Scientist also 
face some other challenges like data collection, 
classification and security but the advantage of 
medical big data is force them to play with 
these challenges.
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applicable on structured and unstructured 
data[3]. A one proper definition of big data is 
not available[4]. Different researcher defines it 
differently, some of them define big data with 
three V’s volume, velocity and verity. But 
some researcher define it with five things that 
are volume, velocity, verity, complexity and 

variability[5]. The details characteristics of 
bigdata are shown in figure 1. Big data drive 
forms any type of data like videos, images and 
text data. There are various types of big data, 
where long-established database systems are 
based on the structured data.

Figure 1: Characteristics of Big Data

Big data is categorized in the 5 V’s: A one 
proper definition of big data is not available[4]. 
Different researcher defines it differently, 
some of them define big data with three V’s 
volume, velocity and verity. But some 
researcher define it with five things that are 
volume, velocity, verity, complexity and 
variability[5].

The data for this review article is collected 
form springer, IEEE, Google scholar and 
PUBMed by using “Bigdata in health care” 
and “Bigdata health care applications” queries. 
The literature review process with inclusion 
and exclusion process is shown in figure 2. The 
year of selected review article is between 2014 
to 2018.only 25 articles are selected form 
Million of articles as shown in figure 2.

Figure 2: literature review process with inclu-
sion and exclusion process

3. Related work

Big data and smart device revolutionized the 
health care system as shown in figure 3. As the 
world become global village the concept of 
Silicon Valley is more popular. In Silicon 
Valley all the work is done on digital devices. 
Health is an important issue which address by 
the scientist. The digitalization of health sector 
is helpful to secure many lives. For this context 
many are already done.

The researcher give the concept of a smart city 
for health care system by using cloud comput-
ing and deep learning techniques[6]. CC offer 
ability and function like compute, store, and 
applications via inter-net. In the broad-spec-
trum, to render smart phones energy efficient 
and computationally capable, major changes to 
the hardware and software levels are required. 
This causes the cooperation of developers and 

manufacturers [16].In other article the 
researcher introduce the block chain with the 
combination of IOT techniques for automated 
health care system[7], [8]. Big data and 
machine learning algorithm make resolution in 
health care sector. Machine-Learning, then 
again, approaches issues as a specialist advanc-
ing through residency may: by taking in princi-
ples from information. Beginning with 
patient-level perceptions, calculations filter 
through immense quantities of factors, search-
ing for mixes that dependably anticipate 
results. In one sense, this procedure is like that 
of conventional relapse models: there is a 
result, covariates, and a factual capacity 
connecting the two. Be that as it may, where 
Machine-Learning sparkles is in dealing with 
huge quantities of indicators — some of the 
time, strikingly, a larger number of indicators 
than perceptions — and joining them in 
nonlinear and exceedingly intuitive ways [15]. 
The combination of big data and machine 
learning algorithms are used to develop a 

perfect system for health care applications. 
These systems are able to diagnoses, predict 
and cure the diseases[9].

In today society smart phones are available 
every. Almost every person knows how to 
operate smart phone. The scientists do a lot of 
work on smart phone health care applications 
by using big data. These application are easy to 

use and help to save many lives[2], [10]. 

Especially, Big-data investigation in medica-
tion and human services empowers examina-
tion of the enormous datasets from a huge 
number of patients, distinguishing clusters and 
relationship between datasets, just as creating 
prescient models utilizing information mining 
strategies [14].

1. Introduction

 The massive amount of data in 
biomedical is create a big challenge for the 
scientist. The size of biomedical datasets are  
in zettabyte which create hurdle in the storage 
and analysis process of these datasets[1]. As 
the world becomes digitalized and the trends of 
smart city become more popular, the scientists 
more focus toward the big data techniques. 
Because these techniques help them to store 
and analyze the data in more efficient 
manners[2]. The medical big data sets contain 
text documents and images. The analysis of 
medical dataset help scientist in enhancement 

of living standards of human beings[3]. In this 
paper, review of medical big data is presented. 
The application challenges and benefits of big 
data is discussed in detail. During the imple-
mentation of big data techniques storage, data 
collection classification and security is the 
main challenges for the scientist. Big data 
applications in health care system are helpful 
to enhance the health standards.

2. Big Data 

Big data is a term which is used by researcher 
and developers for the terabyte and zettabyte 
datasets on which traditional approaches of 
data mining are not applicable. Bigdata is 
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Figure 3: Big data technology in health care 
system

4. Challenges 

Big data and medical information base big data 
is two different things. Medical base big data 
are more complex and hard to maintain[11]. A 
few of challenge which are occur during 
implantation of big data techniques on health 
care application are as following.

4.1. Confidentiality

The security of medical big data is very sensi-
tive issue. It’s very important to secure medical 
data base from cybercrime, phishing and 
hacking[12]. Because these kinds of databases 
also contain personal information like credit 
card history, personal address phone number 
etc.  Appropriation of big-data in social insur-
ance, fundamentally increments security and 
patient protection concerns. At the beginning, 


