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Abstract

In both developed and emerging nations, fraud, white collar crime and malpractices in small and
medium-sized businesses, banking, and other sectors are on the rise. The criminals are carrying out
their fraud-related offence by using the most up-to-date information technology structures and
similar electronic media to create unjust loss and harm in the fields of white collar crimes, banking,
business, and to persons. The goal of this research paper is to make these businesses understand the
need of utilizing the most up-to-date, trustworthy, and legitimate software and the necessity of
making their networks more secure from external threats. The thieves are able to accomplish their
goals thanks to the usage of sophisticated features for tracking and hacking private information
utilizing software and information technology resources. In essence, their tactics rely on deceit and
dishonesty to harm others. In essence, their methods of operation rely on deceit and dishonesty to
commit the crime. Employees of the affected organisations are frequently complicit in banking and
white collar scams, aiding and abetting outside criminals by transferring sensitive information.
Parody, distortion, misrepresentation, twisting of the fact or truth, and concealing of actual informa-
tion that is harmful to another person are all examples of fraud. The legislation's attempt to punish
fraudsters seems extremely naive. There are many reasons why criminals flee, including the fact that
their identities are frequently kept a secret. The criminals are able to move toward exoneration and
freedom due to a lack of evidence, shoddy investigation, and naive prosecuting tactics. The fraud-
sters possess high quality Software Engineering Tools and Electronic Equipment to commit offences
of such to harm entrepreneurs, financial organizations, commercial banks by depriving and
extravtinf information and money from the concerned accounts, Technically and operationally
feasible and valuable suggestions for implementation are presented in this paper to safeguard the
Networks of organisations.

Keywords: Cyber Crime, Frauds, White Collar Crimes, hacking of information, Financial Crimes
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1. Introduction

Mostly the malpractices occur in
marketing and buying securities, hacking
valuable personal information of consumers
and customers and then extracting money from
their bank accounts. Just only the legislation
cannot help the victims. Fraudulent activity
includes elements like outwardly apparent,
superficial financial necessity and justification
for validation and justification. Legally, the
court defines fraud as a situation in which a
false representation is made in order to carry
out fraudulent action. Fraudulently obtaining
money or "services" with the purpose to
defraud is a crime. Essential components of
frauds include deception, illicit gain, opportu-
nity, purpose, and opportunity. Law enforce-
ment organizations had not been operating at a
satisfactory level. The area of frauds, particu-
larly in accounting, society, organizations, and
public, private, autonomous, and semi-autono-
mous bodies, has a vast amount of room for

research.

Over the past eight decades, white-collar crime
research has changed. The nature of “white
collar crime” has also changed. Due to
high-Tech and improvements are one change
in the offices that has probably had an impact
on white-collar crime. Particularly with the
invention of the computer, both inside and
outside of the office, there have been more
opportunities for crime to occur. However,
very few studies have looked at cybercrime
from the perspective of such offences.
White-Collar Crime and Cybercrime: Differ-
ences. Even if there are two distinct cancer

types, this does not imply that they are the
same. For instance, skin cancer and colon
cancer are both types of cancers, but they have

different causes, effects, and treatments.

International issues are more prevalent in
cybercrime. Younger criminals are more likely
to commit cybercrimes. A national threat has
been created around cybersecurity. The two
sorts of crime show different signs of trust.
White-collar crime and cybercrime criminals'
educational backgrounds might vary. It is
observed that normally goals of banks similar,
though they may excel more in certain special-
ized areas and achieve their goal and objec-
tives. The Investment banks concentrate on
attracting investors who want to invest money
in the stock market and expand their financial
holdings by buying and selling shares. The
management of the money supply for an entire
nation or set of nations is assisted by central
banks. The central bank of a nation influences
monetary movement, interest rates, and finan-
cial policy. Due the reputation and the meas-
ures taken by the banks, they become popular
and trust worthy. In United States, the follow-
ing banks are famous and considered to be

safe, for their reputation:

Table 1 : Safe Banks

AgriBank |Citibank | Capital One | JPMorgan
Chase
M&T Bank |PNC Bank | U.S. Bank | Wells Fargo

Corporation

02 Int.J. Elect.Crime Investigation 7(1):IJECI MS.ID- 01 (2023)
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2. Cybercrime And White Collar
Crime

According to [1] and [2[, there is difference
among Cybercrime & White-Collar Crime and
the papers give useful discussion on the differ-
ences also; while [3] has emphasized area of
Cyber Security for Banks at great length
regarding banks, industrial banks and industry
itself. The paper [4] highlights very important
tools used by the hackers and Fraudsters. There
are indeed a dozen useful to tools used against
the banks given in tables 2. Because, the gang-
sters are after the following information to
damage the victim such as Account number,
Birthdate, Location, Mother’s name and other
information about the account and account
holder. Most of he financial crimes become
easy to handle using personal confidential
information. Regarding computer aided facili-
ties available to criminal [4] presents discus-
sion at depth and [5] speaks openly about the
Cybersecurity. If difficult circumstances are
encountered, the highlights have made the web
a success; nevertheless, its support for modern-
ization and free-form may be at jeopardy due
to its scatter and client-controlled nature. If the

lacklustre support for web features is seen as a

Table 2: Toolkits of gangsters and fraudster Ref: [8]

success in and of itself, that opinion is highly
subjective and influenced by the users. Even
while this approach, which gives the client
authority, supports the innovation paradigm, it
might nevertheless pose risks to the wider
public. Corruption, illegal activity, civil crime,
and terrorist activity are examples of tradition-
al ways that appear in our environment and
result in bodily harm.

Information is a powerful tool. Today, govern-
ment has made cyber security on top priority
and a fundamental requirement. Demand for
cyber security for saving foundation has signif-
icantly increased, to the point that the govern-
ment has made it a priority to manage cyber
risks by enhancing cyber security. Cybersecu-
rity is essential for enhancing national security,
increasing consumer confidence, and ensuring
the reliability of systems that support our
economy. Cybersecurity accomplishments
must be carefully adjusted in order to protect
privacy, freedom, alteration, and the motivat-
ing nature of the Internet. To create an effective
and equitable cyber security plan, each compo-
nent of the nation's essential framework must

be taken into account separately.

Compnuter pop-ups | Fake claims

Fake entities

Fake names, credentials, numbers

Fake photos Fake profiles

Lead lists

Persuasion

Robocalls Phishing

Secrecy

Spoofing

3. Banking Software

Banks are confronting with different applica-

tions in their normal routine work and hence

require differe nt types of software, especially
related to online running the system. Today, the
mainstream of people and organizations have

some kind of financial account in banks. The
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banking system software is indeed very
complicated and sometimes is naive and needs
updated versions. The formal utilities, debug-
ging software and usual operating systems
require repairing and revamping in order to
standardize the functionality and its ability
cope up with new requirements. On the other
hand, the banks and customer’s company, both
use Computerized Management Control and
Information Systems which requires compati-
ble software for storage, processing and

retrieval purposes.

The famous firms, who develop sophisticated
banking encryption software are given in Table
3 and Table 4 provides a few best banking
software. In Table 5. we list some important
where, AES is
“Advanced Encryption Standard”, also consid-
ered to be the best for US-banking and other

entrepreneurs. There are several best banking

Encryption Algorithms,

software available in market for various appli-
cations for Computer Systems, Management,

Corporate Banking, handling Bank Adminis-

tration, and daily banking application systems.
JIRA is one of the best Banking Software
System to perform various important banking
tasks such as Project Management, works as a
tool for management, portfolio, product-man-
agement, for local configuration systems ,Port-
folio and asset-management tool and also as
testing-tool. Originally, it was developed by an
Australian famous company. Table 6 provides
the best “Software names” for online and other

Banking applications.

3.1. Online Banking Software

The users may be benefited by several reliable
software in the area of on-line banking. One of
the trusted software, which is cloud based, can
be used for “accounting Management”; it is
helpful to program and automate the payable
processes. Tipalti is one of the cloud based
software. Some other effective and useful
software are given in Tables 8. There is another
cloud based software known as Fraud.net;
which is used for risk management platform. It

provides tools for fraud prevention.

Table 3 Encryption software developing companies for banks

IBM Corporation Avaloq Trend Micro Sophos Thales Group
Table 4 Best Software for banking applications

Avalog banking suite CGI open finance Caore banking Flexcube
Oracle SAP for banking Symphony™ TCS bancs

Temenos transact TurnKey Lender Validis Mambu
Table 5: Best Banking Encryption Algorithms

AES Blowfish Tripple DES Twofish Rivest-Shamir Adleman (RSA)

04
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Table &6: Best Software names for online and other Banking applications

Bank Account opening Bank Account Bank Account Management | Bank Budgeting
Tracking

Bank Compliance Banking Contract | Cash Management for Banks | Electronic Banking
Managemenl

Gnucash Online Banking | Home Banking Kmymoney Online Mobile Banking

Online Account Opening Quickbooks Quicken Banking Quicken Online
Online Banking Banking

Table 7: Suitable Software for Core Banking System

|_CBC Core Banking System | Cloud based core | Equation core | Finacle | Flexcube | HSBC |

Teble 8: Software for Online Banking

Centrex Cyberbank

FinCell Frand.net

Origins Plaid

The Nortnidge Loan System

Tipalti

4. Protective Measures To Safe-
guard Banking Information
From Fraudsters

With fast

Technology and recent research in Software

developments in Information
Engineering, the entrepreneurs and financial
organizations may choose a most suitable and
feasible solution to safeguard their precious
data and applications as well as the “System
Software” from outside attacks. It is important
to adopt preventive security measures before
the damage occurs. Most obvious source of
problems and criminal activities is the “Inter-
net”. Now most of the companies have their
own dedicated intranets and extranets. By an
intranet, the outsider is allowed to moderately
access the company’s network in secured

manner. Mainly the intranets are used by the

employees of the organization; whereas the
extranets allow the outside business associates
or customers having stakes in the organization.
According to [5], there several protective
measures to protect the banks from hackers
and criminal gangsters. The Cybercrime are
committed online by breaching the personal
information of customers, what is termed as
“Identity Theft’. It is well known that the
terrorists are frequent user of internet; particu-
larly the “mobile-terrorists”. The terrorist’s
feat and take advantage of the weaknesses and
bugs in the software. The use of digital devices
by criminals have been described at length in
[6]. The authors of [6] recommend for the
implementation of stronger electronic devices
to combat with Cybercrimes and white Collar
Crimes. The paper [7] strongly recommends

the use of a “Demilitarized Zone” in Network

Int.J. Elect.Crime Investigation 7(1):IJECI MS.ID- 01 (2023) 05
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to provides a protective measure to the

network by using a “hardware fire wall”, a

[Table 9: Internet Security Software

“software firewall” with routers so that the

signals from outside hackers are identified and

Avast Premium Security 2020

Kaspersky Total Security 2020

McAfee Total Protection

Symantec Norton Security Deluxe

Webroot Internet Security Complete with Antivirus Protection

Webroot Internet Security Plus with Antivirus Protection

killed on the spot. In Table 9, there is a list of
a few Internet Security Software, which have

been found useful:

5. Recommendations

Banks now confront new security issues as a
result of the rapid expansion of their attack
surfaces due to digital transformation. The
average rate of attack on banking is increasing
day by day. The financial companies and the
banks are attacked about a thousand times
fortnightly. Therefore, strict measures accord-
ing to the recommendation of [6] and [7] must
essentially be adopted. More recommenda-

tions are put forward below.

1. Installation of a “Demilitarized Zone” in

Network provides effective security.

il. The users must seek help from academia
and software industry to get resolved

their problems.

iii.  Installation of a “virtual private network

VPN” has been found useful to guard

and provide a shield to the online “send-
ing” and “receiving” the Data during the
usage of “public Wi-Fi”. The SD WAN
is very useful for banks connected with
their braches. It is software which
protects and secures the work of the
branches connection with internet and

clouds.

iv.  The use of Cloud Guard provides full,
wide-ranging  and  comprehensive

security to the users of e-banking.

V. Enhance the internet security measures

for your installation.

vi.  If the attack has occurred, soon after
without wasting time, inform to your
bank or organization. Let them know the
details about the fraud and your “identi-
ty-theft”.

vii. A complicated pass-word must be used
consisting of alpha-characters, numerics
and special characters. Its length must

be 10 characters.

06 Int.J. Elect.Crime Investigation 7(1):IJECI MS.ID- 01 (2023)
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Abstract:

A cloud computing model allows customers to use a pool of shared computer resources on-demand
or pay-per-use basis. In terms of capital investment and operational cost reductions, cloud-based
computing offers users and organizations many benefits. Despite these advantages, several challeng-
es still limit the adoption of cloud computing. A crucial concern that is usually taken into account is
security. Without this vital component, the computing model has a negative influence, which causes
suffering on the human, ethical, and economic levels. This essay will look at the security issues that
cloud entities must deal with. This group includes Cloud Service Provider, the Data Owner, and the
Cloud User—concentrating on the communication, computation, and service level agreements that
make up the crypto-cloud. It will offer the required updates by evaluating the origins and conse-

quences of different cyberattacks.

Key words: Cloud computing, security, high performance, challenges, quality.

1. Introduction shared pool of quickly manipulable program-

mable grids, servers, amenities, storage, and
self-service,

software.” [1]. On-demand

Users are given a network-based
High-performance network access, Accelerat-
ed Elasticity, High Scalability, and Defined

Performance are the processing type traits

environment perception through cloud
computing, which makes it possible to share

calculations and resources anywhere in the

world. Cloud computing is described by the
National Institute of Standards and Technology
(NIST) as "a template for delivering the appro-

priate and when required internet access to a

shown in Fig. 1. Four deployment types are
also offered, including Community, Private,
Hybrid, and Public Clouds. Hybrid, communi-
ty, private, and public clouds. The three service

Int.J. Elect.Crime Investigation 7(1):IJECI MS.ID- 02 (2023) 09
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models—PAAS (Platform as a Service), [AAS
(Infrastructure as a Service), and SAAS (Soft-
ware as a Service)—are then connected with
this model. The NIST definition of cloud
computing provides the necessary framework,
illustrating commonalities, including
Geographic Distribution, Homogeneity, Virtu-

alization, and Service Orientation.

Security concerns must be considered when
using the cloud service models with all the
levels. When the stories are contrasted, the
browser's significant dependence puts it at the
top. In contrast, the lower levels are more
focused on web services. Overall operational
costs and investments are reduced, and
improved productivity and scalability through-

out the levels.

Depending on the customer’s needs, hybrid,
community, private, and public cloud service
models may be used.
Organization: The security issues are
highlighted in the following two sections. The
problems with security in Service Level Agree-
ment (SLA), computational, data, and commu-
nication levels are addressed in Sections 4-7.
Lastly, Section 8 concludes with the author's
research with other previous studies for

comparison.
2. Challenges With Security
Because cloud service providers (CSPs) have

different

locations, which presents several security

data centers in geographical

issues and dangers, consumers in cloud

computing are oblivious to the precise location
of their sensitive data. Due to the quick propa-
gation of threats in virtualized environments,
conventional security measures like host-based
antivirus, firewalls, and intrusion detection
technologies do not provide sufficient security

in server virtualization.

2.1. Cloud computing dangers and threats
Walker [2], on the other hand, highlighted that
the Cloud Security Alliance (CSA) had
published a list of the top 12 cloud-related
risks. Table 1 contains a list of these twelve
dangers. Data breaching is the most pressing
security concern that requires attention among
these threats.

2.2. Security in crypto-cloud

As Kamara [3] explained, there are several
upsides to utilizing a public cloud. They also
noted several security hazards associated with
using public cloud services. Many serious
worries center on the possibility of damage to
the data's privacy and authenticity. Kamara [3]
2010 presented a crypto-cloud architecture,
which is depicted clearly in Fig. 3. There are
three primary actors involved: the data's owner
(the Data Authority), the data's end user (the
consumer), and the storage service provider
(the Cloud Storage Service Provider) (CSSP).
Customers or users of cloud services are grant-
ed authorized access to encrypted files upload-
ed by the data authority. After those steps, the
requested file may be downloaded and
decrypted using the proper tokens and creden-
tials. These three groups have unique data
protection problems in their communications,

computations, and SLAs.

10 Int.J. Elect.Crime Investigation 6(4):IJECI MS.ID- 02 (2022)
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Table 1. CSA'S Top 12 threats

Threat no. | Threat name

1 Violated privacy.

2 Passwords and authentication
issues.

Broken APIs and hacked user
interfaces.

Taking advantage of loopholes
in the system.

Taking someone else's account
without permission.

Contaminated by malicious
insiders.

The APT virus, or Advanced
Persistent Threat.

Inaccessible files are forever
gone.

Having not done enough
research.

Misuse of cloud services.

Attacks using the denial-of-ser-
vice (DoS) protocol.

Shared technology, shared
dangers.

3. Security Issues That Cloud
Companies Must Deal

Authentication, integrity, transparency, confi-
dentiality, availability, and audits are a few
fundamental security criteria that must be
addressed in addition to legal security stand-
ards, according to Rebollo [4]. The security

tree in Fig. 4 is an example of the value of

fundamental security criteria. Just like the root
anchors the tree in the ground, the issues
identified at the root must be correctly treated.
The security tree, figuratively represented as
the fruits and leaves on a tree, provides advan-
tages in terms of anything/everything as a
Service (XaaS) when these fundamental condi-
tions are duly satisfied. Data is transmitted
securely using the protocols (TLS) and (SSL),
which stand for Transport Layer Security and

Secure Socket Layer, respectively.

4. The Quality Of
Communication

Due to attacks on Virtual Machines (VMs),
there will surely be communication challenges
due to the VMs' shared resources, infrastruc-
ture, etc. Bhadauria [5] separates this into three
categories: network, host, and application.
These three tiers of interaction serve as a basis

for detecting attacks.

4.1. Security on the level of the network

Data privacy and security are two of the most
important aspects of any network infrastruc-
ture. When it comes to safety on a network

level, the problems include the following:

Attacks Made Against Domain Name
Servers

Hijacking of prefixes in the Border
Gateway Protocol (BGP).

Concerns Regarding the Reuse of IP
Addresses

Sniffer Attacks etc.
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4.2. The security of the application level

Applications require security to prevent allow-
ing attackers the opportunity to obtain control
over them by changing settings that they

haven't been permitted to modify.

Their configurations.

v Cookie Poisoning is one of the problems
that must be addressed at this level.

DDoS.

The manipulation of the hidden field
An attack with a dictionary
Breaking CAPTCHASs

Hacking Google

4.3 Security measures used at the host level
At the level of the operating system, which is
the foundation upon which applications run,
host risks are handled. Worms, viruses, and
Trojan horses are the primary dangers found at
the host level.

Profiling.

Methods for breaking passwords.
Footprinting.

A refusal to provide a service.

Unauthorized entry or use

5. Computational Level

One of the most challenging problems to solve
on a computational level is figuring out how to

implement virtualization in the cloud.

5.1. Challenges posed by virtualization
Virtualization may be thought of as the
abstraction of physical resources. The terms

nn

"desktop virtualization," "application virtual-

n

ization," '"network virtualization," and
"server virtualization "machine virtualization"
are examples of some of the most prevalent

categories of virtualization.

Multiple instances of Virtual Machines make
up the virtual layer, which is made up of these
machines. It paints a picture of a virtual and
distributed environment that operates on top of
the cloud architecture and is managed by a
cloud provider. The virtualization layer allows
it to simultaneously deploy and operate several
virtual machines (VMs) on the same physical
host. It is carried out by a particular component
or piece of software known as the hypervisor
or the Virtual Machine Monitor (VMM), which
divides up resources among the several VM
instances and ensures that they remain isolat-
ed. VMs can communicate with one another
over the virtual switch, thanks to the virtual
network. Ram, the Central Processing Unit
(CPU), and storage are examples of hardware
resources included in the physical layer.

5.1.1. Security problems at the virtual
machine level (also known as the virtual
layer)

The virtual machines go through their unique
life cycles, which include a variety of states
such as being created, pending, operating,
suspended, restarted, powered off, shut down,

destroyed, and others.

5.1.1.1. Cloning a virtual machine (VM)
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Cloning a virtual machine (VM) means creat-
ing a clone of an existing VM with the exact
identification (ID), computer name, Internet
Protocol (IP), and Media Access Control
(MAC) addresses. This process is referred to as
VM cloning. The cloned virtual machine (VM)
shares its virtual resources with the original
virtual machine (VM), referred to as the
parent. The cloned virtual machine is unaffect-
ed by any modifications made to the original
VM after completing the cloning process, and
vice versa. Because both virtual machines
(VMs) will use the same network, there will be
a duplication of IP addresses, which may cause

security problems.

5.1.1.2. Isolation of VMs

To guarantee safety and security, the VMs need
to be isolated. Virtual machines (VMs) can be
kept secure by isolating them from one anoth-
er, even if another VM running on the same
physical host is breached. However, virtual
machine isolation is not a foolproof solution
when the hypervisor has been breached. The
virtual machines' shared usage of IP addresses,
which breaks the isolation between them,
causes problems that must be fixed as soon as
possible. This may bring the whole system's

performance down.

5.1.1.3. Migration of Virtual Machines

Virtual Machines may be moved simply from
one server to another, which helps improve the
efficiency with which resources are used.
Automating this procedure to achieve load
balancing and energy savings is possible.
Because of the dynamic nature of the migra-

tion, there is a potential for security issues, not

only with the virtual machine being moved but
also with the new VM host. Live VM migra-
tion and non-live VM migration are the two
forms of migration. Compared to non-live
migration, the live migration process results in

a more difficult task.

5.1.1.4. Virtual Machine Exit

Virtual machines (VMs) often operate in
secluded and self-contained settings within the
host. Any effort by the virtual machine (VM)
to directly interact with the hypervisor by
intervening in an isolated environment would
result in the VM escaping the environment.
Therefore, this problem must be handled
carefully to avoid compromising the overall
virtual setup.

5.1.1.5. VM rollback

Allows virtual machines to be reset to their
previous state at any time. Restoring the
afflicted virtual machines to their last state may
involve the removal of hazardous viruses and
worms. As a result, virtual machines (VMs)
might be re-exposed to security flaws when
rollbacks are performed. Memory snapshot
was protected by Sabahi [7] using per-page
encryption in conjunction with hashing. The
memory contents were hashed using a Merkle
hash tree, with the pages' granularity determin-
ing the hash's precision. Maintaining logs for
the processes, exceptionally suspend/resume
and migration, is the recommended best
practice. An in-depth investigation indicates
that VM rollback, if not managed safely, might
activate even hazardous viruses and worms.
This was discovered as a result of an investiga-

tion into the matter.
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5.1.1.6. VM sprawl

Uncontrolled deployment of virtual machines
is known as "VM sprawl," and it's a problem
that can be avoided. According to Bose [§],
VM sprawling is a scenario in which there is a
linear growth in the number of VMs, but most
themes are inactive. There is a risk that a
significant amount of the host's resources will
be wasted. Virtual machine sprawl must be
controlled to manage resources with the fewest

possible efforts efficiently.

5.1.1.7. Virtual Machine (VM) Hopping and
Virtual Machine (VM) Hyper Jumps

Virtual Machine (VM) hopping refers to the
process of getting access to another VM by
exploiting a flaw in the hypervisor. Because of
this vulnerability, remote assaults and malware
can infiltrate and eventually take control of the
middleware packages running on the underly-
ing host by jumping from virtual machine to
virtual machine (VM to VM). The most
susceptible virtual machines (VMs) are
frequently singled out as the entry point for
further assaults on the system.

This problem will need to be addressed at some
point in the future. The vulnerability in the
hypervisor creates a single point of failure in

the system.

5.1.1.8. Virtual machine (VM) poaching

The vulnerabilities in the operating system and
applications cause the system to behave unan-
ticipatedly. They use up the system resources,
which might fail other virtual machines hosted
on the same host. It is recommended that

patches be applied to both the guest operating

system and the regular application to mitigate
VM poaching successfully. The issues posed
by virtual machines (VMs) are addressed in the
publications listed in Table 2.

The overall study shown in Table 2 displays
the many options available to ensure the safety
of VMs. A comparison of the many methods
that have been suggested eliminates the possi-
bility of an increase in either the amount of
time required for the execution or the number
of test systems. To keep the integrity of the
system intact, it is recommended that virtual
machines (VMs) not be subjected to the trans-
mission of packets at a fast pace as well as
avoiding the application of false assumptions,
which would make the problem more complex,
and avoiding the oversight of certain specific
assumptions and parameters. The Advanced
Cloud Protection System (ACPS) raises the
level of security and keeps the integrity intact
while degrading performance only a little. Wei
[9] came up with the idea for a system that
assumes several virtual machines (VMs)
belong to the same organization, even if they
are hosted on a shared network. The authors
have argued that there is a requirement for the
provision of a protected system, regardless of
the virtual machines (VMs) deployed by
various enterprises on the same shared
network.

5.1.2. Hypervisor level (Virtualization layer)
Qin [10] mentioned that a hypervisor keeps
track of virtual machines as they are created,
stopped, restarted, and moved around. The
Hypervisor or Virtual Machine Monitor

(VMM) is nothing more than a low-level code
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that is capable of independent operation

regardless of the operating system. The hyper-

visor facilitates virtualization by pooling avail-

able resources and supporting many tenants.
The hypervisor-based virtualization technique
known as para-virtualization is the one that is
used most frequently. Complete virtualization
and virtualization aided by hardware Accord-
ing to Sabahi [7], hypervisor-based virtualiza-

tion is prone to having a single point of failure.

The current methods for improving hypervisor

security are listed in Table 3. All these meth-

ods, in their manner, ensure a safe hypervisor.
Based on the comparison results, it is suggest-
ed that multi-factor authentication be used to
strengthen the hypervisor's security further.
Protection against software-related vulnerabil-
ities in virtualization cloud computing
infrastructures (VCCI) is achieved by combin-

ing physical and virtual measures.

Table 2: Security issues in V.M. compared to

similar systems.

Title of  the

S. Author
No

security scheme

Work proposed

Strengths

Weakness

1 Schwarzkopf,
2012

The protection of
cloud-based

virtual machines.

Checker for updates: Find
software that has become
obsolete (inactive)—free
toolkit:

online hacking

Runs tests on virtual
machines (VMs) before

releasing them.

Prevents execution
of flawed VMs.
Handles

software

multiple

repositories  from

different vendors.

The

required to

time

complete a
task will
linearity
Quantity  of
test  systems
has grown.
Identifying
software
defects  that
cause network

disruptions.

Bindra, 2012

The Analysis and
Risk Management
of Virtual Machine
Images on the
Cloud.

Suggest doing a security
review of the virtual

machine images.

Assures the safety
of  the

machine image

virtual

Shea, 2013

Experiments and
Analysis of
Virtual Machine
Performance
During
Distributed
Denial of Service

Attacks

Strengthening the stability
and safety of current
virtualization
technologies.
(Denial  of
Attacks.

Service)

SYN- proxies are
now in place. DOS
attacks are no match
for container-based

virtualization.

When sending
tiny  packets
rapidly, issues

occur.
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4 Qin, 2012 State-of-the-art Separated the problems | Methods are | Some of the

Safeguarding into several virtualization | classified as either | identified

Virtual Machines | security categories. "within" or | performance

in the Cloud. "outside" the V.Ms. | factors are
ignored. Some
plans are
overly
complicated

and based on

false
assumptions.

5 Lombardi, 2010 | Safe and sound | Highly Efficient Anti- | Better protection for | Minimal hit to
virtualization on | Cloud Systems (ACPS). cloud data. Constant | performance.
the cloud. vigilance  ensures

that no one's

honesty is
compromised.
6 Duncan, 2013 Insider Threats to | Using digital forensics and | Ethernet tap | There isn't a
Migrating Virtual | system administration | detection of packet | simple way to
Machines in the | methods, identify | sniffing. tell if a
Cloud. malicious insider activity. network is
being
passively
tapped or not.
7 Wu, 2010 Safeguarding Recommended an | Improve safety by | Virtual
Virtual Machine | innovative framework for | adding a firewall | machines
virtual networks  to | and a routing layer | (VMs) should
Networks in the | manage VM-to-VM | to  your secure, | only be used
Cloud. interaction. shared network. | within a

Defeats  attempts | company's

that attempt to sniff | shared

or fake your signal. | network.

5.1.2.1. Threats in virtual networking address spoofing (faking an IP address),
The potential dangers of virtual networks are VLAN hopping (breaking network segrega-
that they are challenging to construct securely tion), etc., have been cataloged by Laniepce [6]
and that all the cloud components need to be and will need to be quickly addressed in the
connected. Brohi [11] has argued that hypervi- future.

sor-resident VFs (Virtual Firewalls) on the
VMM is a need for protecting virtual 5.1.2.2.VM-to-VM attack
machines. Threats like as traffic eavesdropping Vvirtual machine (VM) can be attacked by

(intercepting  network  communication), another VM on the same physical host, using
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hypervisor vulnerabilities and perhaps a side
channel attack to compromise the coveted VM,
as described by Laniepce [6]. Zhang [12] has
suggested a methodology for systematically
identifying and investigating several common
but elusive inter-VM assaults. Therefore,

action is required to resolve the problem.

5.1.2.3. Security issue with VM introspec-
tion

Virtual machine (VM) introspection is a
security concern since it allows for monitoring
VMs on a physical server. Expanded [13]
coverage of VMI tools for the hypervisor.
Intruding in private virtual machines is a sure
way to get unauthorized access to their
contents and running processes. That's why
cutting-edge safeguards against intrusion are

required.

5.1.2.4. Issues due to virtualized trusted
computing (VTC)

Problems with virtual trusted computing
(VTC) are an emerging concern since this
technology represents the next logical step in
virtualization but has the potential to compro-
mise security if it fails. As described by Lanie-
pce [6], Trusted Platform Module (TPM), a
dedicated TPM is required for each virtual
machine (VM) and hypervisor. However, the
hypervisor often controls a single hardware
TPM, which might introduce vulnerabilities.
Dongxi L [14] mentioned vITPM and certifi-
cate and critical administration. Trusted
Platform Module (TPM) implementation in

software exacerbates existing problems in the

TCB and introduces new vulnerabilities.

5.1.2.5. Hyperjacking / hypervisor subversion
When an attacker uses a compromised virtual
machine (VM) to access the hypervisor and
then uses that access to try to take over the
virtualization layer. Miller [15] has described
the assaults on dropbox, Linkedin, etc., result-
ing from hyperjacking. According to Micro-
soft's latest page on Hyperjacking, "viruses
planted in the hardware/BIOS can't be identi-
fied by the O.S." These problems cause bottle-

necks that must be addressed.

5.1.2.6. Issue due to resource sharing

Sharing shared resources is a source of conten-
tion since a malevolent VM might cause the
intended VMs to go without essential resourc-
es. Seventy-five percent of security issues,
according to Wueest [16], are the result of
sharing resources. The cloud computing
paradigm relies heavily on the pooling of
available resources. Therefore, it's crucial to
work out the kinks in the system that prevent

people from pooling their resources.

5.1.2.7. Challenges to the Security and Isola-
tion of Virtual Machines (VMs) Caused by
Hypervisors: The hypervisor controls the
degree of separation between virtual machines.
There is a risk that guests' secrets will be
revealed if the hypervisor's security is not
guaranteed. Therefore, the hypervisor needs

better techniques for controlling access.
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Table 3: Here are a few publications that discuss the difficulties with hypervisor security

S. Author Title of the security scheme | Work proposed | Strengths Weakness
no.
1 Romney, 2013 Hypervisors' Versatility, | co-created a | The use of more | When  virtual
Adaptability, and | Master of Science | than one | memory (VM)
Productivity in the | in Cyber Security | authentication size grows from
Classroom of Engineers. and Information | method 200 to 770, it
Assurance (MS- | improves safety. | becomes a
CSIA) degree | The bandwidth | crucial concern.
program at NU | has been
with  Efficiency | doubled from 50
Student access to | Mbps to 100
cutting-edge Mbps.
technology;
agility;
flexibility;
simplicity of
cloning;
2 Sabahi, 2012 Safeguarding Virtualization | Recommended a | A safer | Both VSEM and
in a Cloud Setting | different environment. VREM are
Technology based on a | approach to | Identifies an | essential to the
hypervisor is used. virtualization overflow attack. | effectiveness of
security that | Better use | a security
relies on a | virtualization. system.
hypervisor.
3 Turnbull, 2013 Limitations: Examining | Four possible | Cloud
Possible Entry Points for | attacks in the | computing is
Hypervisor Attacks. ESXi5.0 now safer to
hypervisor were | eliminate data
found and | rerouting  and
examined. system call
hooking.
4 Brohi, 2013 Security Risks in Virtualized | The Protected VCCI
Cloud Computing | Virtualization by tracing
Environments: Identification | Attack Model | intrusions both
and Analysis (VCCI). (VMM) is a | from the inside
technique for | and the outside.
virtualizing CCI-
style attacks
against VCCI.
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5 Laniepce, 2013 Intruder  Detection and | advocated for a | Perhaps  most | That's up to the
Prevention in laaS Clouds | hypervisor-based | encouraging, it | reliability of
using Hypervisor-Based | method of | strengthens end | your cloud
Engineering. keeping tabs on | users’  virtual | service.

things machine (VM)
security.
6 Nimgaonkar, Ctrust is an infrastructure for | The Ctrust | Gives people a | The
2012 running applications in the | framework, a | sense of safety | incorporation of
cloud safely and reliably. proposed attack | and confidence. | hardware
model, and a | Scalable. design.
prototype
implementation
are presented.

The VMM/Hypervisor from both internal and
external threats. When an overflow attack
occurs, hypervisor-based monitoring immedi-
ately alerts the administrator. By safeguarding
the hypervisor as a whole, we can eliminate a
potential catastrophic failure point (SPoF). If
you want to implement the no hypervisor idea,
you'll have to upgrade your operating system
to include all the capabilities that hypervisors
typically provide. However, doing so increases
the already high complexity of the OS beneath
it. This means that the hypervisor is essential

for implementing virtualization.

For cloud computing to work, virtualization
must be at its core. The VMM allows for the
construction, suspension, restart, activation,
for Virtual

The cloud computing

and allocation of resources
(VMs).
paradigm suffers from SPoF's performance

Machines

degradation and must be protected.

Cloud-based virtual machines (VMs) share the

hardware layer's central processing unit

(CPU), memory, network interface card (NIC),
and storage space (among other resources). If a
visitor can circumvent DAC and MAC due to a
hypervisor flaw, isolated protections are at
risk. Hardware security and vulnerability
considerations have been brought to light, as
Zissis [17] has noted. In the lack of protection
to hardware, a variety of dangers, including
Distributed Denial (DDOS),
hardware disruption, hardware theft, hardware

of Service

modification, abuse of infrastructure, and so
on, are a possible; server placement, firewall
upkeep, and hardware health monitoring are all
problems at the physical layer, as categorized
by Mathisen [18].

In addition to the problems described above,
hardware health monitoring is essential, as
Turnbull [19] explains. This is necessary for
determining the capabilities of the various
hardware components and conveying that
information to the kernel and the virtualization
manager. To reduce the impact of issues in the

physical layer, the system should employ a
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robust authentication method in the virtual
Border to lessen hyperjacking's associated

problems.

6. Problems With The Data Itself

Any crypto-cloud system's entities may be
considered extensions of the data that serves as
its source and beating organ. Table 1 shows
that CSA feels data breaches are the most
significant security risk. Understanding how
many layers of protection the new computing
technology offers to the data the author
foresees before adopting is crucial since
hacking skills are also well-versed. Data Leak-
age is a problem that arises when data is stored
off-site (outside of our control) to support
several tenants. Data at every point of its life
cycle—from creation to distribution to use to
sharing to archiving to deletion, as outlined by
Chen [20]—must be safeguarded. Generally,
there are two types of data level security: those
that apply while the data is in motion and when
the information is at rest. Since data transmis-
sion is performed using TLS by default, there
are no additional security concerns associated
with data-in-transit compared to data-at-rest.
It's more appealing to a hacker to access data

when it's resting in storage.

6.1. Information in transit

During data transfers, entities in the
crypto-cloud interact with one another.
Instances of the following problems may arise
due to the entities' attempts to communicate
with one another via a secure communication

channel, such as Transport Layer Security.

6.1.1. Data Lineage

There's the concept of "data lineage," which
refers to the history of where and from whom
specific data has been collected. Data lineage
is a concept suggested by Bhadauria and
Sanyal [5]. It's useful for auditing. Due to the
non-linear structure of the cloud, it is one of the
most challenging and time-consuming aspects

of tracing.

6.1.2. Data Leakage

The second problem is data leakage, which
occurs whenever more than one tenant access-
es data. As Sabahi [7] described, one of the
concerns is information loss. Security flaws in
Google Docs have been known since at least
March 2009, when Chen first brought them to
light [20]. With such a high risk of compro-
mised information, handling must be done
with extreme caution. Leaks of sensitive infor-
mation can occur through various channels,
including instant messaging, email, webmail,
blogs/wikis, malicious web pages, the file
transfer protocol (FTP), and USB/mass storage
devices.

6.2. DATA- IN-REST

Vyas [21] presented a method for ensuring data
integrity and performance during cloud storage
and retrieval. Improve cloud data security by
storing encrypted files, hash files, and
meta-data.

Data security in the cloud, using cryptographic
mechanisms to protect individual privacy, is a
topic that has been extensively reviewed by
Chatterjee [22].
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6.2.1. Data Recovery

Data recovery is extracting data from damaged
or unreadable storage media and restoring it
for use. Figure 11 shows the progression
through the four stages of data recovery. When
a file is deleted, just its information is erased,
the data itself is still stored on the disc.
Retrieval using "file carving" is possible.
Bifragment gap carving, Smart Carving, and
Carving memory dumps are a few examples of
popular Carving techniques. Problems with the
operating system, the disc, or the deletion of
files are common obstacles to data recovery.

These obstacles must be conquered.

6.2.2. Data Remanence/Sanitization/Removal
All data must be thoroughly and safely wiped
after its useful life. One of the most time-hon-
ored methods of cleaning data is overwriting.
As stated by Chen [20], physical properties
allow for the restoration/recovery of lost data,
which might lead to the exposure of private
information. It is feasible to retrieve informa-
tion from damaged storage media with the
proper knowledge and tools. There has to be
consideration given to the persistence of data

after deletion.

6.2.3. Data backup

Data loss occurs when data is updated often. In
the event of data loss, it is essential to have a
recent backup stored in the cloud or on an
external server. The 3-2-1 rule, as outlined by
Bhargav Vora [23], requires keeping three
copies of all critically significant data: one
primary copy and two backups. Two separate
storage mediums are used to protect against

potential threats. Hold one duplicate in a

secure location. Replication maintenance

compromises data safety.

6.2.4. Data isolation

Information must be kept completely isolated
from unauthorized access. Access control and
encryption methods should protect sensitive
information from prying eyes. A user's identifi-
cation can provide several fine-grained access
control types, such as attribute-based,
time-based, etc. Isolation is a very exclusive
setting. Carelessness can result in a virtual
machine (VM) to VM assault, compromising

user privacy.

6.2.5. Data segregation

The separation of data across users in a virtual-
ized cloud environment is known as "data
segregation." Data segregation is a concern
brought up by multi-tenancy, according to
Negi [24]. Data segregation in the cloud should
be accomplished with the help of highly
protected protocols and encryption methods.
SQL injection, unsecured storage, and improp-
er data validation contribute to data segrega-
tion issues. In a multi-tenant setting, the
difficulty of data segregation can be reduced
by catering to tenants' specific needs in the

ways outlined.

6.2.6. Data Lock-in

Data lock-in is the most significant barrier to
achieving data portability and interoperability,
bringing us to point six. Sax [25] warns that,
according to a well-documented industry
perspective, the possibility of cloud provider
lock-in impedes the free flow of data into,
throughout, and beyond the cloud. Due to the
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lock-in nature, it is challenging to integrate
data from many sources. Cloud users should be
unaffected by the current situation with one

provider.

6.2.7. Data Location

Where the data is physically stored is crucial to
the success of any storage as a service model.
Users are hesitant to keep sensitive data in the
cloud due to the lack of transparency surround-
ing the data's physical location. It's a typical
challenge for businesses. Concerns about data
safety, legality, and meeting regulatory stand-
ards arise when their whereabouts are
unknown. This is a complicated matter because
certain cloud storage services can't be relied

on.

Problems that arise when data is both in
motion and at rest constitute Section 6.3.

1. The first tenet of sound data management

ensures that only authorized parties may read
and change stored information. Independent
verification of data integrity is possible. How-
ever, Kaur [26] offered a data correctness
system that assured data security through a
third-party audit. Static and dynamic data
require security measures to prevent accidental

or malicious use or disclosure.

2. Integrity and computational correctness are
data provenance aspects, referred to as "prove-
nance." Provenance may be defined as (integri-
ty + computational correctness =). However,
Muhammad Rizwan Asghar[27] emphasized
the significance of provenance in post-incident
investigations by explaining how data is creat-
ed. Martin[28] proposed a risk-based strategy
for determining origin.
difficulties,
computational cost, storage overhead, platform

Data provenance

presented  several including

independence, and application independence.

Table 4: The current methods for fixing Data Level Challenges

S. no Author Title of the | Work proposed | Strengths Weakness
security scheme
1 Chen, 2012 The challenges | Survey:  Data | Discussed the
of  protecting | security and | data security and
sensitive  data | privacy at | privacy  studies
and personal | different stages | that  will  be
privacy in the | of the data's life | conducted in the
cloud. cycle were | future
analyzed.
2 Wang, 2012 The move | Saving money | Accurately Stores
toward safe and | on  bandwidth | pinpointing the | supplemental
reliable  cloud | and processing | source of data | data  structures
storage services. | by auditing | problems in a | locally for ease of
cloud storage. hurry. Dynamic | usage.
efficiency.
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3 Liu, 2013 Safe Multi- | With  MONA, | 100% Safe and

Owner  Cloud | cloud-based Effective.
Data Sharing for | groups may be | Revoked  users
Evolving dynamic and | incur no
Communities, or | responsive. additional  costs
Mona. for storage or
processing.

4 Wei, 2014 Protection  of | Prevention  of | This first protocol | Using SecCloud
personal  data | privacy breaches | audits safe | takes a little
during cloud | and promotion | storage and | longer than the
computing of a trustworthy | computation— original protocol.
storage and | auditing the bare
processing. methodology for | minimum.

computing.

5 Dong, 2014 Developing a | A strategy | Data privacy is
cloud-based file- | utilizes both CP- | efficient,
sharing service | ABE and IBE | scalable, and
that meets these | methods. adaptable.  Safe
criteria— and allowing for
efficient, granular
scalable, and permissions
protective of
user privacy—is
a primary goal
of modern cloud
computing.

6 Dong, 2015 Cloud-based An identity~ | Safe online data | Data
data based,  multi- | sharing with | synchronization
collaboration level encryption | granular and security
services that | system for use in | permissions concerns  have
prioritize an insecure | Efficient Minimal | not been
security and | cloud computational, resolved.
scalability, aka | environment. networking, and
SECO. storing overhead.

7 Khalid, Protocol for | A method for | Simplicity to

2013 improved establishing implementing
authentication trust and | Compatible
and exchanging
authorization information in
based on | an untraceable
security and | fashion.
privacy,
implemented in
the cloud.
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8 Sun, 2013 A system for | The use of | Effective. The differences
assessing properties is | Effectiveness at | between defects
encryption recommended to | finding problems | that have been
software based | verify the | is rather good. mimicked  and
on its properties. | security of those that occur

encryption in real-time are

software. striking. The
Number of
Metamorphic
Relationships is
bounded (Mrs)

9 Liu, 2014 Cloud-based A TimePRE that | Accomplishes The user's total
data sharing | causes a user's | efficient and | number of keys
security protocol | privileges to | granular access | will increase
that uses time- | lapse on their | control. A safe | proportionally.
based proxy re- | own time. and helpful | The price of
encryption. option There is no | decryption is

granularity in the | little.
time
measurements.

10 Koo, 2013 Safe and quick | A fast | Optimal for Large
decryption  of | information Data  Archives
encrypted data. | retrieval system | Controlled entry
Data on the | based on ABE. | and rapid
cloud utilizing searching
attribute-based
encryption.

11 Puthal, The efficient | Security It cuts down on

2017 security of | verification for | time spent
large-scale massive data | communicating.
sensing data | streams  using | Increases
streams  based | dynamic prime | verification
on a dynamic | numbers efficiency. Saves
prime number. (DPBSV). time. Make use of

minimum size.

12 Shaikh, Cloud A system for | Strength and

2015 computing collecting and | safety are greatly
security is only | analyzing data | enhanced.
achievable with | tested with
properly representative
organized data. | data sets.
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The most fundamental component of a cloud
that needs protection is its data. Threats to data
security can occur both while information is in
transit and while it is stored. Without adding to
the cost of storage, transmission, or comput-
ing, Table 4 outlines the several security
concerns that must be overcome. For instance,
the SecCloud method adds negligible time
over the currently used, more insecure proto-
col. Reducing exposure even if doing so causes
unexpected financial strain. Combinations of
encryption methods that are efficient, scalable,
adaptable, secure, and allow for granular
control over who has access to data. Research
in the future can focus on methods that
improve security while requiring less work

from administrators.

A system that provides maximum security at a
minimum cost in terms of memory, bandwidth
and processing power is urgently required. The
system must be reliable, extensible, and safe.
Security, however, should not be an
afterthought; instead, it should permeate the
entire system and be built at each step (Compu-
tational, Communicational, and Service Level

Agreement).

7. Service Level Agreements
(Slas)

Providers are responsible for delivering servic-
es to customers by agreed-upon SLAs. The
obligation of upholding SLAs falls on
crypto-fundamental cloud entities' shoulders.
Bandwidth, central processing unit, memory,
and critical management are just a few factors

that might affect resource allocation at any

given time. SLAs may be broken down into
three  distinct  tiers: customer-centric,
service-centric, and multi-tiered. The amount
of money and workforce allocated is crucial

and shouldn’t be underestimated.

While privacy concerns motivate the develop-
ment of service-level agreements, principles of
honesty motivate their introduction. Hoehl
[29]. Risk reduction and efficient assignment
of responsibilities between parties is facilitated
by incorporating security metrics within the
SLA. Regarding security management, no one
SLA standard fits all scenarios. However,
measures such as the European Commission's
SPECS (Secure Provisioning of Cloud Servic-
es) and ENISA's (European Network and
Information  Security Agency) guarantee
security by requiring the upkeep of SLAs.
Quality of Service (quality of service) may be
improved using SLA. Define, negotiate, moni-
tor, and enforce the terms of a contract using
Service Level Agreements. While defining and
negotiating a contract, both parties can deter-
mine their respective roles and the duration of
their separation agreements. The relationship
between the supplier and the customer is
strengthened using monitoring and enforce-

ment.

Guaranteed service availability was also
brought forward by Dash [30]. Depending on
the SLA, the provider's capabilities, the
efficiency of the users, and the accessibility of
the services will vary. To mitigate any adverse
outcomes, consider the following information.
Loss of bandwidth and operations, business

continuity, data location, data appropriation,
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data integrity, and data dependability are just a
few of the many concerns that must be
addressed. The pay-as-you-go business cannot
persist without adequate SLAs.

8. Wrapping Up

Questions of data, system and Service Level
Agreement security are examined. Security
problems with virtualization and data are seen
as the most dangerous to a computer system.
The benefit of cloud computing is enhanced
through virtualization, a core component of the
cloud. The problems that can arise at the
virtual, virtualization and physical levels are
discussed. There are two main types of data
security problems: those that occur when the
data is at rest and those that occur while it is in
transit. Both are investigated, and there's a

pressing need to resolve any problems. Numer-

ous chances for hackers to crack the
crypto-system exist nowadays due to the
proliferation of security threats. However,
many studies and polls agree with the author's
vote. Cloud computing still appears to be in its

infancy regarding protecting user data.

Table 5 shows how our survey stacks up
against previous survey papers when compar-
ing the three foundational dimensions. The
table reveals that very few reports have
comprehensively examined the causes and
consequences of problems at the Virtual
Machine, Hypervisor, and Hardware levels of
computing. Future research on Service Level
Agreements has to be deeper and broader. This
article paves the way for future research in
cloud computing to

explore previously

uncharted territory.

Table 5: A look at our study in comparison to others from three different vantage points

Computational/Functional level

S.no  Author Communication level
Network level Application level

1 Ali, 2015 X

2 Rong, 2013

3 Zissis, 2012 X

4 Sun, 2011 X X

5 Shahzad, 2014 X

6 Rao, 2015 X

7 Soofi, 2014 X X

8 Warhade, 2014 X X

9 Padhy, 2011 X X

10 Denz, 2013

11 Ouedraogo, 2015

12 Rawat, 2014

13 Our survey X X

SLA level

Virtualization Data security

V.M. level Hypervisor level Hardware level
X X X X
X X
X X X
X
X X
X
X
X
X X X
X X X
X X X X
X X
X X X X X
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Table 5: A look at our study in comparison to

others from three different vantage points

Security should not be an afterthought for
cloud service providers; it should be a primary

concern.
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Abstract:

Nano-forensics is the advanced application of nanotechnology-based techniques to resolve cases in

forensic science. Forensic science offers scientific methods in criminal investigation. Nano-foren-

sics deals with the development of new appoaches for fingerprint visualization, DNA isolation,

forensic toxicology, explosive detection, identification of body fluids, gunshot residue analysis,

detection of illicit drugs, etc. The nanomaterials used in forensic science are nanocrystals, nanoparti-

cles, quantum dots, nanobelts, nanocomposites, nanoclusters, nanotubes, nanorods, etc. The scope

of nanotechnology is very wide.

Key words: nanoforensic, nanotoxicology, forensic science, nanoparticles, nanomaterials

1. Introduction

Nanotechnology is an advanced
approach to design, production, manipulation,
and application of useful materials, systems,
and apparatuses by regulating matter at the
nanoscale. It has been used in numerous fields
of inquiry, including biomedical sciences,
physical sciences, electronic engineering, and
many more. First, because nanotechnology can
detect and analyses samples at the nanoscale, it
allows for the collection and analysis of crucial
evidence that was previously impossible.

Second, because it can now analyze samples
on a lower scale. Furthermore, nanomaterials
have novel features that make it possible to
gather and find evidence that was previously
impossible to do so. Examples include trace
amounts of explosives, DNA on fingerprints,
and trace amounts of hazardous metals on
palm prints.

Basic researcher and demonstration of
chip-based or micro device technology for
DNA analysis in forensic application are both
included in the DNA Research and Develop-
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ment programme. The chemical and biological
defense initiative's objective is to develop a
wearable, affordable technology that can warn
its user of potential chemical and biological
threats in time for them to take the necessary
safeguards [1].

2. Characterization Of
Nanomaterials

Nanomaterials can be characterized by using
atomic force microscopy, dynamic light
scattering, and Raman micro spectroscopy
(Micro-Raman). Since electron beams serve as
the light source, electron microscopy can
magnify incredibly minute details of nanoma-
terials with resolution down to the sub-nanom-
eter range. The light source is a cathode that
produces a lens-focused high voltage electron

laser beam

beam. When the beam contacts a photographic
plate, phosphor screen, or another light-sensi-
tive sensor, a picture is produced. Through
TEM, the internal structure of the materials
under study is made visible. Scanning electron
microscopy (SEM), which searches for
secondary or backscattered electrons, creates
images. In comparison to TEM, the process
used to create the final images in SEM is very
different. SEM scans can show surface shape
and produces three-dimensional images [2].

2.1. Atomic Force Microscopy

AFM is very effective tool for assessing nano-
particles. It can determine magnetic forces,
chemical bonding, capillary force, electrostatic
force, and others. Although SEM and AFM are
both capable of producing 3-D images [3].

photodiode

force between

sample surface and tip
Fig 1: Atomic Force Microscope

2.2. Dynamic Light Scattering
Dynamic light scattering is a well-known
technique for estimating particle size in the

range from a few nanometers to a few microns

cantilever

Atomic Force
Microscope (AFM)

(DLS). DLS is excellent at identifying even
trace amounts of aggregated protein. The

typical detection window is 0.8 to 6500 nm [4].
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Fig 2: Dynamic Light Scattering

2.3. Raman Micro spectroscopy

Raman spectroscopy, as opposed to focusing on
absorption, examines how the sample scatters
light. It accomplishes this by counting photons
using a charged-coupled device (CCD), a
multiple dispersion prism, or a diffraction
grating. Filtering removes the wavelength that
is near the laser line (Raleigh scattering). The

1

Wl L g
LE%%

Fig 3: Raman Micro spectroscopy

3. Forensic Applications

The forensic applications of nanotechnology
are as follows.

3.1. Latent Fingerprint Enhancement of
CdS

S T =
raTyw

interference from water to the Raman spectrum
is far less than it is for infrared spectroscopy.
The study of biological objects like as cells,
tissues, peptides, and proteins is thus excellent-
ly suitable to it. Extremely specific energy
ranges can be connected to the rotational and
vibrational motions of particular types of
chemical bonds in organic molecules. The
fingerprint that can be used to identify the
molecule is provided [5].

EEF AN T

e stace

P

Bl WL O Y
T

s R
R TIR

Dr. Menzel invented the technique for improv-
ing latent fingerprint detection using photolu-
minescent CdS semiconductor nanocrystals
topped with dioctyl sulfosuccinate. His idea
was to use fluorescent dye to pre-fume items
with cyanoacrylate ester and to paint electrical
tape's sticky side with fluorescent dye [6].
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3.2. Nano-Fingerprint Residue Visualiza-
tion

By detecting inorganic elements in the impres-
sions, MXRF produces images of latent finger-
prints. The non-destructive analysis and stable
inorganic residues make it more advantageous.
Fingerprints are saved during processing and
might be utilised for further inquiries, such as
elemental analysis for gunshot residue. Chlo-
ride ions and potassium are the inorganic
residues that can be present in fingerprints.
MXRF offers an elemental assessment of the
inorganic elements present in fingerprints.
Additionally, MXRF has the ability to identify
chemicals that are not often seen on the hands,
such as sweat, saliva, lotion and sunscreen. For
instance, MXRF can be used to connect
salivary components with food remains in
fingerprints to look into situations of missing
children [7].

3.3. Gold Nanoparticles to Enhance PCR
Efficiency

The effectiveness of the polymerase chain
reaction can be considerably enhanced by the
use of Au nanoparticles (PCR). The reaction
time was found to be reduced while the
heating/cooling thermal cycle rates were raised
when 0.7n0M of 13 nm Au nanoparticles were
added to the PCR reagent. The huge increases
in PCR efficiency are the result of Au nanopar-
ticles' extraordinary capacity to transmit heat

(8].

3.4. AFM and Questioned Documents

For the first time, pen and ink's 3-D surface
morphology (AFM) may be studied thanks to a
method created by Swiss researchers. They
claim that AFM can offer crucial details for
comprehending the arrangement of lines
produced by ballpoint ink and ribbon dye.
They claim that AFM images include the same

level of qualitative data as those obtained using
scanning near-infrared microscopy [9].

3.5. AFM and the Time of Death

The morphological changes in blood cells can
be utilized to calculate the time of death. The
cell and membrane surfaces of unfixed eryth-
rocytes are observed to deform with time.
Within a half-day, fissures and cell shrinkage
occurred. An early indicator of death is protu-
berance on erythrocytes, which can be utilized
to determine the precise time of death. A study
that was published in the journal Cell Mecha-
nisms of Cells suggests that there are two
potential causes for the development of holes
in cells. One is when dehydration causes holes
to emerge and hemoglobin in the cytoplasm
flows outward; the other is when membrane
proteins thin out as a result of dehydration. A
group of researchers from the University of
Bristol looked into the red blood cells' (RBC)
time-dependent surface adhesive force and
shape. Their findings imply that AFM is a new
potential forensic medicine tool (the estimation
of the time of death). RBC cells on mica were
noticeably larger in both form and volume than
cells on glass, but, surprisingly, their adhesive
properties were substrate-independent. On a
mica substrate, RBC has the normal biconcave
shape, while on a glass substrate, it has a
flattened or bicavity shape. In controlled room
temperature conditions, changes in the RBC's
cell volume and adhesive force were compara-
ble to those in uncontrolled outdoor environ-
mental conditions. To effectively assess blood
age, more research is required on a variety of
environmental parameters, including humidity,
pH value, temperature, and light [10].

3.6. AFM Force Spectroscopy and Blood-
stain
In two steps, the nanometer-scale elasticity of

32

Int.J. Elect.Crime Investigation 7(1):IJECI MS.ID- 03 (2023)




Nanoforensic: An Advanced Perspective in Crime Investigation

erythrocytes was examined. Red blood cells
typically have a "doughnut-like" look, which
indicates that they are dry. The modification of
the drying and coagulation processes most
likely contributed to the changing elasticity
pattern over time. It is possible to estimate the
age of bloodstains and utilize this information
to support criminal investigations once the
elasticity of time's calibration curve has been
produced [11].

3.7. AFM and Trace Evidence

The surface texture parameters of environmen-
tally problematic materials were quantitatively
evaluated using AFM images as a function of
exposure time. Three different types of fibres
were applied to two distinct soils (town and
riverbank) and two distinct types of water
during 0, 2, 4, and 6 weeks (ponds and water).
The average maximum peak heights (Hpm),
average maximum heights (Hz), and average
maximum valley depths of each sample's
surface morphology were assessed (Hvm).
AFM can differentiate between various
environmental exposures or violent damages
to fibres, making it an efficient approach for
forensic evaluation of fibre evidence.

Criminals frequently use pressure sensitive
adhesive (PSA), which can be found in
adhesive tapes and packaging. Images illustrat-
ing the mechanical characteristics of several
PSA tape types, which are frequently used to
secure parcels and confine suspects in kidnap-
ping investigations, are displayed. The AFM
phase pictures of the three tapes under research
show dark and bright regions that, respectively,
represent the soft polymer molecules and the
rough surfactants. This work is the first to use
force mapping and AFM imaging to compre-
hensively investigate several tapes. According

to a number of studies, AFM has also been
applied in criminal investigations in various
ways. AFM microcantilever provides the
ability to do selective detection as well as
surface and image analysis. The study of DNA
hybridization, the discovery of two
prostate-specific antigen isoforms, C-reactive
proteins, Salmonella enterica, Vaccinia virus,
and explosives like trinitrotoluene (TNT) and
PETN are a few examples of applications. It
uses the proper coatings on the cantilever

surface to identify molecules [12].
4. FUTURE PROSPECTS

Taiwan has the potential and capacity to lead
the world in the integration of forensic scienc-
es and nanotechnology. More knowledge in
disciplines relating to nanotechnology will be
required of forensic scientists. Taiwan's foren-
sic scientists are more qualified and knowl-
edgeable in general than those in most other
nations. It is not "mission impossible" to merge
forensic science and nanotechnology and
create a world-leading environment. It can be
accomplished by emphasizing the develop-
ment of educational research, a competent
workforce, and the enabling infrastructure and
resources. Additionally, greater forensic lab
instrumentation use along with equipment
capable of doing nanoscale analysis would be
necessary for this [13].

5. CONCLUSION

Real-world criminal cases now have better
forensic evidence thanks to analytical chemis-
try. Many forensic laboratories continue to be
understaffed and underfunded, especially at
the state and local levels, despite the fact that
television programmed have glamorized the
field and drawn attention from the general
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public and potential students. To address these
personnel requirements, formal programmed
in forensic chemistry and forensic science
education are growing, and there is already a
system in place to recognized those that adhere
to basic curriculum criteria. The self-evalua-
tion process will surely help the training
programmed that opt to pursue accreditation,
and in the end, they will generate graduates
who are more equipped and future leaders in
the forensic science field.
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Abstract:

exposure to ionizing radiation (IR) can cause basal cell carcinoma (BCC) development. A skin

lesion is a region that is differentiable from another skin surface which can occur because of skin

damage, allergy, etc. Even though the majority of skin lesions are mild and are not that dangerous

yet few of them are infectious and their severity can turn into skin cancer. In USA, 5.4 million

people are analyzed with skin cancer. The diverse types of skin lesions result in an incorrect diagno-

sis because of their high similarity. Skin lesions can be treated by dermatologists. The current work

proposes a model for the classification of skin lesions. The proposed methodology aims to detect

and classify skin lesions using potential and different deep-learning algorithms. The research focus-

es to achieve state-of-the-art accuracy and compare the performance of algorithms.

Keywords: deep learning (DL), skin lesion, detection, classification, ionizing radiation

1. Introduction

NSkin cancer is common types of
cancer which has a life-threatening effect. The
atomic bombs exploded over Nagasaki and
Hiroshima exposed the population to both
neutrons and gamma rays. Epidemiological
studies revealed that atomic bomb survivors
living in Nagasaki and Hiroshima showed
relationship between ionizing radiation and

risk of skin cancer development (1). In united

states, it has affected more than 9500 individu-
als on regular basis and around 3.6 million
individuals suffered from basal cell skin cancer
on annual basis. Most occurring form of skin
cancer is Melanoma which grow in melano-
cytes cell and its severity can affect stomach,
lungs and other body parts. According to
report, the early detection of malignant mela-
noma can be treated 99% whereas; patients
with progressive melanoma has 25% survival

probability [2].
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Figure 1: Sample images of Skin lesion from
Ham1000 dataset

Early detection of skin lesion increases proba-
bility of patient’s survival. So, the significance
of detection and classification of different skin
lesion has raised. The similar appearance of
mild and severe skin lesion makes the detec-
tion and classification, a challenging task. The
diagnostic task of skin lesion is based on
ABCDE formula:

. A representing asymmetric skin
surface

. B representing abnormal border

. C representing lesion color

. D representing lesion diameter

. E representing lesion enlargement

Different skin cancers seem alike with respect

to above properties. There is a chance of error

5CC Vase

if detection is made via naked eye [3]. Dermos-
copy is the significant method for detecting
skin lesion as compared to clinical approach
like biopsy etc. which is time taking procedure.
But dermoscopy has some demerits as it is
error prone. So, there is high need of effective
technique for accurate detection with less error
rate [4,5].

Deep learning (DL) is edge cutting technology
which trains model for specified task more
accurate as compared to machine learning.
This research aims to utilize deep learning
algorithm for skin lesion detection and classifi-
cation through dermoscopic images as DL fast
learning models are less error prone. Data
augmentation is required as dataset is dispro-
portional, it is done through affine transforma-
tion. Moreover, the model is cross-validated

for effective performance [6].
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2. Methodology
Figure 2 shows the proposed methodology of

system.
Birr e crpity
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Figure 2: Proposed methodology

The methodology of the proposed research
comprised of following phases:

2.1 Dataset collection

The targeted dataset is HAM1000 dataset. The
HAMI10000 ("Human Against Machine with
10,000 training images") dataset is a collection
of multi-source dermatoscopic images of
pigmented lesions,which is sourced from
various populations and stored by using differ-
ent techniques. It comprises of 10,015 images
and 7 distinct categories of skin cancer. The
seven categories of skin cancer are Melanocyt-
ic nevi, Melanoma, Dermatofibroma, Benign
keratosis-like lesions, Actinic keratosis, Basal

cell carcinoma, Vascular lesions.

Testing and Valldathon

2.2 Preprocessing

After collecting the target dataset, it is passed
to a preprocessing phase where data cleansing
is performed. The data underwent normaliza-
tion through various methods, such as reducing
missing values, resizing images, and properly
labeling them. This normalization process is
crucial for the success of the research as it
minimizes the loss of information. This helps
to concentrate on the region of interest. Figure
3 shows the dataset image size reduction to

minimize the computational cost of the model.

Figure 3: Image resizing
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2.3 Training

After undergoing processing, the dataset was
used to train three different neural network
models. The training models include Artificial
Neural Network (ANN), Convolutional Neural
Network (CNN) and Visual Geometry Group
(VGG-16).

2.3.1. ANN

Artificial Neural Networks (ANNSs) are mathe-
matical models made up of interconnected
processing units, also known as neurons. These
neurons receive signals from other neurons,
process the information by combining and
transforming it, and produce a numerical
output. The processing units in an ANN mimic
the structure of biological neurons and are
interconnected to form a network, creating the

artificial neural network.

2.3.2. CNN

A Convolutional Neural Network (CNN) is a
technique in computer vision that is designed
to identify and distinguish the features of
images. This architecture takes skin lesion
images as input and passes them through a
convolutional layer, where the weights are
transformed into features. These features are
further refined in the pooling layer before
being transformed into a 1D representation in
the fully connected layer. Finally, the features

are classified using a Softmax layer.

2.3.3. VGG-16

The VGGI16 architecture, a Convolutional
Neural Network (CNN), won the 2014
ILSVRC (Imagenet) competition. It is consid-
ered to be one of the most advanced vision

models developed to date. The VGG16 model
consists of 16 layers and is known for its
consistent placement of convolutional and
max-pool layers throughout its architecture
[7].

2.4. Model Validation

After training, the performance of the model is
evaluated based on some parameters. It evalu-
ates if the model is classifying the classes
accurately or not. Figure 4 shows the block

diagram of the proposed research.

[ Training and Testing ]

Classification

Figure 4: Block diagram of a system

3. RESULTS

In present section, the results of the proposed
study are presented in numerical values and
confusion matrices. Three classifiers were
used for the experimental process, including
Atrtificial Neural Network, Convolutional
Neural Network, and Visual Geometry Group.
First, the ANN model is considered which is

comprised of three different layers (input,
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hidden, and output). Figure 5 shows the archi-

tecture of ANN.

Figure 5: ANN architecture

ANN took input image from HAM1000

dataset and performance classification accord-

Epoch 1718
215/41% [messnsssssmsms
Epsch 2718

419/419 [ssssssasssssss
Epoch BALO

215/41% [(menessssssmmmw
Epoch 4718

2197419 [memesmswmw
Epoch S/18

£19/419 [mewessssmew
Epach &518

£19/419 [ssssssssssssssssssssssssssssss] =

Spoch 718
ALV ALD [ o o

Epoch 8710

S19/417 [eesssssssssssssssssenseeeeneee ]

Epocch 9719

219/419 [(eessssssssssssssssssssssssssss] -

Epoch 1e/10

L19/41% [memessssswessssnsnsssnnnnnmmnn ]
FES T e et 00 S 0 e - B B B D -]
Test: BCCUrACy = TO.SISATTO2ICEIL8 X

Figure 6: Accuracy of ANN

.
R —— T
[ ——
R ——— -

iy i ]

Iz
-3

a5

Input Layer
Hidden Layer 1
Hidden Layer 2

Output Layer

ing to 7 different skin cancer classes. Figure 6

shows the accuracy of ANN model after 10

epochs. The average accuracy gained after
ANN training is 70.5%

18w /step = loss:

TEsSstep - 1OSE:

TmI/SsTep
TEsS step

EmL fLTED

Sms/ sTtep -

Tms /S step

TR SITED -

TEzSstep

oms FSTED

= 3 A% ITED -

loss

loss:
loss:
loss:
loss:
loss:

loEs:

I @.3659 -
o. 3508 -
. TS -
@.771s -
o.750F -
@.FIESF =

o. a8 -

= loss: @.8622 -
loss:

2.8591 - AL

BLCUrSCy T
BCCUrBCY -
BCCUracy:
BCCUTACY 1
BLOUTBC) T
BLSUrBCy T
BCCUrRCy T

BCCUracy:

EUrsCy I

1.8243 - BCCUrBCy D @.56588

@. 9112 - BCcuracy: 9.8803

2.6933
@. 7ol
&.F1TE
a.72s3
@.FIFE
8. TIET
@.747é

8. 75848
& TRSE

Figure 7 shows the confusion matrix of the

EEEEREE:

ANN model.
Confusion matrix

o ] 20 12 o 15 2 1]
1413 ™ 9 ¢ - 3 1
2]l » = o I X 0

g 3] 2 0w o 0 8 o o
= sl 15 2% 55 o - » 0
<] o B 6 16 5 o

sl ¢ = 3 o 12 o 2

S 4 2 % e & N

Predicted labesl

Int.J. Elect.Crime Investigation 7(1):IJECI MS.ID- 04 (2023)

39



Skin Lesion Detection and Classification Using Deep Learning

Figure 7: Confusion Matrix of ANN is comprised of different layers. Figure 8

shows the general structure of CNN for skin

Secondly, the CNN model is considered which lesion classification.
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Datasel

Pooling Layer |Ti:mwmi| : Viscular Lesion

Figure 8: general structure of CNN model performances classification according to 7

different skin cancer classes. Figure 9 shows
CNN took input images from the HAM1000 the accuracy of CNN model after 10 epochs.
dataset and pass them to convolutional, The average accuracy gained after CNN
pooling, fully connected layers. After that, it training is 71.5%
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Figure 10: Confusion Matric of CNN which is comprised of 16 different layers.
Figure 11 shows the basic structure of
Thirdly, the VGG-16 model is considered VGG-16.
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Figure 11: Basic structure of VGG-16 cation according to 7 different skin cancer

classes. Figure 12 shows the accuracy of
VGG-16 took input images from the VGG-16 model after 10 epochs. The average
HAMI1000 dataset and pass them to its 16 accuracy gained after VGG training is 75.6%

different layers. After that, it performs classifi-
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Figure 13: Confusion Matric of VGG-16 Figure 14 shows the comparison in perfor-
mance of VGG, CNN and ANN.
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Figure 14: Performance comparison of 3 Figure 15 shows a comparison of the model
models performance of ANN with respect to Precision,
Recall and F1-score.
Precision
['e.26%", '©.48%', '0.43%", '0.12%', 'e.81%", 'e.41%', '9.44%’°]
Recall
['e.20%", '@.51%"', '@©.22%', '©.e8%', 'e.92%', '8.25%', '9.34%']
F1 Score
['©.28%", '©.49%", '©.29%°, '©.10%', 'e.86%', '©.31%', '9.39%']
Specificty
.46
Figure 15: Precision, Recall, F1-Score of 7 Figure 16 shows a comparison of the model
classes with respect to ANN performance of CNN with respect to Precision,
Recall and F1-score.
Precision
['e.33%', "e.5eXx", 'e.42%", 'e.eek’', '©.85%', '@.66%', '@.66%']
Recall
['e.38%', 'e.65%", '@.51%", 'e.eeXk’, 'e.91%', 'e.21%", '9.59%']
F1 Score
['©.35%", "@.56%", '©.46XK", '0.00%', '9.88%', '€.31%", '0.62%']
Specificty
8.5832352941176471
Figure 16: Precision, Recall, F1-Score of 7 Figure 17 shows a comparison of the model
classes with respect to CNN performance of VGG with respect to Precision,

Recall and F1-score.
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Precision

['e.32%", "©.53%", '@.46%°, '0.62%",

Recall

['0.31%', "©.59%', '9.40%', '0.42%',

Fl Score

['e.31%", '@.56X', '9.43%', '@.5e%’,

Specificity
©.5714285714285714

Figure 17: Precision, Recall, F1-Score of 7
classes with respect to VGG

4. CONCLUSION

A method was developed in the proposed study
for classifying seven types of lesions. The
proposed method achieved high performance
measures, including accuracy, sensitivity,
specificity, and precision respectively. The
performance of methods increased when the
number of images in all classes decreased to
address the imbalance issue. Fine-tuning all
architecture layers resulted in higher perfor-
mance measures compared to fine-tuning only
the replaced layers. Additionally, the compari-
son has also performed to evaluate the perfor-
mance of all three models (VGG, CNN, ANN).
After experimental analysis, VGG outperform
in classification as compared to other two

models with 75.6% accuracy.
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Abstract

The security, privacy, and challenges of establishing trust in cloud computing are examined in this
paper. It discusses the issues that must be resolved to guarantee the security, privacy, and reliability
of data processed, stored, and shared in cloud architecture. Cloud computing is a rapidly growing
field, with more and more individuals and organizations adopting it as their preferred data storage
and processing method. However, with this growth comes the need for increased attention to priva-
cy, security, and trust in cloud computing. In this paper, we review the current state of privacy,
security, and trust in cloud computing and examine the various strategies and technologies being
used to address these concerns. We discuss the importance of end-to-end encryption, strong access
controls, and data anonymization techniques in protecting user data in the cloud. Additionally, we
analyze the role of trusted third parties, such as auditors and certifications, in ensuring the integrity
of cloud services. Finally, we consider the impact of emerging technologies, such as block chain and
homomorphic encryption, on the future of privacy, security, and trust in cloud computing. Overall,
our analysis highlights the need for ongoing research and development in this area to ensure that
cloud computing remains a secure and trustworthy platform for users.

Keywords: Privacy Security, Trust Build, Cloud computing, data security

Introduction various strategies and technologies being used

to address these concerns[1].

Cloud computing has revolutionized

how we store, process, and access data. With Cloud computing allows users to store their

the growth of this technology, there is a need data in a remote server that can be accessed

for increased attention to privacy, security, and from anywhere with an internet connection.

trust in cloud computing. In this paper, we
review the current state of privacy, security,

and trust in cloud computing and examine the

This has allowed individuals and organizations
to reduce their reliance on physical hardware

and access their data anywhere. However, this
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convenience comes with its own set of
challenges. Cloud computing services are
vulnerable to a variety of security threats,
including data breaches, data loss, and

unauthorized access [2].

Privacy is another major concern in cloud
computing. Users must often provide sensitive
personal information to cloud service
providers, such as their name, email address,
and payment details. This information can be
used for malicious purposes like identity theft
or fraud. Additionally, cloud service providers
may collect user data for advertising or other
purposes, which can raise concerns about user

privacy[3].

Trust is also a critical issue in cloud
computing. Users need to trust that their data is
being stored and processed securely, and that
their service provider is acting in their best
interests. Cloud service providers may also
need to trust their users, to ensure that they are
not engaging in malicious activities that could
End Users
& —
Software a5 a
Service (Saa5)

Platform as a
Service (Paas)

Figure 1: Cloud Resource Management

compromise the security of the service[4].

To address these concerns, various strategies
and technologies have been developed to
improve cloud computing services' privacy,
security, and trust. These include end-to-end
encryption, strong access controls, data
anonymization techniques, trusted third parties
such as auditors and certifications, and
emerging technologies such as blockchain and
homomorphic encryption[5].

Researchers and business experts have
identified several security problems in the
cloud. solitude as well as computing data
exposure, and data management security of
the virtual operating system, secrecy mission,
trust, and

assurance.

compliance specific security

During  dynamic  situations,
problems arise cooperation and sharing across

a number of clouds Concerns of trust, in

particular. Multicloud computing raises issues

of policy and privacy as shown in Figure 1

Resources Managed at Each Layer

46 Int.J. Elect.Crime Investigation 7(1):IJECI MS.ID- 05 (2023)




Data Security and multi-cloud Privacy concerns

This paper will provide an in-depth analysis of
the current state of privacy, security, and trust
in cloud computing. We will examine the
various strategies and technologies being used
to address these concerns and discuss the
implications of emerging technologies on the
future of cloud computing. We aim to provide
a comprehensive understanding of the
challenges and solutions related to privacy,
security, and trust in cloud computing, and
highlight the need for ongoing research and
development in this area[6].

Network security in cloud technology is very

important as it affects the complete cloud

system deployment from its base, while taking
an example of mobile platforms in cloud
technology there are a diverse range of users
that access cloud services using their smart
machines by connecting with a cloud network,
so while implementing cloud system if the
cloud service provider will not look for
security challenges it may allow any external
user to access the information and services[7].
besides network firewall is deployed and if the
virtual machine is not working properly it may
cause a change in the routing path of firewall
security, where data can easily be shared and
access over multiple clouds and by any
unauthorized person as shown in Fig.2

Cloud Security Realms

"~ Preventing data loss

., Cloud infrastructure

Identity
Management

Software Security

MNetwork Security

Security

Figure 2. Cloud Security Realms
2. Literature Review
In order to better understand the security,

privacy, and trust-building challenges in cloud

computing, this paper reviewed the body of

previous research in the field. The review
included research papers, norms, policies, and
recommended practices. and other sources on
topics such as encryption, access control,
authentication, data leakage prevention, and
incident response. Additionally, the literature

review highlighted the various challenges
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organisations face to ensure the security and
trustworthiness of data stored and transmitted
in a cloud environment. Consequently, this
review provides an in-depth overview of the

current state of research on this subject[8].

To comprehensively assess the security,
privacy and trust-building issues in cloud
computing, this literature review surveyed
recent research papers, standards, guidelines
and best practices. This review began with
examining encryption and access control
protocols such as AES and PKI, which, when
properly implemented, can protect data from
unauthorized  disclosure  and  access.
Additionally, authentication protocols such as
SAML and OAuth were assessed for their
ability to verify the identity of users and
prevent unauthorized access. Data leakage
prevention measures such as DLP and
tokenization, as well as threat detection and
incident response methods, were also
discussed. The literature review also looked at
the various challenge’s organizations may be
facing when trying to ensure the security and
trustworthiness of data stored and transmitted

in a cloud[9].

Cloud

popularity as a data storage and processing

computing has rapidly gained
method for individuals and organizations.
However, the potential vulnerabilities of cloud
computing systems have raised concerns about
privacy, security, and trust. This section
provides a detailed review of the current state
of these issues and the strategies and
technologies being used to address them[10].

Privacy is a major concern in cloud computing.
Users are often required to provide personal
information to cloud service providers, which
can be wused for malicious purposes.
Additionally, cloud service providers may
collect user data for advertising or other
purposes, which can raise concerns about user
privacy. One strategy for addressing privacy
concerns is end-to-end encryption. This
technique encrypts user data before it is
transmitted to the cloud, ensuring that only the
user can access it. Another strategy is data
anonymization, which removes personally
identifiable information from data sets to

protect user privacy[11].

Cloud computing systems are vulnerable to a
variety of security threats, including data
breaches, data loss, and unauthorized access.
To address these threats, cloud service
providers have implemented a variety of
security measures, such as strong access
controls and intrusion detection systems.
Additionally, cloud service providers may use
trusted third parties, such as auditors and
certifications, to ensure the security of their
services. Another emerging technology that
can improve cloud security is homomorphic
encryption, which allows for data processing
without decrypting the data[12].

Trust is a critical issue in cloud computing.
Users need to trust that their data is being

stored and processed securely, and that their

service provider is acting in their best interests.
Cloud service providers may also need to trust
their users, to ensure that they are not engaging

in malicious activities that could compromise
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the security of the service. To address trust
issues, cloud service providers may use trusted
third parties, such as auditors and
certifications, to ensure the integrity of their

services[13].

Emerging technologies such as blockchain and
homomorphic encryption have the potential to
transform the future of cloud computing.
Blockchain can provide an immutable ledger
for data storage and processing, improving the

security and transparency of cloud services.

Homomorphic encryption allows for data
decrypting the data,

improving the privacy and security of cloud

processing  without

services[14].

Insufficient battery life as a consequence of
energy-intensive apps like video games,
streaming audio and video, running sensors,
etc. 2. Users are hesitant to switch their current
data centres to this new paradigm due to a lack
of established standards, lack of portability,
lack of interoperability, restricted scalability,
uncertain availability, and inability to install
services over numerous Cloud computing
service providers. Access management is the
CC's obnoxious feature. This really is due to
the fact that mobile nodes connect to the cloud
via a variety of radio access technologies,
including GPRS, WLAN, LTE, WiMAX, etc.

Tablel. Research Questions and objectives

Therefore, the most important necessity of CC
is always-on and on-demand connectivity. 3.
CC (Cloud Computing) cannot allow compute
demanding programmes to function efficiently
as compared to PC and server platforms due to
the limited processor speed and memory
limits. The literature review conducted and
best practice documents related to the security,
They
assessed topics such as encryption, access
data
prevention and incident response protocols.

privacy, and trust building issues.

control, authentication, leakage
Additionally, the authors identified the various
challenge’s organizations face when trying to
ensure the security and trustworthiness of data
stored and transmitted through cloud systems.
This
overview of the current state of research in this
area[15].

review provided a comprehensive

The literature review assessed the various
access control mechanisms that can be used to
protect data stored and transmitted in a cloud
environment. The review looked at protocols
such as AES, PKI and SAML, as well as data
leakage prevention methods, authentication
protocols, and threat detection solutions. The
authors concluded that these mechanisms can
be effective in protecting data from
unauthorized access and disclosure, while also

providing assurance of trustworthiness[16].

implemented in cloud computing?

Q1, What data privacy initiatives are currently being

To research the ongoing data privacy initiatives in
CC (Cloud Computing).

data privacy threats and attacks?

Q2, What are the current CC (Cloud Computing)

To recognize the current challenges and risks to
privacy in CC (Cloud Computing).

computing?

Q3, Which are the privacy measures suggested to
support the security of personal data in cloud

To determine the current methods employed in CC
for protecting privacy and personal data (Cloud
Computing).
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3. Propose Methodology

The methodology for a research study on
Security, and Trust in Cloud
Computing may include the following steps:

Privacy,

Identify research questions: Develop a set of
research questions to guide the study. For
example, "What are the main privacy concerns
for cloud computing users?" "How can cloud
computing providers ensure data security?"
"What factors influence trust in cloud
computing?"

Define research approach: Determine the
research approach, such as a literature review,
case study, survey, or experimental study.
Choose the approach based on the research
questions and available resources.

Conduct a literature review: Review relevant
literature, including academic articles, reports,
and industry publications, to understand the
current state of research on privacy, security,
and trust in cloud computing.

Select data collection methods: Determine the
appropriate data collection methods for the
study, such as surveys, interviews, or
Choose

appropriate for the research questions and

experiments. methods that are

research approach.

Collect data: Conduct data collection
according to the selected methods. For
example, if using surveys, develop a survey

instrument and distribute it to a sample of
cloud computing users or providers.

Analyze data: Analyze the collected data using

appropriate statistical or qualitative analysis
techniques. For example, use regression
analysis to examine the relationship between
trust and data security in cloud computing.

Draw conclusions: Draw conclusions based on
the data analysis and literature review, and
answer the research questions. For example,
provide recommendations for how cloud
computing providers can improve data security

and user trust.

Write up results: Write up the results of the
study in a report or paper, including an
introduction, methodology, results, and
conclusions. The report should also discuss
any limitations of the study and potential areas

for future research.

Researchers are very involved in exposing this
emerging technology in a full-fledged mode
since it is already in its infancy. Any of those
problems, or research questions, have been
discussed here, and maybe called potential
research scopes for improving this grooming
technology to live in a healthy and secure
cloud world. The following table assists
researchers in determining which level of
cloud services these models have been
suggested, in addition to discussing the

problems and proposed solutions.

Any crypto-cloud system's entities are built on
and derive from data. The most significant
danger listed by CSA in Table 1 was data
breach. It is crucial to understand the various
degrees of security that the modern computer
technology offers to the data that the author has
in mind before continuing on to it, especially in
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light of the
techniques. Data leakage is a problem that

sophistication of hacking

arises when data is stored in a distant location
(out of our control) and multi-tenancy is
achieved. Data recovery is the process of
retrieving damaged or corrupted data from
storage media. When a file is deleted, just the
metadata is lost; the actual data is still on the
disk. By employing file carving, it may be
restored. Bifragment gap carving, Smart
Carving, and Carving memory dumps are
some examples of frequently used carving
systems. Data recovery is often hampered by
OS failure, drive-level failure, and file deletion
from a storage media. We must overcome
these obstacles. Data loss occurs when data are
updated frequently. It's necessary for data
backup on an external server or in cloud
storage. dealing with data loss Three copies of
crucial files—one main and two backup
copies. To protect against various threats, they

retain the copies on 2 separate storage medium.
Keep one duplicate off-site. Sensitive and
non-sensitive information must be completely
kept apart. Information must be separated from
hrough the wuse of access control and
encryption techniques, unauthorized users A
user's identity may be used to provide
fine-grained access control; some of these
include attribute-based, time-based, etc. A
unique kind of privacy is isolation.
Carelessness in handling results in a VM to
VM attack, compromising the users' privacy.
The term "segregation of data" describes the
complete separation of the Security problems
result from replication maintenance. Here we
dividled  the  Multi-cloud

Framework and  Inter-cloud

Integration

Security
Challenges into four major streams VM level,
hypervisor level integration level and data
level. The major area for paper collection is
divided into four security challenges.

Query = (Data Security and multi cloud Privacy concerns)

I 4
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Figure 3: Proposed methodology of Data Security and multi cloud Privacy concerns
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For the survey of the Multi-cloud Integration
Framework and Inter-cloud Security total 123
paper is selected by dividing the into three
major articles databases. The details of papers
is reflected in Fig. 3.

Figure 4: Multi-Cloud Security Challenges

This paper examines current research on single
and multi-cloud security as well as potential
fixes. It is discovered that the usage of single
clouds has garnered more attention from the
research community than the use of
multi-cloud providers for maintaining security.
This research intends to encourage the usage of
several clouds since it may lower security
concerns that impact cloud computing users.

Developing more comprehensive and unified
security and privacy frameworks: With the
increasing complexity and heterogeneity of
cloud computing systems, it is important to
develop more comprehensive and unified
security and privacy frameworks that can
effectively address the various security and

privacy challenges.

Advancing data protection technologies: With
the growing amount of sensitive data stored
and processed in the cloud, more advanced
data protection technologies, such as
and data

anonymization, need to be developed and

encryption, access  control,
optimized to enhance the data security and

privacy.

Enhancing trust models: Trust is a critical
factor in the adoption and success of cloud
computing. Future research should focus on
enhancing trust models by incorporating more
sophisticated trust metrics, such as reputation,
history, and social networks, to provide more

accurate and dynamic trust evaluation.

Addressing emerging security and privacy
threats: As cloud computing evolves, new
security and privacy threats emerge, such as
cloud-specific attacks, side-channel attacks,
and privacy breaches through social media.
Future work should focus on identifying and
addressing these emerging threats to enhance
the overall security and privacy of cloud

computing.

Incorporating privacy by design: Privacy by
design is a concept that emphasizes embedding
privacy and data protection into the design and
development of cloud systems, rather than
addressing them as an afterthought. Future
research should focus on incorporating privacy
by design principles into the development of
cloud computing systems to improve privacy
and security by default.
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4. Conclusion

This paper has presented an in-depth review of
Privacy security and trust building issues in
cloud computing. It discussed the challenges
posed by cloud computing, including the need
to protect data from unauthorized access and
disclosure, as well as verifying the identity of
users. The paper also presented a proposed
methodology for these security and privacy
concerns and an algorithm for implementing
this methodology. Finally, the literature review
highlighted the

importance of taking measures to ensure

and simulation results
security, privacy and trustworthiness of data
stored and transmitted through cloud systems.
This is essential for protecting organizations
against the threat of malicious actors and
ensuring compliance with relevant privacy

laws and regulations.
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