
of good, harsh and controversial provisions. 

All victims claim that they are being 
victimized due their no fault which is not 
correct. 

However, points important to be adhered to 
and construction of strong cases are given 
below:  

• Construction of naïve cases against 
criminals may not be sent to court 
pre-mature. The language of the cases 
registered (FIR) is not effective most of 
the times. The false propaganda is that the 
cases have been made as a result of 
political victimization, such impression 
may be ruled out. The cases are registered 
by Law enforcement agencies, but the 
state witnesses do not support most of the 
times, the prosecution and investigation 
officers in court.

• Further, according to [14], the eminent 
constitutional expert Mr Wasim Sajjad 
explained that giving accountability courts 
the power to grant bail was a 
fairamendment but attaching the condition 
of a surety bond equivalent to the alleged 
corruption amount was unjust. “It is 
always the discretion of the relevant court 
to fix the surety money. But in the present 
case, a legislative order through a 
presidential ordinance has been given to it 
to follow,” he said. “Courts determine a 
reasonable surety bond amount while 
granting bail. 

Recommendations
1. There is need for reaffirmation and 

making currently available legislation into 

a stronger set of procedural and criminal 
law.  To reduce corruption and bribery, the 
government must take proactive 
measures. 

2. The public funds not to be squandered or 
wasted. To prevent bribery and corruption, 
take strong measures against public 
servants and place them under rigorous 
observation.

3. Computerization i.e. e-commerce and 
e-governance, be implemented in all 
public sector companies. Reducing rules 
and making the procedure simpler with 
appropriate tools will also help the 
process. 

4. In every society offender having 
modes-operandi of committing 
white-collar crime working in influential 
capacity in the society; either managerial 
positions or publically and politically 
powerful. They operate the offence in 
groups.

5. The major role in combating the crime 
depends upon existence of strong 
legislation capable of causing reduction in 
crime rate, which allows the investigators 
vast powers and collaboration with 
prosecution and safeguarding the 
witnesses. 

6. The criminals are very well organized and 
using most modern technology and IT 
equipment, therefore, the police, 
investigators and prosecutors must have 
and be highly trained and equipped, 
similarly.

its role so that the nation and the victims of 
NAB know that justice is being done. It has 
been reported in depth in [13] about the alarm 
regarding the issue of 90 days detention in 
NAB cases; accordingly, the report says, “The 
controversial provision empowering the 
National Accountability Bureau (NAB) to 
detain an accused for 90 days came on the 
radar of the Supreme Court when on the apex 
court described the clause as cruel and an 
injustice”. The author of [13] further states that 
the issue concerns filing of multiple references 
against accused by NAB. One of the appeals 
concerns a former Director general of FATA 
Disaster Management Authority, facing 
allegations of granting approval and 
forwarding fake and bogus claims of 161 
persons, embezzling Rs59.6 million from the 
grants which were to be distributed as 
compensation among the affected for the 
damage caused to their houses due to security 
operations in Mahmand Agency. On one hand 
the the criminal commit offences aginst the 
nation and on the other hand criticize the 
national institution NAB. 

The authors of this research paper are of the 
opinion that all constitutional institutions must 
be respected i.e.  all courts of law,  government 
agencies and functionaries, They have their 
constitutional role prescribed under law. 
However, where there exists any hardship to 
follow a particular procedure of law, the high 
courts, Supreme Court, legislative assemblies 
and parliament may take cognizance with their 
jurisdiction. 

Section 24 (d) of the National Accountability 
Ordinance (NAO) empowers NAB to detain 
any accused in its custody for the purpose of 
inquiry and investigation for a period not 

exceeding 90 days, but the court concerned can 
remand the accused to custody not exceeding 
15 days at a time and for every subsequent 
remand the court will have to record reasons in 
writing, the copy of which will have to be sent 
to the high court concerned. 

According to recommendation [13] NAB don’t 
harass the accused and should exercise its 
authority while remaining within the four 
corners of laws, instead of perceived notion of 
its authority, adding that what is needed against 
a suspect in white-collar crimes was on 
documentary evidence.

6.1 National Accountability (newly- 
amended) Ordinance, 2021
The promulgation of a new accountability law 
will affect, according to [13] nearly 100 
high-profile cases involving senior bureaucrats 
and others. A closer look into the National 
Accountability (newly-amended) Ordinance, 
2021 suggests that nearly 2,700 accused (60pc 
of total ongoing 8,272 references, 
investigations, inquiries and complaints) either 
might get relief under the newly-promulgated 
accountability law or their matters would be 
transferred to the authorities, departments and 
courts concerned under the respective laws. 
Presently, 332 high-profile/mega cases are 
under process at the NAB regional offices. 
They link to a former president, six former 
prime ministers, eight ex/sitting chief 
ministers, 126 former/sitting ministers/ 
senators/MNAs/MPAs, 159 serving/retired 
bureaucrats and fake accounts cases.

According to the analysis presented in [14], the 
opinion of experts say that amendments made 
in the National Accountability Bureau (NAB) 
law through a presidential ordinance are a mix 

7. The fair play according to the merits of the 
case and guilt of offenders shall bring 
coherence and confidence.

8. The bribe cases must be taken up sternly 
with iron hands particularly where 
national exchequer is harmed with 
unbearable amounts.

9. Cybersecurity threats are only going to 
continue to increase, so it’s essential to 
enforce coding security best practices, like 
using secure coding standards. Implement 
most recent most effective coding security 
best practices and secure coding standards 
to help ensure that the banks’ software 
development is secure. key coding 
standards to help ensure secure software 
development, which may include:

 • CERT
 • CWE
 • CVE
 • OWASP
 • DISA STIG
 • NVD and CVSS

10. A static code analysis or SAST tool can 
help ensure secure software development. 
The banks may secure their network using 
by using encryption; banks and other 
financial institutions can remain in control 
of data protection regardless of where it's 
located. Encrypted information is safe in 
transit, on the network, and even in the 
cloud. In cases where system security 
fails, encrypted data is still safe from 
prying eyes.

11. All concerned must possess the 
knowledge and awareness of security 
compliance standards; the security 

compliance management is the process of 
monitoring and assessing systems, 
devices, and networks to ensure they 
comply with regulatory requirements, as 
well as industry and local cybersecurity 
standards. Staying on top of compliance 
isn't always easy, especially for highly 
regulated industries and sectors.

12.  The recommendations suggested in [15] 
are very useful, for example, the Bank 
Regulations and Opportunity 2022 marks 
a period of great regulatory change around 
the world for community banks, national 
banks, bank holding companies, credit 
unions, and the financial system. For that 
reason, it is imperative to stay up to date 
on the current regulatory changes and 
banking laws, as well as new proposals 
being discussed in the jurisdictions in 
which institutions operate. They may have 
a crucial impact on digital transformation 
initiatives.
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employees of the target organizations by giving 
them material favors. The attacks which are 
supported by internal employees are hard to 
detect and investigate.

Measures should be taken in the critical 
infrastructure to have security checks on the 
important members of the information 
technology team.  Periodical credit checks and 
background checks should be made and the 
management should very carefully watch the red 
flags in the spending patterns of these employees.
In 2022, we will have redesign the cyber security 
policy and change the carelessness observed by 
the decision makers of the critical infrastructure 
in Pakistan.  In 2022 following trends are picking 
up pace in global cyber security practices:

User Awareness:
As the cyber security threats have become more 
aggressive the organization are working to 
increase user awareness through seminars and 
trainings.  What drives cybersecurity awareness 
forward is the growing number of people 
unaware of most cyberattack methods. A report 
by Infosec indicates that about 97% of the people 
in the world cannot identify a phishing email, 
while 1 in 25 people click such emails, thus, 
falling prey to cyberattacks (Infosec). Aside from 
this, cybercriminals now resort to more advanced 
and high-tech forms of phishing and malware 
infections.  Cyber awareness among end users 
can prevent cyber attempts to attack the 
infrastructure.  Organizations need to take 
immediate steps to create cyber awareness among 
employees.

Zero Trust
The zero trust model restricts network access to 
only those who need it. Access is granted to 
authorized users using pa�erns based on 
iden�ty, �me, and device based on contextual 
awareness, and default access is eliminated. 
Everything must now pass security protocols 
such as access control steps and user iden�ty 
verifica�on.

Security as Service
More and more companies are moving towards 
Managed Security Service Providers (MSSP) to 
ensure the cost efficient and timely availability of 
sisecurity solutions for the organizations.  This 
trend is increasing and have its pros and cons.

Machine Learning:
Role of Machine Learning is growing in the field 
of Cyber Security.  Machine Learning enables 
cyber security systems to analyze the threat 
patterns and learn the behavior of the cyber 
criminals.  This prevents the organizations from 
future attacks.

GDPR Compliance
he general data protection regulation is one of the 
most important tools of the European Union in 
managing data privacy. In fact, it is extrapolated 
not only for inhabitants in any member state but 
for all companies marketing goods or services to 
EU residents. Therefore, the GDPR has a 
significant impact on global data protection 
requirements.

It imposes a uniform and consistent data security 
law, eliminating the need for each state to write 
its own law on personal data, which further 
protects consumers.

Distributed Decisions:
In the face of a potential cyberattack scenario, 
business cybersecurity needs, and expectations 
are maturing and shifting towards a more agile 
security model. Therefore, the scope, scale, and 
complexity of digital business require that 
cybersecurity decisions, responsibility, and 
accountability be distributed across 
organizational units, departing from a centralized 
function.

Therefore, the role of the CISO (Chief 
Information Security Officer) has shifted from 
that of a technical subject matter expert to that of 
an executive risk manager. But, as we said above, 
a single centralized cybersecurity function is not 
agile enough to meet today’s business needs. 
CISOs must reconceptualize their roles to 
empower business leaders, making it easier to 
make their own informed risk decisions.

No one knows the future of cyber security.  New 
risks are emerging every day.  Some 
organizations are still trying to figure out the 
means and ways to secure their data, Pakistan is 
way behind in cyber security and intensity of the 
recent cyber attacks call for an immediate action 
to come up with a comprehensive strategy to 
safeguard our critical infrastructure from 
potential cyber attacks which may cause 
significant damage.

Kaukab Jamal Zuberi
Chief Editor

Increased in cyber attacks on government 
infrastructure calls for an immediate effort on 
increasing end user awareness about the potential 
techniques used in latest malware attacks.

Some of the malware attack trends to watch out 
for in 2022 are described as follows:

Use of Artificial Intelligence in Hacking:
Artificial Intelligence is a double edged sword 
which can be used by hackers as a weapon to 
design advance attacks on complex networks.  
White hat hackers have successfully 
demonstrated real-world attacks against 
AI-powered autonomous driving systems such as 
those used by Tesla cars. Researchers from 
Chinese e-commerce giant Tencent managed to 
get the car’s autopilot feature to switch lanes into 
oncoming traffic using inconspicuous stickers on 
the roadway. Even without gaining the access 
hackers can poison data and sabotage the 
algorithms. “There hasn’t been enough 
policymaker attention on the risks of AI being 
hacked,” says Andrew Lohn, a senior fellow at 
the Center for Security and Emerging 
Technology—or CSET—a nonpartisan think 
tank attached to Georgetown University’s Walsh 
School of Foreign Service. “There are people 
pushing for adoption of AI without fully 
understanding the risks that they are going to 
have to accept along the way.  

Mobile is the new target
Cyber security trends show an increased attacks 
on the handheld devices.  Increase in usage of 
mobile banking through handheld devices, 
reliance of various communication applications 
to communicate and storage of private 
information on the mobile device has resulted in 
making handheld devices a lucrative target for 
malware developers. Smart phones malwares will 
be a big challenge in 2022 for cyber security 
professionals.

Clouds are Vulnerable
As more organizations are moving their data to 
clouds, their security has become a big concern 
for cyber security professionals. Security 

measures should be taken to continuously 
monitor and update the software to prevent data 
leakages or sabotage.

Data is the prime target for hackers
Data breaches are expected to increase specially 
in developing countries where the quality of the 
software and hardware are obsolete.  Safe 
guarding the data is prime responsibility of the 
cyber security teams.  There is an urgent need for 
analyzing the existing infrastructure and take 
measures to close the security gaps found in this 
process of analyzing infrastructure.  There has 
been several data breaches during last nine 
months in Pakistan.  The data of very important 
government organizations and banks was 
breached, hacked, and placed on dark web.

The process of Automation and Integration
As the data grows in size and the demand for 
efficient and automated operations increase every 
day. Modern day hectic schedules pressurize 
professionals and engineers to deliver quick and 
proficient solutions. Large and complex web 
applications are further hard to safeguard making 
automation as well as cyber security to be a key 
concept of the software development process.

Targeted Ransomware
Critical infrastructure of organizations is being 
targeted with customized ransomware written for 
those organizations. These attacks will grow in 
2022. In Pakistan, the number of such attacks 
have grown significantly, some of them were 
reported and others were kept secret by the 
organizations. These attacks can leak the 
information on dark web or encrypted critical 
data. Organization should develop effective 
Disaster Recovery Infrastructure and take steps to 
safeguard the critical data of the organization.

State-Sponsored Cyber Warfare
Cyber space was declared as fifth domain of war 
in the year 2010 by US government.  Since then, 
state sponsored cyber warfare continues to take 
place discreetly and effectively. These attacks are 
planned and are conducted by expert operators.  
These attackers have all the resources available, 
which are required to achieve their targets.

Often, these operators collaborate with the 
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Latest Trends in Malware Attacks Similar situations have been observed in [2] 
and [6] for offences of bank robbery and 
against women and children. According to [3], 
the most important issue is the Standardization 
of forensic evidence its procurement 
preservation and presentation in court of using 
FBI techniques by FIA.  The paper [3] 
describes deficiencies in PECA and propose 
amendments to facilitate investigating 
agencies, courts and prosecution, [4] proposes 
for proper use of electronic devices for 
effective implementation of law. Regarding 
Bank frauds, [5] highlights the use modern 
equipment as well as discuss the role and 
effectiveness of Business Ethics in banking 
sector. The crime rates fluctuations in 
Pandemic situation has been reviewed in [7]. A 
study has been presented by [8] on public 
perceptions of white‐collar crime and 
punishment. Acceding to [9] and [10] , national 
public survey on white-collar crime.  
Morgantown, wv: national white collar crime 
center has been highlighted. The useful reports 
regarding happenings to crime during the 
pandemic is reported by BBC in [11] and [12].

2.  Bank Frauds

It has been observed that in most bank frauds, 
the employees of banks participate in frauds 
and perpetrate embezzlement and illicit 
transitions using computers and other digital 
technologies. The importance of corporate 
ethics in the banking industry cannot be 
overstated. Some politicians commit misdeeds, 
which must be called out with a strong and iron 
fist. Human behavior has been deteriorated 
recently, because of economic slump in all 
countries, political instability and the rise of 
the Covid-19 epidemic. The digital offences, 

money laundering and unlawful transactions 
were at an all-time high even before Covid-19.  
Fighting such illicit professional practices is a 
huge task for the world specially Pakistan. 
Business activities are likewise expanding, 
necessitating the requirement for fair financial 
transactional activity. The consistent 
arguments on this issues are the most common 
causes of illegalities are accounts that are not 
working properly and people who purposefully 
take money from them. The majority of the 
crimes are performed with the aid of computer 
software, hacking and tracking as said earlier. 
The important reasons are: 

• Deceptive behavior, 
• Inadequacy (means: insufficiency),
• Ineffectiveness, 
• Corrupt work style, 
• Willful neglect and 
• Dysfunction in commercial activities 
of the workers and employees. Particularly, 
when it comes to receiving and moving funds, 
as well as money exchange locally and 
internationally, auditing that is not up to par, 
using falsehoods to harm the market, 
misconduct by private and public companies, 
commercial, organizations and banks. The 
scarcity of trustworthy and well-trained bank 
officers is another reason.

3.  White Collar Crime Frauds 
and Money Laundering

It is defined as a crime committed by persons 
of respectability and high social status in the 
course of the occupation. For example, it is 
committed for financial gains, such as 
securities fraud, embezzlement, corporate 
fraud and money laundering. In every society 

1. Introduction

 According to [1], the need of strong 

legislation has been emphasized, but most of 
the time times the structure of naïve cases 
framed by law enforcement agencies, benefits 
to offenders.

offender having modes-operandi of 
committing white-collar crime working in 
influential capacity in the society; either 
managerial positions or publically and 
politically powerful. They operate the offence 
in groups. It is defined as a crime committed 
by persons of respectability and high social 
status in the course of the occupation. 

4. Naïve Cases in Cybercrime 
and White-Collar Crime

It has been observed that development of naïve 
cases and weak investigation and 
non-supporting witnesses sometimes lead to 
weaken the hands of the prosecution. 
Sometimes the terrorists have been set free by 
the courts due to reasons such as deficiencies 
and flaws in legislation. The Cyber and 
White-Collar crimes are committed by using 
and accessing Computers and Networks by 
tracking and hacking the Data and information 
of people and organizations. No strategy can 
be successful in the absence of strong 
legislation. The criminals involved in 
Cybercrime and white-collar crime keep on 
acquiring and hacking the data of people, 
government, industry, banks and business 
organizations by crossing security barriers of 
computers and networks.  The occurrence of 
crime increased particularly in threats to attack 
and asking money to stop the attack

5. Threat is a new modus 
operando?

Nowadays it is common to threats the people 
and CEO’s of Business organizations. The 
occurrences of crime increased particularly in 
threats to attack and asking for money to stop 
the attack. Stricter security measures must be 

adopted to safeguard the data and networks 
and strong encryption attained and 
implemented.

European Union Point of View
• The European Union advocates focusing 

on strong legal frame work.
•  In addition, there exist justifications to 

amend the US cyber legal framework to 
reduce the frequency of crime. 

• The present paper presents some salient 
legal, procedural and feasible measures.  

     Why deterrence force is important? 
Examples:

• Punishment of Theft, Dacoity, Rape and 
narcotics smuggling in Saudi Arabia 

• Punishment of Corruption in China is 
death penalty

• Punishment of Terrorist Activities in Islam

Spreading disinformation to harm business
• This strategy is adopted by many criminal 

minded people to harm the business. 
• The incorrect information is believed to be 

true, particularly in stock markets. 
• This is achieved by floating incorrect 

trade data willfully by miscreants.

Table 1 :  Selected areas of white-collar crime.  
Source [1]

6. Role of National 
Accountability Bureau (NAB)

The role of NAB is of immense impotence due 
to corrupt practices and recovery of the looted 
money. But unfortunately, due to false 
propaganda, this institution needs to redefine 



of good, harsh and controversial provisions. 

All victims claim that they are being 
victimized due their no fault which is not 
correct. 

However, points important to be adhered to 
and construction of strong cases are given 
below:  

• Construction of naïve cases against 
criminals may not be sent to court 
pre-mature. The language of the cases 
registered (FIR) is not effective most of 
the times. The false propaganda is that the 
cases have been made as a result of 
political victimization, such impression 
may be ruled out. The cases are registered 
by Law enforcement agencies, but the 
state witnesses do not support most of the 
times, the prosecution and investigation 
officers in court.

• Further, according to [14], the eminent 
constitutional expert Mr Wasim Sajjad 
explained that giving accountability courts 
the power to grant bail was a 
fairamendment but attaching the condition 
of a surety bond equivalent to the alleged 
corruption amount was unjust. “It is 
always the discretion of the relevant court 
to fix the surety money. But in the present 
case, a legislative order through a 
presidential ordinance has been given to it 
to follow,” he said. “Courts determine a 
reasonable surety bond amount while 
granting bail. 

Recommendations
1. There is need for reaffirmation and 

making currently available legislation into 

a stronger set of procedural and criminal 
law.  To reduce corruption and bribery, the 
government must take proactive 
measures. 

2. The public funds not to be squandered or 
wasted. To prevent bribery and corruption, 
take strong measures against public 
servants and place them under rigorous 
observation.

3. Computerization i.e. e-commerce and 
e-governance, be implemented in all 
public sector companies. Reducing rules 
and making the procedure simpler with 
appropriate tools will also help the 
process. 

4. In every society offender having 
modes-operandi of committing 
white-collar crime working in influential 
capacity in the society; either managerial 
positions or publically and politically 
powerful. They operate the offence in 
groups.

5. The major role in combating the crime 
depends upon existence of strong 
legislation capable of causing reduction in 
crime rate, which allows the investigators 
vast powers and collaboration with 
prosecution and safeguarding the 
witnesses. 

6. The criminals are very well organized and 
using most modern technology and IT 
equipment, therefore, the police, 
investigators and prosecutors must have 
and be highly trained and equipped, 
similarly.

its role so that the nation and the victims of 
NAB know that justice is being done. It has 
been reported in depth in [13] about the alarm 
regarding the issue of 90 days detention in 
NAB cases; accordingly, the report says, “The 
controversial provision empowering the 
National Accountability Bureau (NAB) to 
detain an accused for 90 days came on the 
radar of the Supreme Court when on the apex 
court described the clause as cruel and an 
injustice”. The author of [13] further states that 
the issue concerns filing of multiple references 
against accused by NAB. One of the appeals 
concerns a former Director general of FATA 
Disaster Management Authority, facing 
allegations of granting approval and 
forwarding fake and bogus claims of 161 
persons, embezzling Rs59.6 million from the 
grants which were to be distributed as 
compensation among the affected for the 
damage caused to their houses due to security 
operations in Mahmand Agency. On one hand 
the the criminal commit offences aginst the 
nation and on the other hand criticize the 
national institution NAB. 

The authors of this research paper are of the 
opinion that all constitutional institutions must 
be respected i.e.  all courts of law,  government 
agencies and functionaries, They have their 
constitutional role prescribed under law. 
However, where there exists any hardship to 
follow a particular procedure of law, the high 
courts, Supreme Court, legislative assemblies 
and parliament may take cognizance with their 
jurisdiction. 

Section 24 (d) of the National Accountability 
Ordinance (NAO) empowers NAB to detain 
any accused in its custody for the purpose of 
inquiry and investigation for a period not 

exceeding 90 days, but the court concerned can 
remand the accused to custody not exceeding 
15 days at a time and for every subsequent 
remand the court will have to record reasons in 
writing, the copy of which will have to be sent 
to the high court concerned. 

According to recommendation [13] NAB don’t 
harass the accused and should exercise its 
authority while remaining within the four 
corners of laws, instead of perceived notion of 
its authority, adding that what is needed against 
a suspect in white-collar crimes was on 
documentary evidence.

6.1 National Accountability (newly- 
amended) Ordinance, 2021
The promulgation of a new accountability law 
will affect, according to [13] nearly 100 
high-profile cases involving senior bureaucrats 
and others. A closer look into the National 
Accountability (newly-amended) Ordinance, 
2021 suggests that nearly 2,700 accused (60pc 
of total ongoing 8,272 references, 
investigations, inquiries and complaints) either 
might get relief under the newly-promulgated 
accountability law or their matters would be 
transferred to the authorities, departments and 
courts concerned under the respective laws. 
Presently, 332 high-profile/mega cases are 
under process at the NAB regional offices. 
They link to a former president, six former 
prime ministers, eight ex/sitting chief 
ministers, 126 former/sitting ministers/ 
senators/MNAs/MPAs, 159 serving/retired 
bureaucrats and fake accounts cases.

According to the analysis presented in [14], the 
opinion of experts say that amendments made 
in the National Accountability Bureau (NAB) 
law through a presidential ordinance are a mix 

7. The fair play according to the merits of the 
case and guilt of offenders shall bring 
coherence and confidence.

8. The bribe cases must be taken up sternly 
with iron hands particularly where 
national exchequer is harmed with 
unbearable amounts.

9. Cybersecurity threats are only going to 
continue to increase, so it’s essential to 
enforce coding security best practices, like 
using secure coding standards. Implement 
most recent most effective coding security 
best practices and secure coding standards 
to help ensure that the banks’ software 
development is secure. key coding 
standards to help ensure secure software 
development, which may include:

 • CERT
 • CWE
 • CVE
 • OWASP
 • DISA STIG
 • NVD and CVSS

10. A static code analysis or SAST tool can 
help ensure secure software development. 
The banks may secure their network using 
by using encryption; banks and other 
financial institutions can remain in control 
of data protection regardless of where it's 
located. Encrypted information is safe in 
transit, on the network, and even in the 
cloud. In cases where system security 
fails, encrypted data is still safe from 
prying eyes.

11. All concerned must possess the 
knowledge and awareness of security 
compliance standards; the security 

compliance management is the process of 
monitoring and assessing systems, 
devices, and networks to ensure they 
comply with regulatory requirements, as 
well as industry and local cybersecurity 
standards. Staying on top of compliance 
isn't always easy, especially for highly 
regulated industries and sectors.

12.  The recommendations suggested in [15] 
are very useful, for example, the Bank 
Regulations and Opportunity 2022 marks 
a period of great regulatory change around 
the world for community banks, national 
banks, bank holding companies, credit 
unions, and the financial system. For that 
reason, it is imperative to stay up to date 
on the current regulatory changes and 
banking laws, as well as new proposals 
being discussed in the jurisdictions in 
which institutions operate. They may have 
a crucial impact on digital transformation 
initiatives.
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employees of the target organizations by giving 
them material favors. The attacks which are 
supported by internal employees are hard to 
detect and investigate.

Measures should be taken in the critical 
infrastructure to have security checks on the 
important members of the information 
technology team.  Periodical credit checks and 
background checks should be made and the 
management should very carefully watch the red 
flags in the spending patterns of these employees.
In 2022, we will have redesign the cyber security 
policy and change the carelessness observed by 
the decision makers of the critical infrastructure 
in Pakistan.  In 2022 following trends are picking 
up pace in global cyber security practices:

User Awareness:
As the cyber security threats have become more 
aggressive the organization are working to 
increase user awareness through seminars and 
trainings.  What drives cybersecurity awareness 
forward is the growing number of people 
unaware of most cyberattack methods. A report 
by Infosec indicates that about 97% of the people 
in the world cannot identify a phishing email, 
while 1 in 25 people click such emails, thus, 
falling prey to cyberattacks (Infosec). Aside from 
this, cybercriminals now resort to more advanced 
and high-tech forms of phishing and malware 
infections.  Cyber awareness among end users 
can prevent cyber attempts to attack the 
infrastructure.  Organizations need to take 
immediate steps to create cyber awareness among 
employees.

Zero Trust
The zero trust model restricts network access to 
only those who need it. Access is granted to 
authorized users using pa�erns based on 
iden�ty, �me, and device based on contextual 
awareness, and default access is eliminated. 
Everything must now pass security protocols 
such as access control steps and user iden�ty 
verifica�on.

Security as Service
More and more companies are moving towards 
Managed Security Service Providers (MSSP) to 
ensure the cost efficient and timely availability of 
sisecurity solutions for the organizations.  This 
trend is increasing and have its pros and cons.

Machine Learning:
Role of Machine Learning is growing in the field 
of Cyber Security.  Machine Learning enables 
cyber security systems to analyze the threat 
patterns and learn the behavior of the cyber 
criminals.  This prevents the organizations from 
future attacks.

GDPR Compliance
he general data protection regulation is one of the 
most important tools of the European Union in 
managing data privacy. In fact, it is extrapolated 
not only for inhabitants in any member state but 
for all companies marketing goods or services to 
EU residents. Therefore, the GDPR has a 
significant impact on global data protection 
requirements.

It imposes a uniform and consistent data security 
law, eliminating the need for each state to write 
its own law on personal data, which further 
protects consumers.

Distributed Decisions:
In the face of a potential cyberattack scenario, 
business cybersecurity needs, and expectations 
are maturing and shifting towards a more agile 
security model. Therefore, the scope, scale, and 
complexity of digital business require that 
cybersecurity decisions, responsibility, and 
accountability be distributed across 
organizational units, departing from a centralized 
function.

Therefore, the role of the CISO (Chief 
Information Security Officer) has shifted from 
that of a technical subject matter expert to that of 
an executive risk manager. But, as we said above, 
a single centralized cybersecurity function is not 
agile enough to meet today’s business needs. 
CISOs must reconceptualize their roles to 
empower business leaders, making it easier to 
make their own informed risk decisions.

No one knows the future of cyber security.  New 
risks are emerging every day.  Some 
organizations are still trying to figure out the 
means and ways to secure their data, Pakistan is 
way behind in cyber security and intensity of the 
recent cyber attacks call for an immediate action 
to come up with a comprehensive strategy to 
safeguard our critical infrastructure from 
potential cyber attacks which may cause 
significant damage.

Kaukab Jamal Zuberi
Chief Editor

Increased in cyber attacks on government 
infrastructure calls for an immediate effort on 
increasing end user awareness about the potential 
techniques used in latest malware attacks.

Some of the malware attack trends to watch out 
for in 2022 are described as follows:

Use of Artificial Intelligence in Hacking:
Artificial Intelligence is a double edged sword 
which can be used by hackers as a weapon to 
design advance attacks on complex networks.  
White hat hackers have successfully 
demonstrated real-world attacks against 
AI-powered autonomous driving systems such as 
those used by Tesla cars. Researchers from 
Chinese e-commerce giant Tencent managed to 
get the car’s autopilot feature to switch lanes into 
oncoming traffic using inconspicuous stickers on 
the roadway. Even without gaining the access 
hackers can poison data and sabotage the 
algorithms. “There hasn’t been enough 
policymaker attention on the risks of AI being 
hacked,” says Andrew Lohn, a senior fellow at 
the Center for Security and Emerging 
Technology—or CSET—a nonpartisan think 
tank attached to Georgetown University’s Walsh 
School of Foreign Service. “There are people 
pushing for adoption of AI without fully 
understanding the risks that they are going to 
have to accept along the way.  

Mobile is the new target
Cyber security trends show an increased attacks 
on the handheld devices.  Increase in usage of 
mobile banking through handheld devices, 
reliance of various communication applications 
to communicate and storage of private 
information on the mobile device has resulted in 
making handheld devices a lucrative target for 
malware developers. Smart phones malwares will 
be a big challenge in 2022 for cyber security 
professionals.

Clouds are Vulnerable
As more organizations are moving their data to 
clouds, their security has become a big concern 
for cyber security professionals. Security 

measures should be taken to continuously 
monitor and update the software to prevent data 
leakages or sabotage.

Data is the prime target for hackers
Data breaches are expected to increase specially 
in developing countries where the quality of the 
software and hardware are obsolete.  Safe 
guarding the data is prime responsibility of the 
cyber security teams.  There is an urgent need for 
analyzing the existing infrastructure and take 
measures to close the security gaps found in this 
process of analyzing infrastructure.  There has 
been several data breaches during last nine 
months in Pakistan.  The data of very important 
government organizations and banks was 
breached, hacked, and placed on dark web.

The process of Automation and Integration
As the data grows in size and the demand for 
efficient and automated operations increase every 
day. Modern day hectic schedules pressurize 
professionals and engineers to deliver quick and 
proficient solutions. Large and complex web 
applications are further hard to safeguard making 
automation as well as cyber security to be a key 
concept of the software development process.

Targeted Ransomware
Critical infrastructure of organizations is being 
targeted with customized ransomware written for 
those organizations. These attacks will grow in 
2022. In Pakistan, the number of such attacks 
have grown significantly, some of them were 
reported and others were kept secret by the 
organizations. These attacks can leak the 
information on dark web or encrypted critical 
data. Organization should develop effective 
Disaster Recovery Infrastructure and take steps to 
safeguard the critical data of the organization.

State-Sponsored Cyber Warfare
Cyber space was declared as fifth domain of war 
in the year 2010 by US government.  Since then, 
state sponsored cyber warfare continues to take 
place discreetly and effectively. These attacks are 
planned and are conducted by expert operators.  
These attackers have all the resources available, 
which are required to achieve their targets.

Often, these operators collaborate with the 

Similar situations have been observed in [2] 
and [6] for offences of bank robbery and 
against women and children. According to [3], 
the most important issue is the Standardization 
of forensic evidence its procurement 
preservation and presentation in court of using 
FBI techniques by FIA.  The paper [3] 
describes deficiencies in PECA and propose 
amendments to facilitate investigating 
agencies, courts and prosecution, [4] proposes 
for proper use of electronic devices for 
effective implementation of law. Regarding 
Bank frauds, [5] highlights the use modern 
equipment as well as discuss the role and 
effectiveness of Business Ethics in banking 
sector. The crime rates fluctuations in 
Pandemic situation has been reviewed in [7]. A 
study has been presented by [8] on public 
perceptions of white‐collar crime and 
punishment. Acceding to [9] and [10] , national 
public survey on white-collar crime.  
Morgantown, wv: national white collar crime 
center has been highlighted. The useful reports 
regarding happenings to crime during the 
pandemic is reported by BBC in [11] and [12].

2.  Bank Frauds

It has been observed that in most bank frauds, 
the employees of banks participate in frauds 
and perpetrate embezzlement and illicit 
transitions using computers and other digital 
technologies. The importance of corporate 
ethics in the banking industry cannot be 
overstated. Some politicians commit misdeeds, 
which must be called out with a strong and iron 
fist. Human behavior has been deteriorated 
recently, because of economic slump in all 
countries, political instability and the rise of 
the Covid-19 epidemic. The digital offences, 

money laundering and unlawful transactions 
were at an all-time high even before Covid-19.  
Fighting such illicit professional practices is a 
huge task for the world specially Pakistan. 
Business activities are likewise expanding, 
necessitating the requirement for fair financial 
transactional activity. The consistent 
arguments on this issues are the most common 
causes of illegalities are accounts that are not 
working properly and people who purposefully 
take money from them. The majority of the 
crimes are performed with the aid of computer 
software, hacking and tracking as said earlier. 
The important reasons are: 

• Deceptive behavior, 
• Inadequacy (means: insufficiency),
• Ineffectiveness, 
• Corrupt work style, 
• Willful neglect and 
• Dysfunction in commercial activities 
of the workers and employees. Particularly, 
when it comes to receiving and moving funds, 
as well as money exchange locally and 
internationally, auditing that is not up to par, 
using falsehoods to harm the market, 
misconduct by private and public companies, 
commercial, organizations and banks. The 
scarcity of trustworthy and well-trained bank 
officers is another reason.

3.  White Collar Crime Frauds 
and Money Laundering

It is defined as a crime committed by persons 
of respectability and high social status in the 
course of the occupation. For example, it is 
committed for financial gains, such as 
securities fraud, embezzlement, corporate 
fraud and money laundering. In every society 

1. Introduction

 According to [1], the need of strong 

legislation has been emphasized, but most of 
the time times the structure of naïve cases 
framed by law enforcement agencies, benefits 
to offenders.

offender having modes-operandi of 
committing white-collar crime working in 
influential capacity in the society; either 
managerial positions or publically and 
politically powerful. They operate the offence 
in groups. It is defined as a crime committed 
by persons of respectability and high social 
status in the course of the occupation. 

4. Naïve Cases in Cybercrime 
and White-Collar Crime

It has been observed that development of naïve 
cases and weak investigation and 
non-supporting witnesses sometimes lead to 
weaken the hands of the prosecution. 
Sometimes the terrorists have been set free by 
the courts due to reasons such as deficiencies 
and flaws in legislation. The Cyber and 
White-Collar crimes are committed by using 
and accessing Computers and Networks by 
tracking and hacking the Data and information 
of people and organizations. No strategy can 
be successful in the absence of strong 
legislation. The criminals involved in 
Cybercrime and white-collar crime keep on 
acquiring and hacking the data of people, 
government, industry, banks and business 
organizations by crossing security barriers of 
computers and networks.  The occurrence of 
crime increased particularly in threats to attack 
and asking money to stop the attack

5. Threat is a new modus 
operando?

Nowadays it is common to threats the people 
and CEO’s of Business organizations. The 
occurrences of crime increased particularly in 
threats to attack and asking for money to stop 
the attack. Stricter security measures must be 

adopted to safeguard the data and networks 
and strong encryption attained and 
implemented.

European Union Point of View
• The European Union advocates focusing 

on strong legal frame work.
•  In addition, there exist justifications to 

amend the US cyber legal framework to 
reduce the frequency of crime. 

• The present paper presents some salient 
legal, procedural and feasible measures.  

     Why deterrence force is important? 
Examples:

• Punishment of Theft, Dacoity, Rape and 
narcotics smuggling in Saudi Arabia 

• Punishment of Corruption in China is 
death penalty

• Punishment of Terrorist Activities in Islam

Spreading disinformation to harm business
• This strategy is adopted by many criminal 

minded people to harm the business. 
• The incorrect information is believed to be 

true, particularly in stock markets. 
• This is achieved by floating incorrect 

trade data willfully by miscreants.

Table 1 :  Selected areas of white-collar crime.  
Source [1]

6. Role of National 
Accountability Bureau (NAB)

The role of NAB is of immense impotence due 
to corrupt practices and recovery of the looted 
money. But unfortunately, due to false 
propaganda, this institution needs to redefine 


