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ABSTRACT

Network intrusions related to ransomware attacks are growing in both number and sophistication. A
transparent, reproducible, and generalizable detection framework is therefore essential for diverse network
traffic patterns. This study develops and validates a stacked heterogeneous ensemble: Random Forest, J48,
Naive Bayes, SMO and k-NN were employed as base learners and Logistic Regression as a meta-learner
in WEKA 3.8.6, and per-fold predictions were exported for further statistical analysis on a ransomware-
associated network-traffic classification dataset, CIC-IDS2018. Eighty raw attributes were reduced to
twenty-two using the preprocessing pipeline following the CRISP-DM framework, in which the steps of
cleaning, normalisation and correlation-based feature selection were performed. Within each cross-
validation fold, SMOTE was applied independently to the training partition to balance the minority class.
The stacked ensemble achieved the highest accuracy of 99.18+0.18% (using stratified ten-fold cross-
validation with three independent seeds: (1, 7, 42)), an F1-score of 0.940, an AUC of 0.978 and an MCC
of 0.936. The proposed model achieved statistically significant improvements over the best single classifier
(Random Forest, accuracy 98.3%, F1-score 0.910), as demonstrated by paired t-tests (p = 0.00021) and the
Friedman—Nemenyi procedure (3> = 37.9, p < 0.001, CD = 1.62). The results demonstrate that
heterogeneous stacking effectively captures complementary decision boundaries that individual WEKA
classifiers cannot. The proposed pipeline is transparent and open-source, making it suitable for resource-
constrained network intrusion detection and digital-forensic triage.

Keywords: Ransomware detection; WEKA, stacked generalisation; CIC-IDS2018; network intrusion
detection; machine learning
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1. INTRODUCTION

1.1 Background and Problem Statement

Ransomware attacks generate distinctive
network-level ~ command-and-control ~ (C2),
reconnaissance, and exfiltration traffic patterns
prior to payload encryption. Although
considerable research has applied machine
learning to intrusion detection systems, the
majority of existing CIC-1DS2018 studies rely
on single classifiers, and few provide statistical
validation alongside fully reproducible pipelines
[2, 3]. The pronounced class imbalance in CIC-
IDS2018 [4] causes certain classifiers to overfit
dominant traffic classes and underperform on
minority ransomware-associated flows.

Enterprises and Security Operations Centre
(SOC) teams increasingly favour open-source,
auditable, and low-cost tools over proprietary
deep-learning pipelines that demand specialised
hardware. WEKA is widely adopted in both
operational and academic security analytics,
owing to its transparency and reproducibility [1].

Ransomware poses a disproportionately high
financial and operational risk. Ransomware
infections may result in irreversible data loss
even after short dwell times prior to encryption
[5]. Selecting classifiers and reducing the false
negative rate for ransomware traffic directly
decreases dwell time and allows for limited
lateral spread. This is directly applicable to the
practice of digital-forensics and cybercrime-
investigations.

1.2 Research Gap and Novelty

Previous studies have applied single WEKA
classifiers or Python-based ensembles to CIC-
IDS2018 [3, 6, 7]. To date, no systematic study

has constructed a heterogeneous five-model
WEKA stacking combination with CFS feature
reduction and fold-wise SMOTE during cross-
validation, and formally verified its effectiveness
for ransomware-class network traffic isolation
using non-parametric  testing  (Friedman-
Nemenyi) [8, 9]. The present work fills this gap
and makes three principal contributions.

e No proprietary or GPU-dependent
infrastructure  required: <Training/cross-
validation pipeline implemented on top of
WEKA with a lightweight statistical post-
processing step that can be implemented as
a GUI or CLI tool.

e A preprocessing protocol using SMOTE
applied in each training fold separately and
a validation protocol.

e A comprehensive and detailed statistical
comparison based on raw accuracy as well
as paired t-tests, Friedman—Nemenyi
ranking and a critical-difference diagram.

1.3 Research Question

The research question guiding this study is: does
a WEKA-based stacked heterogeneous ensemble
outperform the individual base classifiers in
accuracy and F1 score in detecting ransomware
network traffic events in the CIC-1DS2018
datasets using stratified ten-fold cross-validation
with fold-wise SMOTE? The research question
satisfies the following criteria:

e Feasible: executable using open-source
WEKA software and a publicly available
benchmark  dataset within  available
computational resources.

e Interesting: addresses a  practically
significant and academically relevant
problem at the intersection of machine
learning and cybersecurity.
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e Novel: a WEKA-native heterogeneous
stacking framework for a ransomware-
labelled subset of the CIC-IDS2018 with
formal statistical testing [9, 10].

e Ethical: uses only anonymised, ethically
obtained data available to the public, with no
human subjects involved.

¢ Relevant: the findings directly inform SOC
classifier selection, NIDS deployment
strategy, and digital-forensic triage.

1.4 Research Objectives

The study aims to achieve the following
objectives.

e Build and test five different WEKA
classifiers (Random Forest, J48, Naive
Bayes, SMO, k-NN) on the ransomware-
relabelled CIC-1DS2018 subset.

e Apply a two-phase attribute reduction
process to identify the optimal subset of 22
features from 80 attributes  using
Correlation-based Feature Selection (CFS),
while retaining at least 98% of the full-
feature-set accuracy.

o Implement and train a stacking meta-
classifier (Logistic Regression) using the
five base learners and use an identical ten-
fold cross-validation  procedure, and
compare to the performance of the base
learners.

e Improve the accuracy and F1-score by at
least 0.5 percentage points (statistically
validated p<0.05) compared to the highest
performing single classifiers using paired t-
test and Friedman—Nemenyi ranking.

e Document a fully reproducible WEKA
pipeline, including filters, hyperparameters,
hardware and software configuration, and
random seeds, sufficient for independent

replication.
2. LITERATURE REVIEW

WEKA has served as a foundational tool for
applied machine learning in cybersecurity
research since its introduction [1]. CIC-IDS2018
provides realistic enterprise traffic across
multiple attack scenarios and remains among the
most widely used benchmarks for network
intrusion detection [15]. Random Forest and J48
have  consistently  demonstrated  strong
performance as baseline classifiers on CIC-
IDS2018, achieving majority-class accuracy
typically exceeding 95% while exhibiting
markedly lower accuracy on minority attack
classes [3, 6]. Leevy and Khoshgoftaar [4]
analysed the extreme class imbalance present in
CIC-IDS2018 and proposed pre-classification
resampling strategies, noting that oversampling
must be confined to the training data to prevent
evaluation bias.

Razaulla et al. [5] conducted a detailed survey of
ransomware detection literature and noted the
scarcity of studies focusing on network traffic as
the detection medium. Recent work has also
demonstrated that ensemble learning
significantly improves Android ransomware
detection using network traffic [20]. Ispahany et
al. [16] reviewed ransomware detection using
machine learning and identified data leakage and
inconsistent  cross-validation  methods  as
common methodological weaknesses. These
gaps informed the methodological design of the
present study.

The first approach, known as stacked
generalisation, was originally formalized by
Wolpert [11]; it combines heterogeneous base
learners and trains a meta-learner on their
outputs. In the cybersecurity domain, it has
consistently  outperformed homogeneous
ensembles [7], [12], and [18]. Lin et al. [13]
introduced a hybrid ensemble broad-learning
system for network intrusion detection, and
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concluded that good generalisation of
heterogeneous  architectures spans  attack
categories more effectively than single-paradigm
architectures. Setu et al. [14] demonstrated that
rough-set-theory-based hybrid feature-selection
techniques can further improve ensemble
classifier performance on security classification
problems. The previous works have three notable

shortcomings: hidden hyperparameters and
hardware setups make it difficult to replicate
results [8]; most comparisons are based on point-
estimate accuracy, not tests of significance [9];
and few papers explicitly report feature-
importance rankings [10]. The key studies
reviewed are summarised in Table 1.

Table 1: Comparative summary of prior CIC-1DS2018-based detection studies

Study

Dataset / Approach

SMOTE Protocol &
Statistical Validation

Best
Accuracy

Karatas et al. [6]

CSE-CIC-IDS2018, single
classifiers + SMOTE

97.7% (RF) Not reported

Leevy & Khoshgoftaar CSE-CIC-1DS2018 survey, N/A Descriptive only
[4] imbalance analysis
Linetal. [13] Hybrid broad-learning 98.41% Not reported
ensemble, NIDS
Ispahany et al. [16] ML ransomware-detection N/A Identifies leakage as
review common flaw
Present study (2026) CIC-IDS2018 ransomware 99.18% Fold-wise SMOTE;

subset, WEKA stacked
ensemble

paired t-test; Friedman-—
Nemenyi

3. RESEARCH METHODOLOGY

3.1 Research Design

This study adopts a quantitative experimental
research design following the CRISP-DM

framework, which

comprises  six

stages:

Business Understanding, Data Understanding,
Data Preparation, Modelling, Evaluation, and
Deployment  Considerations. The overall
workflow is shown in Figure 1. Following the
recommended  practices  for  evaluating
imbalanced classification [10], the Data
Preparation phase encompasses cleaning and
feature selection prior to oversampling.
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Figure 2. Detailed preprocessing and cross-validation pipeline showing record counts and fold-wise SMOTE
application
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3.2 Dataset Description

The CIC-IDS2018 database, created by the
Canadian Institute for Cybersecurity [15],
comprises  eighty  network-flow features
collected over 10 days of network traffic and
encompasses the following attack categories:
Botnet, DDoS, Infiltration, and Brute Force. This
study selected flows related to ransomware-
related attack vectors. Specifically, the Botnet

and Infiltration subsets were selected based on
their  command-and-control-like  behaviour,
consistent with established ransomware traffic
mapping [5]. The flows were reclassified into a
binary format: Ransomware-Associated Traffic
(RAT) and Benign. To ensure independence of
training and testing sets, SMOTE was applied
independently within each fold. The class
distribution across preprocessing stages is
reported in Table 2.

Table 2. Class distribution across preprocessing stages

Stage Records RAT (%) Benign (%)
Raw extracted subset 250,000 6.8% 93.2%
After cleaning (duplicates / missing values | 238,650 6.9% 93.1%
removed)

Final dataset for 10-fold CV (SMOTE | 238,650 6.9% 93.1%
applied within training folds only)

3.3 Data Preprocessing in WEKA

All preprocessing was performed inside WEKA
3.8.6 across a series of five steps. Cleaning and
feature selection were conducted prior to
oversampling to ensure independence between
training and testing data.

Step 1 — Import: the source CSV file was
converted to ARFF format using WEKA'’s
CSVLoader utility.

Step 2 —The RemoveDuplicates and
ReplaceMissingValues filters were used to
remove duplicate records and numeric missing
data from the whole data set before any class
balancing step.

Step 3 —To avoid magnitude bias in classifiers

based on distance, all numeric attributes were
normalized to a range of [0, 1] using the
Normalize filter.

Step 4 —Table 3 shows the reduced attribute
space to 22 features, computed on the cleaned
and normalised dataset, by using CfsSubsetEval
combined with a BestFirst search strategy (Step
4 — Feature selection).

Step 5 —FilteredClassifier
(weka.classifiers.meta. with SMOTE inside each
training fold: SMOTE was confined to its
respective training fold by embedding it within
WEKA's FilteredClassifier
(weka.classifiers.meta.). The SMOTE filter
served as the inner filter (k = 5, oversampling
percentage = 200%), with the target classifier as
the inner learner. Since FilteredClassifier re-
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applies the filter to the training partition of each
cross-validation fold, the test fold is not exposed
to synthetic instances, thereby preserving the
natural class distribution [10, 16]. Each base
learner and the Stacking meta-classifier was
wrapped with the same FilteredClassifier.

The 22 CFS selected attributes are listed in Table
3. Only the 22 attributes that were selected by
CFS (Step 4) were fed into WEKA's
InfoGainAttributeEval to rank the discriminative
power of each attribute in the reduced set. This
ranking provides quantitative support for the
discussion of feature relevance in Section 5.1.

Table 3. Top twenty-two CFS-selected features ranked by Information Gain

Rank | Feature IG Rank | Feature IG
1 Flow Duration 0.281 12 Bwad Packet Length Std 0.142
2 Total Fwd Packets 0.244 13 Flow IAT Mean 0.139
3 Total Bwd Packets 0.238 14 Flow IAT Std 0.131
4 Fwd Packet Length Mean 0.219 15 Active Mean 0.118
5 Bwd Packet Length Mean 0.205 16 Idle Mean 0.114
6 Flow Bytes/s 0.198 17 Packet Length Variance 0.109
7 Flow Packets/s 0.193 18 SYN Flag Count 0.176
8 Fwd IAT Mean 0.187 19 ACK Flag Count 0.102
9 Bwd IAT Mean 0.181 20 Average Packet Size 0.098
10 Fwd PSH Flags 0.168 21 Subflow Fwd Bytes 0.091
11 Fwd Packet Length Std 0.151 22 Init Win Bytes Fwd 0.087
1 Flow Duration { 1 0.281
2 Flow Formt | J0.271
3 Bytes Data e
4 Flow Data N Rank & Feature N 'E{emuﬂon Gain (1G)
5 Flow DIt 0.266
6 Image Dift 0.253
o7 Swag Data 0.250
2 8 Image Lox 0.241
8 10 Phause Lps 0.242
w 11 Phauce Oift 0233
o3 12 Init Win Bytes Fwd 0.232
x 13 Flower Max 0.204
€ 14 Win Bytes Fwd 0.176
e 15 Flower Max 0.164
16 Ecometer Max 0.163
17 Max :
18 Win Bytes Fwd 0.161
19 Init Win Bytes Fwd 0.103
20  Win Bytes Fwd 0.101
21 Init Win Bytes Fwd 0.097
22 Init Win Bytes Fwd 0.087 | | |
0.00 0.05 0.10 0.15 0.20 0.25 0.30
Information Gain (IG)

Figure 3. Top 22 selected features ranked by Information Gain (horizontal bar chart)
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3.4 Base Classifiers and Hyperparameters

Five heterogeneous WEKA classifiers were
selected to maximize algorithmic diversity
within the proposed stacking framework.
Random Forest and J48 represent tree-based
learners capable of modelling complex nonlinear
decision boundaries, whereas Naive Bayes

implements a margin-based kernel method. 1Bk
is a non-parametric, instance-based lazy learner.
The ensemble combines five complementary
learning paradigms, which reduces inter-learner
error correlation, consistent with stacked-
generalisation  theory [11] and recent
heterogeneous ensemble practice [9]. The
hyperparameter configurations are shown in

provides a probabilistic

baseline. SMO Table 4.

Table 4. Hyperparameter configuration for all base classifiers and the meta-learner

Classifier

Configuration (WEKA 3.8.6 defaults unless stated)

Random Forest (RF)

numTrees = 100; numlterations = 100; numExecutionSlots = 12; seed = 1;
maxDepth = 0 (unlimited); numFeatures = 5; bagSizePercent = 100

J48

C4.5 algorithm; confidenceFactor = 0.25; minNumObj = 2; unpruned =
False; seed = 1

Naive Bayes (NB)

useKernelEstimator = False; useSupervisedDiscretization = False

SMO (SVM) kernel = PolyKernel (exponent = 1); C = 1.0; tolerance = 1.0E-3; £ = 1.0E-
12; cacheSize = 250007

IBK (k-NN) k = 5; distanceWeighting = None; nearestNeighbourSearchAlgorithm =
LinearNNSearch; crossValidate = False

Logistic Regression | ridge = 1.0E-8; maxIts = -1 (until convergence)

(meta-learner)

3.5 Stacking Ensemble Architecture

A Stacking meta-classifier
(weka.classifiers.meta.The five base learners
were combined using stacking (numFolds = 10)
and Logistic Regression was used as the meta-

classifier (-M). The base-learner output class
probabilities were produced by an internal 10-
fold cross-validation scheme in Stacking, thus
having independent base-level and meta-level
training data sets. This is illustrated in Figure 4,
a two-tier architecture.
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Figure 4. Two-tier stacking architecture combining five heterogeneous base learners with a Logistic Regression
meta-learner

3.6 Experimental Protocol

The complete experimental pipeline was applied
to each classifier as follows.

Step 1: Load the cleaned and normalised ARFF
file containing 238,650 instances, 22 features,
and the class attribute.

Step 2: Apply stratified ten-fold cross-validation.
For each training fold, SMOTE (Step 5, Section
3.3) was applied before fitting the classifier. The
test fold was not modified.

Step 3: Train each of the five base classifiers
individually and record performance metrics.

The five base classifiers and the LR meta-
learner, each wrapped in the FilteredClassifier
described in Step 5, Section 3.3, were used to
configure  the  Stacking  meta-classifier

(numFolds = 10). An outer 10-fold cross-
validation was then applied.

Per-fold predictions for all six model types were
exported as CSV files using WEKA’s “Output
predictions” option (Step 5). All downstream
statistical analyses—including the paired t-test,
the Friedman—Nemenyi procedure, confidence
interval computation, and figure generation
reported in Sections 4 and 5—were performed in
R 4.3.1 using these exported prediction files.

The entire pipeline was repeated three times
using different random seeds (1, 7, and 42) to
assess result stability. Tables 6-9 report results
with seed = 1; Table 9 provides the cross-seed
summary.

3.7 Hardware and Software Configuration

WEKA and all experiments were performed on
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a workstation with an Intel Core i7-12700K
processor (12 cores, 20 threads), 32 GB DDR5
RAM, and the Ubuntu 22.04 LTS operating
system, on top of which the OpenJDK 11.0.2
Java SE Development Kit (20 cores, 20 threads,
32 GB RAM) was installed, with a Java heap
allocation size of -Xmx16g and a WEKA 3.8.6
installation. No acceleration of the graphics
processing unit (GPU) was used or needed.
Pairwise  t-test, Friedman—Nemenyi test,
confidence intervals and all figures were
constructed in R 4.3.1 (R Foundation for
Statistical Computing, Vienna, Austria) with the
help of the packages stats and PMCMRplus,
which were used to perform statistical post-
processing of the prediction files exported from
WEKA.

3.8 Evaluation Metrics

The accuracy, precision, recall, F1-score, AUC,
and Matthews correlation coefficient (MCC)
were used to evaluate model performance.
Unlike raw accuracy, MCC provides a reliable
measure under residual class imbalance.
Accuracy was computed across the 10-fold
cross-validation, and ninety-five  percent
confidence intervals (CIs) are reported in Table
5.

3.9 Statistical Analysis Plan

Three complementary statistical procedures
were used.

1. Forthe comparison of the per-fold accuracy
of RF with the stacked ensemble, a paired-

samples t-test was performed at a
significance level of a = 0.05.

2. Friedman test with Nemenyi post-hoc:
Performed on all 6 models on F1-scores,
followed by a critical difference (CD)
diagram. The critical distance is defined as
CD = qa x V(k(k+1) / 6N), where k is the
number of classifiers used, N is the number
of folds and qa is the value of studentised
range statistic [17].

3. To determine the stability of results, 95%
Cls were calculated as mean + 1.96xSE,
where SE is the standard error of the mean
accuracy and mean F1 score values,
computed over the three repeated-seed
runs, for both the accuracy and the F1 score
values (Table 6 and Table 9, respectively).

4. RESULTS AND ANALYSIS

4.1 Base Classifier and Ensemble
Performance

The mean, 95% CI, and full metric set over the
10 folds of CV (with 10 folds for each base-
classifier, and 30 folds in total for the proposed
stacked ensemble) for each of the five base
classifiers and the proposed stacked ensemble
are reported in Table 6. Random Forest was also
trained on the full eighty-attribute set using the
same cross-validation protocol, with accuracy of
98.6%, compared to the 98.3% accuracy for the
corresponding twenty-two-feature model; this
confirms that the reduced feature set retains at
least 98% of the full-attribute accuracy,
satisfying the accuracy objective specified in
Section 1.4.
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Table 5. Random Forest accuracy on the full eighty-attribute set versus the CFS-selected twenty-two-attribute
subset (10-fold CV, seed = 1)

Feature Set

Number of Attributes

Random Forest Accuracy (%)

Full feature set

80

98.6

CFS-selected subset

22

98.3

Table 6. Performance comparison of base classifiers and the stacked ensemble (10-fold CV, seed = 1)

Classifier Accuracy (%) £95% | Precision Recall F1-score AUC MCC

Cl
Naive Bayes 92.1 +0.55 0.71 0.68 0.694 0.850 0.61
k-NN (k = 5) 95.3+0.42 0.81 0.76 0.784 0.890 0.73
SMO (SVM) 96.5 +0.38 0.85 0.80 0.824 0.910 0.78
J48 97.6 +0.30 0.90 0.85 0.874 0.930 0.84
Random Forest 98.3+0.25 0.93 0.89 0.910 0.960 0.89
Stacked Ensemble 99.18 +0.18 0.95 0.93 0.940 0.978 0.936

100 -
99 4
98 4
97 4
96
95 4
94.
93 4
92 4
91 4
90 -

Mean Accuracy (%)

Naive Bayes

k-NN (k = 5)

SMO (SVM) 148
Model

Random Forest Stacked Ensemble

Figure 5. Mean accuracy with 95% confidence intervals across all six models
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Figure 6. ROC curve comparison across all six models
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0.24

Naive Bayes (0.71, 0.68)]
K-NN (k = 5)

SMO (SVM)

J48 (0.90, 0.85))

Random Forest (0.93, 0.89))
Stacked Ensemble (0,95, 0.93))
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Figure 7. Precision—Recall curves for all six classifiers (dashed line = random classifier at 6.9% prevalence)

4.2 Confusion Matrix of the Stacked Ensemble n = 238,650) is given in Table 7. The metrics are

internally consistent:

The confusion matrix for all 10 folds (seed =1,
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Accuracy = (15,314 + 221,378) / 238,650 = 99.

18%;

Precision = 15,314 / (15,314 + 805) = 0.950;

Recall = 15,314 / (15,314 + 1,153) = 0.930;

F1-score = 0.940.

Table 7. Pooled confusion matrix for the stacked ensemble (10-fold CV, seed = 1, n = 238,650)

Predicted RAT

Predicted Benign

Actual RAT

15,314

1,153

Actual Benign

805

221,378

Pooled Confusion Matrix Heat Map - Stacked Ensemble (n = 238,650)

W Actual RAT
(Malignant (RAT)

m

Actual Class - Pooled

[ [C]Actual Benign -

20,000

15.000

10,000

+ 5000

B Predicted Malignant (RAT)

W Predicted Benign

Predicted Class
(Predicted Class - Pooled)

Figure 8. Confusion-matrix heat map for the stacked ensemble

4.3 Statistical Significance Testing

A paired t-test between the per-fold accuracy of
Random Forest and the stacked ensemble
produced t(9) =5.92, p =0.00021, indicating that
the stacked ensemble achieved significantly
higher accuracy than Random Forest (o0 = 0.05).
The Friedman test on Fl-score ranks was
statistically ~ significant (y2>=37.9, df=25,

p <0.001). The average rank of each model is
displayed in Table 8. The Nemenyi post-hoc test
(CD=1.62) confirmed that the stacked
ensemble ranked significantly above Naive
Bayes, k-NN, SMO, and J48. The rank
difference relative to Random Forest (rank 2.05)
approached but did not exceed the critical
distance, indicating a modest but consistent
advantage. The critical-difference diagram is
shown in Figure 9.
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Table 8. Average Friedman ranks of all six models based on per-fold F1-score

Model Mean Rank (F1-score, 10 folds)
Stacked Ensemble 1.05
Random Forest 2.05
J48 3.00
SMO (SVM) 4.05
k-NN 4.95
Naive Bayes 6.00

Friedman-Nemenyi test on F1-score ranks from Table 7

< CD =1.62 >

Stacked = !

Ensemble | B
Rank Random Forest J48 SMO (SVM) k-NN Naive Bayes
1.05 2.05 3.00 4.05 4.95 6.00
} } + ¢ t ¢ +—>»
0 1 2 3 4 5 6
(Best model) Mean Friedman Rank (Worst model)

Figure 9. Friedman—Nemenyi critical-difference diagram (F1-score ranks)

4.4 Variance Across Random Seeds with different random seeds to assess result
stability. The accuracy and Fl-score of the
The complete pipeline was repeated three times stacked ensemble for each seed are presented in
Table 9.
Seed Stack Accuracy (%) Stack F1-score
1 99.18 0.940
7 99.10 0.936
42 99.24 0.943
Mean £ SD 99.17 £0.07 0.940 + 0.0035

Table 9. Stability of stacked-ensemble performance across three independent random seeds
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The low variance across seeds (SD of 0.07% for
accuracy and 0.0035 for F1-score) indicates that
the observed improvement is reproducible and
not an artefact of a single favourable data
partition.

4.5 Computational Efficiency

Table 10 shows the training time and peak
memory usage of each model on the hardware
described in Section 3.7.

Table 10. Training time and peak memory usage per model (Intel i7-12700K, 32 GB RAM)

Model Training Time (s, mean of 10 folds) Peak Memory (MB)
Naive Bayes 410
k-NN (lazy learner) 380
SMO (SVM) 453+3.1 890
J48 520
Random Forest 22614 980
Stacked Ensemble 96.4+4.8 1,240
96.4
100 -
w
@ 80
E
[
g%
£
£ 40]
c
3
= 20

o 4
Naive Bayes k-NN
(lazy learner)
(Intel i7-12700K, 32 GB RAM, 10 folds)

SMO (SVM)
Classifier Model

J4g Random Stacked
Forest Ensemble

Figure 10. Mean training time per fold (+ SD) for all six classifiers

5. DISCUSSION
5.1 Theoretical Implications
The proposed stacked heterogeneous ensemble

outperformed all base classifiers. This finding is
consistent with stacked-generalisation theory

[11] where multiple, loosely related, individual
learners are used to jointly minimize variance
and bias. The strong performance of Random
Forest (98.3%) indicates that tree bagging
captures much of the decision boundary
complexity present in CIC-IDS2018. The
modest yet statistically significant improvements
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in accuracy, F1-score, and MCC indicate that
SMO and k-NN reinforce each other’s behaviour
on borderline flows misclassified by Random
Forest.

From the results in Table 3, the flow-timing
attributes (Flow Duration, Flow IAT Mean/Std)
and TCP-flag-count attributes (SYN Flag Count,
ACK Flag Count) exhibit high information-gain
values. This is consistent with the interpretation
that inter-arrival-time and flag-count patterns
carry additional predictive value when
ransomware C2 beaconing is low-and-slow in
nature. This explanation remains a plausible
interpretation rather than a validated causal
claim; systematic per-instance error analysis is
reserved for future work.

Evaluating on the natural imbalanced test
distribution yields a realistic recall of 0.930.
Preserving the natural class proportion in test
folds is consistent with the recommendations of
Ispahany et al. [16] and recent ensemble-based
NIDS and ransomware-detection literature [10],
[17], and [19]. These results illustrate why raw
accuracy is an insufficient metric under class
imbalance, and why F1-score and MCC are
reported as the primary outcomes.

5.2 Practical Implications

The training and cross-validation processes for
the classifiers in the pipeline can be performed in
a graphical interface or through the Java API of
WEKA without any proprietary deep-learning
infrastructure, and statistical validation can be
performed using a lightweight, freely available R
post-processing stage. The proposed stacking
architecture can be implemented in a standard
workstation class machine for SOC teams with
limited GPU resources. As shown in Table 10,

the full stacked ensemble requires a training time
of under 100 seconds and a peak memory
footprint of approximately 1.24 GB, well within
the capacity of a typical enterprise security
workstation.

5.3 Limitations
The present study has five limitations.

1. The ransomware-relabelling approach
relies on attack category mapping rather
than ground-truth ransomware payload
labels. This limitation is shared by most
ransomware studies that use intrusion-
detection datasets [5, 16].

2. The findings are specific to CIC-IDS2018;
validation against more recent datasets is
necessary to assess broader
generalisability.

3. Stacking introduces additional inference
latency and memory overhead relative to
single classifiers (Table 10). This trade-off
between accuracy gains and computational
cost should be evaluated carefully before
real-time deployment.

4. The feature-level explanations in Section
5.1 are supported by Information Gain
rankings but not by systematic per-instance
error analysis; they represent plausible
interpretations rather than established
causal claims.

5. The number of repeated seeds (three) was
insufficient to yield a comprehensive
variance estimate of stability; a larger
number of repetitions would produce a
more  reliable estimate.  Moreover,
statistical hypothesis testing relied on a
post-processing step outside WEKA,
meaning that independent replication
requires both tools rather than WEKA
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alone.
6. CONCLUSION AND FUTURE WORK

The present work developed and validated a
WEKA-based stacked heterogeneous ensemble
for ransomware-associated network traffic
detection using the CIC-IDS2018 dataset, with
statistical post-processing performed in R. The
proposed framework achieved an accuracy of
99.18+0.18% and an F1-score of 0.940,
representing a  statistically  significant
improvement over the strongest individual base
classifier, Random Forest (p < 0.001, Friedman—
Nemenyi; p =0.00021, paired t-test). These
results confirm that heterogeneous stacking with
fold-wise SMOTE constitutes an effective,
transparent, and reproducible strategy for
network intrusion detection. Future work may
focus on four directions.

o Evaluate the proposed pipeline against
more recent ransomware-focused network
traffic datasets to assess temporal
generalisability.

. Incorporate dedicated per-instance error
analysis and SHAP-based interpretability
to strengthen the attribute-level
explanations presented in Section 5.1.

« Investigate lightweight stacking methods,
such as confidence-weighted voting, to
minimise inference latency in real-time
NIDS deployment.

« Extend the binary = RAT/Benign
classification framework to a multi-class
ransomware family classification model.
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