
the toxicity of drugs, biological obstacles and 
selective drug delivery agents. These peculiari-
ties can be modulated for large nano-biomedi-
cal applications (Choi & Han, 2018).

7.  Green Chemistry

The field of "green chemistry," which was 
established two decades ago, represents the 
key efforts to address such challenges from the 
most fundamental level by re-examining, 
redesigning, and recreating the scientific tools 
used in the production, transformation, and use 
of chemical products in order to increase 
efficiency while reducing waste and harm. The 
objectives of this issue on green chemistry, 
which includes some of the leading profession-
als in the field, are to assess our needs in the 
area, reflect on the advancements made, and 
celebrate successes. This selection merely 
scratches the surface of the countless intrigu-
ing developments in the area (Iqbal et al., 
2020).

All areas of chemistry are included in "green 
chemistry," however there is a particular 
emphasis on chemical compound synthesis and 
chemical engineering techniques used in 
industrial settings using natural materials. On 
the other hand, laboratory investigations are 
also impacted by the key principles of green 
chemistry, creating a safer environment. 
According to sustainable chemistry, or "green 
chemistry," the use and production of hazard-
ous compounds are reduced during reaction 
and synthesis. Green chemistry also involves 
processes for creating renewable materials. 
The following are the primary objectives of 
green chemistry, the utilization of renewable 
materials and energy sources, as well as the 
design of reactions with the highest efficiency. 
Using green chemistry, new nonmaterial can 

The systems for nanoparticles must be stable, 
biocompatible, and selectively directed to 
particular places in the body following system-
atic delivery if they are to be used to their full 
potential. To recognize the targeted cells in an 
administration, more precise targeting systems 
are created. If in at least one of their lengths, 
nanoparticles are smaller than 100nm. In 
general, however, nanoparticles are materials 
which have nanoscale dimensions of at least 
two dimensions, including particles as well as 
fibrous materials and tubes, but excluding 
nanoscale materials of only one dimension, 
such as coatings, films and multilayer’s (Holis-
ter et al., 2003).

There are many types of particles under this 
umbrella word, which only have the resem-
blance of their small size. The word of “nano-
particles” is commonly used as a collective 
term in this study as well as in the everyday 
language. However, it is important to remem-
ber that it (Biswas et al., 2005).

In various fields of science and technology, 
nanotechnology has broad applications and 
recent research focuses on NPs related materi-
als and their applications. Much of the size of 
biological molecules is close to that NPs, 
because it has uses in both in vitro and in vivo 
biochemical studies. NPs have possible appli-
cations in drug distribution, “a wonder of nano 
medicine” cancer therapeutics, in antibacterial 
vaccinations to manage bacterial infections 
and to target bacteria as an alternative to antibi-
otics. Inorganic nano metal oxide NPs (MgO, 
CaO, CuO, ZnO, TiO2) have distinct features 
and are safe, stable and possess multifunction-
al properties (Ranghar et al., 2014). These NPs 
are well known for their intrinsic antimicrobial 
activity and have potential nutritional, environ-

mental and health care applications. Among 
these, CaO NPs have outstanding antimicrobi-
al potential and ability to inactivate microbial 
endotoxin. 

Due to the unique structural and optical 
characteristics of CaO NPs, they have the 
potential to be employed as a drug delivery 
agent in photodynamic therapy (PDT), photo 
thermal therapy (PTT), and synaptic delivery 
of chemotherapeutic drugs. CaO nanoparticles 
are non-toxic to both people and animals. 
Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conformation-
al changes, an excellent protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and easily under-
goes conformational changes.

Many therapeutic nano systems, targeting the 
target organ, are configured for intravenous 
systematic administration. Changes in protein 
conformation and biological behavior and 
alternation of the properties of NPs can occur 
as NPs join a biological fluid (Gross et al., 
2012).

2.  Nanoparticles

A particle with a size of at least one of the three 
possible dimensions between 1nm and 100nm 
is referred to as a "nanoparticle." In fundamen-
tal aspects, the physical, chemical, and biologi-
cal characteristics of nanoparticles differ from 
those of all individual atoms or molecules and 
the associated bulk materials in this size range. 
Metals, non-oxide metal ions, metal oxides, 
ceramics, polymers, organic materials, carbon, 
and biomolecules  the most prevalent chemical 

act as a biological reducer for metal production 
is well established (Akhtar et al., 2013). Where 
flavonoids compounds were found to be one of 
the most useful classes of plant tissue second-
ary metabolites added as a reducing a metal ion 
agent.

Depending on the type of plant, the majority of 
flavonoids compounds naturally contain 
natural colours in various shades, such as red, 
pink, and purple. Calcium oxide is the most 
significant substance that has been widely 
utilised in a variety of fields, including cataly-
sis, cosmetics, and ceramics (CaO). It is also 
employed as an inorganic antibacterial agent to 
inhibit germs. Depending on its chemical 
makeup, CaO belongs in the periodic table's 
alkaline earth group. However, given the great 
richness of tropical plants found in Indonesia, 
using tropical biomass or its extracts for CaO 
biosynthesis would be a worthy scientific 
challenge due to the more efficient and 
environmentally friendly method of CaO 
biosynthesis. It is generally recognised that 
chemicals found in plant materials, such as 
biomass, can act as biological compounds on 
the production of metals (Mustafa et al., 2013).

Where flavonoids compounds were found to 
be one of the most useful classes of plant tissue 
secondary metabolites added as a reducing 
agent for ions of metal. Depending on the 
shape of the plant, many flavonoids naturally 
create natural pigments in a variety of hues, 
such as red, pink, and yellow. The previous ten 
years, researchers have concentrated immense-
ly on nanotechnology and intensely on nano-
technology efforts to investigate the electrical, 
optical and magnetic properties of nonmateri-
al. A number of nanoparticles-based therapeu-
tics have increased effectiveness and decreased 

be created that have positive effects on the 
economy, society, health, and environment 
(Ramesh et al., 2012).

Synthesis of many green nanoscale drug deliv-
ery systems this will be stressed first. The vast 
majority of examples for the use of green 
chemistry in nanoscale drug delivery systems 
rely on gold nanoparticles (AuNPs), polymer 
nanoparticles, and biological drug delivery 
systems based on proteins and lipids. Follow-
ing each section is a quick summary of the 
green manufacturing companies that are 
currently being developed. Last but not least, a 
focus will be given on the future paths that the 
field of green nano-chemistry needs to take in 
order to eventually apply green chemistry in 
nanomedicine on a large scale to safely and 
successfully treat a variety of disorders 
(Bernardini et al., 2015).

               

8.  Parameters Effecting Green 
Synthesis of Metal Nanoparticles

Di�erent parameters, such as reaction time, 
reactant concentrations, pH, and tempera-
ture, can be used to alter the morphological 
properties of nanoparticles (Table 1.1). Such 
factors are important for knowing the e�ect 

of environmental conditions on nanoparti-
cles synthesis because they plays an impor-
tant role in optimizing the metallic nanopar-
ticle’s synthesis through biological means (D. 
Zhang et al., 2020).

9. Application of Nanotechnology 
in Forensic Science

Forensic GSR Analysis 

CaO nanoparticles of forensic science relies 
heavily on gunshot residue (GSR) to determine 
specific elements of crime. CaO nanoparticles 
is used of a gun resulted in a suicide or a 
murder is the major goal of GSR analysis. CaO 
nanoparticles is used to determine whether a 
shooting was unintentional, committed in 
self-defense or with the intent to kill a person 
(Sermon et al. 2012). The distance from which 
the weapon is fired, and how close it comes to 
the target, is determined by the Global System 
for Standardization’s (GSR) Common Sense 
Rating (CSR) system (Schwoeble and Exline 
2000). Nanotechnology is the key to overcom-
ing the drawback faced by conventional meth-
ods for determining global temperature (GSR) 
and other important information. The conven-
tional methods used for GSR determination is 
very time-consuming and also not accurate. 

Using the ancient method, the information 
remains unanalyzed (Meng and Caddy 1997). 
This approach involves the rearrangement of 
GSR using high-resolution scanning electron 
microscopy (HR-SEM) images (Pandya and 
Shukla 2018). An X-ray spectrometer in 
conjunction with a scanning electron micro-
scope is useful for determining the chemicals 
present. The most accurate GSR analysis uses 
several nanodevices and nanomaterials, such 
as gold nanoparticles (Srividya 2016). Due to 
the high surface-to-volume ratio, it is possible 
to create ultrasensitive nano sensors that can 
detect as little as a few micrograms of the 
sample (Taudte et al. 2016).

                                 

10. Forensic Fingerprint 
Development

The method of gathering evidence in rape 
crimes is frequently a simple, sensitive, and 
effective powder for fingerprint detection. 
Since the latter part of the nineteenth century, 
biometric identification of people has been 
done by using their fingerprints' distinctive 
patterns. One of the best systems for the safety 
and security of papers, gadgets (such phones, 
laptops, etc.), bank lockers, entrance control of 
workplaces, and forensic application in crime 
scene investigation is the development, identi-
fication, and presentation of the fingerprint 

(Wang et al., 2017).

11.  Traditional Methods For 
Fingerprint Development

Finger prints left at crime scenes are one of the 
tools used to incriminate or eliminate suspects. 
The fingerprint showed the addition of CaO 
nanoparticles can be classified into three class-
es, patent prints, plastic prints, and latent 
prints. The patent prints are already visible to 
the naked eye because of blood, or through 
blood-covered fingers, or in ink or dirt. Plastic 
prints are left on a pliable surface consisting of 
clay or wax. Latent prints are left on surfaces 
due to the natural oils and sweat secreted from 
the skin. Two methods can perform fingerprint 
detection, one is the "physical method" (pow-
der dusting) and the "chemical method". Tradi-
tional fingerprint powder composition is 
complexes of regular, luminescent, metallic, 
and thermoplastic powders (Exline et al., 
2003).

                             

12.  Biosensors

 A biosensor is the most efficient and multifac-
eted technology that plays a very indispensable 
role in the province of forensic sciences. Both 
forensic analysis and forensic investigation are 
fundamental branches of the modern analytical 
chemistry with a social security and legal 
implication, according to the American Chemi-

Nanoscale metal particles Inorganic nanoparti-
cles are those that are not made of carbon. 
Metallic nanoparticles are often classified as 
those made of metal or metal oxide.

4.  Carbon based

All-carbon nanoparticles are known as 
carbon-based nanoparticles. Fullerenes, 
graphene, carbon nanotubes (CNT), carbon 
nanofibers, carbon black, and on occasion 
activated carbon are used to represent them 
(Ealia & Saravanakumar, 2017).

5.  Green Synthesis of 
Nanoparticles

There are many methods for the preparation of 
nanoparticles, but most common method we 
used are the 

1. Top down approach 

2. Bottom up approach (Iravani, 2011).

 

6.  CaO Nanoparticles

Calcium oxide nanoparticles are used in photo 
thermal and photodynamic therapy and synap-
tic delivery as potential drug delivery agents. 
CaO NPs are also used in different fields with 
potential biomedical applications, such as 
electronics, environmental remediation, 
sensors and catalysis (Kumar et al., 2019).

Calcium oxide (CaO) is the most significant 
substance that has been widely utilised in a 
variety of fields, including catalysis, cosmet-
ics, and ceramics to control microorganisms, it 
is also used as an inorganic antimicrobial 
substance. Depending on  its chemical 
makeup, CaO can be found in the periodic 
table's alkaline earth (Marquis et al., 2016).

However, given the great richness of tropical 
plants group found in Indonesia, using tropical 
biomass or its extract for CaO biosynthesis 
would be a worthy scientific challenge due to 
the more efficient and environmentally friend-
ly method of CaO biosynthesis. The ability of a 
metabolite chemical found in plant materials to 

cal Society (ACS) (Ganesh 2016). Biosensors 
are most extensively used in the forensic 
toxicological analysis of different compounds 
and chemicals such as poisons, alcohol, toxins, 
and illicit drugs. Chemical and biological 
weapons and explosives can also be detected 
with the help of these biosensors. Nanotech-
nology have made a tremendous change in 
forensic investigations of addition CaO nano-
particles in biosensors are multifunctional and 
thus play an important role in forensic investi-
gations. The use of biological sensing material 
on the nano‐wafer or nano‐ substrate makes the 
biosensors more sensitive with enhanced 
performance. DNA sensors having DNA 
attached to the electrode are used for the detec-
tion of different poisons (Frederickx, Verheg-
gen, & Haubruge, 2011).

            

                   

13. Pre-blast and Post-Blast 
Identification

Explosives are any solid, liquid, or gaseous 
object capable of conducting a spontaneous 
chemical reaction is an explosive. Explosive 
detection is crucial in forensics since most 
explosives are used for malicious purposes, 
terrorism, or mass destruction (Cowan & 
Koppl, 2011).

Explosives are mainly classified into two, 
which are as follows: 

● High explosive
● Low explosive 

Explosives used in bombing attacks are mostly 
high explosives. High explosives are further 
classified as military, commercial, and impro-
vised explosives. Military explosive is the 
chemical or mixture used in military, e.g. TNT, 
RDX, and PETN. Commercial explosives are 
chemical mixtures chemically used and 
produced such as ammonium nitrate/fuel oil 
(ANFO) (Trimpe). Micro-trace taggant 
technology can be used to identify and track 
cap-sensitive high explosives, such as 
cartridge-packed dynamite water gels and 
boosters. Pre-blast identification tags are 
discovered during the pre-blast recovery of an 
illegal explosive device. Use of explosives 
illicitly and the execution of criminal bombing 
cases can be simply understood using this 
technology (Seman et al. 2019).  In addition of 
CaO nanoparticles explosives used in terrorist 
attacks are identified post-blast using identifi-
cation taggants. Taggants are created by swap-
ping out a hydrogen atom from a liquid or gas 
molecule. Isotropic technology is used for the 
purpose of uniquely identifying a detracted 
isotope. As a result, the potential of terrorism 
and mass destruction has decreased thanks to 
the widespread usage of taggants for explosive 
and dynamite identification (Karim et al. 
2014).

14. Currency Identification

A crucial area to focus on is currency's security 
and distinctiveness. Numerous chemical and 
nano spectroscopic taggants are utilised to 
ensure the currency's uniqueness and prevent 
fraud (Natan et al. 2007). Since the spectro-
scopic taggants implanted in money notes are 
unique and cannot be duplicated, the original 
currency can be recognised. Additionally, 
invisible chemical and nanotaggants that are 
impossible to remove or duplicate are implant-
ed in the currency. Therefore, taggants are 
widely used for the originality and security of 
the currency (Mead et al. 2014).

                                       

15.  Document Identification

The security of anti-counterfeiting documents 
depends on tangential technologies as well. 
Important papers and documents are physical-
ly marked with taggants to monitor stolen or 
lost documents and to prevent duplication 
(Duong et al. 2014). Taggants are the unique 
technologies used for anti-counterfeiting and 
security document protection. The inks used in 
the printing or writing of important legal docu-
ments can be tagged with special micro‐tag-
gants. A tracker like physical taggant can be 
inserted on the document to save it from dupli-
cation and can be recovered when lost (Gooch 
et al. 2016a).

                              

16.  DNA Analysis

Nanotechnology can be an important tool for 
preventing crimes and for prosecuting offend-
ers. DNA may now be extracted using magnet-
ic nanoparticles from a variety of biological 
sources. One of the most crucial pieces of 
supporting evidence is the presence of an 
individual at the crime scene, regardless of 
whether their DNA belongs to the victim or the 
offender. Nowadays, magnetic CaO nanoparti-
cles are being used to extract DNA from differ-
ent biological sources like the blood, hair, skin, 
semen, and saliva (Eisenstein et al., 2011). 
Additionally, by creating nanotechnolo-
gy-based instruments that can be used to 
directly read the DNA sequence in a molecule, 
more progress is made in the field of DNA 
analysis (McCord., 2006). Moreover, the DNA 
sequence can be examined using atomic force 
microscopy by mounting the DNA molecules 
on carbon nanotubes (Daniels et al., 2006).

                                        

17. Y- Chromosomes Analysis

The issue of rape has been the central concern 
because it adversely impacts the health of 
exploited people by resulting in various 
illnesses, bodily injuries, sexual and reproduc-
tive problems, and mental clutter. It is based on 
four different sources of information. informa-
tion obtained from the police, the general 
public through reviews, a legal DNA inquiry, 
and the judicial system. The Y chromosome is 
only found in men and is inherited from 
parents. It is passed down from a father to his 
child and can convey information from a male 
line that denotes the child to his father. In a 
mixture of male and female DNA samples, the 
study of genetic markers on the Y chromosome 
can specifically identify male evidence of 
sexual assault. Additionally, it could be applied 
to cases of sexual assault (Tilley & Ford, 
1996).

18. Explosive Residue Detection

Nanotechnology can be used to identify minute 
quantities of shattered explosives at the time of 
crime scene analysis. The detection of trace 
amounts of explosive is a difficult undertaking 
because of many issues like minuscule quanti-
ties of an unexplored substance and contami-
nated samples, such as contaminated soil and 

water. Nano-based devices can be used to 
detect trinitrotoluene (TNT) up to 1nm level in 
aqueous solution in a turmeric extracted 
curcumin and CaO nanoparticles‐based, highly 
selective, and ultrasensitive fluorescent probe. 
For superior results, when the examiner is 
unable to provide enough evidence and cannot 
find the unregimented parts of an explosive, 
the nanotechnology could be used (Pandya and 
Shukla 2018). The trace explosive detection 
also involves the collection of vapor and 
particulate systems and detecting them using 
the sensitive nanomaterials. There are signifi-
cant advantages of nanotechnology-based 
sensors such as low cost, high sensitivity and 
low-consumption of power. Using nanotech-
nology, the explosive residue detection has 
become an easier and effortless task (Bever-
idge, 1992).

                              

19. Illicit Drug Detection 

Ilicit drugs can be used to commit crimes such 
as sexual harassment, rape, burglary, and 
robbery. The main motive of this crime is to 
impede the behavior, interpretation capability, 
or commandment ability of the person under 
the influence of a drug. Detection of illicit 
drugs is an important task as DFC includes 
dangerous crimes like sexual harassment and 
rape (Zhai et al. 2014). Forensic experts have a 

difficult time detecting drugs because they are 
not present in the sample that was sent to the 
forensic laboratory for the inquiry in their 
original form. There are numerous drawbacks 
to the conventional method of drug testing, 
including cost effectiveness, instrument limita-
tions, and instrument sensitivity, making appli-
cation of nanotechnology in the pharmaceuti-
cal business vital for drug analysis. Nanotech-
nology and nanomaterials possess unique 
physicochemical properties along with the 
cost‐effectiveness, capacity of miniaturization, 
and adaptability with compatibility that play a 
major role in the detection of illicit drugs. 
Research has proved that cocaine in the finger-
prints can be determined using gold nanoparti-
cles. Nanotechnology has made illicit drug 
detection a real-time easy job. A pin-sized 
gadget can be dipped in the saliva at the crime 
spot and can confirm the presence and absence 
of drugs. Also, alcohol analyzer used for drug 
testing can also be modified using this technol-
ogy (Lad et al. 2016).

20. Conclusion

A review of the scientific literature on nano-

technology has shown the importance of nano-
technology in the field of forensic science, 
with a focus on how it can be applied to crime 
scene analysis and forensics. Nanotechnology 
and taggant technology have many uses in 
forensic science inquiry and how it can 
advance forensic science concerns like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities are just some of the ways in 
which nanotechnology is used in the field. 
Nanotechnology is an emerging field in which 
nanomaterials are developed that possess 
unique electrical, optical, and magnetic proper-
ties that can be applied to a wide range of 
forensic applications. These include evidence 
handling, fingerprint identification, illicit 
drugs, GSR, and explosives detection. 
Taggants are used in taggant technology, which 
enables continuous monitoring of these 
technologies, which can be advantageous and 
productive in preventative forensic and precau-
tions. However, the real-world outlook for the 
application of such technology is still dismal. 
This can be the result of ignorance of such 
techniques or reluctance to adopt new technol-
ogies. Taggant technology has the ability to 
prevent a crime from occurring due to their 
continuous monitoring, while nanotechnology 
is capable of handling the repercussions of a 
crime scene. Together, these technologies will 
bring a revolution in various field of forensic 
science such as ballistics, fingerprint analysis, 
DNA analysis, Illicit Drug Detection and 
toxicology.
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components used to make nanoparticles (Roco 
et al., 2011).

Back in 2000, the United States initiated the 
almost all of the United States' states rapidly 
launched their own nanotechnology efforts 
after the National Nanotechnology Initia-
tive(NNI) (2001). National Science Founda-
tion departments ultimately sponsored approx-
imately 20 research Centre (NSF), an organiza-
tion that is directly accountable to the president 
of the United States to bring out the NNI 
(Moreno-Olivas et al., 2014).

Recently, microbial bioprocessing has been 
investigated as a desirable an option to creating 
nanoparticles chemically and physically. 
Nanotechnology and microbial biotechnology 
are combined during the microbial synthesis of 
NPs. Exploration of bacteria, archaebacterial, 
fungus, yeast, moulds, microalgae, and viruses 
is being done in order to create bioactive nano-
structures that have many industrial benefits 
(Hulkoti et al., 2014).

Most of the time, microbial biosynthesis and 
bioprocessing results in cost-efficient, environ-
mentally beneficial, and sustainable NPs. 
However, the biogenesis process takes a long 
time, and it is challenging to regulate the NPs' 
size, shape, and dispersion. To get beyond 
these restrictions, a number of ways have been 
developed, including proper strain selection, 
the creation of genetically modified microbes, 
the development of technologies for extracting 
and cultivating microorganisms, as well as 
combination techniques such photo-biological 
procedures (Mohammadian et al., 2016). 

Nanoparticles come in a variety of distinct 
morphologies, including spheres, tubes, plate-
lets, and cylinders, among others. In general, 

nanoparticles have their surfaces modified to 
match the requirements of the particular appli-
cations they will be used in. the vast chemical 
diversity of nanoparticles that results from it. 
The particle's morphologies, state of particle 
dispersion, medium in which it is present, and, 
most importantly, the different potential 
surface alterations the nanoparticles can be 
exposed to, are necessary to make this an 
essential active area of research today (Cunill 
et al., 2019).

3. Classification of Nanoparticles

The organic, inorganic, and carbon-based 
nanoparticles are the three main categories for 
the nanoparticles.

Organic Nanoparticles

Organic nanoparticles or polymers include 
ferritin, liposomes, dendrimers, and micelles. 
Some of these nanoparticles, such as micelles 
and liposomes, are biodegradable and non-tox-
ic, own hollow cores that give them the name 
"nanocapsules" and make them sensitive to 
electromagnetic and thermal radiation like heat 
and light. They are the perfect option for drug 
administration because of their distinctive 
qualities. In addition to their normal character-
istics like size, composition, surface form, etc., 
the drug carrying capacity, stability, and deliv-
ery systems whether entrapped drug or 
adsorbed drug system determine their range of 
applications and efficiency. The biomedical 
sector uses organic nanoparticles most 
frequently for drug delivery systems because 
they are efficient and may be injected into 
specific physiological locations, a procedure 
known as targeted medicine administration.

Inorganic nanoparticles

antibacterial power and capacity to inactivate 
microbial endotoxin. In photodynamic therapy, 
they may be utilized as a potential medication 
delivery system due to CaO NPs specific struc-
tural and photothermal therapy (PTT), optical 
properties (PDT) and synaptic distribution of 
chemotherapeutic agents. 

Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conforma-
tional changes, a suitable protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and readily under-
going conformational changes, target the 
desired organ. When NPs enter a biological 
fluid there will be changes in conformation and 
biological activity of protein as well as modifi-
cation in the properties of NPs (Gross et al., 
2012).

The term "nanotechnology" soon captured the 
imagination and curiosity of the general public 
as well as of various media (TV networks, the 
internet, etc.). Nanoparticles typically range in 
size from 1 to 100 nanometers. Metallic nano-
particles have various physical and chemical 
features from bulk metals, including as lower 
melting temperatures, higher special surface 
areas, unique optical qualities, mechanical 
prowess, and unique magnetization, which 
could be advantageous in a variety of industrial 
applications (Roco, 2011).

Table 2.1: The use of Nanotechnology 
techniques in manufacture

Nanoparticles typically range in size from 1 to 
100nanometers. The description of nanoparti-
cles and nonmaterial’s by different organiza-
tions is outlined in this respect. In special 
interest, one of the fundamental attractions and 
a hallmark of nanoparticles is the optical 
property. A 20nm gold nanoparticles, for 
example, has a distinctive red wine hue. The 
size of the nanoparticles utilized in the field of 
biotechnology typically ranges between 10 and 
500nm. Due to their small size, these particles 
can interact with biomolecules inside and on 
the surfaces of cells in a number of ways that 
can be interpreted and assigned to various 
biochemical and physiochemical properties of 
these cells (Mody et al., 2009).

1.  Introduction 

 Although scientists and technolo-
gists are still being inspired by nanotechnology 
to investigate novel materials and human 
benefits (Patel et al., 2008).
Nanotechnology is the study of the atomic or 
molecular processing of materials with at least 
one dimension in the 1–100nm range that 
result from controlled synthesis. Since the very 
first forms of life on earth, like plants and 
animals, were molecularly altered to create 
their structures, this fascinating technology is 

not new to nature. One can find inspiration to 
develop nanoscale materials by engaging in 
extensive observation and improving aware-
ness of nature's fundamental design principles. 
This interesting field of study is made possible 
by the examination of nanoscale technology 
and how they interact with nature (Sheepara-
matti, Sheeparamatti, & Kadadevaramath, 
2007).

These NPs are well known for their intrinsic 
antimicrobial activity and have potential appli-
cations in food, climate and healthcare. CaO 
NPs stand out among them for their superior 

 
LGU International Journal for
Electronic Crime Investigation

LGU (IJECI)
ISSN: 2522-3429 (Print)
ISSN: 2616-6003 (Online)

Research Article

Seyda Mona et al.LGU (IJECI) 2022

Vol. 6 issue 2 Year 2022

Nanotechnology: An applied and extensive approach in 
solving crimes 

Dr. Syeda Mona Hassan1 and Dr. Aftab Ahmad Malik2

1 Department of Chemistry, University of agriculture, Faisalabad
2 Faculty of Computer Sciences and Engineering, Ghulam Ishaq Khan Institute of Science and 

Engineering, KPK

Abstract:
Nanotechnology has great influence on modern technology. In order to identify, individualize, and 
assess evidence, forensic science applies knowledge and methods. Then, with the aid of evidence, 
crime scenes will be rebuilt, investigations will be directed, and offenders will be prosecuted. 
Nano-analysis is one of modern technology that is most frequently used in forensic science. The 
characterization can be done by using tools like the atomic force microscope (AFM), aman micro 
spectroscopy, scanning electron microscope (SEM), and transmission electron microscope (TEM) 
(Micro-Raman). Nanotechnologies might be essential in current forensic investigation issues like 
forensic toxicological analysis, explosive detection, detection of explosive residue, finger print 
analysis, forensic DNA analysis, forensic nano trackers, and drug-facilitated crime.  

Key words: Nanotechnology, Security purposes, Drug facilitated crime, Explosive  weapons. 

49LGU Int.J. Elect.Crime Investigation 6(2):LGUIJECI MS.ID- 05 (2022)

1.  Introduction

 The topic of nanotechnology is 
rapidly expanding and opens up new avenues 
for research and technology. Electronics, 
engineering, physical sciences, materials 
sciences, health sciences, and many other 
scientific domains have all used it. Forensic 
science and society stand to gain greatly from 
nanotechnology, yet those nanoparticles with 
novel undiscovered qualities can also be 
hazardous to the environment (Chauhan, 
Singh, & Tiwari, 2017). An essential benefit of 
adopting nanotechnology in forensic science is 
that it makes hidden evidence visible, which 

can help the forensic scientists conclude their 
investigations (Chen, 2011). With the aid of 
new scientific techniques like microbial foren-
sics, forensic science, and nanotechnology, the 
novel methods that were used in the past or are 
still used today for investigating a crime scene 
can be replaced. Examples include the smidgen 
method that was used to reveal finger prints or 
the use of fluorescent x-ray tubes (Pandya & 
Shukla, 2018). In the field of forensic sciences, 
the application of cutting-edge nanotechnolo-
gy technology can help in investigation (Bhatt, 
Pandey, Tharmavaram, Rawtani, & Mustansar 
Hussain, 2020).

produced using biological resources like bacte-
ria, algae, fungi, and plants. An overview of 
numerous studies on iron oxide (FeO/Fe3O4) 
and zero valent metallic iron (ZVMI) nanopar-
ticles illustrates its important uses in reducing 
environmental pollution (Saif, Tahir, & Chen, 
2016).

2. Iron Oxide Nanoparticles

Iron oxides are typical natural substances that 
are also simple to create in a laboratory. 
Including oxides, hydroxides, and oxide-hy-
droxides, there are 16 different types of iron 
oxide. These minerals are the end product of 
aqueous reactions occurring in a variety of 
redox reactions (Campos et al., 2015).

Iron oxide nanoparticles, which have sizes 
between 1 and 100 nanometers and are used in 
drug administration, magnetic data storage and 
bio-sensing. The surface area to volume ratio 
greatly rises in nanoparticles (NPs). This 
enables NPs to have a superior dispersibility in 
solutions and a significantly larger binding 
capacity. Super paramagnetism is a property of 
magnetic NPs with diameters ranging from 2 
to 20 nm, which indicates that they are exter-
nally magnetizable and have a magnetization 
of zero in the absence of a magnetic field 
(Palanisamy & Wang, 2019).

3. Synthesis and  Characteriza-
tion of Iron Oxide Nanoparticles

Iron oxides typically consist of a surface layer 
and a crystalline core that stabilizes the core's 
characteristics and may also be used to avoid 
aggregation. The process of synthesizing the 
iron oxide's crystalline core, which is 
composed of ferro- (Fe2+) or ferri- (Fe3+) 

Nanotechnology is useful with the creation and 
solicitation of organizationally-featured 
arrangements and devices within a scale of 
around 100 nm, where unique properties 
emerge in contrast to bulk materials. It means 
the ability to manipulate molecules and atoms 
to create customized nanostructures and 
gadgets for specific purposes. This is due to the 
merging of science in the fields of materials 
science, biology physics, chemistry, and 
engineering at the Nano scale as well as the 
significance of matter control in nearly all 
technologies (Hulla et al., 2015).

Chemical or biological methods can be used to 
create nanoparticles. Due to the presence of 
some harmful chemicals absorbed on the 
surface, chemical manufacturing processes 
have been linked to numerous negative effects. 
Biological techniques of nanoparticle manu-
facturing involving microbes, fungi, plants or 
plant extracts and enzymes are eco-friendly 
alternatives to physical and chemical 
approaches. Fe3O4 (magnetite) and FeO 
(maghemite), are two types of magnetic nano-
particles. They have been actively analyzed for 
guided medication administration, gene thera-
py, magnetic resonance imaging (MRI), target-
ed cancer treatment (magnetic hyperthermia) 
and DNA analysis (Hasan, 2015).

Nanotechnology, which eventually raises the 
risk to human health and the environment. 
There has been a rise in interest in creating 
ecologically friendly processes for creating 
metallic nanoparticles. A useful strategy in 
green nanotechnology is the utilization of 
various biomaterials for the creation of nano-
particles. Metallic nanoparticles that are 
energy-efficient, nontoxic, inexpensive and 
beneficial to the environment have been 

14. Campos, E. A., Pinto, D. V. B. S., Oliveira, 
J. I. S. d., Mattos, E. d. C., Dutra, R. d. C. 
L. J. J. o. A. T., & Management. (2015). 
Synthesis, characterization and applica-
tions of iron oxide nanoparticles-a short 
review. 7, 267-276. 

15. Chauhan, V., Singh, V., & Tiwari, A. 
(2017). Applications of nanotechnology in 
forensic investigation. Int. J. Life. Sci. 
Scienti. Res, 3(3), 1047-1051. 

16. Chen, Y. f. (2011). Forensic applications 
of nanotechnology. Journal of the Chinese 
Chemical Society, 58(6), 828-835. 

17. Kaur, L., & Sharma, S. G. (2022). Foren-
sic DNA Analysis: A Powerful Investiga-
tive Tool Crime Scene Management within 
Forensic Science (pp. 1-40): Springer.

18. Mandal, S., & Mandal, M. (2015). Can 
Bacteria Subsist on Antibiotics. J Forensic 
Toxicol Pharmacol, 4(2). 

19. Moller, R., & Fritzsche, W. (2007). Metal 
nanoparticle-based detection for DNA 
analysis. Current Pharmaceutical Biotech-
nology, 8(5), 274-285. 

20. Muro, C. K., Doty, K. C., Bueno, J., 
Halamkova, L., & Lednev, I. K. (2015). 
Vibrational spectroscopy: recent develop-
ments to revolutionize forensic science. 
Analytical chemistry, 87(1), 306-327. 

21. Palanisamy, S., & Wang, Y.-M. J. D. t. 
(2019). Superparamagnetic iron oxide 
nanoparticulate system: synthesis, target-
ing, drug delivery and therapy in cancer. 

their biological activities. 12, 45-49.

6. Sangaiya, P., Jayaprakash, R. J. J. o. S., & 
Magnetism, N. (2018). A review on iron 
oxide nanoparticles and their biomedical 
applications. 31(11), 3397-3413.

7. Campos, E. A., Pinto, D. V. B. S., Oliveira, 
J. I. S. d., Mattos, E. d. C., Dutra, R. d. C.

8. L. J. J. o. A. T., & Management. (2015). 
Synthesis, characterization and applica-
tions of iron oxide nanoparticles-a short 
review. 7, 267-276.

9. Palanisamy, S., & Wang, Y.-M. J. D. t. 
(2019). Superparamagnetic iron oxide-
nanoparticulate system: synthesis, target-
ing, drug delivery and therapy incan-
cer.48(26), 9490-9515.

10. Sangaiya, P., Jayaprakash, R. J. J. o. S., & 
Magnetism, N. (2018). A review on iron 
oxide nanoparticles and their biomedical 
applications. 31(11), 3397-3413

11. Andrews, D. P. NAME 2021 Recap! 

12. Bhatt, P. V., Pandey, G., Tharmavaram, 
M., Rawtani, D., & Mustansar Hussain, C. 
(2020). Nanotechnology and Taggant 
Technology in Forensic Science. Technol-
ogy in Forensic Science: Sampling, Analy-
sis, Data and Regulations, 279-301. 

13. Boumba, V. A., & Vougiouklakis, T. 
(2015). Impact of blood collection tubes 
on erroneous 1-propanol detection and on 
forensic ethanol analysis. J Forensic 
Toxicol Pharmacol, 4(1). 

48(26), 9490-9515. 

22. Pandey, G., Tharmavaram, M., Rawtani, 
D., Kumar, S., & Agrawal, Y. (2017). 
Multifarious applications of atomic force 
microscopy in forensic science investiga-
tions. Forensic science international, 273, 
53-63. 

23. Pandya, A., & Shukla, R. K. (2018). New 
perspective of nanotechnology: role in 
preventive forensic. Egyptian Journal of 
Forensic Sciences, 8(1), 1-11. 

24. Pitkethly, M. (2009). Nanotechnology and 
forensics. Materials Today, 12(6), 6. 

25. Prasad, V., Lukose, S., & Prasad, L. 
(2016). Emerging forensic applications of 
nanotechnology. Int J Eng Allied Sci, 2, 
1-8. 

26. Sangaiya, P., Jayaprakash, R. J. J. o. S., & 
Magnetism, N. (2018). A review on iron 
oxide nanoparticles and their biomedical 
applications. 31(11), 3397-3413. 

27. Singh, S., & Samal, N. (2021). Nanotech-
nology: A Powerful Tool in Forensic 
Science for Solving Criminal Cases. Arab 
Journal of Forensic Sciences & Forensic 
Medicine, 3(2), 273-296. 

28. Sree Satya Bharati, M., Byram, C., & 
Soma, V. R. (2018). Femtosecond laser 
fabricated Ag@ Au and Cu@ Au alloy 
nanoparticles for surface enhanced Raman 
spectroscopy based trace explosives detec-
tion. Frontiers in Physics, 6, 28. 

29. Wang, J. (2004). Microchip devices for 
detecting terrorist weapons. Analytica 
Chimica Acta, 507(1), 3-10. 

30. Yadavalli, V. K., & Ehrhardt, C. J. (2021). 
Atomic force microscopy as a biophysical 
tool for nanoscale forensic investigations. 
Science & Justice, 61(1), 1-12. 

     

magnetic material, often involves the precise 
precipitation of iron oxides in an aqueous 
solution or an organic solution while also 
incorporating a base. Due to their polymor-
phism involving temperature-induced phase 
transition, the three most widely used iron 
oxides are hematite (-Fe2O3), maghemite 
(-Fe2O3), and magnetite (Fe3O4). These miner-
als have special catalytic, magnetic, biochemi-
cal and other properties that make them 
suitable for particular technical and biomedical 
uses (Sangaiya, Jayaprakash, & Magnetism, 
2018).

For the creation of monodispersed nanoparti-
cles, an effective synthetic method relies on the 
breakdown of organometallic precursors. This 
process produces iron oxide nanoparticles 
(magnetite/maghemite Fe3O4/-FeO). Typically, 
the maximum particle size for this approach 
was between 20 and 30 nm (Guardia, Pérez, 
Labarta, & Batlle, 2010).

The FT-IR (Fourier transform infrared 
spectroscopy), UV absorption spectroscopy, 
XRD (X-ray diffractometer), EDX (Energy 
Dispersive X-Ray spectrometer), and SEM 
(scanning electron microscope) were used to 
characterize the biosynthesized iron oxide 
nanoparticles. The forms were crystalline, 
Nanorod, and enormously stable, and the 
typical particle size was between 10 and 20 
nm. (Rajiv, Bavadharani, Kumar, Vanathi, & 
Biotechnology, 2017).

4. Applications of nanotechnology 
in criminology

Fingerprint analysis
Since the beginning of time, criminologists 
have employed fingerprints as a distinctive 

form of evidence. Particularly useful in finger-
print analysis is nanotechnology. The use of 
considerably smaller nanoparticles in place of 
traditional materials like carbon black, alumin-
ium flake, and gentian violet has greatly 
increased the sensitivity of the fingerprinting 
process. Even on complex surfaces like 
adhesive or textured materials, the nanoparti-
cles are making it simpler to find and remove 
fingerprints that have been left behind (Prasad, 
Lukose, & Prasad, 2016). Nanotechnology is 
also being used to instantly and precisely 
disclose hidden fingerprints. Even on a 
damaged and faded print, the nanoparticles can 
enhance the fingerprints by adhering to the 
ridges and grooves (Pitkethly, 2009). In 
addition to the patterns, the fingerprint also 
contains the person's sweat and other metabo-
lites. The nanoparticles are able to show 
whether the owner of the fingerprint is a 
cocaine addict or an alcoholic by attaching to 
such body fluids and metabolites infused in the 
print. They are also able to reveal his age, sex, 
and the ailments he would undoubtedly suffer 
from (Pandya & Shukla, 2018).

Fingerprint analysis

5.  Atomic Force Microscope 
(AFM)

The Atomic Force Microscope (AFM) is an 

DNA Analysis

7.  Explosives Weapons

Explosives and weapons with explosive 
components are now frequently used by terror-
ists and in terrorist occurrences (Wang, 2004). 
Investigators can employ nanotechnology to 
determine the amount of intact or barely 
fragmented explosives at the crime scene 
during the course of the inquiry. Once more, 
nanotechnology is demonstrating its efficacy 
in the evaluation and detection of gunshot 
residue (Sree Satya Bharati, Byram, & Soma, 
2018)

8.  Nanotrackers

These days, using trackers and bar codes has 
become commonplace. Trackers can assist in 
locating lost or stolen objects. Nano trackers 
are also employed to keep convicts from 
breaking the law and to keep tabs on them after 
their release. Inmates that receive nano tracker 
injections are quite easy to find (Singh & 
Samal, 2021).

Nanotrackers

instrument that forensic experts use to examine 
the paper's surface at the nanoscale. The inves-
tigator can use this information to identify 
whether the document is a counterfeit or was 
actually written by one or more people by 
knowing the pen, ink, and pressure/intensity. 
By disclosing the blood sample's age, AFM 
helps the investigating officer look into body 
offences. Over time, blood thickens and 
stiffens (Pandey, Tharmavaram, Rawtani, 
Kumar, & Agrawal, 2017). AFM can reveal the 
sample's age by measuring the viscosity or 
dryness of the sample. The detective is receiv-
ing assistance from AFM in identifying the 
compounds found in the urine. When urine is 
combined with nanoparticles and exposed to 
laser light, a signal is released that indicates the 
presence of chemicals or other things, such as 
pharmaceuticals, in the urine (Yadavalli & 
Ehrhardt, 2021).

6.  DNA Analysis

The advancement and improvement of DNA 
analysis looks to be the most promising use of 
nanotechnology. DNA may now be extracted, 
amplified, separated, and sequenced more 
quickly and conveniently thanks to nanotech-
nology (Moller & Fritzsche, 2007). In addition 
to revealing the physical characteristics of the 
owner of the DNA, such as age, sex, and the 
colour of the hair, eyes, and skin, among other 
things, next-generation sequencing using 
nanotechnology is also assisting the detective 
in determining the origin of DNA, including 
whether the DNA lifted from the crime scene 
came from skin, blood, saliva, semen, etc 
(Kaur & Sharma, 2022).

9.  Forged Products (set-up)

Nanotechnology is also helping differentiate 
false products from originals. Police are able to 
detect crimes involving inauthentic aspects by 
using nanofibers and nanodots. Bio-Nanosen-
sors are also being used to identify toxins and 
to detect narcotics, explosives and bioterrorist 
agents (Mandal & Mandal, 2015).

Forged Product Investigation

10.  Security purposes

By lowering the time, expense, and level of 
skill needed while simultaneously improving 
the precision and accessibility of nano collect-
ing and analysis devices, nanotechnologies in 
forensic science and security can revolutionize 
the way an investigation is conducted (Muro, 
Doty, Bueno, Halamkova, & Lednev, 2015).

Forensic investigation for security purposes

11.  Conclusion

With distinctive qualities, nanotechnology  
have many uses in forensic science like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities. Utilizing nanomaterials 
with special electrical, optical, and magnetic 
properties allows for a wide range of forensic 
applications, including the processing of 
evidence, fingerprint recognition, the detection 
of illegal narcotics, explosives, and GSR.
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the toxicity of drugs, biological obstacles and 
selective drug delivery agents. These peculiari-
ties can be modulated for large nano-biomedi-
cal applications (Choi & Han, 2018).

7.  Green Chemistry

The field of "green chemistry," which was 
established two decades ago, represents the 
key efforts to address such challenges from the 
most fundamental level by re-examining, 
redesigning, and recreating the scientific tools 
used in the production, transformation, and use 
of chemical products in order to increase 
efficiency while reducing waste and harm. The 
objectives of this issue on green chemistry, 
which includes some of the leading profession-
als in the field, are to assess our needs in the 
area, reflect on the advancements made, and 
celebrate successes. This selection merely 
scratches the surface of the countless intrigu-
ing developments in the area (Iqbal et al., 
2020).

All areas of chemistry are included in "green 
chemistry," however there is a particular 
emphasis on chemical compound synthesis and 
chemical engineering techniques used in 
industrial settings using natural materials. On 
the other hand, laboratory investigations are 
also impacted by the key principles of green 
chemistry, creating a safer environment. 
According to sustainable chemistry, or "green 
chemistry," the use and production of hazard-
ous compounds are reduced during reaction 
and synthesis. Green chemistry also involves 
processes for creating renewable materials. 
The following are the primary objectives of 
green chemistry, the utilization of renewable 
materials and energy sources, as well as the 
design of reactions with the highest efficiency. 
Using green chemistry, new nonmaterial can 

The systems for nanoparticles must be stable, 
biocompatible, and selectively directed to 
particular places in the body following system-
atic delivery if they are to be used to their full 
potential. To recognize the targeted cells in an 
administration, more precise targeting systems 
are created. If in at least one of their lengths, 
nanoparticles are smaller than 100nm. In 
general, however, nanoparticles are materials 
which have nanoscale dimensions of at least 
two dimensions, including particles as well as 
fibrous materials and tubes, but excluding 
nanoscale materials of only one dimension, 
such as coatings, films and multilayer’s (Holis-
ter et al., 2003).

There are many types of particles under this 
umbrella word, which only have the resem-
blance of their small size. The word of “nano-
particles” is commonly used as a collective 
term in this study as well as in the everyday 
language. However, it is important to remem-
ber that it (Biswas et al., 2005).

In various fields of science and technology, 
nanotechnology has broad applications and 
recent research focuses on NPs related materi-
als and their applications. Much of the size of 
biological molecules is close to that NPs, 
because it has uses in both in vitro and in vivo 
biochemical studies. NPs have possible appli-
cations in drug distribution, “a wonder of nano 
medicine” cancer therapeutics, in antibacterial 
vaccinations to manage bacterial infections 
and to target bacteria as an alternative to antibi-
otics. Inorganic nano metal oxide NPs (MgO, 
CaO, CuO, ZnO, TiO2) have distinct features 
and are safe, stable and possess multifunction-
al properties (Ranghar et al., 2014). These NPs 
are well known for their intrinsic antimicrobial 
activity and have potential nutritional, environ-

mental and health care applications. Among 
these, CaO NPs have outstanding antimicrobi-
al potential and ability to inactivate microbial 
endotoxin. 

Due to the unique structural and optical 
characteristics of CaO NPs, they have the 
potential to be employed as a drug delivery 
agent in photodynamic therapy (PDT), photo 
thermal therapy (PTT), and synaptic delivery 
of chemotherapeutic drugs. CaO nanoparticles 
are non-toxic to both people and animals. 
Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conformation-
al changes, an excellent protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and easily under-
goes conformational changes.

Many therapeutic nano systems, targeting the 
target organ, are configured for intravenous 
systematic administration. Changes in protein 
conformation and biological behavior and 
alternation of the properties of NPs can occur 
as NPs join a biological fluid (Gross et al., 
2012).

2.  Nanoparticles

A particle with a size of at least one of the three 
possible dimensions between 1nm and 100nm 
is referred to as a "nanoparticle." In fundamen-
tal aspects, the physical, chemical, and biologi-
cal characteristics of nanoparticles differ from 
those of all individual atoms or molecules and 
the associated bulk materials in this size range. 
Metals, non-oxide metal ions, metal oxides, 
ceramics, polymers, organic materials, carbon, 
and biomolecules  the most prevalent chemical 

act as a biological reducer for metal production 
is well established (Akhtar et al., 2013). Where 
flavonoids compounds were found to be one of 
the most useful classes of plant tissue second-
ary metabolites added as a reducing a metal ion 
agent.

Depending on the type of plant, the majority of 
flavonoids compounds naturally contain 
natural colours in various shades, such as red, 
pink, and purple. Calcium oxide is the most 
significant substance that has been widely 
utilised in a variety of fields, including cataly-
sis, cosmetics, and ceramics (CaO). It is also 
employed as an inorganic antibacterial agent to 
inhibit germs. Depending on its chemical 
makeup, CaO belongs in the periodic table's 
alkaline earth group. However, given the great 
richness of tropical plants found in Indonesia, 
using tropical biomass or its extracts for CaO 
biosynthesis would be a worthy scientific 
challenge due to the more efficient and 
environmentally friendly method of CaO 
biosynthesis. It is generally recognised that 
chemicals found in plant materials, such as 
biomass, can act as biological compounds on 
the production of metals (Mustafa et al., 2013).

Where flavonoids compounds were found to 
be one of the most useful classes of plant tissue 
secondary metabolites added as a reducing 
agent for ions of metal. Depending on the 
shape of the plant, many flavonoids naturally 
create natural pigments in a variety of hues, 
such as red, pink, and yellow. The previous ten 
years, researchers have concentrated immense-
ly on nanotechnology and intensely on nano-
technology efforts to investigate the electrical, 
optical and magnetic properties of nonmateri-
al. A number of nanoparticles-based therapeu-
tics have increased effectiveness and decreased 

be created that have positive effects on the 
economy, society, health, and environment 
(Ramesh et al., 2012).

Synthesis of many green nanoscale drug deliv-
ery systems this will be stressed first. The vast 
majority of examples for the use of green 
chemistry in nanoscale drug delivery systems 
rely on gold nanoparticles (AuNPs), polymer 
nanoparticles, and biological drug delivery 
systems based on proteins and lipids. Follow-
ing each section is a quick summary of the 
green manufacturing companies that are 
currently being developed. Last but not least, a 
focus will be given on the future paths that the 
field of green nano-chemistry needs to take in 
order to eventually apply green chemistry in 
nanomedicine on a large scale to safely and 
successfully treat a variety of disorders 
(Bernardini et al., 2015).

               

8.  Parameters Effecting Green 
Synthesis of Metal Nanoparticles

Di�erent parameters, such as reaction time, 
reactant concentrations, pH, and tempera-
ture, can be used to alter the morphological 
properties of nanoparticles (Table 1.1). Such 
factors are important for knowing the e�ect 

of environmental conditions on nanoparti-
cles synthesis because they plays an impor-
tant role in optimizing the metallic nanopar-
ticle’s synthesis through biological means (D. 
Zhang et al., 2020).

9. Application of Nanotechnology 
in Forensic Science

Forensic GSR Analysis 

CaO nanoparticles of forensic science relies 
heavily on gunshot residue (GSR) to determine 
specific elements of crime. CaO nanoparticles 
is used of a gun resulted in a suicide or a 
murder is the major goal of GSR analysis. CaO 
nanoparticles is used to determine whether a 
shooting was unintentional, committed in 
self-defense or with the intent to kill a person 
(Sermon et al. 2012). The distance from which 
the weapon is fired, and how close it comes to 
the target, is determined by the Global System 
for Standardization’s (GSR) Common Sense 
Rating (CSR) system (Schwoeble and Exline 
2000). Nanotechnology is the key to overcom-
ing the drawback faced by conventional meth-
ods for determining global temperature (GSR) 
and other important information. The conven-
tional methods used for GSR determination is 
very time-consuming and also not accurate. 

Using the ancient method, the information 
remains unanalyzed (Meng and Caddy 1997). 
This approach involves the rearrangement of 
GSR using high-resolution scanning electron 
microscopy (HR-SEM) images (Pandya and 
Shukla 2018). An X-ray spectrometer in 
conjunction with a scanning electron micro-
scope is useful for determining the chemicals 
present. The most accurate GSR analysis uses 
several nanodevices and nanomaterials, such 
as gold nanoparticles (Srividya 2016). Due to 
the high surface-to-volume ratio, it is possible 
to create ultrasensitive nano sensors that can 
detect as little as a few micrograms of the 
sample (Taudte et al. 2016).

                                 

10. Forensic Fingerprint 
Development

The method of gathering evidence in rape 
crimes is frequently a simple, sensitive, and 
effective powder for fingerprint detection. 
Since the latter part of the nineteenth century, 
biometric identification of people has been 
done by using their fingerprints' distinctive 
patterns. One of the best systems for the safety 
and security of papers, gadgets (such phones, 
laptops, etc.), bank lockers, entrance control of 
workplaces, and forensic application in crime 
scene investigation is the development, identi-
fication, and presentation of the fingerprint 

(Wang et al., 2017).

11.  Traditional Methods For 
Fingerprint Development

Finger prints left at crime scenes are one of the 
tools used to incriminate or eliminate suspects. 
The fingerprint showed the addition of CaO 
nanoparticles can be classified into three class-
es, patent prints, plastic prints, and latent 
prints. The patent prints are already visible to 
the naked eye because of blood, or through 
blood-covered fingers, or in ink or dirt. Plastic 
prints are left on a pliable surface consisting of 
clay or wax. Latent prints are left on surfaces 
due to the natural oils and sweat secreted from 
the skin. Two methods can perform fingerprint 
detection, one is the "physical method" (pow-
der dusting) and the "chemical method". Tradi-
tional fingerprint powder composition is 
complexes of regular, luminescent, metallic, 
and thermoplastic powders (Exline et al., 
2003).

                             

12.  Biosensors

 A biosensor is the most efficient and multifac-
eted technology that plays a very indispensable 
role in the province of forensic sciences. Both 
forensic analysis and forensic investigation are 
fundamental branches of the modern analytical 
chemistry with a social security and legal 
implication, according to the American Chemi-

Nanoscale metal particles Inorganic nanoparti-
cles are those that are not made of carbon. 
Metallic nanoparticles are often classified as 
those made of metal or metal oxide.

4.  Carbon based

All-carbon nanoparticles are known as 
carbon-based nanoparticles. Fullerenes, 
graphene, carbon nanotubes (CNT), carbon 
nanofibers, carbon black, and on occasion 
activated carbon are used to represent them 
(Ealia & Saravanakumar, 2017).

5.  Green Synthesis of 
Nanoparticles

There are many methods for the preparation of 
nanoparticles, but most common method we 
used are the 

1. Top down approach 

2. Bottom up approach (Iravani, 2011).

 

6.  CaO Nanoparticles

Calcium oxide nanoparticles are used in photo 
thermal and photodynamic therapy and synap-
tic delivery as potential drug delivery agents. 
CaO NPs are also used in different fields with 
potential biomedical applications, such as 
electronics, environmental remediation, 
sensors and catalysis (Kumar et al., 2019).

Calcium oxide (CaO) is the most significant 
substance that has been widely utilised in a 
variety of fields, including catalysis, cosmet-
ics, and ceramics to control microorganisms, it 
is also used as an inorganic antimicrobial 
substance. Depending on  its chemical 
makeup, CaO can be found in the periodic 
table's alkaline earth (Marquis et al., 2016).

However, given the great richness of tropical 
plants group found in Indonesia, using tropical 
biomass or its extract for CaO biosynthesis 
would be a worthy scientific challenge due to 
the more efficient and environmentally friend-
ly method of CaO biosynthesis. The ability of a 
metabolite chemical found in plant materials to 

cal Society (ACS) (Ganesh 2016). Biosensors 
are most extensively used in the forensic 
toxicological analysis of different compounds 
and chemicals such as poisons, alcohol, toxins, 
and illicit drugs. Chemical and biological 
weapons and explosives can also be detected 
with the help of these biosensors. Nanotech-
nology have made a tremendous change in 
forensic investigations of addition CaO nano-
particles in biosensors are multifunctional and 
thus play an important role in forensic investi-
gations. The use of biological sensing material 
on the nano‐wafer or nano‐ substrate makes the 
biosensors more sensitive with enhanced 
performance. DNA sensors having DNA 
attached to the electrode are used for the detec-
tion of different poisons (Frederickx, Verheg-
gen, & Haubruge, 2011).

            

                   

13. Pre-blast and Post-Blast 
Identification

Explosives are any solid, liquid, or gaseous 
object capable of conducting a spontaneous 
chemical reaction is an explosive. Explosive 
detection is crucial in forensics since most 
explosives are used for malicious purposes, 
terrorism, or mass destruction (Cowan & 
Koppl, 2011).

Explosives are mainly classified into two, 
which are as follows: 

● High explosive
● Low explosive 

Explosives used in bombing attacks are mostly 
high explosives. High explosives are further 
classified as military, commercial, and impro-
vised explosives. Military explosive is the 
chemical or mixture used in military, e.g. TNT, 
RDX, and PETN. Commercial explosives are 
chemical mixtures chemically used and 
produced such as ammonium nitrate/fuel oil 
(ANFO) (Trimpe). Micro-trace taggant 
technology can be used to identify and track 
cap-sensitive high explosives, such as 
cartridge-packed dynamite water gels and 
boosters. Pre-blast identification tags are 
discovered during the pre-blast recovery of an 
illegal explosive device. Use of explosives 
illicitly and the execution of criminal bombing 
cases can be simply understood using this 
technology (Seman et al. 2019).  In addition of 
CaO nanoparticles explosives used in terrorist 
attacks are identified post-blast using identifi-
cation taggants. Taggants are created by swap-
ping out a hydrogen atom from a liquid or gas 
molecule. Isotropic technology is used for the 
purpose of uniquely identifying a detracted 
isotope. As a result, the potential of terrorism 
and mass destruction has decreased thanks to 
the widespread usage of taggants for explosive 
and dynamite identification (Karim et al. 
2014).

14. Currency Identification

A crucial area to focus on is currency's security 
and distinctiveness. Numerous chemical and 
nano spectroscopic taggants are utilised to 
ensure the currency's uniqueness and prevent 
fraud (Natan et al. 2007). Since the spectro-
scopic taggants implanted in money notes are 
unique and cannot be duplicated, the original 
currency can be recognised. Additionally, 
invisible chemical and nanotaggants that are 
impossible to remove or duplicate are implant-
ed in the currency. Therefore, taggants are 
widely used for the originality and security of 
the currency (Mead et al. 2014).

                                       

15.  Document Identification

The security of anti-counterfeiting documents 
depends on tangential technologies as well. 
Important papers and documents are physical-
ly marked with taggants to monitor stolen or 
lost documents and to prevent duplication 
(Duong et al. 2014). Taggants are the unique 
technologies used for anti-counterfeiting and 
security document protection. The inks used in 
the printing or writing of important legal docu-
ments can be tagged with special micro‐tag-
gants. A tracker like physical taggant can be 
inserted on the document to save it from dupli-
cation and can be recovered when lost (Gooch 
et al. 2016a).

                              

16.  DNA Analysis

Nanotechnology can be an important tool for 
preventing crimes and for prosecuting offend-
ers. DNA may now be extracted using magnet-
ic nanoparticles from a variety of biological 
sources. One of the most crucial pieces of 
supporting evidence is the presence of an 
individual at the crime scene, regardless of 
whether their DNA belongs to the victim or the 
offender. Nowadays, magnetic CaO nanoparti-
cles are being used to extract DNA from differ-
ent biological sources like the blood, hair, skin, 
semen, and saliva (Eisenstein et al., 2011). 
Additionally, by creating nanotechnolo-
gy-based instruments that can be used to 
directly read the DNA sequence in a molecule, 
more progress is made in the field of DNA 
analysis (McCord., 2006). Moreover, the DNA 
sequence can be examined using atomic force 
microscopy by mounting the DNA molecules 
on carbon nanotubes (Daniels et al., 2006).

                                        

17. Y- Chromosomes Analysis

The issue of rape has been the central concern 
because it adversely impacts the health of 
exploited people by resulting in various 
illnesses, bodily injuries, sexual and reproduc-
tive problems, and mental clutter. It is based on 
four different sources of information. informa-
tion obtained from the police, the general 
public through reviews, a legal DNA inquiry, 
and the judicial system. The Y chromosome is 
only found in men and is inherited from 
parents. It is passed down from a father to his 
child and can convey information from a male 
line that denotes the child to his father. In a 
mixture of male and female DNA samples, the 
study of genetic markers on the Y chromosome 
can specifically identify male evidence of 
sexual assault. Additionally, it could be applied 
to cases of sexual assault (Tilley & Ford, 
1996).

18. Explosive Residue Detection

Nanotechnology can be used to identify minute 
quantities of shattered explosives at the time of 
crime scene analysis. The detection of trace 
amounts of explosive is a difficult undertaking 
because of many issues like minuscule quanti-
ties of an unexplored substance and contami-
nated samples, such as contaminated soil and 

water. Nano-based devices can be used to 
detect trinitrotoluene (TNT) up to 1nm level in 
aqueous solution in a turmeric extracted 
curcumin and CaO nanoparticles‐based, highly 
selective, and ultrasensitive fluorescent probe. 
For superior results, when the examiner is 
unable to provide enough evidence and cannot 
find the unregimented parts of an explosive, 
the nanotechnology could be used (Pandya and 
Shukla 2018). The trace explosive detection 
also involves the collection of vapor and 
particulate systems and detecting them using 
the sensitive nanomaterials. There are signifi-
cant advantages of nanotechnology-based 
sensors such as low cost, high sensitivity and 
low-consumption of power. Using nanotech-
nology, the explosive residue detection has 
become an easier and effortless task (Bever-
idge, 1992).

                              

19. Illicit Drug Detection 

Ilicit drugs can be used to commit crimes such 
as sexual harassment, rape, burglary, and 
robbery. The main motive of this crime is to 
impede the behavior, interpretation capability, 
or commandment ability of the person under 
the influence of a drug. Detection of illicit 
drugs is an important task as DFC includes 
dangerous crimes like sexual harassment and 
rape (Zhai et al. 2014). Forensic experts have a 

difficult time detecting drugs because they are 
not present in the sample that was sent to the 
forensic laboratory for the inquiry in their 
original form. There are numerous drawbacks 
to the conventional method of drug testing, 
including cost effectiveness, instrument limita-
tions, and instrument sensitivity, making appli-
cation of nanotechnology in the pharmaceuti-
cal business vital for drug analysis. Nanotech-
nology and nanomaterials possess unique 
physicochemical properties along with the 
cost‐effectiveness, capacity of miniaturization, 
and adaptability with compatibility that play a 
major role in the detection of illicit drugs. 
Research has proved that cocaine in the finger-
prints can be determined using gold nanoparti-
cles. Nanotechnology has made illicit drug 
detection a real-time easy job. A pin-sized 
gadget can be dipped in the saliva at the crime 
spot and can confirm the presence and absence 
of drugs. Also, alcohol analyzer used for drug 
testing can also be modified using this technol-
ogy (Lad et al. 2016).

20. Conclusion

A review of the scientific literature on nano-

technology has shown the importance of nano-
technology in the field of forensic science, 
with a focus on how it can be applied to crime 
scene analysis and forensics. Nanotechnology 
and taggant technology have many uses in 
forensic science inquiry and how it can 
advance forensic science concerns like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities are just some of the ways in 
which nanotechnology is used in the field. 
Nanotechnology is an emerging field in which 
nanomaterials are developed that possess 
unique electrical, optical, and magnetic proper-
ties that can be applied to a wide range of 
forensic applications. These include evidence 
handling, fingerprint identification, illicit 
drugs, GSR, and explosives detection. 
Taggants are used in taggant technology, which 
enables continuous monitoring of these 
technologies, which can be advantageous and 
productive in preventative forensic and precau-
tions. However, the real-world outlook for the 
application of such technology is still dismal. 
This can be the result of ignorance of such 
techniques or reluctance to adopt new technol-
ogies. Taggant technology has the ability to 
prevent a crime from occurring due to their 
continuous monitoring, while nanotechnology 
is capable of handling the repercussions of a 
crime scene. Together, these technologies will 
bring a revolution in various field of forensic 
science such as ballistics, fingerprint analysis, 
DNA analysis, Illicit Drug Detection and 
toxicology.
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components used to make nanoparticles (Roco 
et al., 2011).

Back in 2000, the United States initiated the 
almost all of the United States' states rapidly 
launched their own nanotechnology efforts 
after the National Nanotechnology Initia-
tive(NNI) (2001). National Science Founda-
tion departments ultimately sponsored approx-
imately 20 research Centre (NSF), an organiza-
tion that is directly accountable to the president 
of the United States to bring out the NNI 
(Moreno-Olivas et al., 2014).

Recently, microbial bioprocessing has been 
investigated as a desirable an option to creating 
nanoparticles chemically and physically. 
Nanotechnology and microbial biotechnology 
are combined during the microbial synthesis of 
NPs. Exploration of bacteria, archaebacterial, 
fungus, yeast, moulds, microalgae, and viruses 
is being done in order to create bioactive nano-
structures that have many industrial benefits 
(Hulkoti et al., 2014).

Most of the time, microbial biosynthesis and 
bioprocessing results in cost-efficient, environ-
mentally beneficial, and sustainable NPs. 
However, the biogenesis process takes a long 
time, and it is challenging to regulate the NPs' 
size, shape, and dispersion. To get beyond 
these restrictions, a number of ways have been 
developed, including proper strain selection, 
the creation of genetically modified microbes, 
the development of technologies for extracting 
and cultivating microorganisms, as well as 
combination techniques such photo-biological 
procedures (Mohammadian et al., 2016). 

Nanoparticles come in a variety of distinct 
morphologies, including spheres, tubes, plate-
lets, and cylinders, among others. In general, 

nanoparticles have their surfaces modified to 
match the requirements of the particular appli-
cations they will be used in. the vast chemical 
diversity of nanoparticles that results from it. 
The particle's morphologies, state of particle 
dispersion, medium in which it is present, and, 
most importantly, the different potential 
surface alterations the nanoparticles can be 
exposed to, are necessary to make this an 
essential active area of research today (Cunill 
et al., 2019).

3. Classification of Nanoparticles

The organic, inorganic, and carbon-based 
nanoparticles are the three main categories for 
the nanoparticles.

Organic Nanoparticles

Organic nanoparticles or polymers include 
ferritin, liposomes, dendrimers, and micelles. 
Some of these nanoparticles, such as micelles 
and liposomes, are biodegradable and non-tox-
ic, own hollow cores that give them the name 
"nanocapsules" and make them sensitive to 
electromagnetic and thermal radiation like heat 
and light. They are the perfect option for drug 
administration because of their distinctive 
qualities. In addition to their normal character-
istics like size, composition, surface form, etc., 
the drug carrying capacity, stability, and deliv-
ery systems whether entrapped drug or 
adsorbed drug system determine their range of 
applications and efficiency. The biomedical 
sector uses organic nanoparticles most 
frequently for drug delivery systems because 
they are efficient and may be injected into 
specific physiological locations, a procedure 
known as targeted medicine administration.

Inorganic nanoparticles

antibacterial power and capacity to inactivate 
microbial endotoxin. In photodynamic therapy, 
they may be utilized as a potential medication 
delivery system due to CaO NPs specific struc-
tural and photothermal therapy (PTT), optical 
properties (PDT) and synaptic distribution of 
chemotherapeutic agents. 

Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conforma-
tional changes, a suitable protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and readily under-
going conformational changes, target the 
desired organ. When NPs enter a biological 
fluid there will be changes in conformation and 
biological activity of protein as well as modifi-
cation in the properties of NPs (Gross et al., 
2012).

The term "nanotechnology" soon captured the 
imagination and curiosity of the general public 
as well as of various media (TV networks, the 
internet, etc.). Nanoparticles typically range in 
size from 1 to 100 nanometers. Metallic nano-
particles have various physical and chemical 
features from bulk metals, including as lower 
melting temperatures, higher special surface 
areas, unique optical qualities, mechanical 
prowess, and unique magnetization, which 
could be advantageous in a variety of industrial 
applications (Roco, 2011).

Table 2.1: The use of Nanotechnology 
techniques in manufacture

Nanoparticles typically range in size from 1 to 
100nanometers. The description of nanoparti-
cles and nonmaterial’s by different organiza-
tions is outlined in this respect. In special 
interest, one of the fundamental attractions and 
a hallmark of nanoparticles is the optical 
property. A 20nm gold nanoparticles, for 
example, has a distinctive red wine hue. The 
size of the nanoparticles utilized in the field of 
biotechnology typically ranges between 10 and 
500nm. Due to their small size, these particles 
can interact with biomolecules inside and on 
the surfaces of cells in a number of ways that 
can be interpreted and assigned to various 
biochemical and physiochemical properties of 
these cells (Mody et al., 2009).

1.  Introduction 

 Although scientists and technolo-
gists are still being inspired by nanotechnology 
to investigate novel materials and human 
benefits (Patel et al., 2008).
Nanotechnology is the study of the atomic or 
molecular processing of materials with at least 
one dimension in the 1–100nm range that 
result from controlled synthesis. Since the very 
first forms of life on earth, like plants and 
animals, were molecularly altered to create 
their structures, this fascinating technology is 

not new to nature. One can find inspiration to 
develop nanoscale materials by engaging in 
extensive observation and improving aware-
ness of nature's fundamental design principles. 
This interesting field of study is made possible 
by the examination of nanoscale technology 
and how they interact with nature (Sheepara-
matti, Sheeparamatti, & Kadadevaramath, 
2007).

These NPs are well known for their intrinsic 
antimicrobial activity and have potential appli-
cations in food, climate and healthcare. CaO 
NPs stand out among them for their superior 

1.  Introduction

 The topic of nanotechnology is 
rapidly expanding and opens up new avenues 
for research and technology. Electronics, 
engineering, physical sciences, materials 
sciences, health sciences, and many other 
scientific domains have all used it. Forensic 
science and society stand to gain greatly from 
nanotechnology, yet those nanoparticles with 
novel undiscovered qualities can also be 
hazardous to the environment (Chauhan, 
Singh, & Tiwari, 2017). An essential benefit of 
adopting nanotechnology in forensic science is 
that it makes hidden evidence visible, which 

can help the forensic scientists conclude their 
investigations (Chen, 2011). With the aid of 
new scientific techniques like microbial foren-
sics, forensic science, and nanotechnology, the 
novel methods that were used in the past or are 
still used today for investigating a crime scene 
can be replaced. Examples include the smidgen 
method that was used to reveal finger prints or 
the use of fluorescent x-ray tubes (Pandya & 
Shukla, 2018). In the field of forensic sciences, 
the application of cutting-edge nanotechnolo-
gy technology can help in investigation (Bhatt, 
Pandey, Tharmavaram, Rawtani, & Mustansar 
Hussain, 2020).

produced using biological resources like bacte-
ria, algae, fungi, and plants. An overview of 
numerous studies on iron oxide (FeO/Fe3O4) 
and zero valent metallic iron (ZVMI) nanopar-
ticles illustrates its important uses in reducing 
environmental pollution (Saif, Tahir, & Chen, 
2016).

2. Iron Oxide Nanoparticles

Iron oxides are typical natural substances that 
are also simple to create in a laboratory. 
Including oxides, hydroxides, and oxide-hy-
droxides, there are 16 different types of iron 
oxide. These minerals are the end product of 
aqueous reactions occurring in a variety of 
redox reactions (Campos et al., 2015).

Iron oxide nanoparticles, which have sizes 
between 1 and 100 nanometers and are used in 
drug administration, magnetic data storage and 
bio-sensing. The surface area to volume ratio 
greatly rises in nanoparticles (NPs). This 
enables NPs to have a superior dispersibility in 
solutions and a significantly larger binding 
capacity. Super paramagnetism is a property of 
magnetic NPs with diameters ranging from 2 
to 20 nm, which indicates that they are exter-
nally magnetizable and have a magnetization 
of zero in the absence of a magnetic field 
(Palanisamy & Wang, 2019).

3. Synthesis and  Characteriza-
tion of Iron Oxide Nanoparticles

Iron oxides typically consist of a surface layer 
and a crystalline core that stabilizes the core's 
characteristics and may also be used to avoid 
aggregation. The process of synthesizing the 
iron oxide's crystalline core, which is 
composed of ferro- (Fe2+) or ferri- (Fe3+) 

Nanotechnology is useful with the creation and 
solicitation of organizationally-featured 
arrangements and devices within a scale of 
around 100 nm, where unique properties 
emerge in contrast to bulk materials. It means 
the ability to manipulate molecules and atoms 
to create customized nanostructures and 
gadgets for specific purposes. This is due to the 
merging of science in the fields of materials 
science, biology physics, chemistry, and 
engineering at the Nano scale as well as the 
significance of matter control in nearly all 
technologies (Hulla et al., 2015).

Chemical or biological methods can be used to 
create nanoparticles. Due to the presence of 
some harmful chemicals absorbed on the 
surface, chemical manufacturing processes 
have been linked to numerous negative effects. 
Biological techniques of nanoparticle manu-
facturing involving microbes, fungi, plants or 
plant extracts and enzymes are eco-friendly 
alternatives to physical and chemical 
approaches. Fe3O4 (magnetite) and FeO 
(maghemite), are two types of magnetic nano-
particles. They have been actively analyzed for 
guided medication administration, gene thera-
py, magnetic resonance imaging (MRI), target-
ed cancer treatment (magnetic hyperthermia) 
and DNA analysis (Hasan, 2015).

Nanotechnology, which eventually raises the 
risk to human health and the environment. 
There has been a rise in interest in creating 
ecologically friendly processes for creating 
metallic nanoparticles. A useful strategy in 
green nanotechnology is the utilization of 
various biomaterials for the creation of nano-
particles. Metallic nanoparticles that are 
energy-efficient, nontoxic, inexpensive and 
beneficial to the environment have been 
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magnetic material, often involves the precise 
precipitation of iron oxides in an aqueous 
solution or an organic solution while also 
incorporating a base. Due to their polymor-
phism involving temperature-induced phase 
transition, the three most widely used iron 
oxides are hematite (-Fe2O3), maghemite 
(-Fe2O3), and magnetite (Fe3O4). These miner-
als have special catalytic, magnetic, biochemi-
cal and other properties that make them 
suitable for particular technical and biomedical 
uses (Sangaiya, Jayaprakash, & Magnetism, 
2018).

For the creation of monodispersed nanoparti-
cles, an effective synthetic method relies on the 
breakdown of organometallic precursors. This 
process produces iron oxide nanoparticles 
(magnetite/maghemite Fe3O4/-FeO). Typically, 
the maximum particle size for this approach 
was between 20 and 30 nm (Guardia, Pérez, 
Labarta, & Batlle, 2010).

The FT-IR (Fourier transform infrared 
spectroscopy), UV absorption spectroscopy, 
XRD (X-ray diffractometer), EDX (Energy 
Dispersive X-Ray spectrometer), and SEM 
(scanning electron microscope) were used to 
characterize the biosynthesized iron oxide 
nanoparticles. The forms were crystalline, 
Nanorod, and enormously stable, and the 
typical particle size was between 10 and 20 
nm. (Rajiv, Bavadharani, Kumar, Vanathi, & 
Biotechnology, 2017).

4. Applications of nanotechnology 
in criminology

Fingerprint analysis
Since the beginning of time, criminologists 
have employed fingerprints as a distinctive 

form of evidence. Particularly useful in finger-
print analysis is nanotechnology. The use of 
considerably smaller nanoparticles in place of 
traditional materials like carbon black, alumin-
ium flake, and gentian violet has greatly 
increased the sensitivity of the fingerprinting 
process. Even on complex surfaces like 
adhesive or textured materials, the nanoparti-
cles are making it simpler to find and remove 
fingerprints that have been left behind (Prasad, 
Lukose, & Prasad, 2016). Nanotechnology is 
also being used to instantly and precisely 
disclose hidden fingerprints. Even on a 
damaged and faded print, the nanoparticles can 
enhance the fingerprints by adhering to the 
ridges and grooves (Pitkethly, 2009). In 
addition to the patterns, the fingerprint also 
contains the person's sweat and other metabo-
lites. The nanoparticles are able to show 
whether the owner of the fingerprint is a 
cocaine addict or an alcoholic by attaching to 
such body fluids and metabolites infused in the 
print. They are also able to reveal his age, sex, 
and the ailments he would undoubtedly suffer 
from (Pandya & Shukla, 2018).

Fingerprint analysis

5.  Atomic Force Microscope 
(AFM)

The Atomic Force Microscope (AFM) is an 

DNA Analysis

7.  Explosives Weapons

Explosives and weapons with explosive 
components are now frequently used by terror-
ists and in terrorist occurrences (Wang, 2004). 
Investigators can employ nanotechnology to 
determine the amount of intact or barely 
fragmented explosives at the crime scene 
during the course of the inquiry. Once more, 
nanotechnology is demonstrating its efficacy 
in the evaluation and detection of gunshot 
residue (Sree Satya Bharati, Byram, & Soma, 
2018)

8.  Nanotrackers

These days, using trackers and bar codes has 
become commonplace. Trackers can assist in 
locating lost or stolen objects. Nano trackers 
are also employed to keep convicts from 
breaking the law and to keep tabs on them after 
their release. Inmates that receive nano tracker 
injections are quite easy to find (Singh & 
Samal, 2021).

Nanotrackers

instrument that forensic experts use to examine 
the paper's surface at the nanoscale. The inves-
tigator can use this information to identify 
whether the document is a counterfeit or was 
actually written by one or more people by 
knowing the pen, ink, and pressure/intensity. 
By disclosing the blood sample's age, AFM 
helps the investigating officer look into body 
offences. Over time, blood thickens and 
stiffens (Pandey, Tharmavaram, Rawtani, 
Kumar, & Agrawal, 2017). AFM can reveal the 
sample's age by measuring the viscosity or 
dryness of the sample. The detective is receiv-
ing assistance from AFM in identifying the 
compounds found in the urine. When urine is 
combined with nanoparticles and exposed to 
laser light, a signal is released that indicates the 
presence of chemicals or other things, such as 
pharmaceuticals, in the urine (Yadavalli & 
Ehrhardt, 2021).

6.  DNA Analysis

The advancement and improvement of DNA 
analysis looks to be the most promising use of 
nanotechnology. DNA may now be extracted, 
amplified, separated, and sequenced more 
quickly and conveniently thanks to nanotech-
nology (Moller & Fritzsche, 2007). In addition 
to revealing the physical characteristics of the 
owner of the DNA, such as age, sex, and the 
colour of the hair, eyes, and skin, among other 
things, next-generation sequencing using 
nanotechnology is also assisting the detective 
in determining the origin of DNA, including 
whether the DNA lifted from the crime scene 
came from skin, blood, saliva, semen, etc 
(Kaur & Sharma, 2022).

9.  Forged Products (set-up)

Nanotechnology is also helping differentiate 
false products from originals. Police are able to 
detect crimes involving inauthentic aspects by 
using nanofibers and nanodots. Bio-Nanosen-
sors are also being used to identify toxins and 
to detect narcotics, explosives and bioterrorist 
agents (Mandal & Mandal, 2015).

Forged Product Investigation

10.  Security purposes

By lowering the time, expense, and level of 
skill needed while simultaneously improving 
the precision and accessibility of nano collect-
ing and analysis devices, nanotechnologies in 
forensic science and security can revolutionize 
the way an investigation is conducted (Muro, 
Doty, Bueno, Halamkova, & Lednev, 2015).

Forensic investigation for security purposes

11.  Conclusion

With distinctive qualities, nanotechnology  
have many uses in forensic science like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities. Utilizing nanomaterials 
with special electrical, optical, and magnetic 
properties allows for a wide range of forensic 
applications, including the processing of 
evidence, fingerprint recognition, the detection 
of illegal narcotics, explosives, and GSR.
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the toxicity of drugs, biological obstacles and 
selective drug delivery agents. These peculiari-
ties can be modulated for large nano-biomedi-
cal applications (Choi & Han, 2018).

7.  Green Chemistry

The field of "green chemistry," which was 
established two decades ago, represents the 
key efforts to address such challenges from the 
most fundamental level by re-examining, 
redesigning, and recreating the scientific tools 
used in the production, transformation, and use 
of chemical products in order to increase 
efficiency while reducing waste and harm. The 
objectives of this issue on green chemistry, 
which includes some of the leading profession-
als in the field, are to assess our needs in the 
area, reflect on the advancements made, and 
celebrate successes. This selection merely 
scratches the surface of the countless intrigu-
ing developments in the area (Iqbal et al., 
2020).

All areas of chemistry are included in "green 
chemistry," however there is a particular 
emphasis on chemical compound synthesis and 
chemical engineering techniques used in 
industrial settings using natural materials. On 
the other hand, laboratory investigations are 
also impacted by the key principles of green 
chemistry, creating a safer environment. 
According to sustainable chemistry, or "green 
chemistry," the use and production of hazard-
ous compounds are reduced during reaction 
and synthesis. Green chemistry also involves 
processes for creating renewable materials. 
The following are the primary objectives of 
green chemistry, the utilization of renewable 
materials and energy sources, as well as the 
design of reactions with the highest efficiency. 
Using green chemistry, new nonmaterial can 

The systems for nanoparticles must be stable, 
biocompatible, and selectively directed to 
particular places in the body following system-
atic delivery if they are to be used to their full 
potential. To recognize the targeted cells in an 
administration, more precise targeting systems 
are created. If in at least one of their lengths, 
nanoparticles are smaller than 100nm. In 
general, however, nanoparticles are materials 
which have nanoscale dimensions of at least 
two dimensions, including particles as well as 
fibrous materials and tubes, but excluding 
nanoscale materials of only one dimension, 
such as coatings, films and multilayer’s (Holis-
ter et al., 2003).

There are many types of particles under this 
umbrella word, which only have the resem-
blance of their small size. The word of “nano-
particles” is commonly used as a collective 
term in this study as well as in the everyday 
language. However, it is important to remem-
ber that it (Biswas et al., 2005).

In various fields of science and technology, 
nanotechnology has broad applications and 
recent research focuses on NPs related materi-
als and their applications. Much of the size of 
biological molecules is close to that NPs, 
because it has uses in both in vitro and in vivo 
biochemical studies. NPs have possible appli-
cations in drug distribution, “a wonder of nano 
medicine” cancer therapeutics, in antibacterial 
vaccinations to manage bacterial infections 
and to target bacteria as an alternative to antibi-
otics. Inorganic nano metal oxide NPs (MgO, 
CaO, CuO, ZnO, TiO2) have distinct features 
and are safe, stable and possess multifunction-
al properties (Ranghar et al., 2014). These NPs 
are well known for their intrinsic antimicrobial 
activity and have potential nutritional, environ-

mental and health care applications. Among 
these, CaO NPs have outstanding antimicrobi-
al potential and ability to inactivate microbial 
endotoxin. 

Due to the unique structural and optical 
characteristics of CaO NPs, they have the 
potential to be employed as a drug delivery 
agent in photodynamic therapy (PDT), photo 
thermal therapy (PTT), and synaptic delivery 
of chemotherapeutic drugs. CaO nanoparticles 
are non-toxic to both people and animals. 
Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conformation-
al changes, an excellent protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and easily under-
goes conformational changes.

Many therapeutic nano systems, targeting the 
target organ, are configured for intravenous 
systematic administration. Changes in protein 
conformation and biological behavior and 
alternation of the properties of NPs can occur 
as NPs join a biological fluid (Gross et al., 
2012).

2.  Nanoparticles

A particle with a size of at least one of the three 
possible dimensions between 1nm and 100nm 
is referred to as a "nanoparticle." In fundamen-
tal aspects, the physical, chemical, and biologi-
cal characteristics of nanoparticles differ from 
those of all individual atoms or molecules and 
the associated bulk materials in this size range. 
Metals, non-oxide metal ions, metal oxides, 
ceramics, polymers, organic materials, carbon, 
and biomolecules  the most prevalent chemical 

act as a biological reducer for metal production 
is well established (Akhtar et al., 2013). Where 
flavonoids compounds were found to be one of 
the most useful classes of plant tissue second-
ary metabolites added as a reducing a metal ion 
agent.

Depending on the type of plant, the majority of 
flavonoids compounds naturally contain 
natural colours in various shades, such as red, 
pink, and purple. Calcium oxide is the most 
significant substance that has been widely 
utilised in a variety of fields, including cataly-
sis, cosmetics, and ceramics (CaO). It is also 
employed as an inorganic antibacterial agent to 
inhibit germs. Depending on its chemical 
makeup, CaO belongs in the periodic table's 
alkaline earth group. However, given the great 
richness of tropical plants found in Indonesia, 
using tropical biomass or its extracts for CaO 
biosynthesis would be a worthy scientific 
challenge due to the more efficient and 
environmentally friendly method of CaO 
biosynthesis. It is generally recognised that 
chemicals found in plant materials, such as 
biomass, can act as biological compounds on 
the production of metals (Mustafa et al., 2013).

Where flavonoids compounds were found to 
be one of the most useful classes of plant tissue 
secondary metabolites added as a reducing 
agent for ions of metal. Depending on the 
shape of the plant, many flavonoids naturally 
create natural pigments in a variety of hues, 
such as red, pink, and yellow. The previous ten 
years, researchers have concentrated immense-
ly on nanotechnology and intensely on nano-
technology efforts to investigate the electrical, 
optical and magnetic properties of nonmateri-
al. A number of nanoparticles-based therapeu-
tics have increased effectiveness and decreased 

be created that have positive effects on the 
economy, society, health, and environment 
(Ramesh et al., 2012).

Synthesis of many green nanoscale drug deliv-
ery systems this will be stressed first. The vast 
majority of examples for the use of green 
chemistry in nanoscale drug delivery systems 
rely on gold nanoparticles (AuNPs), polymer 
nanoparticles, and biological drug delivery 
systems based on proteins and lipids. Follow-
ing each section is a quick summary of the 
green manufacturing companies that are 
currently being developed. Last but not least, a 
focus will be given on the future paths that the 
field of green nano-chemistry needs to take in 
order to eventually apply green chemistry in 
nanomedicine on a large scale to safely and 
successfully treat a variety of disorders 
(Bernardini et al., 2015).

               

8.  Parameters Effecting Green 
Synthesis of Metal Nanoparticles

Di�erent parameters, such as reaction time, 
reactant concentrations, pH, and tempera-
ture, can be used to alter the morphological 
properties of nanoparticles (Table 1.1). Such 
factors are important for knowing the e�ect 

of environmental conditions on nanoparti-
cles synthesis because they plays an impor-
tant role in optimizing the metallic nanopar-
ticle’s synthesis through biological means (D. 
Zhang et al., 2020).

9. Application of Nanotechnology 
in Forensic Science

Forensic GSR Analysis 

CaO nanoparticles of forensic science relies 
heavily on gunshot residue (GSR) to determine 
specific elements of crime. CaO nanoparticles 
is used of a gun resulted in a suicide or a 
murder is the major goal of GSR analysis. CaO 
nanoparticles is used to determine whether a 
shooting was unintentional, committed in 
self-defense or with the intent to kill a person 
(Sermon et al. 2012). The distance from which 
the weapon is fired, and how close it comes to 
the target, is determined by the Global System 
for Standardization’s (GSR) Common Sense 
Rating (CSR) system (Schwoeble and Exline 
2000). Nanotechnology is the key to overcom-
ing the drawback faced by conventional meth-
ods for determining global temperature (GSR) 
and other important information. The conven-
tional methods used for GSR determination is 
very time-consuming and also not accurate. 

Using the ancient method, the information 
remains unanalyzed (Meng and Caddy 1997). 
This approach involves the rearrangement of 
GSR using high-resolution scanning electron 
microscopy (HR-SEM) images (Pandya and 
Shukla 2018). An X-ray spectrometer in 
conjunction with a scanning electron micro-
scope is useful for determining the chemicals 
present. The most accurate GSR analysis uses 
several nanodevices and nanomaterials, such 
as gold nanoparticles (Srividya 2016). Due to 
the high surface-to-volume ratio, it is possible 
to create ultrasensitive nano sensors that can 
detect as little as a few micrograms of the 
sample (Taudte et al. 2016).

                                 

10. Forensic Fingerprint 
Development

The method of gathering evidence in rape 
crimes is frequently a simple, sensitive, and 
effective powder for fingerprint detection. 
Since the latter part of the nineteenth century, 
biometric identification of people has been 
done by using their fingerprints' distinctive 
patterns. One of the best systems for the safety 
and security of papers, gadgets (such phones, 
laptops, etc.), bank lockers, entrance control of 
workplaces, and forensic application in crime 
scene investigation is the development, identi-
fication, and presentation of the fingerprint 

(Wang et al., 2017).

11.  Traditional Methods For 
Fingerprint Development

Finger prints left at crime scenes are one of the 
tools used to incriminate or eliminate suspects. 
The fingerprint showed the addition of CaO 
nanoparticles can be classified into three class-
es, patent prints, plastic prints, and latent 
prints. The patent prints are already visible to 
the naked eye because of blood, or through 
blood-covered fingers, or in ink or dirt. Plastic 
prints are left on a pliable surface consisting of 
clay or wax. Latent prints are left on surfaces 
due to the natural oils and sweat secreted from 
the skin. Two methods can perform fingerprint 
detection, one is the "physical method" (pow-
der dusting) and the "chemical method". Tradi-
tional fingerprint powder composition is 
complexes of regular, luminescent, metallic, 
and thermoplastic powders (Exline et al., 
2003).

                             

12.  Biosensors

 A biosensor is the most efficient and multifac-
eted technology that plays a very indispensable 
role in the province of forensic sciences. Both 
forensic analysis and forensic investigation are 
fundamental branches of the modern analytical 
chemistry with a social security and legal 
implication, according to the American Chemi-

Nanoscale metal particles Inorganic nanoparti-
cles are those that are not made of carbon. 
Metallic nanoparticles are often classified as 
those made of metal or metal oxide.

4.  Carbon based

All-carbon nanoparticles are known as 
carbon-based nanoparticles. Fullerenes, 
graphene, carbon nanotubes (CNT), carbon 
nanofibers, carbon black, and on occasion 
activated carbon are used to represent them 
(Ealia & Saravanakumar, 2017).

5.  Green Synthesis of 
Nanoparticles

There are many methods for the preparation of 
nanoparticles, but most common method we 
used are the 

1. Top down approach 

2. Bottom up approach (Iravani, 2011).

 

6.  CaO Nanoparticles

Calcium oxide nanoparticles are used in photo 
thermal and photodynamic therapy and synap-
tic delivery as potential drug delivery agents. 
CaO NPs are also used in different fields with 
potential biomedical applications, such as 
electronics, environmental remediation, 
sensors and catalysis (Kumar et al., 2019).

Calcium oxide (CaO) is the most significant 
substance that has been widely utilised in a 
variety of fields, including catalysis, cosmet-
ics, and ceramics to control microorganisms, it 
is also used as an inorganic antimicrobial 
substance. Depending on  its chemical 
makeup, CaO can be found in the periodic 
table's alkaline earth (Marquis et al., 2016).

However, given the great richness of tropical 
plants group found in Indonesia, using tropical 
biomass or its extract for CaO biosynthesis 
would be a worthy scientific challenge due to 
the more efficient and environmentally friend-
ly method of CaO biosynthesis. The ability of a 
metabolite chemical found in plant materials to 

cal Society (ACS) (Ganesh 2016). Biosensors 
are most extensively used in the forensic 
toxicological analysis of different compounds 
and chemicals such as poisons, alcohol, toxins, 
and illicit drugs. Chemical and biological 
weapons and explosives can also be detected 
with the help of these biosensors. Nanotech-
nology have made a tremendous change in 
forensic investigations of addition CaO nano-
particles in biosensors are multifunctional and 
thus play an important role in forensic investi-
gations. The use of biological sensing material 
on the nano‐wafer or nano‐ substrate makes the 
biosensors more sensitive with enhanced 
performance. DNA sensors having DNA 
attached to the electrode are used for the detec-
tion of different poisons (Frederickx, Verheg-
gen, & Haubruge, 2011).

            

                   

13. Pre-blast and Post-Blast 
Identification

Explosives are any solid, liquid, or gaseous 
object capable of conducting a spontaneous 
chemical reaction is an explosive. Explosive 
detection is crucial in forensics since most 
explosives are used for malicious purposes, 
terrorism, or mass destruction (Cowan & 
Koppl, 2011).

Explosives are mainly classified into two, 
which are as follows: 

● High explosive
● Low explosive 

Explosives used in bombing attacks are mostly 
high explosives. High explosives are further 
classified as military, commercial, and impro-
vised explosives. Military explosive is the 
chemical or mixture used in military, e.g. TNT, 
RDX, and PETN. Commercial explosives are 
chemical mixtures chemically used and 
produced such as ammonium nitrate/fuel oil 
(ANFO) (Trimpe). Micro-trace taggant 
technology can be used to identify and track 
cap-sensitive high explosives, such as 
cartridge-packed dynamite water gels and 
boosters. Pre-blast identification tags are 
discovered during the pre-blast recovery of an 
illegal explosive device. Use of explosives 
illicitly and the execution of criminal bombing 
cases can be simply understood using this 
technology (Seman et al. 2019).  In addition of 
CaO nanoparticles explosives used in terrorist 
attacks are identified post-blast using identifi-
cation taggants. Taggants are created by swap-
ping out a hydrogen atom from a liquid or gas 
molecule. Isotropic technology is used for the 
purpose of uniquely identifying a detracted 
isotope. As a result, the potential of terrorism 
and mass destruction has decreased thanks to 
the widespread usage of taggants for explosive 
and dynamite identification (Karim et al. 
2014).

14. Currency Identification

A crucial area to focus on is currency's security 
and distinctiveness. Numerous chemical and 
nano spectroscopic taggants are utilised to 
ensure the currency's uniqueness and prevent 
fraud (Natan et al. 2007). Since the spectro-
scopic taggants implanted in money notes are 
unique and cannot be duplicated, the original 
currency can be recognised. Additionally, 
invisible chemical and nanotaggants that are 
impossible to remove or duplicate are implant-
ed in the currency. Therefore, taggants are 
widely used for the originality and security of 
the currency (Mead et al. 2014).

                                       

15.  Document Identification

The security of anti-counterfeiting documents 
depends on tangential technologies as well. 
Important papers and documents are physical-
ly marked with taggants to monitor stolen or 
lost documents and to prevent duplication 
(Duong et al. 2014). Taggants are the unique 
technologies used for anti-counterfeiting and 
security document protection. The inks used in 
the printing or writing of important legal docu-
ments can be tagged with special micro‐tag-
gants. A tracker like physical taggant can be 
inserted on the document to save it from dupli-
cation and can be recovered when lost (Gooch 
et al. 2016a).

                              

16.  DNA Analysis

Nanotechnology can be an important tool for 
preventing crimes and for prosecuting offend-
ers. DNA may now be extracted using magnet-
ic nanoparticles from a variety of biological 
sources. One of the most crucial pieces of 
supporting evidence is the presence of an 
individual at the crime scene, regardless of 
whether their DNA belongs to the victim or the 
offender. Nowadays, magnetic CaO nanoparti-
cles are being used to extract DNA from differ-
ent biological sources like the blood, hair, skin, 
semen, and saliva (Eisenstein et al., 2011). 
Additionally, by creating nanotechnolo-
gy-based instruments that can be used to 
directly read the DNA sequence in a molecule, 
more progress is made in the field of DNA 
analysis (McCord., 2006). Moreover, the DNA 
sequence can be examined using atomic force 
microscopy by mounting the DNA molecules 
on carbon nanotubes (Daniels et al., 2006).

                                        

17. Y- Chromosomes Analysis

The issue of rape has been the central concern 
because it adversely impacts the health of 
exploited people by resulting in various 
illnesses, bodily injuries, sexual and reproduc-
tive problems, and mental clutter. It is based on 
four different sources of information. informa-
tion obtained from the police, the general 
public through reviews, a legal DNA inquiry, 
and the judicial system. The Y chromosome is 
only found in men and is inherited from 
parents. It is passed down from a father to his 
child and can convey information from a male 
line that denotes the child to his father. In a 
mixture of male and female DNA samples, the 
study of genetic markers on the Y chromosome 
can specifically identify male evidence of 
sexual assault. Additionally, it could be applied 
to cases of sexual assault (Tilley & Ford, 
1996).

18. Explosive Residue Detection

Nanotechnology can be used to identify minute 
quantities of shattered explosives at the time of 
crime scene analysis. The detection of trace 
amounts of explosive is a difficult undertaking 
because of many issues like minuscule quanti-
ties of an unexplored substance and contami-
nated samples, such as contaminated soil and 

water. Nano-based devices can be used to 
detect trinitrotoluene (TNT) up to 1nm level in 
aqueous solution in a turmeric extracted 
curcumin and CaO nanoparticles‐based, highly 
selective, and ultrasensitive fluorescent probe. 
For superior results, when the examiner is 
unable to provide enough evidence and cannot 
find the unregimented parts of an explosive, 
the nanotechnology could be used (Pandya and 
Shukla 2018). The trace explosive detection 
also involves the collection of vapor and 
particulate systems and detecting them using 
the sensitive nanomaterials. There are signifi-
cant advantages of nanotechnology-based 
sensors such as low cost, high sensitivity and 
low-consumption of power. Using nanotech-
nology, the explosive residue detection has 
become an easier and effortless task (Bever-
idge, 1992).

                              

19. Illicit Drug Detection 

Ilicit drugs can be used to commit crimes such 
as sexual harassment, rape, burglary, and 
robbery. The main motive of this crime is to 
impede the behavior, interpretation capability, 
or commandment ability of the person under 
the influence of a drug. Detection of illicit 
drugs is an important task as DFC includes 
dangerous crimes like sexual harassment and 
rape (Zhai et al. 2014). Forensic experts have a 

difficult time detecting drugs because they are 
not present in the sample that was sent to the 
forensic laboratory for the inquiry in their 
original form. There are numerous drawbacks 
to the conventional method of drug testing, 
including cost effectiveness, instrument limita-
tions, and instrument sensitivity, making appli-
cation of nanotechnology in the pharmaceuti-
cal business vital for drug analysis. Nanotech-
nology and nanomaterials possess unique 
physicochemical properties along with the 
cost‐effectiveness, capacity of miniaturization, 
and adaptability with compatibility that play a 
major role in the detection of illicit drugs. 
Research has proved that cocaine in the finger-
prints can be determined using gold nanoparti-
cles. Nanotechnology has made illicit drug 
detection a real-time easy job. A pin-sized 
gadget can be dipped in the saliva at the crime 
spot and can confirm the presence and absence 
of drugs. Also, alcohol analyzer used for drug 
testing can also be modified using this technol-
ogy (Lad et al. 2016).

20. Conclusion

A review of the scientific literature on nano-

technology has shown the importance of nano-
technology in the field of forensic science, 
with a focus on how it can be applied to crime 
scene analysis and forensics. Nanotechnology 
and taggant technology have many uses in 
forensic science inquiry and how it can 
advance forensic science concerns like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities are just some of the ways in 
which nanotechnology is used in the field. 
Nanotechnology is an emerging field in which 
nanomaterials are developed that possess 
unique electrical, optical, and magnetic proper-
ties that can be applied to a wide range of 
forensic applications. These include evidence 
handling, fingerprint identification, illicit 
drugs, GSR, and explosives detection. 
Taggants are used in taggant technology, which 
enables continuous monitoring of these 
technologies, which can be advantageous and 
productive in preventative forensic and precau-
tions. However, the real-world outlook for the 
application of such technology is still dismal. 
This can be the result of ignorance of such 
techniques or reluctance to adopt new technol-
ogies. Taggant technology has the ability to 
prevent a crime from occurring due to their 
continuous monitoring, while nanotechnology 
is capable of handling the repercussions of a 
crime scene. Together, these technologies will 
bring a revolution in various field of forensic 
science such as ballistics, fingerprint analysis, 
DNA analysis, Illicit Drug Detection and 
toxicology.
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components used to make nanoparticles (Roco 
et al., 2011).

Back in 2000, the United States initiated the 
almost all of the United States' states rapidly 
launched their own nanotechnology efforts 
after the National Nanotechnology Initia-
tive(NNI) (2001). National Science Founda-
tion departments ultimately sponsored approx-
imately 20 research Centre (NSF), an organiza-
tion that is directly accountable to the president 
of the United States to bring out the NNI 
(Moreno-Olivas et al., 2014).

Recently, microbial bioprocessing has been 
investigated as a desirable an option to creating 
nanoparticles chemically and physically. 
Nanotechnology and microbial biotechnology 
are combined during the microbial synthesis of 
NPs. Exploration of bacteria, archaebacterial, 
fungus, yeast, moulds, microalgae, and viruses 
is being done in order to create bioactive nano-
structures that have many industrial benefits 
(Hulkoti et al., 2014).

Most of the time, microbial biosynthesis and 
bioprocessing results in cost-efficient, environ-
mentally beneficial, and sustainable NPs. 
However, the biogenesis process takes a long 
time, and it is challenging to regulate the NPs' 
size, shape, and dispersion. To get beyond 
these restrictions, a number of ways have been 
developed, including proper strain selection, 
the creation of genetically modified microbes, 
the development of technologies for extracting 
and cultivating microorganisms, as well as 
combination techniques such photo-biological 
procedures (Mohammadian et al., 2016). 

Nanoparticles come in a variety of distinct 
morphologies, including spheres, tubes, plate-
lets, and cylinders, among others. In general, 

nanoparticles have their surfaces modified to 
match the requirements of the particular appli-
cations they will be used in. the vast chemical 
diversity of nanoparticles that results from it. 
The particle's morphologies, state of particle 
dispersion, medium in which it is present, and, 
most importantly, the different potential 
surface alterations the nanoparticles can be 
exposed to, are necessary to make this an 
essential active area of research today (Cunill 
et al., 2019).

3. Classification of Nanoparticles

The organic, inorganic, and carbon-based 
nanoparticles are the three main categories for 
the nanoparticles.

Organic Nanoparticles

Organic nanoparticles or polymers include 
ferritin, liposomes, dendrimers, and micelles. 
Some of these nanoparticles, such as micelles 
and liposomes, are biodegradable and non-tox-
ic, own hollow cores that give them the name 
"nanocapsules" and make them sensitive to 
electromagnetic and thermal radiation like heat 
and light. They are the perfect option for drug 
administration because of their distinctive 
qualities. In addition to their normal character-
istics like size, composition, surface form, etc., 
the drug carrying capacity, stability, and deliv-
ery systems whether entrapped drug or 
adsorbed drug system determine their range of 
applications and efficiency. The biomedical 
sector uses organic nanoparticles most 
frequently for drug delivery systems because 
they are efficient and may be injected into 
specific physiological locations, a procedure 
known as targeted medicine administration.

Inorganic nanoparticles

antibacterial power and capacity to inactivate 
microbial endotoxin. In photodynamic therapy, 
they may be utilized as a potential medication 
delivery system due to CaO NPs specific struc-
tural and photothermal therapy (PTT), optical 
properties (PDT) and synaptic distribution of 
chemotherapeutic agents. 

Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conforma-
tional changes, a suitable protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and readily under-
going conformational changes, target the 
desired organ. When NPs enter a biological 
fluid there will be changes in conformation and 
biological activity of protein as well as modifi-
cation in the properties of NPs (Gross et al., 
2012).

The term "nanotechnology" soon captured the 
imagination and curiosity of the general public 
as well as of various media (TV networks, the 
internet, etc.). Nanoparticles typically range in 
size from 1 to 100 nanometers. Metallic nano-
particles have various physical and chemical 
features from bulk metals, including as lower 
melting temperatures, higher special surface 
areas, unique optical qualities, mechanical 
prowess, and unique magnetization, which 
could be advantageous in a variety of industrial 
applications (Roco, 2011).

Table 2.1: The use of Nanotechnology 
techniques in manufacture

Nanoparticles typically range in size from 1 to 
100nanometers. The description of nanoparti-
cles and nonmaterial’s by different organiza-
tions is outlined in this respect. In special 
interest, one of the fundamental attractions and 
a hallmark of nanoparticles is the optical 
property. A 20nm gold nanoparticles, for 
example, has a distinctive red wine hue. The 
size of the nanoparticles utilized in the field of 
biotechnology typically ranges between 10 and 
500nm. Due to their small size, these particles 
can interact with biomolecules inside and on 
the surfaces of cells in a number of ways that 
can be interpreted and assigned to various 
biochemical and physiochemical properties of 
these cells (Mody et al., 2009).

1.  Introduction 

 Although scientists and technolo-
gists are still being inspired by nanotechnology 
to investigate novel materials and human 
benefits (Patel et al., 2008).
Nanotechnology is the study of the atomic or 
molecular processing of materials with at least 
one dimension in the 1–100nm range that 
result from controlled synthesis. Since the very 
first forms of life on earth, like plants and 
animals, were molecularly altered to create 
their structures, this fascinating technology is 

not new to nature. One can find inspiration to 
develop nanoscale materials by engaging in 
extensive observation and improving aware-
ness of nature's fundamental design principles. 
This interesting field of study is made possible 
by the examination of nanoscale technology 
and how they interact with nature (Sheepara-
matti, Sheeparamatti, & Kadadevaramath, 
2007).

These NPs are well known for their intrinsic 
antimicrobial activity and have potential appli-
cations in food, climate and healthcare. CaO 
NPs stand out among them for their superior 

1.  Introduction

 The topic of nanotechnology is 
rapidly expanding and opens up new avenues 
for research and technology. Electronics, 
engineering, physical sciences, materials 
sciences, health sciences, and many other 
scientific domains have all used it. Forensic 
science and society stand to gain greatly from 
nanotechnology, yet those nanoparticles with 
novel undiscovered qualities can also be 
hazardous to the environment (Chauhan, 
Singh, & Tiwari, 2017). An essential benefit of 
adopting nanotechnology in forensic science is 
that it makes hidden evidence visible, which 

can help the forensic scientists conclude their 
investigations (Chen, 2011). With the aid of 
new scientific techniques like microbial foren-
sics, forensic science, and nanotechnology, the 
novel methods that were used in the past or are 
still used today for investigating a crime scene 
can be replaced. Examples include the smidgen 
method that was used to reveal finger prints or 
the use of fluorescent x-ray tubes (Pandya & 
Shukla, 2018). In the field of forensic sciences, 
the application of cutting-edge nanotechnolo-
gy technology can help in investigation (Bhatt, 
Pandey, Tharmavaram, Rawtani, & Mustansar 
Hussain, 2020).

produced using biological resources like bacte-
ria, algae, fungi, and plants. An overview of 
numerous studies on iron oxide (FeO/Fe3O4) 
and zero valent metallic iron (ZVMI) nanopar-
ticles illustrates its important uses in reducing 
environmental pollution (Saif, Tahir, & Chen, 
2016).

2. Iron Oxide Nanoparticles

Iron oxides are typical natural substances that 
are also simple to create in a laboratory. 
Including oxides, hydroxides, and oxide-hy-
droxides, there are 16 different types of iron 
oxide. These minerals are the end product of 
aqueous reactions occurring in a variety of 
redox reactions (Campos et al., 2015).

Iron oxide nanoparticles, which have sizes 
between 1 and 100 nanometers and are used in 
drug administration, magnetic data storage and 
bio-sensing. The surface area to volume ratio 
greatly rises in nanoparticles (NPs). This 
enables NPs to have a superior dispersibility in 
solutions and a significantly larger binding 
capacity. Super paramagnetism is a property of 
magnetic NPs with diameters ranging from 2 
to 20 nm, which indicates that they are exter-
nally magnetizable and have a magnetization 
of zero in the absence of a magnetic field 
(Palanisamy & Wang, 2019).

3. Synthesis and  Characteriza-
tion of Iron Oxide Nanoparticles

Iron oxides typically consist of a surface layer 
and a crystalline core that stabilizes the core's 
characteristics and may also be used to avoid 
aggregation. The process of synthesizing the 
iron oxide's crystalline core, which is 
composed of ferro- (Fe2+) or ferri- (Fe3+) 

Nanotechnology is useful with the creation and 
solicitation of organizationally-featured 
arrangements and devices within a scale of 
around 100 nm, where unique properties 
emerge in contrast to bulk materials. It means 
the ability to manipulate molecules and atoms 
to create customized nanostructures and 
gadgets for specific purposes. This is due to the 
merging of science in the fields of materials 
science, biology physics, chemistry, and 
engineering at the Nano scale as well as the 
significance of matter control in nearly all 
technologies (Hulla et al., 2015).

Chemical or biological methods can be used to 
create nanoparticles. Due to the presence of 
some harmful chemicals absorbed on the 
surface, chemical manufacturing processes 
have been linked to numerous negative effects. 
Biological techniques of nanoparticle manu-
facturing involving microbes, fungi, plants or 
plant extracts and enzymes are eco-friendly 
alternatives to physical and chemical 
approaches. Fe3O4 (magnetite) and FeO 
(maghemite), are two types of magnetic nano-
particles. They have been actively analyzed for 
guided medication administration, gene thera-
py, magnetic resonance imaging (MRI), target-
ed cancer treatment (magnetic hyperthermia) 
and DNA analysis (Hasan, 2015).

Nanotechnology, which eventually raises the 
risk to human health and the environment. 
There has been a rise in interest in creating 
ecologically friendly processes for creating 
metallic nanoparticles. A useful strategy in 
green nanotechnology is the utilization of 
various biomaterials for the creation of nano-
particles. Metallic nanoparticles that are 
energy-efficient, nontoxic, inexpensive and 
beneficial to the environment have been 
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magnetic material, often involves the precise 
precipitation of iron oxides in an aqueous 
solution or an organic solution while also 
incorporating a base. Due to their polymor-
phism involving temperature-induced phase 
transition, the three most widely used iron 
oxides are hematite (-Fe2O3), maghemite 
(-Fe2O3), and magnetite (Fe3O4). These miner-
als have special catalytic, magnetic, biochemi-
cal and other properties that make them 
suitable for particular technical and biomedical 
uses (Sangaiya, Jayaprakash, & Magnetism, 
2018).

For the creation of monodispersed nanoparti-
cles, an effective synthetic method relies on the 
breakdown of organometallic precursors. This 
process produces iron oxide nanoparticles 
(magnetite/maghemite Fe3O4/-FeO). Typically, 
the maximum particle size for this approach 
was between 20 and 30 nm (Guardia, Pérez, 
Labarta, & Batlle, 2010).

The FT-IR (Fourier transform infrared 
spectroscopy), UV absorption spectroscopy, 
XRD (X-ray diffractometer), EDX (Energy 
Dispersive X-Ray spectrometer), and SEM 
(scanning electron microscope) were used to 
characterize the biosynthesized iron oxide 
nanoparticles. The forms were crystalline, 
Nanorod, and enormously stable, and the 
typical particle size was between 10 and 20 
nm. (Rajiv, Bavadharani, Kumar, Vanathi, & 
Biotechnology, 2017).

4. Applications of nanotechnology 
in criminology

Fingerprint analysis
Since the beginning of time, criminologists 
have employed fingerprints as a distinctive 

form of evidence. Particularly useful in finger-
print analysis is nanotechnology. The use of 
considerably smaller nanoparticles in place of 
traditional materials like carbon black, alumin-
ium flake, and gentian violet has greatly 
increased the sensitivity of the fingerprinting 
process. Even on complex surfaces like 
adhesive or textured materials, the nanoparti-
cles are making it simpler to find and remove 
fingerprints that have been left behind (Prasad, 
Lukose, & Prasad, 2016). Nanotechnology is 
also being used to instantly and precisely 
disclose hidden fingerprints. Even on a 
damaged and faded print, the nanoparticles can 
enhance the fingerprints by adhering to the 
ridges and grooves (Pitkethly, 2009). In 
addition to the patterns, the fingerprint also 
contains the person's sweat and other metabo-
lites. The nanoparticles are able to show 
whether the owner of the fingerprint is a 
cocaine addict or an alcoholic by attaching to 
such body fluids and metabolites infused in the 
print. They are also able to reveal his age, sex, 
and the ailments he would undoubtedly suffer 
from (Pandya & Shukla, 2018).

Fingerprint analysis

5.  Atomic Force Microscope 
(AFM)

The Atomic Force Microscope (AFM) is an 
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DNA Analysis

7.  Explosives Weapons

Explosives and weapons with explosive 
components are now frequently used by terror-
ists and in terrorist occurrences (Wang, 2004). 
Investigators can employ nanotechnology to 
determine the amount of intact or barely 
fragmented explosives at the crime scene 
during the course of the inquiry. Once more, 
nanotechnology is demonstrating its efficacy 
in the evaluation and detection of gunshot 
residue (Sree Satya Bharati, Byram, & Soma, 
2018)

8.  Nanotrackers

These days, using trackers and bar codes has 
become commonplace. Trackers can assist in 
locating lost or stolen objects. Nano trackers 
are also employed to keep convicts from 
breaking the law and to keep tabs on them after 
their release. Inmates that receive nano tracker 
injections are quite easy to find (Singh & 
Samal, 2021).

Nanotrackers

instrument that forensic experts use to examine 
the paper's surface at the nanoscale. The inves-
tigator can use this information to identify 
whether the document is a counterfeit or was 
actually written by one or more people by 
knowing the pen, ink, and pressure/intensity. 
By disclosing the blood sample's age, AFM 
helps the investigating officer look into body 
offences. Over time, blood thickens and 
stiffens (Pandey, Tharmavaram, Rawtani, 
Kumar, & Agrawal, 2017). AFM can reveal the 
sample's age by measuring the viscosity or 
dryness of the sample. The detective is receiv-
ing assistance from AFM in identifying the 
compounds found in the urine. When urine is 
combined with nanoparticles and exposed to 
laser light, a signal is released that indicates the 
presence of chemicals or other things, such as 
pharmaceuticals, in the urine (Yadavalli & 
Ehrhardt, 2021).

6.  DNA Analysis

The advancement and improvement of DNA 
analysis looks to be the most promising use of 
nanotechnology. DNA may now be extracted, 
amplified, separated, and sequenced more 
quickly and conveniently thanks to nanotech-
nology (Moller & Fritzsche, 2007). In addition 
to revealing the physical characteristics of the 
owner of the DNA, such as age, sex, and the 
colour of the hair, eyes, and skin, among other 
things, next-generation sequencing using 
nanotechnology is also assisting the detective 
in determining the origin of DNA, including 
whether the DNA lifted from the crime scene 
came from skin, blood, saliva, semen, etc 
(Kaur & Sharma, 2022).

9.  Forged Products (set-up)

Nanotechnology is also helping differentiate 
false products from originals. Police are able to 
detect crimes involving inauthentic aspects by 
using nanofibers and nanodots. Bio-Nanosen-
sors are also being used to identify toxins and 
to detect narcotics, explosives and bioterrorist 
agents (Mandal & Mandal, 2015).

Forged Product Investigation

10.  Security purposes

By lowering the time, expense, and level of 
skill needed while simultaneously improving 
the precision and accessibility of nano collect-
ing and analysis devices, nanotechnologies in 
forensic science and security can revolutionize 
the way an investigation is conducted (Muro, 
Doty, Bueno, Halamkova, & Lednev, 2015).

Forensic investigation for security purposes

11.  Conclusion

With distinctive qualities, nanotechnology  
have many uses in forensic science like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities. Utilizing nanomaterials 
with special electrical, optical, and magnetic 
properties allows for a wide range of forensic 
applications, including the processing of 
evidence, fingerprint recognition, the detection 
of illegal narcotics, explosives, and GSR.
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the toxicity of drugs, biological obstacles and 
selective drug delivery agents. These peculiari-
ties can be modulated for large nano-biomedi-
cal applications (Choi & Han, 2018).

7.  Green Chemistry

The field of "green chemistry," which was 
established two decades ago, represents the 
key efforts to address such challenges from the 
most fundamental level by re-examining, 
redesigning, and recreating the scientific tools 
used in the production, transformation, and use 
of chemical products in order to increase 
efficiency while reducing waste and harm. The 
objectives of this issue on green chemistry, 
which includes some of the leading profession-
als in the field, are to assess our needs in the 
area, reflect on the advancements made, and 
celebrate successes. This selection merely 
scratches the surface of the countless intrigu-
ing developments in the area (Iqbal et al., 
2020).

All areas of chemistry are included in "green 
chemistry," however there is a particular 
emphasis on chemical compound synthesis and 
chemical engineering techniques used in 
industrial settings using natural materials. On 
the other hand, laboratory investigations are 
also impacted by the key principles of green 
chemistry, creating a safer environment. 
According to sustainable chemistry, or "green 
chemistry," the use and production of hazard-
ous compounds are reduced during reaction 
and synthesis. Green chemistry also involves 
processes for creating renewable materials. 
The following are the primary objectives of 
green chemistry, the utilization of renewable 
materials and energy sources, as well as the 
design of reactions with the highest efficiency. 
Using green chemistry, new nonmaterial can 

The systems for nanoparticles must be stable, 
biocompatible, and selectively directed to 
particular places in the body following system-
atic delivery if they are to be used to their full 
potential. To recognize the targeted cells in an 
administration, more precise targeting systems 
are created. If in at least one of their lengths, 
nanoparticles are smaller than 100nm. In 
general, however, nanoparticles are materials 
which have nanoscale dimensions of at least 
two dimensions, including particles as well as 
fibrous materials and tubes, but excluding 
nanoscale materials of only one dimension, 
such as coatings, films and multilayer’s (Holis-
ter et al., 2003).

There are many types of particles under this 
umbrella word, which only have the resem-
blance of their small size. The word of “nano-
particles” is commonly used as a collective 
term in this study as well as in the everyday 
language. However, it is important to remem-
ber that it (Biswas et al., 2005).

In various fields of science and technology, 
nanotechnology has broad applications and 
recent research focuses on NPs related materi-
als and their applications. Much of the size of 
biological molecules is close to that NPs, 
because it has uses in both in vitro and in vivo 
biochemical studies. NPs have possible appli-
cations in drug distribution, “a wonder of nano 
medicine” cancer therapeutics, in antibacterial 
vaccinations to manage bacterial infections 
and to target bacteria as an alternative to antibi-
otics. Inorganic nano metal oxide NPs (MgO, 
CaO, CuO, ZnO, TiO2) have distinct features 
and are safe, stable and possess multifunction-
al properties (Ranghar et al., 2014). These NPs 
are well known for their intrinsic antimicrobial 
activity and have potential nutritional, environ-

mental and health care applications. Among 
these, CaO NPs have outstanding antimicrobi-
al potential and ability to inactivate microbial 
endotoxin. 

Due to the unique structural and optical 
characteristics of CaO NPs, they have the 
potential to be employed as a drug delivery 
agent in photodynamic therapy (PDT), photo 
thermal therapy (PTT), and synaptic delivery 
of chemotherapeutic drugs. CaO nanoparticles 
are non-toxic to both people and animals. 
Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conformation-
al changes, an excellent protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and easily under-
goes conformational changes.

Many therapeutic nano systems, targeting the 
target organ, are configured for intravenous 
systematic administration. Changes in protein 
conformation and biological behavior and 
alternation of the properties of NPs can occur 
as NPs join a biological fluid (Gross et al., 
2012).

2.  Nanoparticles

A particle with a size of at least one of the three 
possible dimensions between 1nm and 100nm 
is referred to as a "nanoparticle." In fundamen-
tal aspects, the physical, chemical, and biologi-
cal characteristics of nanoparticles differ from 
those of all individual atoms or molecules and 
the associated bulk materials in this size range. 
Metals, non-oxide metal ions, metal oxides, 
ceramics, polymers, organic materials, carbon, 
and biomolecules  the most prevalent chemical 

act as a biological reducer for metal production 
is well established (Akhtar et al., 2013). Where 
flavonoids compounds were found to be one of 
the most useful classes of plant tissue second-
ary metabolites added as a reducing a metal ion 
agent.

Depending on the type of plant, the majority of 
flavonoids compounds naturally contain 
natural colours in various shades, such as red, 
pink, and purple. Calcium oxide is the most 
significant substance that has been widely 
utilised in a variety of fields, including cataly-
sis, cosmetics, and ceramics (CaO). It is also 
employed as an inorganic antibacterial agent to 
inhibit germs. Depending on its chemical 
makeup, CaO belongs in the periodic table's 
alkaline earth group. However, given the great 
richness of tropical plants found in Indonesia, 
using tropical biomass or its extracts for CaO 
biosynthesis would be a worthy scientific 
challenge due to the more efficient and 
environmentally friendly method of CaO 
biosynthesis. It is generally recognised that 
chemicals found in plant materials, such as 
biomass, can act as biological compounds on 
the production of metals (Mustafa et al., 2013).

Where flavonoids compounds were found to 
be one of the most useful classes of plant tissue 
secondary metabolites added as a reducing 
agent for ions of metal. Depending on the 
shape of the plant, many flavonoids naturally 
create natural pigments in a variety of hues, 
such as red, pink, and yellow. The previous ten 
years, researchers have concentrated immense-
ly on nanotechnology and intensely on nano-
technology efforts to investigate the electrical, 
optical and magnetic properties of nonmateri-
al. A number of nanoparticles-based therapeu-
tics have increased effectiveness and decreased 

be created that have positive effects on the 
economy, society, health, and environment 
(Ramesh et al., 2012).

Synthesis of many green nanoscale drug deliv-
ery systems this will be stressed first. The vast 
majority of examples for the use of green 
chemistry in nanoscale drug delivery systems 
rely on gold nanoparticles (AuNPs), polymer 
nanoparticles, and biological drug delivery 
systems based on proteins and lipids. Follow-
ing each section is a quick summary of the 
green manufacturing companies that are 
currently being developed. Last but not least, a 
focus will be given on the future paths that the 
field of green nano-chemistry needs to take in 
order to eventually apply green chemistry in 
nanomedicine on a large scale to safely and 
successfully treat a variety of disorders 
(Bernardini et al., 2015).

               

8.  Parameters Effecting Green 
Synthesis of Metal Nanoparticles

Di�erent parameters, such as reaction time, 
reactant concentrations, pH, and tempera-
ture, can be used to alter the morphological 
properties of nanoparticles (Table 1.1). Such 
factors are important for knowing the e�ect 

of environmental conditions on nanoparti-
cles synthesis because they plays an impor-
tant role in optimizing the metallic nanopar-
ticle’s synthesis through biological means (D. 
Zhang et al., 2020).

9. Application of Nanotechnology 
in Forensic Science

Forensic GSR Analysis 

CaO nanoparticles of forensic science relies 
heavily on gunshot residue (GSR) to determine 
specific elements of crime. CaO nanoparticles 
is used of a gun resulted in a suicide or a 
murder is the major goal of GSR analysis. CaO 
nanoparticles is used to determine whether a 
shooting was unintentional, committed in 
self-defense or with the intent to kill a person 
(Sermon et al. 2012). The distance from which 
the weapon is fired, and how close it comes to 
the target, is determined by the Global System 
for Standardization’s (GSR) Common Sense 
Rating (CSR) system (Schwoeble and Exline 
2000). Nanotechnology is the key to overcom-
ing the drawback faced by conventional meth-
ods for determining global temperature (GSR) 
and other important information. The conven-
tional methods used for GSR determination is 
very time-consuming and also not accurate. 

Using the ancient method, the information 
remains unanalyzed (Meng and Caddy 1997). 
This approach involves the rearrangement of 
GSR using high-resolution scanning electron 
microscopy (HR-SEM) images (Pandya and 
Shukla 2018). An X-ray spectrometer in 
conjunction with a scanning electron micro-
scope is useful for determining the chemicals 
present. The most accurate GSR analysis uses 
several nanodevices and nanomaterials, such 
as gold nanoparticles (Srividya 2016). Due to 
the high surface-to-volume ratio, it is possible 
to create ultrasensitive nano sensors that can 
detect as little as a few micrograms of the 
sample (Taudte et al. 2016).

                                 

10. Forensic Fingerprint 
Development

The method of gathering evidence in rape 
crimes is frequently a simple, sensitive, and 
effective powder for fingerprint detection. 
Since the latter part of the nineteenth century, 
biometric identification of people has been 
done by using their fingerprints' distinctive 
patterns. One of the best systems for the safety 
and security of papers, gadgets (such phones, 
laptops, etc.), bank lockers, entrance control of 
workplaces, and forensic application in crime 
scene investigation is the development, identi-
fication, and presentation of the fingerprint 

(Wang et al., 2017).

11.  Traditional Methods For 
Fingerprint Development

Finger prints left at crime scenes are one of the 
tools used to incriminate or eliminate suspects. 
The fingerprint showed the addition of CaO 
nanoparticles can be classified into three class-
es, patent prints, plastic prints, and latent 
prints. The patent prints are already visible to 
the naked eye because of blood, or through 
blood-covered fingers, or in ink or dirt. Plastic 
prints are left on a pliable surface consisting of 
clay or wax. Latent prints are left on surfaces 
due to the natural oils and sweat secreted from 
the skin. Two methods can perform fingerprint 
detection, one is the "physical method" (pow-
der dusting) and the "chemical method". Tradi-
tional fingerprint powder composition is 
complexes of regular, luminescent, metallic, 
and thermoplastic powders (Exline et al., 
2003).

                             

12.  Biosensors

 A biosensor is the most efficient and multifac-
eted technology that plays a very indispensable 
role in the province of forensic sciences. Both 
forensic analysis and forensic investigation are 
fundamental branches of the modern analytical 
chemistry with a social security and legal 
implication, according to the American Chemi-

Nanoscale metal particles Inorganic nanoparti-
cles are those that are not made of carbon. 
Metallic nanoparticles are often classified as 
those made of metal or metal oxide.

4.  Carbon based

All-carbon nanoparticles are known as 
carbon-based nanoparticles. Fullerenes, 
graphene, carbon nanotubes (CNT), carbon 
nanofibers, carbon black, and on occasion 
activated carbon are used to represent them 
(Ealia & Saravanakumar, 2017).

5.  Green Synthesis of 
Nanoparticles

There are many methods for the preparation of 
nanoparticles, but most common method we 
used are the 

1. Top down approach 

2. Bottom up approach (Iravani, 2011).

 

6.  CaO Nanoparticles

Calcium oxide nanoparticles are used in photo 
thermal and photodynamic therapy and synap-
tic delivery as potential drug delivery agents. 
CaO NPs are also used in different fields with 
potential biomedical applications, such as 
electronics, environmental remediation, 
sensors and catalysis (Kumar et al., 2019).

Calcium oxide (CaO) is the most significant 
substance that has been widely utilised in a 
variety of fields, including catalysis, cosmet-
ics, and ceramics to control microorganisms, it 
is also used as an inorganic antimicrobial 
substance. Depending on  its chemical 
makeup, CaO can be found in the periodic 
table's alkaline earth (Marquis et al., 2016).

However, given the great richness of tropical 
plants group found in Indonesia, using tropical 
biomass or its extract for CaO biosynthesis 
would be a worthy scientific challenge due to 
the more efficient and environmentally friend-
ly method of CaO biosynthesis. The ability of a 
metabolite chemical found in plant materials to 

cal Society (ACS) (Ganesh 2016). Biosensors 
are most extensively used in the forensic 
toxicological analysis of different compounds 
and chemicals such as poisons, alcohol, toxins, 
and illicit drugs. Chemical and biological 
weapons and explosives can also be detected 
with the help of these biosensors. Nanotech-
nology have made a tremendous change in 
forensic investigations of addition CaO nano-
particles in biosensors are multifunctional and 
thus play an important role in forensic investi-
gations. The use of biological sensing material 
on the nano‐wafer or nano‐ substrate makes the 
biosensors more sensitive with enhanced 
performance. DNA sensors having DNA 
attached to the electrode are used for the detec-
tion of different poisons (Frederickx, Verheg-
gen, & Haubruge, 2011).

            

                   

13. Pre-blast and Post-Blast 
Identification

Explosives are any solid, liquid, or gaseous 
object capable of conducting a spontaneous 
chemical reaction is an explosive. Explosive 
detection is crucial in forensics since most 
explosives are used for malicious purposes, 
terrorism, or mass destruction (Cowan & 
Koppl, 2011).

Explosives are mainly classified into two, 
which are as follows: 

● High explosive
● Low explosive 

Explosives used in bombing attacks are mostly 
high explosives. High explosives are further 
classified as military, commercial, and impro-
vised explosives. Military explosive is the 
chemical or mixture used in military, e.g. TNT, 
RDX, and PETN. Commercial explosives are 
chemical mixtures chemically used and 
produced such as ammonium nitrate/fuel oil 
(ANFO) (Trimpe). Micro-trace taggant 
technology can be used to identify and track 
cap-sensitive high explosives, such as 
cartridge-packed dynamite water gels and 
boosters. Pre-blast identification tags are 
discovered during the pre-blast recovery of an 
illegal explosive device. Use of explosives 
illicitly and the execution of criminal bombing 
cases can be simply understood using this 
technology (Seman et al. 2019).  In addition of 
CaO nanoparticles explosives used in terrorist 
attacks are identified post-blast using identifi-
cation taggants. Taggants are created by swap-
ping out a hydrogen atom from a liquid or gas 
molecule. Isotropic technology is used for the 
purpose of uniquely identifying a detracted 
isotope. As a result, the potential of terrorism 
and mass destruction has decreased thanks to 
the widespread usage of taggants for explosive 
and dynamite identification (Karim et al. 
2014).

14. Currency Identification

A crucial area to focus on is currency's security 
and distinctiveness. Numerous chemical and 
nano spectroscopic taggants are utilised to 
ensure the currency's uniqueness and prevent 
fraud (Natan et al. 2007). Since the spectro-
scopic taggants implanted in money notes are 
unique and cannot be duplicated, the original 
currency can be recognised. Additionally, 
invisible chemical and nanotaggants that are 
impossible to remove or duplicate are implant-
ed in the currency. Therefore, taggants are 
widely used for the originality and security of 
the currency (Mead et al. 2014).

                                       

15.  Document Identification

The security of anti-counterfeiting documents 
depends on tangential technologies as well. 
Important papers and documents are physical-
ly marked with taggants to monitor stolen or 
lost documents and to prevent duplication 
(Duong et al. 2014). Taggants are the unique 
technologies used for anti-counterfeiting and 
security document protection. The inks used in 
the printing or writing of important legal docu-
ments can be tagged with special micro‐tag-
gants. A tracker like physical taggant can be 
inserted on the document to save it from dupli-
cation and can be recovered when lost (Gooch 
et al. 2016a).

                              

16.  DNA Analysis

Nanotechnology can be an important tool for 
preventing crimes and for prosecuting offend-
ers. DNA may now be extracted using magnet-
ic nanoparticles from a variety of biological 
sources. One of the most crucial pieces of 
supporting evidence is the presence of an 
individual at the crime scene, regardless of 
whether their DNA belongs to the victim or the 
offender. Nowadays, magnetic CaO nanoparti-
cles are being used to extract DNA from differ-
ent biological sources like the blood, hair, skin, 
semen, and saliva (Eisenstein et al., 2011). 
Additionally, by creating nanotechnolo-
gy-based instruments that can be used to 
directly read the DNA sequence in a molecule, 
more progress is made in the field of DNA 
analysis (McCord., 2006). Moreover, the DNA 
sequence can be examined using atomic force 
microscopy by mounting the DNA molecules 
on carbon nanotubes (Daniels et al., 2006).

                                        

17. Y- Chromosomes Analysis

The issue of rape has been the central concern 
because it adversely impacts the health of 
exploited people by resulting in various 
illnesses, bodily injuries, sexual and reproduc-
tive problems, and mental clutter. It is based on 
four different sources of information. informa-
tion obtained from the police, the general 
public through reviews, a legal DNA inquiry, 
and the judicial system. The Y chromosome is 
only found in men and is inherited from 
parents. It is passed down from a father to his 
child and can convey information from a male 
line that denotes the child to his father. In a 
mixture of male and female DNA samples, the 
study of genetic markers on the Y chromosome 
can specifically identify male evidence of 
sexual assault. Additionally, it could be applied 
to cases of sexual assault (Tilley & Ford, 
1996).

18. Explosive Residue Detection

Nanotechnology can be used to identify minute 
quantities of shattered explosives at the time of 
crime scene analysis. The detection of trace 
amounts of explosive is a difficult undertaking 
because of many issues like minuscule quanti-
ties of an unexplored substance and contami-
nated samples, such as contaminated soil and 

water. Nano-based devices can be used to 
detect trinitrotoluene (TNT) up to 1nm level in 
aqueous solution in a turmeric extracted 
curcumin and CaO nanoparticles‐based, highly 
selective, and ultrasensitive fluorescent probe. 
For superior results, when the examiner is 
unable to provide enough evidence and cannot 
find the unregimented parts of an explosive, 
the nanotechnology could be used (Pandya and 
Shukla 2018). The trace explosive detection 
also involves the collection of vapor and 
particulate systems and detecting them using 
the sensitive nanomaterials. There are signifi-
cant advantages of nanotechnology-based 
sensors such as low cost, high sensitivity and 
low-consumption of power. Using nanotech-
nology, the explosive residue detection has 
become an easier and effortless task (Bever-
idge, 1992).

                              

19. Illicit Drug Detection 

Ilicit drugs can be used to commit crimes such 
as sexual harassment, rape, burglary, and 
robbery. The main motive of this crime is to 
impede the behavior, interpretation capability, 
or commandment ability of the person under 
the influence of a drug. Detection of illicit 
drugs is an important task as DFC includes 
dangerous crimes like sexual harassment and 
rape (Zhai et al. 2014). Forensic experts have a 

difficult time detecting drugs because they are 
not present in the sample that was sent to the 
forensic laboratory for the inquiry in their 
original form. There are numerous drawbacks 
to the conventional method of drug testing, 
including cost effectiveness, instrument limita-
tions, and instrument sensitivity, making appli-
cation of nanotechnology in the pharmaceuti-
cal business vital for drug analysis. Nanotech-
nology and nanomaterials possess unique 
physicochemical properties along with the 
cost‐effectiveness, capacity of miniaturization, 
and adaptability with compatibility that play a 
major role in the detection of illicit drugs. 
Research has proved that cocaine in the finger-
prints can be determined using gold nanoparti-
cles. Nanotechnology has made illicit drug 
detection a real-time easy job. A pin-sized 
gadget can be dipped in the saliva at the crime 
spot and can confirm the presence and absence 
of drugs. Also, alcohol analyzer used for drug 
testing can also be modified using this technol-
ogy (Lad et al. 2016).

20. Conclusion

A review of the scientific literature on nano-

technology has shown the importance of nano-
technology in the field of forensic science, 
with a focus on how it can be applied to crime 
scene analysis and forensics. Nanotechnology 
and taggant technology have many uses in 
forensic science inquiry and how it can 
advance forensic science concerns like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities are just some of the ways in 
which nanotechnology is used in the field. 
Nanotechnology is an emerging field in which 
nanomaterials are developed that possess 
unique electrical, optical, and magnetic proper-
ties that can be applied to a wide range of 
forensic applications. These include evidence 
handling, fingerprint identification, illicit 
drugs, GSR, and explosives detection. 
Taggants are used in taggant technology, which 
enables continuous monitoring of these 
technologies, which can be advantageous and 
productive in preventative forensic and precau-
tions. However, the real-world outlook for the 
application of such technology is still dismal. 
This can be the result of ignorance of such 
techniques or reluctance to adopt new technol-
ogies. Taggant technology has the ability to 
prevent a crime from occurring due to their 
continuous monitoring, while nanotechnology 
is capable of handling the repercussions of a 
crime scene. Together, these technologies will 
bring a revolution in various field of forensic 
science such as ballistics, fingerprint analysis, 
DNA analysis, Illicit Drug Detection and 
toxicology.
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components used to make nanoparticles (Roco 
et al., 2011).

Back in 2000, the United States initiated the 
almost all of the United States' states rapidly 
launched their own nanotechnology efforts 
after the National Nanotechnology Initia-
tive(NNI) (2001). National Science Founda-
tion departments ultimately sponsored approx-
imately 20 research Centre (NSF), an organiza-
tion that is directly accountable to the president 
of the United States to bring out the NNI 
(Moreno-Olivas et al., 2014).

Recently, microbial bioprocessing has been 
investigated as a desirable an option to creating 
nanoparticles chemically and physically. 
Nanotechnology and microbial biotechnology 
are combined during the microbial synthesis of 
NPs. Exploration of bacteria, archaebacterial, 
fungus, yeast, moulds, microalgae, and viruses 
is being done in order to create bioactive nano-
structures that have many industrial benefits 
(Hulkoti et al., 2014).

Most of the time, microbial biosynthesis and 
bioprocessing results in cost-efficient, environ-
mentally beneficial, and sustainable NPs. 
However, the biogenesis process takes a long 
time, and it is challenging to regulate the NPs' 
size, shape, and dispersion. To get beyond 
these restrictions, a number of ways have been 
developed, including proper strain selection, 
the creation of genetically modified microbes, 
the development of technologies for extracting 
and cultivating microorganisms, as well as 
combination techniques such photo-biological 
procedures (Mohammadian et al., 2016). 

Nanoparticles come in a variety of distinct 
morphologies, including spheres, tubes, plate-
lets, and cylinders, among others. In general, 

nanoparticles have their surfaces modified to 
match the requirements of the particular appli-
cations they will be used in. the vast chemical 
diversity of nanoparticles that results from it. 
The particle's morphologies, state of particle 
dispersion, medium in which it is present, and, 
most importantly, the different potential 
surface alterations the nanoparticles can be 
exposed to, are necessary to make this an 
essential active area of research today (Cunill 
et al., 2019).

3. Classification of Nanoparticles

The organic, inorganic, and carbon-based 
nanoparticles are the three main categories for 
the nanoparticles.

Organic Nanoparticles

Organic nanoparticles or polymers include 
ferritin, liposomes, dendrimers, and micelles. 
Some of these nanoparticles, such as micelles 
and liposomes, are biodegradable and non-tox-
ic, own hollow cores that give them the name 
"nanocapsules" and make them sensitive to 
electromagnetic and thermal radiation like heat 
and light. They are the perfect option for drug 
administration because of their distinctive 
qualities. In addition to their normal character-
istics like size, composition, surface form, etc., 
the drug carrying capacity, stability, and deliv-
ery systems whether entrapped drug or 
adsorbed drug system determine their range of 
applications and efficiency. The biomedical 
sector uses organic nanoparticles most 
frequently for drug delivery systems because 
they are efficient and may be injected into 
specific physiological locations, a procedure 
known as targeted medicine administration.

Inorganic nanoparticles

antibacterial power and capacity to inactivate 
microbial endotoxin. In photodynamic therapy, 
they may be utilized as a potential medication 
delivery system due to CaO NPs specific struc-
tural and photothermal therapy (PTT), optical 
properties (PDT) and synaptic distribution of 
chemotherapeutic agents. 

Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conforma-
tional changes, a suitable protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and readily under-
going conformational changes, target the 
desired organ. When NPs enter a biological 
fluid there will be changes in conformation and 
biological activity of protein as well as modifi-
cation in the properties of NPs (Gross et al., 
2012).

The term "nanotechnology" soon captured the 
imagination and curiosity of the general public 
as well as of various media (TV networks, the 
internet, etc.). Nanoparticles typically range in 
size from 1 to 100 nanometers. Metallic nano-
particles have various physical and chemical 
features from bulk metals, including as lower 
melting temperatures, higher special surface 
areas, unique optical qualities, mechanical 
prowess, and unique magnetization, which 
could be advantageous in a variety of industrial 
applications (Roco, 2011).

Table 2.1: The use of Nanotechnology 
techniques in manufacture

Nanoparticles typically range in size from 1 to 
100nanometers. The description of nanoparti-
cles and nonmaterial’s by different organiza-
tions is outlined in this respect. In special 
interest, one of the fundamental attractions and 
a hallmark of nanoparticles is the optical 
property. A 20nm gold nanoparticles, for 
example, has a distinctive red wine hue. The 
size of the nanoparticles utilized in the field of 
biotechnology typically ranges between 10 and 
500nm. Due to their small size, these particles 
can interact with biomolecules inside and on 
the surfaces of cells in a number of ways that 
can be interpreted and assigned to various 
biochemical and physiochemical properties of 
these cells (Mody et al., 2009).

1.  Introduction 

 Although scientists and technolo-
gists are still being inspired by nanotechnology 
to investigate novel materials and human 
benefits (Patel et al., 2008).
Nanotechnology is the study of the atomic or 
molecular processing of materials with at least 
one dimension in the 1–100nm range that 
result from controlled synthesis. Since the very 
first forms of life on earth, like plants and 
animals, were molecularly altered to create 
their structures, this fascinating technology is 

not new to nature. One can find inspiration to 
develop nanoscale materials by engaging in 
extensive observation and improving aware-
ness of nature's fundamental design principles. 
This interesting field of study is made possible 
by the examination of nanoscale technology 
and how they interact with nature (Sheepara-
matti, Sheeparamatti, & Kadadevaramath, 
2007).

These NPs are well known for their intrinsic 
antimicrobial activity and have potential appli-
cations in food, climate and healthcare. CaO 
NPs stand out among them for their superior 

1.  Introduction

 The topic of nanotechnology is 
rapidly expanding and opens up new avenues 
for research and technology. Electronics, 
engineering, physical sciences, materials 
sciences, health sciences, and many other 
scientific domains have all used it. Forensic 
science and society stand to gain greatly from 
nanotechnology, yet those nanoparticles with 
novel undiscovered qualities can also be 
hazardous to the environment (Chauhan, 
Singh, & Tiwari, 2017). An essential benefit of 
adopting nanotechnology in forensic science is 
that it makes hidden evidence visible, which 

can help the forensic scientists conclude their 
investigations (Chen, 2011). With the aid of 
new scientific techniques like microbial foren-
sics, forensic science, and nanotechnology, the 
novel methods that were used in the past or are 
still used today for investigating a crime scene 
can be replaced. Examples include the smidgen 
method that was used to reveal finger prints or 
the use of fluorescent x-ray tubes (Pandya & 
Shukla, 2018). In the field of forensic sciences, 
the application of cutting-edge nanotechnolo-
gy technology can help in investigation (Bhatt, 
Pandey, Tharmavaram, Rawtani, & Mustansar 
Hussain, 2020).

produced using biological resources like bacte-
ria, algae, fungi, and plants. An overview of 
numerous studies on iron oxide (FeO/Fe3O4) 
and zero valent metallic iron (ZVMI) nanopar-
ticles illustrates its important uses in reducing 
environmental pollution (Saif, Tahir, & Chen, 
2016).

2. Iron Oxide Nanoparticles

Iron oxides are typical natural substances that 
are also simple to create in a laboratory. 
Including oxides, hydroxides, and oxide-hy-
droxides, there are 16 different types of iron 
oxide. These minerals are the end product of 
aqueous reactions occurring in a variety of 
redox reactions (Campos et al., 2015).

Iron oxide nanoparticles, which have sizes 
between 1 and 100 nanometers and are used in 
drug administration, magnetic data storage and 
bio-sensing. The surface area to volume ratio 
greatly rises in nanoparticles (NPs). This 
enables NPs to have a superior dispersibility in 
solutions and a significantly larger binding 
capacity. Super paramagnetism is a property of 
magnetic NPs with diameters ranging from 2 
to 20 nm, which indicates that they are exter-
nally magnetizable and have a magnetization 
of zero in the absence of a magnetic field 
(Palanisamy & Wang, 2019).

3. Synthesis and  Characteriza-
tion of Iron Oxide Nanoparticles

Iron oxides typically consist of a surface layer 
and a crystalline core that stabilizes the core's 
characteristics and may also be used to avoid 
aggregation. The process of synthesizing the 
iron oxide's crystalline core, which is 
composed of ferro- (Fe2+) or ferri- (Fe3+) 

Nanotechnology is useful with the creation and 
solicitation of organizationally-featured 
arrangements and devices within a scale of 
around 100 nm, where unique properties 
emerge in contrast to bulk materials. It means 
the ability to manipulate molecules and atoms 
to create customized nanostructures and 
gadgets for specific purposes. This is due to the 
merging of science in the fields of materials 
science, biology physics, chemistry, and 
engineering at the Nano scale as well as the 
significance of matter control in nearly all 
technologies (Hulla et al., 2015).

Chemical or biological methods can be used to 
create nanoparticles. Due to the presence of 
some harmful chemicals absorbed on the 
surface, chemical manufacturing processes 
have been linked to numerous negative effects. 
Biological techniques of nanoparticle manu-
facturing involving microbes, fungi, plants or 
plant extracts and enzymes are eco-friendly 
alternatives to physical and chemical 
approaches. Fe3O4 (magnetite) and FeO 
(maghemite), are two types of magnetic nano-
particles. They have been actively analyzed for 
guided medication administration, gene thera-
py, magnetic resonance imaging (MRI), target-
ed cancer treatment (magnetic hyperthermia) 
and DNA analysis (Hasan, 2015).

Nanotechnology, which eventually raises the 
risk to human health and the environment. 
There has been a rise in interest in creating 
ecologically friendly processes for creating 
metallic nanoparticles. A useful strategy in 
green nanotechnology is the utilization of 
various biomaterials for the creation of nano-
particles. Metallic nanoparticles that are 
energy-efficient, nontoxic, inexpensive and 
beneficial to the environment have been 
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magnetic material, often involves the precise 
precipitation of iron oxides in an aqueous 
solution or an organic solution while also 
incorporating a base. Due to their polymor-
phism involving temperature-induced phase 
transition, the three most widely used iron 
oxides are hematite (-Fe2O3), maghemite 
(-Fe2O3), and magnetite (Fe3O4). These miner-
als have special catalytic, magnetic, biochemi-
cal and other properties that make them 
suitable for particular technical and biomedical 
uses (Sangaiya, Jayaprakash, & Magnetism, 
2018).

For the creation of monodispersed nanoparti-
cles, an effective synthetic method relies on the 
breakdown of organometallic precursors. This 
process produces iron oxide nanoparticles 
(magnetite/maghemite Fe3O4/-FeO). Typically, 
the maximum particle size for this approach 
was between 20 and 30 nm (Guardia, Pérez, 
Labarta, & Batlle, 2010).

The FT-IR (Fourier transform infrared 
spectroscopy), UV absorption spectroscopy, 
XRD (X-ray diffractometer), EDX (Energy 
Dispersive X-Ray spectrometer), and SEM 
(scanning electron microscope) were used to 
characterize the biosynthesized iron oxide 
nanoparticles. The forms were crystalline, 
Nanorod, and enormously stable, and the 
typical particle size was between 10 and 20 
nm. (Rajiv, Bavadharani, Kumar, Vanathi, & 
Biotechnology, 2017).

4. Applications of nanotechnology 
in criminology

Fingerprint analysis
Since the beginning of time, criminologists 
have employed fingerprints as a distinctive 

form of evidence. Particularly useful in finger-
print analysis is nanotechnology. The use of 
considerably smaller nanoparticles in place of 
traditional materials like carbon black, alumin-
ium flake, and gentian violet has greatly 
increased the sensitivity of the fingerprinting 
process. Even on complex surfaces like 
adhesive or textured materials, the nanoparti-
cles are making it simpler to find and remove 
fingerprints that have been left behind (Prasad, 
Lukose, & Prasad, 2016). Nanotechnology is 
also being used to instantly and precisely 
disclose hidden fingerprints. Even on a 
damaged and faded print, the nanoparticles can 
enhance the fingerprints by adhering to the 
ridges and grooves (Pitkethly, 2009). In 
addition to the patterns, the fingerprint also 
contains the person's sweat and other metabo-
lites. The nanoparticles are able to show 
whether the owner of the fingerprint is a 
cocaine addict or an alcoholic by attaching to 
such body fluids and metabolites infused in the 
print. They are also able to reveal his age, sex, 
and the ailments he would undoubtedly suffer 
from (Pandya & Shukla, 2018).

Fingerprint analysis

5.  Atomic Force Microscope 
(AFM)

The Atomic Force Microscope (AFM) is an 

DNA Analysis

7.  Explosives Weapons

Explosives and weapons with explosive 
components are now frequently used by terror-
ists and in terrorist occurrences (Wang, 2004). 
Investigators can employ nanotechnology to 
determine the amount of intact or barely 
fragmented explosives at the crime scene 
during the course of the inquiry. Once more, 
nanotechnology is demonstrating its efficacy 
in the evaluation and detection of gunshot 
residue (Sree Satya Bharati, Byram, & Soma, 
2018)

8.  Nanotrackers

These days, using trackers and bar codes has 
become commonplace. Trackers can assist in 
locating lost or stolen objects. Nano trackers 
are also employed to keep convicts from 
breaking the law and to keep tabs on them after 
their release. Inmates that receive nano tracker 
injections are quite easy to find (Singh & 
Samal, 2021).

Nanotrackers

instrument that forensic experts use to examine 
the paper's surface at the nanoscale. The inves-
tigator can use this information to identify 
whether the document is a counterfeit or was 
actually written by one or more people by 
knowing the pen, ink, and pressure/intensity. 
By disclosing the blood sample's age, AFM 
helps the investigating officer look into body 
offences. Over time, blood thickens and 
stiffens (Pandey, Tharmavaram, Rawtani, 
Kumar, & Agrawal, 2017). AFM can reveal the 
sample's age by measuring the viscosity or 
dryness of the sample. The detective is receiv-
ing assistance from AFM in identifying the 
compounds found in the urine. When urine is 
combined with nanoparticles and exposed to 
laser light, a signal is released that indicates the 
presence of chemicals or other things, such as 
pharmaceuticals, in the urine (Yadavalli & 
Ehrhardt, 2021).

6.  DNA Analysis

The advancement and improvement of DNA 
analysis looks to be the most promising use of 
nanotechnology. DNA may now be extracted, 
amplified, separated, and sequenced more 
quickly and conveniently thanks to nanotech-
nology (Moller & Fritzsche, 2007). In addition 
to revealing the physical characteristics of the 
owner of the DNA, such as age, sex, and the 
colour of the hair, eyes, and skin, among other 
things, next-generation sequencing using 
nanotechnology is also assisting the detective 
in determining the origin of DNA, including 
whether the DNA lifted from the crime scene 
came from skin, blood, saliva, semen, etc 
(Kaur & Sharma, 2022).

Nanotechnology: An applied and extensive approach in solving crimes
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9.  Forged Products (set-up)

Nanotechnology is also helping differentiate 
false products from originals. Police are able to 
detect crimes involving inauthentic aspects by 
using nanofibers and nanodots. Bio-Nanosen-
sors are also being used to identify toxins and 
to detect narcotics, explosives and bioterrorist 
agents (Mandal & Mandal, 2015).

Forged Product Investigation

10.  Security purposes

By lowering the time, expense, and level of 
skill needed while simultaneously improving 
the precision and accessibility of nano collect-
ing and analysis devices, nanotechnologies in 
forensic science and security can revolutionize 
the way an investigation is conducted (Muro, 
Doty, Bueno, Halamkova, & Lednev, 2015).

Forensic investigation for security purposes

11.  Conclusion

With distinctive qualities, nanotechnology  
have many uses in forensic science like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities. Utilizing nanomaterials 
with special electrical, optical, and magnetic 
properties allows for a wide range of forensic 
applications, including the processing of 
evidence, fingerprint recognition, the detection 
of illegal narcotics, explosives, and GSR.
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the toxicity of drugs, biological obstacles and 
selective drug delivery agents. These peculiari-
ties can be modulated for large nano-biomedi-
cal applications (Choi & Han, 2018).

7.  Green Chemistry

The field of "green chemistry," which was 
established two decades ago, represents the 
key efforts to address such challenges from the 
most fundamental level by re-examining, 
redesigning, and recreating the scientific tools 
used in the production, transformation, and use 
of chemical products in order to increase 
efficiency while reducing waste and harm. The 
objectives of this issue on green chemistry, 
which includes some of the leading profession-
als in the field, are to assess our needs in the 
area, reflect on the advancements made, and 
celebrate successes. This selection merely 
scratches the surface of the countless intrigu-
ing developments in the area (Iqbal et al., 
2020).

All areas of chemistry are included in "green 
chemistry," however there is a particular 
emphasis on chemical compound synthesis and 
chemical engineering techniques used in 
industrial settings using natural materials. On 
the other hand, laboratory investigations are 
also impacted by the key principles of green 
chemistry, creating a safer environment. 
According to sustainable chemistry, or "green 
chemistry," the use and production of hazard-
ous compounds are reduced during reaction 
and synthesis. Green chemistry also involves 
processes for creating renewable materials. 
The following are the primary objectives of 
green chemistry, the utilization of renewable 
materials and energy sources, as well as the 
design of reactions with the highest efficiency. 
Using green chemistry, new nonmaterial can 

The systems for nanoparticles must be stable, 
biocompatible, and selectively directed to 
particular places in the body following system-
atic delivery if they are to be used to their full 
potential. To recognize the targeted cells in an 
administration, more precise targeting systems 
are created. If in at least one of their lengths, 
nanoparticles are smaller than 100nm. In 
general, however, nanoparticles are materials 
which have nanoscale dimensions of at least 
two dimensions, including particles as well as 
fibrous materials and tubes, but excluding 
nanoscale materials of only one dimension, 
such as coatings, films and multilayer’s (Holis-
ter et al., 2003).

There are many types of particles under this 
umbrella word, which only have the resem-
blance of their small size. The word of “nano-
particles” is commonly used as a collective 
term in this study as well as in the everyday 
language. However, it is important to remem-
ber that it (Biswas et al., 2005).

In various fields of science and technology, 
nanotechnology has broad applications and 
recent research focuses on NPs related materi-
als and their applications. Much of the size of 
biological molecules is close to that NPs, 
because it has uses in both in vitro and in vivo 
biochemical studies. NPs have possible appli-
cations in drug distribution, “a wonder of nano 
medicine” cancer therapeutics, in antibacterial 
vaccinations to manage bacterial infections 
and to target bacteria as an alternative to antibi-
otics. Inorganic nano metal oxide NPs (MgO, 
CaO, CuO, ZnO, TiO2) have distinct features 
and are safe, stable and possess multifunction-
al properties (Ranghar et al., 2014). These NPs 
are well known for their intrinsic antimicrobial 
activity and have potential nutritional, environ-

mental and health care applications. Among 
these, CaO NPs have outstanding antimicrobi-
al potential and ability to inactivate microbial 
endotoxin. 

Due to the unique structural and optical 
characteristics of CaO NPs, they have the 
potential to be employed as a drug delivery 
agent in photodynamic therapy (PDT), photo 
thermal therapy (PTT), and synaptic delivery 
of chemotherapeutic drugs. CaO nanoparticles 
are non-toxic to both people and animals. 
Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conformation-
al changes, an excellent protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and easily under-
goes conformational changes.

Many therapeutic nano systems, targeting the 
target organ, are configured for intravenous 
systematic administration. Changes in protein 
conformation and biological behavior and 
alternation of the properties of NPs can occur 
as NPs join a biological fluid (Gross et al., 
2012).

2.  Nanoparticles

A particle with a size of at least one of the three 
possible dimensions between 1nm and 100nm 
is referred to as a "nanoparticle." In fundamen-
tal aspects, the physical, chemical, and biologi-
cal characteristics of nanoparticles differ from 
those of all individual atoms or molecules and 
the associated bulk materials in this size range. 
Metals, non-oxide metal ions, metal oxides, 
ceramics, polymers, organic materials, carbon, 
and biomolecules  the most prevalent chemical 

act as a biological reducer for metal production 
is well established (Akhtar et al., 2013). Where 
flavonoids compounds were found to be one of 
the most useful classes of plant tissue second-
ary metabolites added as a reducing a metal ion 
agent.

Depending on the type of plant, the majority of 
flavonoids compounds naturally contain 
natural colours in various shades, such as red, 
pink, and purple. Calcium oxide is the most 
significant substance that has been widely 
utilised in a variety of fields, including cataly-
sis, cosmetics, and ceramics (CaO). It is also 
employed as an inorganic antibacterial agent to 
inhibit germs. Depending on its chemical 
makeup, CaO belongs in the periodic table's 
alkaline earth group. However, given the great 
richness of tropical plants found in Indonesia, 
using tropical biomass or its extracts for CaO 
biosynthesis would be a worthy scientific 
challenge due to the more efficient and 
environmentally friendly method of CaO 
biosynthesis. It is generally recognised that 
chemicals found in plant materials, such as 
biomass, can act as biological compounds on 
the production of metals (Mustafa et al., 2013).

Where flavonoids compounds were found to 
be one of the most useful classes of plant tissue 
secondary metabolites added as a reducing 
agent for ions of metal. Depending on the 
shape of the plant, many flavonoids naturally 
create natural pigments in a variety of hues, 
such as red, pink, and yellow. The previous ten 
years, researchers have concentrated immense-
ly on nanotechnology and intensely on nano-
technology efforts to investigate the electrical, 
optical and magnetic properties of nonmateri-
al. A number of nanoparticles-based therapeu-
tics have increased effectiveness and decreased 

be created that have positive effects on the 
economy, society, health, and environment 
(Ramesh et al., 2012).

Synthesis of many green nanoscale drug deliv-
ery systems this will be stressed first. The vast 
majority of examples for the use of green 
chemistry in nanoscale drug delivery systems 
rely on gold nanoparticles (AuNPs), polymer 
nanoparticles, and biological drug delivery 
systems based on proteins and lipids. Follow-
ing each section is a quick summary of the 
green manufacturing companies that are 
currently being developed. Last but not least, a 
focus will be given on the future paths that the 
field of green nano-chemistry needs to take in 
order to eventually apply green chemistry in 
nanomedicine on a large scale to safely and 
successfully treat a variety of disorders 
(Bernardini et al., 2015).

               

8.  Parameters Effecting Green 
Synthesis of Metal Nanoparticles

Di�erent parameters, such as reaction time, 
reactant concentrations, pH, and tempera-
ture, can be used to alter the morphological 
properties of nanoparticles (Table 1.1). Such 
factors are important for knowing the e�ect 

of environmental conditions on nanoparti-
cles synthesis because they plays an impor-
tant role in optimizing the metallic nanopar-
ticle’s synthesis through biological means (D. 
Zhang et al., 2020).

9. Application of Nanotechnology 
in Forensic Science

Forensic GSR Analysis 

CaO nanoparticles of forensic science relies 
heavily on gunshot residue (GSR) to determine 
specific elements of crime. CaO nanoparticles 
is used of a gun resulted in a suicide or a 
murder is the major goal of GSR analysis. CaO 
nanoparticles is used to determine whether a 
shooting was unintentional, committed in 
self-defense or with the intent to kill a person 
(Sermon et al. 2012). The distance from which 
the weapon is fired, and how close it comes to 
the target, is determined by the Global System 
for Standardization’s (GSR) Common Sense 
Rating (CSR) system (Schwoeble and Exline 
2000). Nanotechnology is the key to overcom-
ing the drawback faced by conventional meth-
ods for determining global temperature (GSR) 
and other important information. The conven-
tional methods used for GSR determination is 
very time-consuming and also not accurate. 

Using the ancient method, the information 
remains unanalyzed (Meng and Caddy 1997). 
This approach involves the rearrangement of 
GSR using high-resolution scanning electron 
microscopy (HR-SEM) images (Pandya and 
Shukla 2018). An X-ray spectrometer in 
conjunction with a scanning electron micro-
scope is useful for determining the chemicals 
present. The most accurate GSR analysis uses 
several nanodevices and nanomaterials, such 
as gold nanoparticles (Srividya 2016). Due to 
the high surface-to-volume ratio, it is possible 
to create ultrasensitive nano sensors that can 
detect as little as a few micrograms of the 
sample (Taudte et al. 2016).

                                 

10. Forensic Fingerprint 
Development

The method of gathering evidence in rape 
crimes is frequently a simple, sensitive, and 
effective powder for fingerprint detection. 
Since the latter part of the nineteenth century, 
biometric identification of people has been 
done by using their fingerprints' distinctive 
patterns. One of the best systems for the safety 
and security of papers, gadgets (such phones, 
laptops, etc.), bank lockers, entrance control of 
workplaces, and forensic application in crime 
scene investigation is the development, identi-
fication, and presentation of the fingerprint 

(Wang et al., 2017).

11.  Traditional Methods For 
Fingerprint Development

Finger prints left at crime scenes are one of the 
tools used to incriminate or eliminate suspects. 
The fingerprint showed the addition of CaO 
nanoparticles can be classified into three class-
es, patent prints, plastic prints, and latent 
prints. The patent prints are already visible to 
the naked eye because of blood, or through 
blood-covered fingers, or in ink or dirt. Plastic 
prints are left on a pliable surface consisting of 
clay or wax. Latent prints are left on surfaces 
due to the natural oils and sweat secreted from 
the skin. Two methods can perform fingerprint 
detection, one is the "physical method" (pow-
der dusting) and the "chemical method". Tradi-
tional fingerprint powder composition is 
complexes of regular, luminescent, metallic, 
and thermoplastic powders (Exline et al., 
2003).

                             

12.  Biosensors

 A biosensor is the most efficient and multifac-
eted technology that plays a very indispensable 
role in the province of forensic sciences. Both 
forensic analysis and forensic investigation are 
fundamental branches of the modern analytical 
chemistry with a social security and legal 
implication, according to the American Chemi-

Nanoscale metal particles Inorganic nanoparti-
cles are those that are not made of carbon. 
Metallic nanoparticles are often classified as 
those made of metal or metal oxide.

4.  Carbon based

All-carbon nanoparticles are known as 
carbon-based nanoparticles. Fullerenes, 
graphene, carbon nanotubes (CNT), carbon 
nanofibers, carbon black, and on occasion 
activated carbon are used to represent them 
(Ealia & Saravanakumar, 2017).

5.  Green Synthesis of 
Nanoparticles

There are many methods for the preparation of 
nanoparticles, but most common method we 
used are the 

1. Top down approach 

2. Bottom up approach (Iravani, 2011).

 

6.  CaO Nanoparticles

Calcium oxide nanoparticles are used in photo 
thermal and photodynamic therapy and synap-
tic delivery as potential drug delivery agents. 
CaO NPs are also used in different fields with 
potential biomedical applications, such as 
electronics, environmental remediation, 
sensors and catalysis (Kumar et al., 2019).

Calcium oxide (CaO) is the most significant 
substance that has been widely utilised in a 
variety of fields, including catalysis, cosmet-
ics, and ceramics to control microorganisms, it 
is also used as an inorganic antimicrobial 
substance. Depending on  its chemical 
makeup, CaO can be found in the periodic 
table's alkaline earth (Marquis et al., 2016).

However, given the great richness of tropical 
plants group found in Indonesia, using tropical 
biomass or its extract for CaO biosynthesis 
would be a worthy scientific challenge due to 
the more efficient and environmentally friend-
ly method of CaO biosynthesis. The ability of a 
metabolite chemical found in plant materials to 

cal Society (ACS) (Ganesh 2016). Biosensors 
are most extensively used in the forensic 
toxicological analysis of different compounds 
and chemicals such as poisons, alcohol, toxins, 
and illicit drugs. Chemical and biological 
weapons and explosives can also be detected 
with the help of these biosensors. Nanotech-
nology have made a tremendous change in 
forensic investigations of addition CaO nano-
particles in biosensors are multifunctional and 
thus play an important role in forensic investi-
gations. The use of biological sensing material 
on the nano‐wafer or nano‐ substrate makes the 
biosensors more sensitive with enhanced 
performance. DNA sensors having DNA 
attached to the electrode are used for the detec-
tion of different poisons (Frederickx, Verheg-
gen, & Haubruge, 2011).

            

                   

13. Pre-blast and Post-Blast 
Identification

Explosives are any solid, liquid, or gaseous 
object capable of conducting a spontaneous 
chemical reaction is an explosive. Explosive 
detection is crucial in forensics since most 
explosives are used for malicious purposes, 
terrorism, or mass destruction (Cowan & 
Koppl, 2011).

Explosives are mainly classified into two, 
which are as follows: 

● High explosive
● Low explosive 

Explosives used in bombing attacks are mostly 
high explosives. High explosives are further 
classified as military, commercial, and impro-
vised explosives. Military explosive is the 
chemical or mixture used in military, e.g. TNT, 
RDX, and PETN. Commercial explosives are 
chemical mixtures chemically used and 
produced such as ammonium nitrate/fuel oil 
(ANFO) (Trimpe). Micro-trace taggant 
technology can be used to identify and track 
cap-sensitive high explosives, such as 
cartridge-packed dynamite water gels and 
boosters. Pre-blast identification tags are 
discovered during the pre-blast recovery of an 
illegal explosive device. Use of explosives 
illicitly and the execution of criminal bombing 
cases can be simply understood using this 
technology (Seman et al. 2019).  In addition of 
CaO nanoparticles explosives used in terrorist 
attacks are identified post-blast using identifi-
cation taggants. Taggants are created by swap-
ping out a hydrogen atom from a liquid or gas 
molecule. Isotropic technology is used for the 
purpose of uniquely identifying a detracted 
isotope. As a result, the potential of terrorism 
and mass destruction has decreased thanks to 
the widespread usage of taggants for explosive 
and dynamite identification (Karim et al. 
2014).

14. Currency Identification

A crucial area to focus on is currency's security 
and distinctiveness. Numerous chemical and 
nano spectroscopic taggants are utilised to 
ensure the currency's uniqueness and prevent 
fraud (Natan et al. 2007). Since the spectro-
scopic taggants implanted in money notes are 
unique and cannot be duplicated, the original 
currency can be recognised. Additionally, 
invisible chemical and nanotaggants that are 
impossible to remove or duplicate are implant-
ed in the currency. Therefore, taggants are 
widely used for the originality and security of 
the currency (Mead et al. 2014).

                                       

15.  Document Identification

The security of anti-counterfeiting documents 
depends on tangential technologies as well. 
Important papers and documents are physical-
ly marked with taggants to monitor stolen or 
lost documents and to prevent duplication 
(Duong et al. 2014). Taggants are the unique 
technologies used for anti-counterfeiting and 
security document protection. The inks used in 
the printing or writing of important legal docu-
ments can be tagged with special micro‐tag-
gants. A tracker like physical taggant can be 
inserted on the document to save it from dupli-
cation and can be recovered when lost (Gooch 
et al. 2016a).

                              

16.  DNA Analysis

Nanotechnology can be an important tool for 
preventing crimes and for prosecuting offend-
ers. DNA may now be extracted using magnet-
ic nanoparticles from a variety of biological 
sources. One of the most crucial pieces of 
supporting evidence is the presence of an 
individual at the crime scene, regardless of 
whether their DNA belongs to the victim or the 
offender. Nowadays, magnetic CaO nanoparti-
cles are being used to extract DNA from differ-
ent biological sources like the blood, hair, skin, 
semen, and saliva (Eisenstein et al., 2011). 
Additionally, by creating nanotechnolo-
gy-based instruments that can be used to 
directly read the DNA sequence in a molecule, 
more progress is made in the field of DNA 
analysis (McCord., 2006). Moreover, the DNA 
sequence can be examined using atomic force 
microscopy by mounting the DNA molecules 
on carbon nanotubes (Daniels et al., 2006).

                                        

17. Y- Chromosomes Analysis

The issue of rape has been the central concern 
because it adversely impacts the health of 
exploited people by resulting in various 
illnesses, bodily injuries, sexual and reproduc-
tive problems, and mental clutter. It is based on 
four different sources of information. informa-
tion obtained from the police, the general 
public through reviews, a legal DNA inquiry, 
and the judicial system. The Y chromosome is 
only found in men and is inherited from 
parents. It is passed down from a father to his 
child and can convey information from a male 
line that denotes the child to his father. In a 
mixture of male and female DNA samples, the 
study of genetic markers on the Y chromosome 
can specifically identify male evidence of 
sexual assault. Additionally, it could be applied 
to cases of sexual assault (Tilley & Ford, 
1996).

18. Explosive Residue Detection

Nanotechnology can be used to identify minute 
quantities of shattered explosives at the time of 
crime scene analysis. The detection of trace 
amounts of explosive is a difficult undertaking 
because of many issues like minuscule quanti-
ties of an unexplored substance and contami-
nated samples, such as contaminated soil and 

water. Nano-based devices can be used to 
detect trinitrotoluene (TNT) up to 1nm level in 
aqueous solution in a turmeric extracted 
curcumin and CaO nanoparticles‐based, highly 
selective, and ultrasensitive fluorescent probe. 
For superior results, when the examiner is 
unable to provide enough evidence and cannot 
find the unregimented parts of an explosive, 
the nanotechnology could be used (Pandya and 
Shukla 2018). The trace explosive detection 
also involves the collection of vapor and 
particulate systems and detecting them using 
the sensitive nanomaterials. There are signifi-
cant advantages of nanotechnology-based 
sensors such as low cost, high sensitivity and 
low-consumption of power. Using nanotech-
nology, the explosive residue detection has 
become an easier and effortless task (Bever-
idge, 1992).

                              

19. Illicit Drug Detection 

Ilicit drugs can be used to commit crimes such 
as sexual harassment, rape, burglary, and 
robbery. The main motive of this crime is to 
impede the behavior, interpretation capability, 
or commandment ability of the person under 
the influence of a drug. Detection of illicit 
drugs is an important task as DFC includes 
dangerous crimes like sexual harassment and 
rape (Zhai et al. 2014). Forensic experts have a 

difficult time detecting drugs because they are 
not present in the sample that was sent to the 
forensic laboratory for the inquiry in their 
original form. There are numerous drawbacks 
to the conventional method of drug testing, 
including cost effectiveness, instrument limita-
tions, and instrument sensitivity, making appli-
cation of nanotechnology in the pharmaceuti-
cal business vital for drug analysis. Nanotech-
nology and nanomaterials possess unique 
physicochemical properties along with the 
cost‐effectiveness, capacity of miniaturization, 
and adaptability with compatibility that play a 
major role in the detection of illicit drugs. 
Research has proved that cocaine in the finger-
prints can be determined using gold nanoparti-
cles. Nanotechnology has made illicit drug 
detection a real-time easy job. A pin-sized 
gadget can be dipped in the saliva at the crime 
spot and can confirm the presence and absence 
of drugs. Also, alcohol analyzer used for drug 
testing can also be modified using this technol-
ogy (Lad et al. 2016).

20. Conclusion

A review of the scientific literature on nano-

technology has shown the importance of nano-
technology in the field of forensic science, 
with a focus on how it can be applied to crime 
scene analysis and forensics. Nanotechnology 
and taggant technology have many uses in 
forensic science inquiry and how it can 
advance forensic science concerns like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities are just some of the ways in 
which nanotechnology is used in the field. 
Nanotechnology is an emerging field in which 
nanomaterials are developed that possess 
unique electrical, optical, and magnetic proper-
ties that can be applied to a wide range of 
forensic applications. These include evidence 
handling, fingerprint identification, illicit 
drugs, GSR, and explosives detection. 
Taggants are used in taggant technology, which 
enables continuous monitoring of these 
technologies, which can be advantageous and 
productive in preventative forensic and precau-
tions. However, the real-world outlook for the 
application of such technology is still dismal. 
This can be the result of ignorance of such 
techniques or reluctance to adopt new technol-
ogies. Taggant technology has the ability to 
prevent a crime from occurring due to their 
continuous monitoring, while nanotechnology 
is capable of handling the repercussions of a 
crime scene. Together, these technologies will 
bring a revolution in various field of forensic 
science such as ballistics, fingerprint analysis, 
DNA analysis, Illicit Drug Detection and 
toxicology.
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components used to make nanoparticles (Roco 
et al., 2011).

Back in 2000, the United States initiated the 
almost all of the United States' states rapidly 
launched their own nanotechnology efforts 
after the National Nanotechnology Initia-
tive(NNI) (2001). National Science Founda-
tion departments ultimately sponsored approx-
imately 20 research Centre (NSF), an organiza-
tion that is directly accountable to the president 
of the United States to bring out the NNI 
(Moreno-Olivas et al., 2014).

Recently, microbial bioprocessing has been 
investigated as a desirable an option to creating 
nanoparticles chemically and physically. 
Nanotechnology and microbial biotechnology 
are combined during the microbial synthesis of 
NPs. Exploration of bacteria, archaebacterial, 
fungus, yeast, moulds, microalgae, and viruses 
is being done in order to create bioactive nano-
structures that have many industrial benefits 
(Hulkoti et al., 2014).

Most of the time, microbial biosynthesis and 
bioprocessing results in cost-efficient, environ-
mentally beneficial, and sustainable NPs. 
However, the biogenesis process takes a long 
time, and it is challenging to regulate the NPs' 
size, shape, and dispersion. To get beyond 
these restrictions, a number of ways have been 
developed, including proper strain selection, 
the creation of genetically modified microbes, 
the development of technologies for extracting 
and cultivating microorganisms, as well as 
combination techniques such photo-biological 
procedures (Mohammadian et al., 2016). 

Nanoparticles come in a variety of distinct 
morphologies, including spheres, tubes, plate-
lets, and cylinders, among others. In general, 

nanoparticles have their surfaces modified to 
match the requirements of the particular appli-
cations they will be used in. the vast chemical 
diversity of nanoparticles that results from it. 
The particle's morphologies, state of particle 
dispersion, medium in which it is present, and, 
most importantly, the different potential 
surface alterations the nanoparticles can be 
exposed to, are necessary to make this an 
essential active area of research today (Cunill 
et al., 2019).

3. Classification of Nanoparticles

The organic, inorganic, and carbon-based 
nanoparticles are the three main categories for 
the nanoparticles.

Organic Nanoparticles

Organic nanoparticles or polymers include 
ferritin, liposomes, dendrimers, and micelles. 
Some of these nanoparticles, such as micelles 
and liposomes, are biodegradable and non-tox-
ic, own hollow cores that give them the name 
"nanocapsules" and make them sensitive to 
electromagnetic and thermal radiation like heat 
and light. They are the perfect option for drug 
administration because of their distinctive 
qualities. In addition to their normal character-
istics like size, composition, surface form, etc., 
the drug carrying capacity, stability, and deliv-
ery systems whether entrapped drug or 
adsorbed drug system determine their range of 
applications and efficiency. The biomedical 
sector uses organic nanoparticles most 
frequently for drug delivery systems because 
they are efficient and may be injected into 
specific physiological locations, a procedure 
known as targeted medicine administration.

Inorganic nanoparticles

antibacterial power and capacity to inactivate 
microbial endotoxin. In photodynamic therapy, 
they may be utilized as a potential medication 
delivery system due to CaO NPs specific struc-
tural and photothermal therapy (PTT), optical 
properties (PDT) and synaptic distribution of 
chemotherapeutic agents. 

Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conforma-
tional changes, a suitable protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and readily under-
going conformational changes, target the 
desired organ. When NPs enter a biological 
fluid there will be changes in conformation and 
biological activity of protein as well as modifi-
cation in the properties of NPs (Gross et al., 
2012).

The term "nanotechnology" soon captured the 
imagination and curiosity of the general public 
as well as of various media (TV networks, the 
internet, etc.). Nanoparticles typically range in 
size from 1 to 100 nanometers. Metallic nano-
particles have various physical and chemical 
features from bulk metals, including as lower 
melting temperatures, higher special surface 
areas, unique optical qualities, mechanical 
prowess, and unique magnetization, which 
could be advantageous in a variety of industrial 
applications (Roco, 2011).

Table 2.1: The use of Nanotechnology 
techniques in manufacture

Nanoparticles typically range in size from 1 to 
100nanometers. The description of nanoparti-
cles and nonmaterial’s by different organiza-
tions is outlined in this respect. In special 
interest, one of the fundamental attractions and 
a hallmark of nanoparticles is the optical 
property. A 20nm gold nanoparticles, for 
example, has a distinctive red wine hue. The 
size of the nanoparticles utilized in the field of 
biotechnology typically ranges between 10 and 
500nm. Due to their small size, these particles 
can interact with biomolecules inside and on 
the surfaces of cells in a number of ways that 
can be interpreted and assigned to various 
biochemical and physiochemical properties of 
these cells (Mody et al., 2009).

1.  Introduction 

 Although scientists and technolo-
gists are still being inspired by nanotechnology 
to investigate novel materials and human 
benefits (Patel et al., 2008).
Nanotechnology is the study of the atomic or 
molecular processing of materials with at least 
one dimension in the 1–100nm range that 
result from controlled synthesis. Since the very 
first forms of life on earth, like plants and 
animals, were molecularly altered to create 
their structures, this fascinating technology is 

not new to nature. One can find inspiration to 
develop nanoscale materials by engaging in 
extensive observation and improving aware-
ness of nature's fundamental design principles. 
This interesting field of study is made possible 
by the examination of nanoscale technology 
and how they interact with nature (Sheepara-
matti, Sheeparamatti, & Kadadevaramath, 
2007).

These NPs are well known for their intrinsic 
antimicrobial activity and have potential appli-
cations in food, climate and healthcare. CaO 
NPs stand out among them for their superior 

1.  Introduction

 The topic of nanotechnology is 
rapidly expanding and opens up new avenues 
for research and technology. Electronics, 
engineering, physical sciences, materials 
sciences, health sciences, and many other 
scientific domains have all used it. Forensic 
science and society stand to gain greatly from 
nanotechnology, yet those nanoparticles with 
novel undiscovered qualities can also be 
hazardous to the environment (Chauhan, 
Singh, & Tiwari, 2017). An essential benefit of 
adopting nanotechnology in forensic science is 
that it makes hidden evidence visible, which 

can help the forensic scientists conclude their 
investigations (Chen, 2011). With the aid of 
new scientific techniques like microbial foren-
sics, forensic science, and nanotechnology, the 
novel methods that were used in the past or are 
still used today for investigating a crime scene 
can be replaced. Examples include the smidgen 
method that was used to reveal finger prints or 
the use of fluorescent x-ray tubes (Pandya & 
Shukla, 2018). In the field of forensic sciences, 
the application of cutting-edge nanotechnolo-
gy technology can help in investigation (Bhatt, 
Pandey, Tharmavaram, Rawtani, & Mustansar 
Hussain, 2020).

produced using biological resources like bacte-
ria, algae, fungi, and plants. An overview of 
numerous studies on iron oxide (FeO/Fe3O4) 
and zero valent metallic iron (ZVMI) nanopar-
ticles illustrates its important uses in reducing 
environmental pollution (Saif, Tahir, & Chen, 
2016).

2. Iron Oxide Nanoparticles

Iron oxides are typical natural substances that 
are also simple to create in a laboratory. 
Including oxides, hydroxides, and oxide-hy-
droxides, there are 16 different types of iron 
oxide. These minerals are the end product of 
aqueous reactions occurring in a variety of 
redox reactions (Campos et al., 2015).

Iron oxide nanoparticles, which have sizes 
between 1 and 100 nanometers and are used in 
drug administration, magnetic data storage and 
bio-sensing. The surface area to volume ratio 
greatly rises in nanoparticles (NPs). This 
enables NPs to have a superior dispersibility in 
solutions and a significantly larger binding 
capacity. Super paramagnetism is a property of 
magnetic NPs with diameters ranging from 2 
to 20 nm, which indicates that they are exter-
nally magnetizable and have a magnetization 
of zero in the absence of a magnetic field 
(Palanisamy & Wang, 2019).

3. Synthesis and  Characteriza-
tion of Iron Oxide Nanoparticles

Iron oxides typically consist of a surface layer 
and a crystalline core that stabilizes the core's 
characteristics and may also be used to avoid 
aggregation. The process of synthesizing the 
iron oxide's crystalline core, which is 
composed of ferro- (Fe2+) or ferri- (Fe3+) 

Nanotechnology is useful with the creation and 
solicitation of organizationally-featured 
arrangements and devices within a scale of 
around 100 nm, where unique properties 
emerge in contrast to bulk materials. It means 
the ability to manipulate molecules and atoms 
to create customized nanostructures and 
gadgets for specific purposes. This is due to the 
merging of science in the fields of materials 
science, biology physics, chemistry, and 
engineering at the Nano scale as well as the 
significance of matter control in nearly all 
technologies (Hulla et al., 2015).

Chemical or biological methods can be used to 
create nanoparticles. Due to the presence of 
some harmful chemicals absorbed on the 
surface, chemical manufacturing processes 
have been linked to numerous negative effects. 
Biological techniques of nanoparticle manu-
facturing involving microbes, fungi, plants or 
plant extracts and enzymes are eco-friendly 
alternatives to physical and chemical 
approaches. Fe3O4 (magnetite) and FeO 
(maghemite), are two types of magnetic nano-
particles. They have been actively analyzed for 
guided medication administration, gene thera-
py, magnetic resonance imaging (MRI), target-
ed cancer treatment (magnetic hyperthermia) 
and DNA analysis (Hasan, 2015).

Nanotechnology, which eventually raises the 
risk to human health and the environment. 
There has been a rise in interest in creating 
ecologically friendly processes for creating 
metallic nanoparticles. A useful strategy in 
green nanotechnology is the utilization of 
various biomaterials for the creation of nano-
particles. Metallic nanoparticles that are 
energy-efficient, nontoxic, inexpensive and 
beneficial to the environment have been 
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magnetic material, often involves the precise 
precipitation of iron oxides in an aqueous 
solution or an organic solution while also 
incorporating a base. Due to their polymor-
phism involving temperature-induced phase 
transition, the three most widely used iron 
oxides are hematite (-Fe2O3), maghemite 
(-Fe2O3), and magnetite (Fe3O4). These miner-
als have special catalytic, magnetic, biochemi-
cal and other properties that make them 
suitable for particular technical and biomedical 
uses (Sangaiya, Jayaprakash, & Magnetism, 
2018).

For the creation of monodispersed nanoparti-
cles, an effective synthetic method relies on the 
breakdown of organometallic precursors. This 
process produces iron oxide nanoparticles 
(magnetite/maghemite Fe3O4/-FeO). Typically, 
the maximum particle size for this approach 
was between 20 and 30 nm (Guardia, Pérez, 
Labarta, & Batlle, 2010).

The FT-IR (Fourier transform infrared 
spectroscopy), UV absorption spectroscopy, 
XRD (X-ray diffractometer), EDX (Energy 
Dispersive X-Ray spectrometer), and SEM 
(scanning electron microscope) were used to 
characterize the biosynthesized iron oxide 
nanoparticles. The forms were crystalline, 
Nanorod, and enormously stable, and the 
typical particle size was between 10 and 20 
nm. (Rajiv, Bavadharani, Kumar, Vanathi, & 
Biotechnology, 2017).

4. Applications of nanotechnology 
in criminology

Fingerprint analysis
Since the beginning of time, criminologists 
have employed fingerprints as a distinctive 

form of evidence. Particularly useful in finger-
print analysis is nanotechnology. The use of 
considerably smaller nanoparticles in place of 
traditional materials like carbon black, alumin-
ium flake, and gentian violet has greatly 
increased the sensitivity of the fingerprinting 
process. Even on complex surfaces like 
adhesive or textured materials, the nanoparti-
cles are making it simpler to find and remove 
fingerprints that have been left behind (Prasad, 
Lukose, & Prasad, 2016). Nanotechnology is 
also being used to instantly and precisely 
disclose hidden fingerprints. Even on a 
damaged and faded print, the nanoparticles can 
enhance the fingerprints by adhering to the 
ridges and grooves (Pitkethly, 2009). In 
addition to the patterns, the fingerprint also 
contains the person's sweat and other metabo-
lites. The nanoparticles are able to show 
whether the owner of the fingerprint is a 
cocaine addict or an alcoholic by attaching to 
such body fluids and metabolites infused in the 
print. They are also able to reveal his age, sex, 
and the ailments he would undoubtedly suffer 
from (Pandya & Shukla, 2018).

Fingerprint analysis

5.  Atomic Force Microscope 
(AFM)

The Atomic Force Microscope (AFM) is an 

DNA Analysis

7.  Explosives Weapons

Explosives and weapons with explosive 
components are now frequently used by terror-
ists and in terrorist occurrences (Wang, 2004). 
Investigators can employ nanotechnology to 
determine the amount of intact or barely 
fragmented explosives at the crime scene 
during the course of the inquiry. Once more, 
nanotechnology is demonstrating its efficacy 
in the evaluation and detection of gunshot 
residue (Sree Satya Bharati, Byram, & Soma, 
2018)

8.  Nanotrackers

These days, using trackers and bar codes has 
become commonplace. Trackers can assist in 
locating lost or stolen objects. Nano trackers 
are also employed to keep convicts from 
breaking the law and to keep tabs on them after 
their release. Inmates that receive nano tracker 
injections are quite easy to find (Singh & 
Samal, 2021).

Nanotrackers

instrument that forensic experts use to examine 
the paper's surface at the nanoscale. The inves-
tigator can use this information to identify 
whether the document is a counterfeit or was 
actually written by one or more people by 
knowing the pen, ink, and pressure/intensity. 
By disclosing the blood sample's age, AFM 
helps the investigating officer look into body 
offences. Over time, blood thickens and 
stiffens (Pandey, Tharmavaram, Rawtani, 
Kumar, & Agrawal, 2017). AFM can reveal the 
sample's age by measuring the viscosity or 
dryness of the sample. The detective is receiv-
ing assistance from AFM in identifying the 
compounds found in the urine. When urine is 
combined with nanoparticles and exposed to 
laser light, a signal is released that indicates the 
presence of chemicals or other things, such as 
pharmaceuticals, in the urine (Yadavalli & 
Ehrhardt, 2021).

6.  DNA Analysis

The advancement and improvement of DNA 
analysis looks to be the most promising use of 
nanotechnology. DNA may now be extracted, 
amplified, separated, and sequenced more 
quickly and conveniently thanks to nanotech-
nology (Moller & Fritzsche, 2007). In addition 
to revealing the physical characteristics of the 
owner of the DNA, such as age, sex, and the 
colour of the hair, eyes, and skin, among other 
things, next-generation sequencing using 
nanotechnology is also assisting the detective 
in determining the origin of DNA, including 
whether the DNA lifted from the crime scene 
came from skin, blood, saliva, semen, etc 
(Kaur & Sharma, 2022).

9.  Forged Products (set-up)

Nanotechnology is also helping differentiate 
false products from originals. Police are able to 
detect crimes involving inauthentic aspects by 
using nanofibers and nanodots. Bio-Nanosen-
sors are also being used to identify toxins and 
to detect narcotics, explosives and bioterrorist 
agents (Mandal & Mandal, 2015).

Forged Product Investigation

10.  Security purposes

By lowering the time, expense, and level of 
skill needed while simultaneously improving 
the precision and accessibility of nano collect-
ing and analysis devices, nanotechnologies in 
forensic science and security can revolutionize 
the way an investigation is conducted (Muro, 
Doty, Bueno, Halamkova, & Lednev, 2015).

Forensic investigation for security purposes

11.  Conclusion

With distinctive qualities, nanotechnology  
have many uses in forensic science like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities. Utilizing nanomaterials 
with special electrical, optical, and magnetic 
properties allows for a wide range of forensic 
applications, including the processing of 
evidence, fingerprint recognition, the detection 
of illegal narcotics, explosives, and GSR.
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the toxicity of drugs, biological obstacles and 
selective drug delivery agents. These peculiari-
ties can be modulated for large nano-biomedi-
cal applications (Choi & Han, 2018).

7.  Green Chemistry

The field of "green chemistry," which was 
established two decades ago, represents the 
key efforts to address such challenges from the 
most fundamental level by re-examining, 
redesigning, and recreating the scientific tools 
used in the production, transformation, and use 
of chemical products in order to increase 
efficiency while reducing waste and harm. The 
objectives of this issue on green chemistry, 
which includes some of the leading profession-
als in the field, are to assess our needs in the 
area, reflect on the advancements made, and 
celebrate successes. This selection merely 
scratches the surface of the countless intrigu-
ing developments in the area (Iqbal et al., 
2020).

All areas of chemistry are included in "green 
chemistry," however there is a particular 
emphasis on chemical compound synthesis and 
chemical engineering techniques used in 
industrial settings using natural materials. On 
the other hand, laboratory investigations are 
also impacted by the key principles of green 
chemistry, creating a safer environment. 
According to sustainable chemistry, or "green 
chemistry," the use and production of hazard-
ous compounds are reduced during reaction 
and synthesis. Green chemistry also involves 
processes for creating renewable materials. 
The following are the primary objectives of 
green chemistry, the utilization of renewable 
materials and energy sources, as well as the 
design of reactions with the highest efficiency. 
Using green chemistry, new nonmaterial can 

The systems for nanoparticles must be stable, 
biocompatible, and selectively directed to 
particular places in the body following system-
atic delivery if they are to be used to their full 
potential. To recognize the targeted cells in an 
administration, more precise targeting systems 
are created. If in at least one of their lengths, 
nanoparticles are smaller than 100nm. In 
general, however, nanoparticles are materials 
which have nanoscale dimensions of at least 
two dimensions, including particles as well as 
fibrous materials and tubes, but excluding 
nanoscale materials of only one dimension, 
such as coatings, films and multilayer’s (Holis-
ter et al., 2003).

There are many types of particles under this 
umbrella word, which only have the resem-
blance of their small size. The word of “nano-
particles” is commonly used as a collective 
term in this study as well as in the everyday 
language. However, it is important to remem-
ber that it (Biswas et al., 2005).

In various fields of science and technology, 
nanotechnology has broad applications and 
recent research focuses on NPs related materi-
als and their applications. Much of the size of 
biological molecules is close to that NPs, 
because it has uses in both in vitro and in vivo 
biochemical studies. NPs have possible appli-
cations in drug distribution, “a wonder of nano 
medicine” cancer therapeutics, in antibacterial 
vaccinations to manage bacterial infections 
and to target bacteria as an alternative to antibi-
otics. Inorganic nano metal oxide NPs (MgO, 
CaO, CuO, ZnO, TiO2) have distinct features 
and are safe, stable and possess multifunction-
al properties (Ranghar et al., 2014). These NPs 
are well known for their intrinsic antimicrobial 
activity and have potential nutritional, environ-

mental and health care applications. Among 
these, CaO NPs have outstanding antimicrobi-
al potential and ability to inactivate microbial 
endotoxin. 

Due to the unique structural and optical 
characteristics of CaO NPs, they have the 
potential to be employed as a drug delivery 
agent in photodynamic therapy (PDT), photo 
thermal therapy (PTT), and synaptic delivery 
of chemotherapeutic drugs. CaO nanoparticles 
are non-toxic to both people and animals. 
Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conformation-
al changes, an excellent protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and easily under-
goes conformational changes.

Many therapeutic nano systems, targeting the 
target organ, are configured for intravenous 
systematic administration. Changes in protein 
conformation and biological behavior and 
alternation of the properties of NPs can occur 
as NPs join a biological fluid (Gross et al., 
2012).

2.  Nanoparticles

A particle with a size of at least one of the three 
possible dimensions between 1nm and 100nm 
is referred to as a "nanoparticle." In fundamen-
tal aspects, the physical, chemical, and biologi-
cal characteristics of nanoparticles differ from 
those of all individual atoms or molecules and 
the associated bulk materials in this size range. 
Metals, non-oxide metal ions, metal oxides, 
ceramics, polymers, organic materials, carbon, 
and biomolecules  the most prevalent chemical 

act as a biological reducer for metal production 
is well established (Akhtar et al., 2013). Where 
flavonoids compounds were found to be one of 
the most useful classes of plant tissue second-
ary metabolites added as a reducing a metal ion 
agent.

Depending on the type of plant, the majority of 
flavonoids compounds naturally contain 
natural colours in various shades, such as red, 
pink, and purple. Calcium oxide is the most 
significant substance that has been widely 
utilised in a variety of fields, including cataly-
sis, cosmetics, and ceramics (CaO). It is also 
employed as an inorganic antibacterial agent to 
inhibit germs. Depending on its chemical 
makeup, CaO belongs in the periodic table's 
alkaline earth group. However, given the great 
richness of tropical plants found in Indonesia, 
using tropical biomass or its extracts for CaO 
biosynthesis would be a worthy scientific 
challenge due to the more efficient and 
environmentally friendly method of CaO 
biosynthesis. It is generally recognised that 
chemicals found in plant materials, such as 
biomass, can act as biological compounds on 
the production of metals (Mustafa et al., 2013).

Where flavonoids compounds were found to 
be one of the most useful classes of plant tissue 
secondary metabolites added as a reducing 
agent for ions of metal. Depending on the 
shape of the plant, many flavonoids naturally 
create natural pigments in a variety of hues, 
such as red, pink, and yellow. The previous ten 
years, researchers have concentrated immense-
ly on nanotechnology and intensely on nano-
technology efforts to investigate the electrical, 
optical and magnetic properties of nonmateri-
al. A number of nanoparticles-based therapeu-
tics have increased effectiveness and decreased 

be created that have positive effects on the 
economy, society, health, and environment 
(Ramesh et al., 2012).

Synthesis of many green nanoscale drug deliv-
ery systems this will be stressed first. The vast 
majority of examples for the use of green 
chemistry in nanoscale drug delivery systems 
rely on gold nanoparticles (AuNPs), polymer 
nanoparticles, and biological drug delivery 
systems based on proteins and lipids. Follow-
ing each section is a quick summary of the 
green manufacturing companies that are 
currently being developed. Last but not least, a 
focus will be given on the future paths that the 
field of green nano-chemistry needs to take in 
order to eventually apply green chemistry in 
nanomedicine on a large scale to safely and 
successfully treat a variety of disorders 
(Bernardini et al., 2015).

               

8.  Parameters Effecting Green 
Synthesis of Metal Nanoparticles

Di�erent parameters, such as reaction time, 
reactant concentrations, pH, and tempera-
ture, can be used to alter the morphological 
properties of nanoparticles (Table 1.1). Such 
factors are important for knowing the e�ect 

of environmental conditions on nanoparti-
cles synthesis because they plays an impor-
tant role in optimizing the metallic nanopar-
ticle’s synthesis through biological means (D. 
Zhang et al., 2020).

9. Application of Nanotechnology 
in Forensic Science

Forensic GSR Analysis 

CaO nanoparticles of forensic science relies 
heavily on gunshot residue (GSR) to determine 
specific elements of crime. CaO nanoparticles 
is used of a gun resulted in a suicide or a 
murder is the major goal of GSR analysis. CaO 
nanoparticles is used to determine whether a 
shooting was unintentional, committed in 
self-defense or with the intent to kill a person 
(Sermon et al. 2012). The distance from which 
the weapon is fired, and how close it comes to 
the target, is determined by the Global System 
for Standardization’s (GSR) Common Sense 
Rating (CSR) system (Schwoeble and Exline 
2000). Nanotechnology is the key to overcom-
ing the drawback faced by conventional meth-
ods for determining global temperature (GSR) 
and other important information. The conven-
tional methods used for GSR determination is 
very time-consuming and also not accurate. 

Using the ancient method, the information 
remains unanalyzed (Meng and Caddy 1997). 
This approach involves the rearrangement of 
GSR using high-resolution scanning electron 
microscopy (HR-SEM) images (Pandya and 
Shukla 2018). An X-ray spectrometer in 
conjunction with a scanning electron micro-
scope is useful for determining the chemicals 
present. The most accurate GSR analysis uses 
several nanodevices and nanomaterials, such 
as gold nanoparticles (Srividya 2016). Due to 
the high surface-to-volume ratio, it is possible 
to create ultrasensitive nano sensors that can 
detect as little as a few micrograms of the 
sample (Taudte et al. 2016).

                                 

10. Forensic Fingerprint 
Development

The method of gathering evidence in rape 
crimes is frequently a simple, sensitive, and 
effective powder for fingerprint detection. 
Since the latter part of the nineteenth century, 
biometric identification of people has been 
done by using their fingerprints' distinctive 
patterns. One of the best systems for the safety 
and security of papers, gadgets (such phones, 
laptops, etc.), bank lockers, entrance control of 
workplaces, and forensic application in crime 
scene investigation is the development, identi-
fication, and presentation of the fingerprint 

(Wang et al., 2017).

11.  Traditional Methods For 
Fingerprint Development

Finger prints left at crime scenes are one of the 
tools used to incriminate or eliminate suspects. 
The fingerprint showed the addition of CaO 
nanoparticles can be classified into three class-
es, patent prints, plastic prints, and latent 
prints. The patent prints are already visible to 
the naked eye because of blood, or through 
blood-covered fingers, or in ink or dirt. Plastic 
prints are left on a pliable surface consisting of 
clay or wax. Latent prints are left on surfaces 
due to the natural oils and sweat secreted from 
the skin. Two methods can perform fingerprint 
detection, one is the "physical method" (pow-
der dusting) and the "chemical method". Tradi-
tional fingerprint powder composition is 
complexes of regular, luminescent, metallic, 
and thermoplastic powders (Exline et al., 
2003).

                             

12.  Biosensors

 A biosensor is the most efficient and multifac-
eted technology that plays a very indispensable 
role in the province of forensic sciences. Both 
forensic analysis and forensic investigation are 
fundamental branches of the modern analytical 
chemistry with a social security and legal 
implication, according to the American Chemi-

Nanoscale metal particles Inorganic nanoparti-
cles are those that are not made of carbon. 
Metallic nanoparticles are often classified as 
those made of metal or metal oxide.

4.  Carbon based

All-carbon nanoparticles are known as 
carbon-based nanoparticles. Fullerenes, 
graphene, carbon nanotubes (CNT), carbon 
nanofibers, carbon black, and on occasion 
activated carbon are used to represent them 
(Ealia & Saravanakumar, 2017).

5.  Green Synthesis of 
Nanoparticles

There are many methods for the preparation of 
nanoparticles, but most common method we 
used are the 

1. Top down approach 

2. Bottom up approach (Iravani, 2011).

 

6.  CaO Nanoparticles

Calcium oxide nanoparticles are used in photo 
thermal and photodynamic therapy and synap-
tic delivery as potential drug delivery agents. 
CaO NPs are also used in different fields with 
potential biomedical applications, such as 
electronics, environmental remediation, 
sensors and catalysis (Kumar et al., 2019).

Calcium oxide (CaO) is the most significant 
substance that has been widely utilised in a 
variety of fields, including catalysis, cosmet-
ics, and ceramics to control microorganisms, it 
is also used as an inorganic antimicrobial 
substance. Depending on  its chemical 
makeup, CaO can be found in the periodic 
table's alkaline earth (Marquis et al., 2016).

However, given the great richness of tropical 
plants group found in Indonesia, using tropical 
biomass or its extract for CaO biosynthesis 
would be a worthy scientific challenge due to 
the more efficient and environmentally friend-
ly method of CaO biosynthesis. The ability of a 
metabolite chemical found in plant materials to 

cal Society (ACS) (Ganesh 2016). Biosensors 
are most extensively used in the forensic 
toxicological analysis of different compounds 
and chemicals such as poisons, alcohol, toxins, 
and illicit drugs. Chemical and biological 
weapons and explosives can also be detected 
with the help of these biosensors. Nanotech-
nology have made a tremendous change in 
forensic investigations of addition CaO nano-
particles in biosensors are multifunctional and 
thus play an important role in forensic investi-
gations. The use of biological sensing material 
on the nano‐wafer or nano‐ substrate makes the 
biosensors more sensitive with enhanced 
performance. DNA sensors having DNA 
attached to the electrode are used for the detec-
tion of different poisons (Frederickx, Verheg-
gen, & Haubruge, 2011).

            

                   

13. Pre-blast and Post-Blast 
Identification

Explosives are any solid, liquid, or gaseous 
object capable of conducting a spontaneous 
chemical reaction is an explosive. Explosive 
detection is crucial in forensics since most 
explosives are used for malicious purposes, 
terrorism, or mass destruction (Cowan & 
Koppl, 2011).

Explosives are mainly classified into two, 
which are as follows: 

● High explosive
● Low explosive 

Explosives used in bombing attacks are mostly 
high explosives. High explosives are further 
classified as military, commercial, and impro-
vised explosives. Military explosive is the 
chemical or mixture used in military, e.g. TNT, 
RDX, and PETN. Commercial explosives are 
chemical mixtures chemically used and 
produced such as ammonium nitrate/fuel oil 
(ANFO) (Trimpe). Micro-trace taggant 
technology can be used to identify and track 
cap-sensitive high explosives, such as 
cartridge-packed dynamite water gels and 
boosters. Pre-blast identification tags are 
discovered during the pre-blast recovery of an 
illegal explosive device. Use of explosives 
illicitly and the execution of criminal bombing 
cases can be simply understood using this 
technology (Seman et al. 2019).  In addition of 
CaO nanoparticles explosives used in terrorist 
attacks are identified post-blast using identifi-
cation taggants. Taggants are created by swap-
ping out a hydrogen atom from a liquid or gas 
molecule. Isotropic technology is used for the 
purpose of uniquely identifying a detracted 
isotope. As a result, the potential of terrorism 
and mass destruction has decreased thanks to 
the widespread usage of taggants for explosive 
and dynamite identification (Karim et al. 
2014).

14. Currency Identification

A crucial area to focus on is currency's security 
and distinctiveness. Numerous chemical and 
nano spectroscopic taggants are utilised to 
ensure the currency's uniqueness and prevent 
fraud (Natan et al. 2007). Since the spectro-
scopic taggants implanted in money notes are 
unique and cannot be duplicated, the original 
currency can be recognised. Additionally, 
invisible chemical and nanotaggants that are 
impossible to remove or duplicate are implant-
ed in the currency. Therefore, taggants are 
widely used for the originality and security of 
the currency (Mead et al. 2014).

                                       

15.  Document Identification

The security of anti-counterfeiting documents 
depends on tangential technologies as well. 
Important papers and documents are physical-
ly marked with taggants to monitor stolen or 
lost documents and to prevent duplication 
(Duong et al. 2014). Taggants are the unique 
technologies used for anti-counterfeiting and 
security document protection. The inks used in 
the printing or writing of important legal docu-
ments can be tagged with special micro‐tag-
gants. A tracker like physical taggant can be 
inserted on the document to save it from dupli-
cation and can be recovered when lost (Gooch 
et al. 2016a).

                              

16.  DNA Analysis

Nanotechnology can be an important tool for 
preventing crimes and for prosecuting offend-
ers. DNA may now be extracted using magnet-
ic nanoparticles from a variety of biological 
sources. One of the most crucial pieces of 
supporting evidence is the presence of an 
individual at the crime scene, regardless of 
whether their DNA belongs to the victim or the 
offender. Nowadays, magnetic CaO nanoparti-
cles are being used to extract DNA from differ-
ent biological sources like the blood, hair, skin, 
semen, and saliva (Eisenstein et al., 2011). 
Additionally, by creating nanotechnolo-
gy-based instruments that can be used to 
directly read the DNA sequence in a molecule, 
more progress is made in the field of DNA 
analysis (McCord., 2006). Moreover, the DNA 
sequence can be examined using atomic force 
microscopy by mounting the DNA molecules 
on carbon nanotubes (Daniels et al., 2006).

                                        

17. Y- Chromosomes Analysis

The issue of rape has been the central concern 
because it adversely impacts the health of 
exploited people by resulting in various 
illnesses, bodily injuries, sexual and reproduc-
tive problems, and mental clutter. It is based on 
four different sources of information. informa-
tion obtained from the police, the general 
public through reviews, a legal DNA inquiry, 
and the judicial system. The Y chromosome is 
only found in men and is inherited from 
parents. It is passed down from a father to his 
child and can convey information from a male 
line that denotes the child to his father. In a 
mixture of male and female DNA samples, the 
study of genetic markers on the Y chromosome 
can specifically identify male evidence of 
sexual assault. Additionally, it could be applied 
to cases of sexual assault (Tilley & Ford, 
1996).

18. Explosive Residue Detection

Nanotechnology can be used to identify minute 
quantities of shattered explosives at the time of 
crime scene analysis. The detection of trace 
amounts of explosive is a difficult undertaking 
because of many issues like minuscule quanti-
ties of an unexplored substance and contami-
nated samples, such as contaminated soil and 

water. Nano-based devices can be used to 
detect trinitrotoluene (TNT) up to 1nm level in 
aqueous solution in a turmeric extracted 
curcumin and CaO nanoparticles‐based, highly 
selective, and ultrasensitive fluorescent probe. 
For superior results, when the examiner is 
unable to provide enough evidence and cannot 
find the unregimented parts of an explosive, 
the nanotechnology could be used (Pandya and 
Shukla 2018). The trace explosive detection 
also involves the collection of vapor and 
particulate systems and detecting them using 
the sensitive nanomaterials. There are signifi-
cant advantages of nanotechnology-based 
sensors such as low cost, high sensitivity and 
low-consumption of power. Using nanotech-
nology, the explosive residue detection has 
become an easier and effortless task (Bever-
idge, 1992).

                              

19. Illicit Drug Detection 

Ilicit drugs can be used to commit crimes such 
as sexual harassment, rape, burglary, and 
robbery. The main motive of this crime is to 
impede the behavior, interpretation capability, 
or commandment ability of the person under 
the influence of a drug. Detection of illicit 
drugs is an important task as DFC includes 
dangerous crimes like sexual harassment and 
rape (Zhai et al. 2014). Forensic experts have a 

difficult time detecting drugs because they are 
not present in the sample that was sent to the 
forensic laboratory for the inquiry in their 
original form. There are numerous drawbacks 
to the conventional method of drug testing, 
including cost effectiveness, instrument limita-
tions, and instrument sensitivity, making appli-
cation of nanotechnology in the pharmaceuti-
cal business vital for drug analysis. Nanotech-
nology and nanomaterials possess unique 
physicochemical properties along with the 
cost‐effectiveness, capacity of miniaturization, 
and adaptability with compatibility that play a 
major role in the detection of illicit drugs. 
Research has proved that cocaine in the finger-
prints can be determined using gold nanoparti-
cles. Nanotechnology has made illicit drug 
detection a real-time easy job. A pin-sized 
gadget can be dipped in the saliva at the crime 
spot and can confirm the presence and absence 
of drugs. Also, alcohol analyzer used for drug 
testing can also be modified using this technol-
ogy (Lad et al. 2016).

20. Conclusion

A review of the scientific literature on nano-

technology has shown the importance of nano-
technology in the field of forensic science, 
with a focus on how it can be applied to crime 
scene analysis and forensics. Nanotechnology 
and taggant technology have many uses in 
forensic science inquiry and how it can 
advance forensic science concerns like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities are just some of the ways in 
which nanotechnology is used in the field. 
Nanotechnology is an emerging field in which 
nanomaterials are developed that possess 
unique electrical, optical, and magnetic proper-
ties that can be applied to a wide range of 
forensic applications. These include evidence 
handling, fingerprint identification, illicit 
drugs, GSR, and explosives detection. 
Taggants are used in taggant technology, which 
enables continuous monitoring of these 
technologies, which can be advantageous and 
productive in preventative forensic and precau-
tions. However, the real-world outlook for the 
application of such technology is still dismal. 
This can be the result of ignorance of such 
techniques or reluctance to adopt new technol-
ogies. Taggant technology has the ability to 
prevent a crime from occurring due to their 
continuous monitoring, while nanotechnology 
is capable of handling the repercussions of a 
crime scene. Together, these technologies will 
bring a revolution in various field of forensic 
science such as ballistics, fingerprint analysis, 
DNA analysis, Illicit Drug Detection and 
toxicology.
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components used to make nanoparticles (Roco 
et al., 2011).

Back in 2000, the United States initiated the 
almost all of the United States' states rapidly 
launched their own nanotechnology efforts 
after the National Nanotechnology Initia-
tive(NNI) (2001). National Science Founda-
tion departments ultimately sponsored approx-
imately 20 research Centre (NSF), an organiza-
tion that is directly accountable to the president 
of the United States to bring out the NNI 
(Moreno-Olivas et al., 2014).

Recently, microbial bioprocessing has been 
investigated as a desirable an option to creating 
nanoparticles chemically and physically. 
Nanotechnology and microbial biotechnology 
are combined during the microbial synthesis of 
NPs. Exploration of bacteria, archaebacterial, 
fungus, yeast, moulds, microalgae, and viruses 
is being done in order to create bioactive nano-
structures that have many industrial benefits 
(Hulkoti et al., 2014).

Most of the time, microbial biosynthesis and 
bioprocessing results in cost-efficient, environ-
mentally beneficial, and sustainable NPs. 
However, the biogenesis process takes a long 
time, and it is challenging to regulate the NPs' 
size, shape, and dispersion. To get beyond 
these restrictions, a number of ways have been 
developed, including proper strain selection, 
the creation of genetically modified microbes, 
the development of technologies for extracting 
and cultivating microorganisms, as well as 
combination techniques such photo-biological 
procedures (Mohammadian et al., 2016). 

Nanoparticles come in a variety of distinct 
morphologies, including spheres, tubes, plate-
lets, and cylinders, among others. In general, 

nanoparticles have their surfaces modified to 
match the requirements of the particular appli-
cations they will be used in. the vast chemical 
diversity of nanoparticles that results from it. 
The particle's morphologies, state of particle 
dispersion, medium in which it is present, and, 
most importantly, the different potential 
surface alterations the nanoparticles can be 
exposed to, are necessary to make this an 
essential active area of research today (Cunill 
et al., 2019).

3. Classification of Nanoparticles

The organic, inorganic, and carbon-based 
nanoparticles are the three main categories for 
the nanoparticles.

Organic Nanoparticles

Organic nanoparticles or polymers include 
ferritin, liposomes, dendrimers, and micelles. 
Some of these nanoparticles, such as micelles 
and liposomes, are biodegradable and non-tox-
ic, own hollow cores that give them the name 
"nanocapsules" and make them sensitive to 
electromagnetic and thermal radiation like heat 
and light. They are the perfect option for drug 
administration because of their distinctive 
qualities. In addition to their normal character-
istics like size, composition, surface form, etc., 
the drug carrying capacity, stability, and deliv-
ery systems whether entrapped drug or 
adsorbed drug system determine their range of 
applications and efficiency. The biomedical 
sector uses organic nanoparticles most 
frequently for drug delivery systems because 
they are efficient and may be injected into 
specific physiological locations, a procedure 
known as targeted medicine administration.

Inorganic nanoparticles

antibacterial power and capacity to inactivate 
microbial endotoxin. In photodynamic therapy, 
they may be utilized as a potential medication 
delivery system due to CaO NPs specific struc-
tural and photothermal therapy (PTT), optical 
properties (PDT) and synaptic distribution of 
chemotherapeutic agents. 

Conformational changes in albumin associa-
tion with NPs play a critical role in diverse 
biomedical applications. Thanks to its broad 
variety of physiological functions, BSA is a 
good model for studying protein conforma-
tional changes, a suitable protein for intrinsic 
fluorescence measurements, well character-
ized structure and property, and readily under-
going conformational changes, target the 
desired organ. When NPs enter a biological 
fluid there will be changes in conformation and 
biological activity of protein as well as modifi-
cation in the properties of NPs (Gross et al., 
2012).

The term "nanotechnology" soon captured the 
imagination and curiosity of the general public 
as well as of various media (TV networks, the 
internet, etc.). Nanoparticles typically range in 
size from 1 to 100 nanometers. Metallic nano-
particles have various physical and chemical 
features from bulk metals, including as lower 
melting temperatures, higher special surface 
areas, unique optical qualities, mechanical 
prowess, and unique magnetization, which 
could be advantageous in a variety of industrial 
applications (Roco, 2011).

Table 2.1: The use of Nanotechnology 
techniques in manufacture

Nanoparticles typically range in size from 1 to 
100nanometers. The description of nanoparti-
cles and nonmaterial’s by different organiza-
tions is outlined in this respect. In special 
interest, one of the fundamental attractions and 
a hallmark of nanoparticles is the optical 
property. A 20nm gold nanoparticles, for 
example, has a distinctive red wine hue. The 
size of the nanoparticles utilized in the field of 
biotechnology typically ranges between 10 and 
500nm. Due to their small size, these particles 
can interact with biomolecules inside and on 
the surfaces of cells in a number of ways that 
can be interpreted and assigned to various 
biochemical and physiochemical properties of 
these cells (Mody et al., 2009).

1.  Introduction 

 Although scientists and technolo-
gists are still being inspired by nanotechnology 
to investigate novel materials and human 
benefits (Patel et al., 2008).
Nanotechnology is the study of the atomic or 
molecular processing of materials with at least 
one dimension in the 1–100nm range that 
result from controlled synthesis. Since the very 
first forms of life on earth, like plants and 
animals, were molecularly altered to create 
their structures, this fascinating technology is 

not new to nature. One can find inspiration to 
develop nanoscale materials by engaging in 
extensive observation and improving aware-
ness of nature's fundamental design principles. 
This interesting field of study is made possible 
by the examination of nanoscale technology 
and how they interact with nature (Sheepara-
matti, Sheeparamatti, & Kadadevaramath, 
2007).

These NPs are well known for their intrinsic 
antimicrobial activity and have potential appli-
cations in food, climate and healthcare. CaO 
NPs stand out among them for their superior 

1.  Introduction

 The topic of nanotechnology is 
rapidly expanding and opens up new avenues 
for research and technology. Electronics, 
engineering, physical sciences, materials 
sciences, health sciences, and many other 
scientific domains have all used it. Forensic 
science and society stand to gain greatly from 
nanotechnology, yet those nanoparticles with 
novel undiscovered qualities can also be 
hazardous to the environment (Chauhan, 
Singh, & Tiwari, 2017). An essential benefit of 
adopting nanotechnology in forensic science is 
that it makes hidden evidence visible, which 

can help the forensic scientists conclude their 
investigations (Chen, 2011). With the aid of 
new scientific techniques like microbial foren-
sics, forensic science, and nanotechnology, the 
novel methods that were used in the past or are 
still used today for investigating a crime scene 
can be replaced. Examples include the smidgen 
method that was used to reveal finger prints or 
the use of fluorescent x-ray tubes (Pandya & 
Shukla, 2018). In the field of forensic sciences, 
the application of cutting-edge nanotechnolo-
gy technology can help in investigation (Bhatt, 
Pandey, Tharmavaram, Rawtani, & Mustansar 
Hussain, 2020).

produced using biological resources like bacte-
ria, algae, fungi, and plants. An overview of 
numerous studies on iron oxide (FeO/Fe3O4) 
and zero valent metallic iron (ZVMI) nanopar-
ticles illustrates its important uses in reducing 
environmental pollution (Saif, Tahir, & Chen, 
2016).

2. Iron Oxide Nanoparticles

Iron oxides are typical natural substances that 
are also simple to create in a laboratory. 
Including oxides, hydroxides, and oxide-hy-
droxides, there are 16 different types of iron 
oxide. These minerals are the end product of 
aqueous reactions occurring in a variety of 
redox reactions (Campos et al., 2015).

Iron oxide nanoparticles, which have sizes 
between 1 and 100 nanometers and are used in 
drug administration, magnetic data storage and 
bio-sensing. The surface area to volume ratio 
greatly rises in nanoparticles (NPs). This 
enables NPs to have a superior dispersibility in 
solutions and a significantly larger binding 
capacity. Super paramagnetism is a property of 
magnetic NPs with diameters ranging from 2 
to 20 nm, which indicates that they are exter-
nally magnetizable and have a magnetization 
of zero in the absence of a magnetic field 
(Palanisamy & Wang, 2019).

3. Synthesis and  Characteriza-
tion of Iron Oxide Nanoparticles

Iron oxides typically consist of a surface layer 
and a crystalline core that stabilizes the core's 
characteristics and may also be used to avoid 
aggregation. The process of synthesizing the 
iron oxide's crystalline core, which is 
composed of ferro- (Fe2+) or ferri- (Fe3+) 

Nanotechnology is useful with the creation and 
solicitation of organizationally-featured 
arrangements and devices within a scale of 
around 100 nm, where unique properties 
emerge in contrast to bulk materials. It means 
the ability to manipulate molecules and atoms 
to create customized nanostructures and 
gadgets for specific purposes. This is due to the 
merging of science in the fields of materials 
science, biology physics, chemistry, and 
engineering at the Nano scale as well as the 
significance of matter control in nearly all 
technologies (Hulla et al., 2015).

Chemical or biological methods can be used to 
create nanoparticles. Due to the presence of 
some harmful chemicals absorbed on the 
surface, chemical manufacturing processes 
have been linked to numerous negative effects. 
Biological techniques of nanoparticle manu-
facturing involving microbes, fungi, plants or 
plant extracts and enzymes are eco-friendly 
alternatives to physical and chemical 
approaches. Fe3O4 (magnetite) and FeO 
(maghemite), are two types of magnetic nano-
particles. They have been actively analyzed for 
guided medication administration, gene thera-
py, magnetic resonance imaging (MRI), target-
ed cancer treatment (magnetic hyperthermia) 
and DNA analysis (Hasan, 2015).

Nanotechnology, which eventually raises the 
risk to human health and the environment. 
There has been a rise in interest in creating 
ecologically friendly processes for creating 
metallic nanoparticles. A useful strategy in 
green nanotechnology is the utilization of 
various biomaterials for the creation of nano-
particles. Metallic nanoparticles that are 
energy-efficient, nontoxic, inexpensive and 
beneficial to the environment have been 
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magnetic material, often involves the precise 
precipitation of iron oxides in an aqueous 
solution or an organic solution while also 
incorporating a base. Due to their polymor-
phism involving temperature-induced phase 
transition, the three most widely used iron 
oxides are hematite (-Fe2O3), maghemite 
(-Fe2O3), and magnetite (Fe3O4). These miner-
als have special catalytic, magnetic, biochemi-
cal and other properties that make them 
suitable for particular technical and biomedical 
uses (Sangaiya, Jayaprakash, & Magnetism, 
2018).

For the creation of monodispersed nanoparti-
cles, an effective synthetic method relies on the 
breakdown of organometallic precursors. This 
process produces iron oxide nanoparticles 
(magnetite/maghemite Fe3O4/-FeO). Typically, 
the maximum particle size for this approach 
was between 20 and 30 nm (Guardia, Pérez, 
Labarta, & Batlle, 2010).

The FT-IR (Fourier transform infrared 
spectroscopy), UV absorption spectroscopy, 
XRD (X-ray diffractometer), EDX (Energy 
Dispersive X-Ray spectrometer), and SEM 
(scanning electron microscope) were used to 
characterize the biosynthesized iron oxide 
nanoparticles. The forms were crystalline, 
Nanorod, and enormously stable, and the 
typical particle size was between 10 and 20 
nm. (Rajiv, Bavadharani, Kumar, Vanathi, & 
Biotechnology, 2017).

4. Applications of nanotechnology 
in criminology

Fingerprint analysis
Since the beginning of time, criminologists 
have employed fingerprints as a distinctive 

form of evidence. Particularly useful in finger-
print analysis is nanotechnology. The use of 
considerably smaller nanoparticles in place of 
traditional materials like carbon black, alumin-
ium flake, and gentian violet has greatly 
increased the sensitivity of the fingerprinting 
process. Even on complex surfaces like 
adhesive or textured materials, the nanoparti-
cles are making it simpler to find and remove 
fingerprints that have been left behind (Prasad, 
Lukose, & Prasad, 2016). Nanotechnology is 
also being used to instantly and precisely 
disclose hidden fingerprints. Even on a 
damaged and faded print, the nanoparticles can 
enhance the fingerprints by adhering to the 
ridges and grooves (Pitkethly, 2009). In 
addition to the patterns, the fingerprint also 
contains the person's sweat and other metabo-
lites. The nanoparticles are able to show 
whether the owner of the fingerprint is a 
cocaine addict or an alcoholic by attaching to 
such body fluids and metabolites infused in the 
print. They are also able to reveal his age, sex, 
and the ailments he would undoubtedly suffer 
from (Pandya & Shukla, 2018).

Fingerprint analysis

5.  Atomic Force Microscope 
(AFM)

The Atomic Force Microscope (AFM) is an 

DNA Analysis

7.  Explosives Weapons

Explosives and weapons with explosive 
components are now frequently used by terror-
ists and in terrorist occurrences (Wang, 2004). 
Investigators can employ nanotechnology to 
determine the amount of intact or barely 
fragmented explosives at the crime scene 
during the course of the inquiry. Once more, 
nanotechnology is demonstrating its efficacy 
in the evaluation and detection of gunshot 
residue (Sree Satya Bharati, Byram, & Soma, 
2018)

8.  Nanotrackers

These days, using trackers and bar codes has 
become commonplace. Trackers can assist in 
locating lost or stolen objects. Nano trackers 
are also employed to keep convicts from 
breaking the law and to keep tabs on them after 
their release. Inmates that receive nano tracker 
injections are quite easy to find (Singh & 
Samal, 2021).

Nanotrackers

instrument that forensic experts use to examine 
the paper's surface at the nanoscale. The inves-
tigator can use this information to identify 
whether the document is a counterfeit or was 
actually written by one or more people by 
knowing the pen, ink, and pressure/intensity. 
By disclosing the blood sample's age, AFM 
helps the investigating officer look into body 
offences. Over time, blood thickens and 
stiffens (Pandey, Tharmavaram, Rawtani, 
Kumar, & Agrawal, 2017). AFM can reveal the 
sample's age by measuring the viscosity or 
dryness of the sample. The detective is receiv-
ing assistance from AFM in identifying the 
compounds found in the urine. When urine is 
combined with nanoparticles and exposed to 
laser light, a signal is released that indicates the 
presence of chemicals or other things, such as 
pharmaceuticals, in the urine (Yadavalli & 
Ehrhardt, 2021).

6.  DNA Analysis

The advancement and improvement of DNA 
analysis looks to be the most promising use of 
nanotechnology. DNA may now be extracted, 
amplified, separated, and sequenced more 
quickly and conveniently thanks to nanotech-
nology (Moller & Fritzsche, 2007). In addition 
to revealing the physical characteristics of the 
owner of the DNA, such as age, sex, and the 
colour of the hair, eyes, and skin, among other 
things, next-generation sequencing using 
nanotechnology is also assisting the detective 
in determining the origin of DNA, including 
whether the DNA lifted from the crime scene 
came from skin, blood, saliva, semen, etc 
(Kaur & Sharma, 2022).

9.  Forged Products (set-up)

Nanotechnology is also helping differentiate 
false products from originals. Police are able to 
detect crimes involving inauthentic aspects by 
using nanofibers and nanodots. Bio-Nanosen-
sors are also being used to identify toxins and 
to detect narcotics, explosives and bioterrorist 
agents (Mandal & Mandal, 2015).

Forged Product Investigation

10.  Security purposes

By lowering the time, expense, and level of 
skill needed while simultaneously improving 
the precision and accessibility of nano collect-
ing and analysis devices, nanotechnologies in 
forensic science and security can revolutionize 
the way an investigation is conducted (Muro, 
Doty, Bueno, Halamkova, & Lednev, 2015).

Forensic investigation for security purposes

11.  Conclusion

With distinctive qualities, nanotechnology  
have many uses in forensic science like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities. Utilizing nanomaterials 
with special electrical, optical, and magnetic 
properties allows for a wide range of forensic 
applications, including the processing of 
evidence, fingerprint recognition, the detection 
of illegal narcotics, explosives, and GSR.
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1.  Introduction

 The topic of nanotechnology is 
rapidly expanding and opens up new avenues 
for research and technology. Electronics, 
engineering, physical sciences, materials 
sciences, health sciences, and many other 
scientific domains have all used it. Forensic 
science and society stand to gain greatly from 
nanotechnology, yet those nanoparticles with 
novel undiscovered qualities can also be 
hazardous to the environment (Chauhan, 
Singh, & Tiwari, 2017). An essential benefit of 
adopting nanotechnology in forensic science is 
that it makes hidden evidence visible, which 

can help the forensic scientists conclude their 
investigations (Chen, 2011). With the aid of 
new scientific techniques like microbial foren-
sics, forensic science, and nanotechnology, the 
novel methods that were used in the past or are 
still used today for investigating a crime scene 
can be replaced. Examples include the smidgen 
method that was used to reveal finger prints or 
the use of fluorescent x-ray tubes (Pandya & 
Shukla, 2018). In the field of forensic sciences, 
the application of cutting-edge nanotechnolo-
gy technology can help in investigation (Bhatt, 
Pandey, Tharmavaram, Rawtani, & Mustansar 
Hussain, 2020).

produced using biological resources like bacte-
ria, algae, fungi, and plants. An overview of 
numerous studies on iron oxide (FeO/Fe3O4) 
and zero valent metallic iron (ZVMI) nanopar-
ticles illustrates its important uses in reducing 
environmental pollution (Saif, Tahir, & Chen, 
2016).

2. Iron Oxide Nanoparticles

Iron oxides are typical natural substances that 
are also simple to create in a laboratory. 
Including oxides, hydroxides, and oxide-hy-
droxides, there are 16 different types of iron 
oxide. These minerals are the end product of 
aqueous reactions occurring in a variety of 
redox reactions (Campos et al., 2015).

Iron oxide nanoparticles, which have sizes 
between 1 and 100 nanometers and are used in 
drug administration, magnetic data storage and 
bio-sensing. The surface area to volume ratio 
greatly rises in nanoparticles (NPs). This 
enables NPs to have a superior dispersibility in 
solutions and a significantly larger binding 
capacity. Super paramagnetism is a property of 
magnetic NPs with diameters ranging from 2 
to 20 nm, which indicates that they are exter-
nally magnetizable and have a magnetization 
of zero in the absence of a magnetic field 
(Palanisamy & Wang, 2019).

3. Synthesis and  Characteriza-
tion of Iron Oxide Nanoparticles

Iron oxides typically consist of a surface layer 
and a crystalline core that stabilizes the core's 
characteristics and may also be used to avoid 
aggregation. The process of synthesizing the 
iron oxide's crystalline core, which is 
composed of ferro- (Fe2+) or ferri- (Fe3+) 

Nanotechnology is useful with the creation and 
solicitation of organizationally-featured 
arrangements and devices within a scale of 
around 100 nm, where unique properties 
emerge in contrast to bulk materials. It means 
the ability to manipulate molecules and atoms 
to create customized nanostructures and 
gadgets for specific purposes. This is due to the 
merging of science in the fields of materials 
science, biology physics, chemistry, and 
engineering at the Nano scale as well as the 
significance of matter control in nearly all 
technologies (Hulla et al., 2015).

Chemical or biological methods can be used to 
create nanoparticles. Due to the presence of 
some harmful chemicals absorbed on the 
surface, chemical manufacturing processes 
have been linked to numerous negative effects. 
Biological techniques of nanoparticle manu-
facturing involving microbes, fungi, plants or 
plant extracts and enzymes are eco-friendly 
alternatives to physical and chemical 
approaches. Fe3O4 (magnetite) and FeO 
(maghemite), are two types of magnetic nano-
particles. They have been actively analyzed for 
guided medication administration, gene thera-
py, magnetic resonance imaging (MRI), target-
ed cancer treatment (magnetic hyperthermia) 
and DNA analysis (Hasan, 2015).

Nanotechnology, which eventually raises the 
risk to human health and the environment. 
There has been a rise in interest in creating 
ecologically friendly processes for creating 
metallic nanoparticles. A useful strategy in 
green nanotechnology is the utilization of 
various biomaterials for the creation of nano-
particles. Metallic nanoparticles that are 
energy-efficient, nontoxic, inexpensive and 
beneficial to the environment have been 
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magnetic material, often involves the precise 
precipitation of iron oxides in an aqueous 
solution or an organic solution while also 
incorporating a base. Due to their polymor-
phism involving temperature-induced phase 
transition, the three most widely used iron 
oxides are hematite (-Fe2O3), maghemite 
(-Fe2O3), and magnetite (Fe3O4). These miner-
als have special catalytic, magnetic, biochemi-
cal and other properties that make them 
suitable for particular technical and biomedical 
uses (Sangaiya, Jayaprakash, & Magnetism, 
2018).

For the creation of monodispersed nanoparti-
cles, an effective synthetic method relies on the 
breakdown of organometallic precursors. This 
process produces iron oxide nanoparticles 
(magnetite/maghemite Fe3O4/-FeO). Typically, 
the maximum particle size for this approach 
was between 20 and 30 nm (Guardia, Pérez, 
Labarta, & Batlle, 2010).

The FT-IR (Fourier transform infrared 
spectroscopy), UV absorption spectroscopy, 
XRD (X-ray diffractometer), EDX (Energy 
Dispersive X-Ray spectrometer), and SEM 
(scanning electron microscope) were used to 
characterize the biosynthesized iron oxide 
nanoparticles. The forms were crystalline, 
Nanorod, and enormously stable, and the 
typical particle size was between 10 and 20 
nm. (Rajiv, Bavadharani, Kumar, Vanathi, & 
Biotechnology, 2017).

4. Applications of nanotechnology 
in criminology

Fingerprint analysis
Since the beginning of time, criminologists 
have employed fingerprints as a distinctive 

form of evidence. Particularly useful in finger-
print analysis is nanotechnology. The use of 
considerably smaller nanoparticles in place of 
traditional materials like carbon black, alumin-
ium flake, and gentian violet has greatly 
increased the sensitivity of the fingerprinting 
process. Even on complex surfaces like 
adhesive or textured materials, the nanoparti-
cles are making it simpler to find and remove 
fingerprints that have been left behind (Prasad, 
Lukose, & Prasad, 2016). Nanotechnology is 
also being used to instantly and precisely 
disclose hidden fingerprints. Even on a 
damaged and faded print, the nanoparticles can 
enhance the fingerprints by adhering to the 
ridges and grooves (Pitkethly, 2009). In 
addition to the patterns, the fingerprint also 
contains the person's sweat and other metabo-
lites. The nanoparticles are able to show 
whether the owner of the fingerprint is a 
cocaine addict or an alcoholic by attaching to 
such body fluids and metabolites infused in the 
print. They are also able to reveal his age, sex, 
and the ailments he would undoubtedly suffer 
from (Pandya & Shukla, 2018).

Fingerprint analysis

5.  Atomic Force Microscope 
(AFM)

The Atomic Force Microscope (AFM) is an 

DNA Analysis

7.  Explosives Weapons

Explosives and weapons with explosive 
components are now frequently used by terror-
ists and in terrorist occurrences (Wang, 2004). 
Investigators can employ nanotechnology to 
determine the amount of intact or barely 
fragmented explosives at the crime scene 
during the course of the inquiry. Once more, 
nanotechnology is demonstrating its efficacy 
in the evaluation and detection of gunshot 
residue (Sree Satya Bharati, Byram, & Soma, 
2018)

8.  Nanotrackers

These days, using trackers and bar codes has 
become commonplace. Trackers can assist in 
locating lost or stolen objects. Nano trackers 
are also employed to keep convicts from 
breaking the law and to keep tabs on them after 
their release. Inmates that receive nano tracker 
injections are quite easy to find (Singh & 
Samal, 2021).

Nanotrackers

instrument that forensic experts use to examine 
the paper's surface at the nanoscale. The inves-
tigator can use this information to identify 
whether the document is a counterfeit or was 
actually written by one or more people by 
knowing the pen, ink, and pressure/intensity. 
By disclosing the blood sample's age, AFM 
helps the investigating officer look into body 
offences. Over time, blood thickens and 
stiffens (Pandey, Tharmavaram, Rawtani, 
Kumar, & Agrawal, 2017). AFM can reveal the 
sample's age by measuring the viscosity or 
dryness of the sample. The detective is receiv-
ing assistance from AFM in identifying the 
compounds found in the urine. When urine is 
combined with nanoparticles and exposed to 
laser light, a signal is released that indicates the 
presence of chemicals or other things, such as 
pharmaceuticals, in the urine (Yadavalli & 
Ehrhardt, 2021).

6.  DNA Analysis

The advancement and improvement of DNA 
analysis looks to be the most promising use of 
nanotechnology. DNA may now be extracted, 
amplified, separated, and sequenced more 
quickly and conveniently thanks to nanotech-
nology (Moller & Fritzsche, 2007). In addition 
to revealing the physical characteristics of the 
owner of the DNA, such as age, sex, and the 
colour of the hair, eyes, and skin, among other 
things, next-generation sequencing using 
nanotechnology is also assisting the detective 
in determining the origin of DNA, including 
whether the DNA lifted from the crime scene 
came from skin, blood, saliva, semen, etc 
(Kaur & Sharma, 2022).

9.  Forged Products (set-up)

Nanotechnology is also helping differentiate 
false products from originals. Police are able to 
detect crimes involving inauthentic aspects by 
using nanofibers and nanodots. Bio-Nanosen-
sors are also being used to identify toxins and 
to detect narcotics, explosives and bioterrorist 
agents (Mandal & Mandal, 2015).

Forged Product Investigation

10.  Security purposes

By lowering the time, expense, and level of 
skill needed while simultaneously improving 
the precision and accessibility of nano collect-
ing and analysis devices, nanotechnologies in 
forensic science and security can revolutionize 
the way an investigation is conducted (Muro, 
Doty, Bueno, Halamkova, & Lednev, 2015).

Forensic investigation for security purposes

11.  Conclusion

With distinctive qualities, nanotechnology  
have many uses in forensic science like 
evidence gathering and handling, sample 
analysis, and monitoring of products and 
unlawful activities. Utilizing nanomaterials 
with special electrical, optical, and magnetic 
properties allows for a wide range of forensic 
applications, including the processing of 
evidence, fingerprint recognition, the detection 
of illegal narcotics, explosives, and GSR.
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