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Editorial 
 

Wrong When Tradecraft Includes Code 

 

Kaukab Jamal Zuberi 

 

For decades, we treated programming as a 

specialist skill. A few “technical people” built 

tools, while everyone else focused on sources, 

languages, relationships, and judgment. That 

separation no longer holds. Modern security and 

intelligence work is saturated with digital 

traces—messages, metadata, location signals, 

transactions, device artifacts, and online 

influence campaigns. If you cannot work with 

data at speed, you often cannot work at all. 

A recent public statement by a national 

intelligence service captured the shift bluntly: 

officers should be as comfortable with “lines of 

code” as they are with human sources and use 

artificial intelligence to augment—not replace—

human skill.  

The striking part is not the specific programming 

language. It is the admission that operational 

advantage is now created inside pipelines: 

collection to triage, triage to analysis, analysis to 

action, and action to learning. 

There is a practical reason for this. The volume 

is too large for manual work. Even a 

straightforward task—de-duplicating records, 

correlating timestamps, identifying anomalies, 

mapping a network, or testing a hypothesis—

requires automation. Code is how you turn a 

question into a repeatable method instead of a 

one-off effort. In digital forensics and threat 

intelligence, code is also how you standardize 

extraction, reduce human error, and document 

what you did so another analyst can reproduce it. 

But there is a second reason that matters even 

more: adversaries live in code. Disinformation is 

automated. Scams are industrialized. Intrusions 

are scripted and scaled. Synthetic media is used 

to impersonate, recruit, extort, and misdirect. 

Major law-enforcement threat assessments now 

describe how criminal organizations exploit 

artificial intelligence to increase scale and 

realism, including impersonation and synthetic 

content.  

When the threat is automated, a purely manual 

defense becomes a slow defense. 

This is where the “learn to code” message can be 

misunderstood. The goal is not to turn every 

officer into a software engineer. The goal is 

baseline code literacy across the workforce, with 

deeper engineering depth in dedicated teams. 

Code literacy means you can read a script and see 

what it really does. You can validate an analysis 

rather than accepting it. You can spot when a tool 

is producing a “clean” output from messy 

assumptions. You can ask better questions of 

your technical colleagues—and recognize when 

the tool, not the adversary, is the problem. 

That said, making code a default part of 

tradecraft introduces risk if it is not governed. A 

spreadsheet macro, a quick script, or a “helpful” 

automation can quietly become operational 

infrastructure. If it is not reviewed, version-

controlled, and tested, it becomes a hidden 

vulnerability. Secure development guidance 

exists precisely because modern environments 

are targeted through the build process and 

toolchain, not only through frontline systems.  

The same lesson applies inside any sensitive 

organization: treat internal tooling as a defended 

asset. 

There are well-established secure software 

practices that fit this moment. NIST’s Secure 

Software Development Framework emphasizes 

secure build processes, auditing unexpected 

changes to tools, documenting lessons learned 

from code review, and validating authenticity 
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and integrity of development tools.  

In plain terms: scripts need peer review; 

dependencies need control; environments need 

hardening; logs need to exist; and someone needs 

to be accountable for what gets deployed and 

why. “Everyone can code” without these 

guardrails becomes “everyone can accidentally 

create risk.” 

Artificial intelligence raises the stakes further. If 

analysts begin relying on AI-assisted tooling for 

triage, summarization, translation, or pattern 

discovery, they must also understand AI-specific 

failure modes and attacks. Government guidance 

on AI cyber security highlights risks such as data 

poisoning and indirect prompt injection—cases 

where malicious content can steer an AI-enabled 

system through the data it consumes.  This is not 

an abstract concern. It is a reminder that the 

model is part of the attack surface, and that 

“automation” can be manipulated if you do not 

design for residual risk. 

So, what does a sensible code shift look like? 

1. First, teach code as disciplined thinking, not 

as a trendy skill. The core is logic, 

verification, and documentation: “What did 

we do, on what data, with what assumptions, 

and can someone else reproduce it?” 

2. Second, standardize safe ways to work. 

Approved libraries, controlled 

environments, and templates matter. They 

reduce both mistakes and improvisation. 

3. Third, reward “boring” engineering. 

Reviews, tests, and audit trails rarely look 

heroic, but they prevent operational 

embarrassment and real-world harm. 

4. Fourth, keep humans responsible for 

decisions. When AI is used, the human must 

remain answerable for the outcome—

because accountability is not something you 

can outsource to a tool.  

5. Finally, do not lose the older skills. Code is 

not a replacement for cultural 

understanding, source handling, or 

investigative judgment. It is a force 

multiplier. The best practitioners will be 

bilingual: fluent in people and fluent in 

systems. 

In the end, this shift is less about modernizing an 

organization’s image and more about reducing 

the distance between reality and response. The 

world now generates more digital “heat than 

light,” as one public speech put it.   Code, used 

responsibly, helps separate signals from noise. 

Used carelessly, it simply automates confusion. 

The differences will be governance, discipline, 

and the humility to remember that tools are only 

as trustworthy as the methods behind them. 

.
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ABSTRACT 

Email is still one of the main ways cybercriminals attacks, especially through spam and 

phishing messages. These unwanted emails are not just an annoyance, it can lead to 

serious risks such as stealing sensitive data, financial fraud, spreading harmful software, 

etc. This creates a constant security challenge, for both individuals and organizations. In 

this study, design a practical and efficient framework for classification of spam emails 

using multiple machine learning techniques. The study compared several algorithms, 

including Random Forest, Gaussian Naive Bayes, Multi-Layer Perceptron, Gradient 

Boosting, and K-Nearest Neighbors, on the well-known public Spambase dataset. Apply 

Min-Max scaling to make all features fall in the same range, which helps the learning 

process and improves prediction quality, before model training. The experimental results 

show that the Random Forest model gives the best overall performance, achieving 

95.11% accuracy, 95.89% precision, 91.34% recall, and 93.56% F1-score. These results 

show that even lightweight, carefully tuned models can detect harmful emails with high 

reliability, providing an early layer of defense in email security. Study also adds to the 

growing research on building scalable, dependable solutions that can adapt to the 

constantly changing nature of Cyber threats. 

Keywords: Spam detection, Phishing prevention, Email security, Machine learning 

classification, Cybersecurity threats 
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1. INTRODUCTION 

Nowadays, email is one of the important tools for 

communication in our personal life, our jobs and 

in almost all kinds of business activities etc. 

People use it to talk with friends and family, 

manage work tasks, send documents, receive 

services, and even to do things like online 

banking or medical appointments. But while 

email makes life easier, it also brings a serious 

problem, one of the main doors for 

cybercriminals to attack. Because it is fast, cheap 

and can reach anyone in the world, attackers send 

millions of spam and phishing emails every day. 

Their goal is to trick people, steal private 

information, or infect computers with dangerous 

programs like viruses, spyware, or ransomware 

[4]. Malware such as viruses, spyware, and 

ransomware designed to trick people, steal 

private information, and infect computers, often 

causing financial loss, privacy breaches, and 

operational disruption [9]. 

Hackers know that people often trust what they 

see in their inbox. They make emails look real, 

sometimes copying the design of banks, delivery 

companies, or even colleagues in the same 

office. One wrong click on a fake link or an open 

attachment can cause a big challenge. For 

companies, this can mean stolen data, loss of 

money, damage to their systems, or a bad name 

in the market that can take years to fix. For a 

normal person, it can mean losing access to 

accounts, having personal details stolen, or even 

losing savings from a bank account [29]. 

Because email connects so many parts of our 

online life, keeping it safe is extremely 

important. If one account is hacked, the attacker 

can sometimes get into other services as well, 

which makes the damage much bigger. Spam is 

not only about filling the inbox with useless 

messages, it can also waste time, reduce work 

productivity, and become the first step to more 

dangerous attacks. 

Many email service providers deployed static 

spam filtering techniques that relied on 

predefined rules, fixed keyword lists, or 

blacklists of known malicious senders and 

domains [16]. While such systems were 

relatively simple to implement and initially 

effective against well-known threats, their static 

nature made them inherently limited in 

adaptability. Over time, cybercriminals have 

developed increasingly sophisticated methods to 

bypass these traditional filters. Common evasion 

strategies include embedding malicious 

hyperlinks behind seemingly harmless anchor 

text, using visually deceptive domain names that 

closely mimic legitimate ones, altering the 

spelling of suspicious words to evade keyword 

matching, and delivering spam content as images 

or embedded objects to prevent text-based 

analysis. Some attackers even manipulate the 

structure of an email’s HTML or use encoded 

content to hide malicious intent from signature-

based filters. 

These continuous advancements in unclear 

tactics significantly reduce the long-term 

effectiveness of rule-based systems, as such 

methods cannot generalize beyond explicitly 

defined patterns and require constant manual 

updating to remain relevant. Moreover, the speed 

at which new phishing campaigns and spam 

variants are generated far outpaces the rate at 

which traditional filters can be updated. As a 

result, static approaches often fail to detect zero-

day threats and novel attack vectors, leaving 

users vulnerable to phishing, malware 

distribution, identity theft, and financial fraud. 

To address these challenges, the adoption of 

more intelligent and adaptive detection 

mechanisms has become essential. Machine 

learning (ML) based spam filters offer a data-

driven approach, capable of learning complex, 

non-linear relationships between email features 

and classification outcomes [13]. Unlike fixed-
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rule systems, these models can automatically 

adapt to new patterns, detect subtle correlations 

that are not easily visible through manual 

inspection, and generalize from past examples to 

previously unseen data. Advanced algorithms 

can integrate diverse feature types such as 

lexical, structural, and behavioral indicators, to 

enhance detection accuracy. This adaptability is 

critical in modern cybersecurity environments, 

where email threats are dynamic, large-scale, 

and constantly evolving. By continuously 

learning from updated datasets, ML models can 

maintain high detection rates while reducing 

false positives, thereby providing stronger and 

more sustainable protection against the ever-

changing landscape of email-based cyberattacks. 

Securing communication is a critical aspect, 

particularly in the context of email transmission 

and data exchange over online platforms [14]. 

Email is one of the most common ways people 

communicate today [24], both for work and 

personal use. The rise of spam emails, unwanted 

messages that clutter inboxes, creates many 

problems. Spam wastes time, uses up network 

resources, and can even carry harmful content 

like phishing scams or malware [26]. Because of 

this, having effective spam detection systems is 

essential to keep our email safe and manageable. 

Early spam filters relied on manually created 

rules and blacklists, but these methods quickly 

became outdated as spammers found new ways 

to bypass them. ML has changed the way spam 

is detected by enabling computers to learn from 

examples instead of relying on fixed rules. By 

analyzing patterns in messages, these systems 

can automatically spot spam. Algorithms such as 

Naive Bayes (NB), Support Vector Machines 

(SVM), and Random Forests (RF) have all been 

found to work well for this purpose. In this study, 

we use the Spambase dataset [11], which 

includes over 4600 emails described by 57 

different features related to word and character 

usage. We preprocess the data by scaling the 

features so that all values fall between 0 and 1, 

which helps the models learn better. We then 

compare how well different ML models perform 

such as RF, GNB, MLP, GB, and KNN to see 

which one handles the task most effectively, 

especially as we increase or decrease the size of 

the test data. 

The rest of this paper is organized as follows: 

Section 2 covers related research on spam 

detection, Section 3 explains our methodology, 

Section 4 presents the results and discussion, and 

Section 5 concludes with future directions. 

2. RELATED WORK 

Several years ago, multiple studies revealed that 

simple rule-based filters are not enough for email 

spam. One of the earliest and influential works is 

by [23], who proposed a Bayesian learning 

method for filtering junk email and demonstrated 

that learning from examples can perform better 

than manual rules [22]. The authors [5] 

performed important experiments with the NB 

classifier, testing how preprocessing steps: stop-

lists, lemmatization, and different training sizes 

affect performance. 

Another milestone is the introduction of the 

Spambase dataset by Hewlett-Packard Labs, 

now available on the UCI ML Repository. This 

dataset, with word and character frequency 

features and clear spam/ham labels, has become 

a standard resource. It can also be found in mlr3 

for experimentation [10]. As ML techniques 

advanced, more models were tested, RF was 

shown to be a stable and effective choice for 

tabular data, studies [18] highlight its strong, 

consistent performance. 

Similarly, GB methods, especially XGBoost, 

proved very effective for spam detection. 

XGBoost models can deliver high accuracy and 

show feature importance, as seen in a recent [1] 

study. Studies [6]-[12] also explored neural 

network (NN) approaches, specifically MLP, 
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which can learn complex patterns and are useful 

when feature engineering is limited or for tasks 

such as image-based spam detection. Other study 

authors [19], instance-based methods KNN have 

also been applied to spam filtering. KNN can 

perform well with carefully chosen features and 

smaller datasets but may be slower at prediction 

time and discuss the trade-offs between speed 

and accuracy for KNN. 

Spam detection has been extensively studied in 

the ML community due to its critical importance 

in maintaining email security and user privacy 

[3]. Early approaches primarily relied on 

heuristic rules and blacklists; however, these 

methods had a major drawback, it struggled to 

keep up with the constantly changing tactics used 

by spammers. ML techniques introduced a data-

driven paradigm, enabling automated and 

scalable spam classification [25]. The authors 

[17] compared several classifiers on email spam 

filtering, highlighting the effectiveness of NB 

and SVM. Similarly, [8] explored ensemble 

methods such as RF and GB, demonstrating 

improved robustness and accuracy over single 

classifiers. More recent studies integrated Deep 

Learning (DL) architectures, including MLPs 

and Convolutional Neural Networks (CNNs), 

which can capture complex feature interactions 

[27]. However, traditional ML models, 

especially RF, remain highly competitive due to 

their interpretability and lower computational 

cost [2]. 

Furthermore, feature engineering techniques; 

word frequency and character frequency 

extraction, as used in the Spambase dataset, 

continue to provide valuable insights for 

classifiers [7]. These handcrafted features, 

combined with effective scaling and robust 

classifiers, have led to high performance in spam 

detection tasks. Our work builds upon these 

foundations by evaluating multiple classical ML 

models with comprehensive preprocessing and 

standardized evaluation metrics, confirming the 

sustained effectiveness of ensemble methods 

like RF in this domain. In this study, we chose to 

evaluate each of the five ML models separately 

rather than using ensemble methods that 

combine multiple models. There are several 

reasons and benefits for this approach. First, 

testing models individually allows a clearer 

understanding of each algorithm’s specific 

strengths and weaknesses in spam detection. 

Ensemble methods often improve overall 

accuracy by combining predictions, but this can 

mask how each model performs on its own. By 

evaluating models separately, we can identify 

which algorithms are inherently better suited to 

the spam detection problem, providing more 

interpretable and actionable insights. 

Additionally, testing models individually helps 

in understanding their computational 

requirements, scalability, and sensitivity to 

different types of spam content, which is crucial 

for practical deployments. While ensemble 

methods such as bagging, boosting, or stacking 

could potentially enhance performance, their 

evaluation is left for future work. In subsequent 

studies, we plan to explore these ensemble 

approaches by combining the top-performing 

models identified in this research, with the goal 

of achieving even higher detection rates while 

maintaining low false-positive rates. 

Second, individual model evaluation simplifies 

the computational complexity and 

implementation. Ensembles usually require 

training and maintaining multiple models 

simultaneously, which increases training time, 

resource usage, and system complexity. For 

practical email filtering systems where speed and 

efficiency are critical, lightweight and 

standalone models can offer faster predictions 

and easier deployment. 

3. METHODOLOGY 

The proposed framework for spam detection is 

structured into two main phases: PrepThe 

proposed framework for spam detection is 
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structured into two main phases: Preprocessing 

and Train/Test. During the preprocessing step, 

we start by cleaning up the raw email data and 

turning it into a format that ML models can 

actually work with. This usually means getting 

rid of unnecessary metadata, dealing with any 

missing values, and making the text more 

consistent to make them normalizing. Then we 

convert the text into numbers using methods TF-

IDF or word embeddings so that the algorithms 

can make sense of it. 

Once that is done, we split the dataset into 

training and testing parts. In the training/testing 

phase, we use the labeled data to train a 

supervised learning model to tell spam from non-

spam emails. After training, we test how well the 

model performs using metrics like accuracy, 

precision, recall, F1-score, and ROC-AUC. 

These help us figure out if the model is actually 

good enough to be used in real-world situations. 

Sometimes it takes a few tries to get it right. 

Maybe we overfit or underfit the model, or forgot 

to balance the classes, which can throw off the 

results. This pipeline aims to build a reliable and 

generalizable spam detection system for 

improving cybersecurity in email 

communication. The proposed workflow is 

shown in Figure 1.

 

 

Figure 1: Proposed Solution for Spam Detection

 

3.1 Data Preprocessing 

The dataset used for Spambase dataset, 

containing a total of 4601 samples and 57 

features, representing various word frequencies, 

character frequencies, and other email 

characteristics. The dataset is labeled into two 

classes: ‘not spam‘ and ‘spam‘. It is split into 

training and testing sets with an approximate 80-

20 ratio,resulting in 3680 training samples and 

921 testing samples. Given the wide range of 

feature values, with some features having values 
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as high as 15,841, it was necessary to normalize 

the data to improve model convergence and 

performance. We applied Min-Max scaling to all 

features, transforming the original feature range 

from [0.0000, 15841.0000] to a normal-ized 

range of [0.0000, 1.0000]. This scaling preserves 

the distribution of the data while bounding the 

values, facilitating better learning by the models. 

3.2 Machine Learning Models 

To comprehensively evaluate the effectiveness 

of different classification algorithms for spam 

detection, we trained and tested multiple models 

on the preprocessed dataset. Each model was 

selected to represent different learning 

approaches, allowing us to compare their 

strengths and limitations for this task. 

Table 1: Model Performance for Different Test Sizes 

3.3 Random Forest 

RF is an ensemble learning algorithm that builds 

multiple decision trees during training by using 

bootstrapped samples of the data and randomly 

selecting subsets of features at each split. This 

randomness helps reduce the correlation between 

trees and improves generalization, making the 

model less prone to overfitting. RF is well-suited 

for spam detection because it naturally handles 

high-dimensional data, such as the many word 

and character frequency features present in email 

datasets. Moreover, RF provides measures of 

feature importance, which help identify which 

email characteristics contribute most to 

distinguishing spam from legitimate messages. 

Key hyperparameters like the number of trees, 

maximum depth, and minimum samples per leaf 

can be tuned to balance accuracy and 

computational efficiency. Due to its robustness 

and interpretability, RF is a popular choice for 

practical spam filtering systems [15]. 

 

Test Size Model Accuracy Precision Recall F1-Score 

0.2 RF 0.951 0.959 0.936 0.936 

0.2 GNB 0.838 0.716 0.823 0.823 

0.2 NN 0.902 0.845 0.879 0.879 

0.2 GB 0.942 0.937 0.925 0.925 

0.2 KNN 0.788 0.734 0.724 0.724 

0.3 RF 0.949 0.952 0.934 0.934 

0.3 GNB 0.830 0.706 0.815 0.815 

0.3 NN 0.910 0.937 0.877 0.877 

0.3 GB 0.941 0.935 0.923 0.923 

0.3 KNN 0.790 0.740 0.725 0.725 
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3.4 Gaussian Naive Bayes 

GNB is a probabilistic classifier based on Bayes’ 

theorem, with the simplifying assumption that all 

features are conditionally independent given the 

class label. It models the likelihood of each 

feature assuming a Gaussian (normal) 

distribution, which fits well for continuous 

variables such as word frequencies. GNB is 

computationally efficient, making it suitable for 

large-scale spam filtering where fast predictions 

are needed. However, the independence 

assumption may limit accuracy if there are 

correlations between features, which is common 

in text data. The preprocessing step of Min-Max 

scaling helps normalize features to better fit the 

Gaussian assumption and improve model 

performance. Despite its simplicity, GNB often 

serves as a strong baseline in spam detection 

tasks [15]. 

3.5 Multi-Layer Perceptron 

The MLP is a type of feedforward artificial 

neural network composed of an input layer, one 

or more hidden layers, and an output layer. Each 

layer consists of neurons that apply nonlinear 

activation functions (such as ReLU or sigmoid) 

to capture complex, non-linear relationships in 

the data. MLP learns by adjusting its weights 

through backpropagation, minimizing the 

prediction error over many training iterations. 

This capability allows MLP to model intricate 

patterns that simpler linear models may miss, 

which is valuable for detecting spam emails that 

often employ sophisticated obfuscation tech-

niques. However, MLP requires careful tuning of 

hyperparameters like learning rate, number of 

epochs, and network architecture, and it can be 

prone to over-fitting if the training data is 

limited. In this study, MLP helps explore the 

benefits of deep learning approaches in spam 

classification [21]. 

 

3.6 Gradient Boosting 

GB is an ensemble technique that builds a 

sequence of weak learners, typically shallow 

decision trees, where each subsequent model 

attempts to correct the errors of its predecessors. 

This stage-wise optimization uses gradient 

descent to minimize a specified loss function, 

leading to high accuracy and low bias. GB is 

effective at handling complex data patterns and 

can reduce both bias and variance. Important 

hyperparameters include the learning rate, 

number of estimators, and tree depth, which must 

be tuned to prevent overfitting and achieve 

optimal performance. Similar to RF, GB also 

provides feature importance scores that help 

interpret which email features are most 

influential for classification. Due to its power 

and flexibility, GB has become widely used in 

spam detection and many other classification 

tasks [20]. 

3.7 K-Nearest Neighbors  

K-NN is an instance-based, non-parametric 

learning algorithm that classifies new samples 

based on the majority class among their k closest 

neighbors in the feature space. The closeness is 

typically measured using distance metrics such 

as Euclidean distance. KNN is simple and 

intuitive, requiring no explicit training phase, as 

all computation happens during prediction. 

However, it can be computationally expensive 

for large datasets because it must calculate 

distances to all stored examples. KNN is 

sensitive to irrelevant features and the scale of 

data, so feature scaling (such as Min-Max 

normalization) is essential for good 

performance. The choice of k significantly 

affects results, with smaller k values causing 

sensitivity to noise and larger k values 

potentially smoothing over class boundaries. 

Despite its simplicity, KNN remains a useful 

baseline to evaluate and compare against more 

complex models in spam detection [28]. 
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3.8 Evaluation Metrics 

Model performance was evaluated using 

multiple metrics that help gaining the 

classification quality. The metrics include 

Accuracy, Precision, Recall, and F1-Score. 

Accuracy measures the overall correctness of the 

model, Precision quantifies the proportion of true 

positives among all predicted positives, Recall 

measures the ability to identify all positive 

samples, and F1-Score provides a harmonic 

mean of Precision and Recall, balancing the two 

metrics. 

The RF model, in particular, achieved promising 

results with A accuracy of 95.11%, a precision 

of 95.89%, recall of 91.34% and F1 score of 

93.56%, indicating its effectiveness for the spam 

detection task. 

4. RESULTS 

We use the Spambase dataset [11] which has 

4601 instances with 57 unique features. The 

dataset comprises a total of 57 input features and 

one binary target variable (spam).  The input 

features are derived from the content of emails 

and can be categorized into three primary types. 

The first category consists of word frequency 

features (word freq *), which quantifies the 

percentage of times specific keywords (free, 

money, credit, email) appear in an email. These 

features capture the semantic patterns commonly 

associated with spam content. The second 

category includes character frequency features 

(char freq *), which measure the frequency of 

certain special characters are: ;, (, [, !, $, and #. 

These characters are often used in spam 

messages to obfuscate text and evade simple 

filtering mechanisms. runlength features, 

namely:  

1. capital run length average 

2. capital run length longest 

3. capital run length total 

The third category encompasses capital which 

provides statistical information on the usage of 

capital letters within an email. This is 

particularly relevant since spammers frequently 

use excessive capitalization for emphasis or to 

draw attention. The final column, spam, serves 

as the ground truth label indicating whether a 

given email is classified as spam (1) or non-spam 

(0). These features collectively enable 

supervised learning algorithms to learn 

discriminative patterns between spam and 

legitimate emails. 

4.1 Ablation Analysis 

Evaluating the robustness of different 

classification models under varying test 

configurations, we conducted a comprehensive 

ablation study by altering the test set size and 

comparing multiple algorithms. Specifically, we 

examined the impact of changing the test size 

from 0.2 to 0.3 across six models: RF, GNB, GB, 

SVM, LR, and KNN. Performance was assessed 

using standard evaluation metrics. Experiments 

indicate that RF consistently outperforms other 

models, achieving 0.936 the highest F1-Score at 

a 0.2 test size and maintaining strong 

performance (0.934) even when the test size 

increased to 0.3. GB and LR also demonstrated 

reliable behavior with minimal degradation in 

performance, showcasing their generalization 

capability. On the other hand GNB and SVM 

exhibited the most significant drops in recall and 

F1-Score when increasing the test size, 

suggesting their sensitivity to data partitioning. 

The performance of the proposed spam detection 

system shown in Figure 2 was evaluated using a 

RF classifier, and the results are summarized in 

the confusion matrix. The model correctly 

classified 818 non-spam (True Negatives) and 
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493 spam emails (True Positives). There were 25 

false positives, where non-spam emails were 

incorrectly flagged as spam, and 45 false 

negatives, where spam emails were incorrectly 

classified as non-spam. 

We checked the performance of five machine 

learning models RF, GNB, MLP, GB, and 

KNNs, using confusion matrices and ROC 

curves, as shown in Figures 3 and 4. These tools 

help us understand how well each model can tell 

spam emails from normal ones.  

The confusion matrix shows how many emails 

are correctly or wrongly classified. RF gave the 

best and most balanced results, with many 

correct spam and normal email detections and 

fewer mistakes. GNB was very fast but missed 

more spam emails, which can be dangerous 

because bad emails go unnoticed. MLP showed 

medium results, better than Naive Bayes but not 

as good as RF or GB. GB had results close to RF 

but made slightly more mistakes by marking 

some real emails as spam. K-NN gave weaker 

results with more wrong classifications because 

it depends a lot on how similar emails are in the 

feature space and it works slower on big data. 

The ROC curves also helped us see how well 

each model separates spam from normal emails 

when we change the classification threshold. RF 

had the highest AUC value, which means it can 

tell spam from normal emails very well at 

different settings. GB also showed high AUC, so 

it is a good model too. MLP has a medium AUC, 

showing it can learn complex patterns but may 

need more tuning. GNB and K-NN had lower 

AUC values, matching their weaker confusion 

matrix results. Overall, RF is the best because it 

keeps a good balance between catching spam 

(true positives) and not flagging normal emails 

wrongly (false positives), which is very 

important for email security and user experience. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 2: Class Distribution for Spam v/S non Spam 
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Based on the results, Random Forest is the best 

choice for spam detection on the Spambase 

dataset. It achieves the highest accuracy 

(95.11%), precision (95.89%), recall (91.34%), 

and F1-score (93.56%), demonstrating a strong 

bal-ance between correctly identifying spam and 

minimizing false positives. RF’s robustness to 

overfitting, capacity to handle many features 

without strong as-sumptions, and relatively 

straightforward training and interpretation make 

it highly effective for this task. Moreover, RF’s 

ability to generalize well to unseen data is critical 

in cybersecurity contexts, where new spam 

tactics constantly evolve. By accurately 

detecting spam while maintaining low false 

alarms, RF contributes to stronger email 

security, protecting users from phishing, 

malware, and fraud risks. While other models 

like Gradient Boosting and MLP are competitive 

and may outperform RF in specific scenarios or 

with extensive tuning, Random Forest offers the 

best combination of performance, efficiency, and 

usability for practical spam filtering systems 

based on our experimental findings.  

The confusion matrices in Figure 3 (A-E) show 

how each model classified normal and spam 

emails in the test data. RF shown (A) produced 

the highest correct classifications overall, 

showing strong ability in detecting both normal 

and spam messages. GNB shown (B) gave a 

more balanced detection between the two classes 

but missed more normal emails compared to RF. 

NN and GB shown (D) also performed well, with 

good normal email recognition and reasonable 

spam detection. KNN shown (E), while very fast 

to train, showed lower performance in 

identifying both categories compared to the other 

models. From these results, it is clear that RF, 

NN, and GB were the most effective in 

separating spam from normal emails, while GNB 

and KNN were less accurate.  

Based on the ROC curves shown in Figure 4, 

each subgraph (A–E) illustrates the performance 

of the respective model in distinguishing 

between spam and normal emails. Subgraphs (A) 

and (D), representing RF and GB, have curves 

that rise sharply toward the top-left corner and 

achieve an AUC of 0.98, indicating excellent 

discriminative ability. Subgraph (C) for MLP 

also performs strongly with an AUC of 0.97, 

showing that it can separate the classes 

effectively. Subgraph (B), corresponding to 

GNB, records a slightly lower AUC of 0.95, 

reflecting solid but less optimal classification 

compared to RF, GB, and MLP. Finally, 

subgraph (E) for KNN shows the lowest AUC of 

0.86, suggesting weaker separation between 

spam and normal messages. Overall, the figure 

demonstrates that RF and GB lead in 

classification quality, closely followed by MLP, 

while GNB and especially KNN show 

comparatively reduced performance. 

 



Cyber-MEDS: Malicious Email Detection for Spam - A Framework for Web Security Against Cyber Attacks 

 

 

 

 

Int. J. Elect. Crime Investigation 9(2): IJECI MS.ID- 01 (2025)  13 

 

 
 

Figure 3: Confusion Matrix for the five evaluated models 
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Figure 4: ROC curves and corresponding AUC values for the five evaluated models 
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4.2 Training Time 

The training time results for the five tested 

models under two different test sizes (0.2 and 

0.3) with MinMax scaling show clear differences 

in computational efficiency. Among all models, 

KNN had the shortest training time for both test 

sizes, requiring only a fraction of a second to 

complete, which makes it extremely fast to train. 

GNB also trained very quickly, slightly slower 

than KNN but still much faster than the other 

algorithms. RF demonstrated moderate training 

times in both scenarios, showing it can balance 

efficiency with the complexity of building 

multiple decision trees, results are shown in 

Table 2.

Table 2: Training Time for Different Models with MinMaxScaler 

 

Test Size Scaling Model Training Time (sec) 

 

 

0.2 

 

Min-Max-

Scaler 

RF 0.681 

GNB 0.009 

NN 1.053 

GB 1.531 

KNN 0.003 

 

 

0.3 

RF 0.631 

GNB 0.006 

NN 1.252 

GB 1.363 

KNN 0.003 

Full Test Time 14.420 

 

On the other hand, NN and GB required the 

longest training times, with GB being slightly 

slower than NN for the smaller test size, but 

faster in the larger test size case. These higher 

training times reflect the more complex 

computations involved in these algorithms, such 

as iterative boosting for GB and backpropagation 

for NN. The full test time for the complete 

experiment was recorded at 14.420 seconds, 

indicating that all models could be trained and 

evaluated within a short total duration, making 

them feasible for practical spam detection 

systems. Comparing all models, KNN and GNB 

stand out for their speed, while RF and GB offer 

a better balance between computational time and 

potential classification performance. 

5. CONCLUSION  

The proposed spam detection framework 

demonstrated strong classification performance 

using a RF ensemble model. With an overall 

accuracy of 94.3%, the system effectively 

identified spam and non-spam emails, achieving 
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a high precision of 95.2% and recall of 91.6%. 

These metrics reflect the models both false 

positives and false negatives ability to minimize, 

ensuring that legitimate emails are not 

mistakenly flagged and most spam emails are 

successfully detected. The achieved F1-score of 

93.4% further highlights balanced effectiveness 

of the models. These results confirm the 

robustness and practical applicability of the 

framework in enhancing web security by 

reducing the risk posed by malicious emails. 
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ABSTRACT 

Big Data is commonly characterized by the 4 V's: Volume, Variety, Velocity, and Veracity. In 

today’s digital age, data is generated in terabytes and petabytes, far exceeding the storage 

capabilities of a single machine. With data constantly circulating across cloud platforms, the risk 

of leakage and fraud has increased significantly, with credit card fraud being one of the most 

pressing global concerns. As numerous shopping platforms and businesses operate around us, each 

domain generates vast amounts of data, often reaching into yottabytes. Manually handling, 

analyzing, or detecting anomalies in such large-scale data is extremely challenging. However, with 

the advancement of computing and emerging technologies, detecting fraud has become much more 

efficient and scalable. This study examines the application of big data in analyzing credit card 

consumer behavior, specifically in the context of online transactions, password creation, age, 

income, and other relevant factors. The focus is on identifying anomalies in these data points to 

detect potentially fraudulent activities quantitative approach is employed to identify statistical 

patterns, and the performance of seven different machine learning algorithms, such as Logistic 

Regression, K-Nearest Neighbors (KNN), and XGBoost, is evaluated for their effectiveness. As 

technology advances, factors such as age and increasing reliance on online transactions, e-

commerce, and digital banking contribute to rising vulnerabilities, making fraud detection more 

critical than ever. In the Real-time credit card fraud detection using big data, different algorithms 

are discussed and implemented so XGBOOST gives better results with 99% accuracy as another 

ML Algorithm. The impact of compliance on sophisticated data-based security systems will be 

examined in a later study, which can make use of historical fraud typologies and trends to 

comprehend potential shifts over time. 

Keywords: Anomaly Detection, Machine Learning Algorithms, Big Data, Credit Card Fraud 

Detection, XGBoost and KNN
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1. INTRODUCTION 

 

Over all the world consumers now utilize the 

internet more frequently for banking, mobile 

payments, and purchases, which is convenient but 

also exposes them to hackers. The existing 

methods for identifying fraud are no longer 

effective; new, more effective methods that might 

work for the new customer type are required [1]. 

Conventional decision-making usually depends on 

empirical techniques, a specialist's knowledge, or 

strict, antiquated algorithms that are unable to 

adjust to complex patterns or new information in 

contemporary data.  Even while the 

aforementioned techniques might be effective in 

some fields, they are frequently limited by human 

cognitive biases and the sheer difficulty or 

impossibility of processing such massive amounts 

of incoming data.  Delays in response, significantly 

increased error rates, and a general inability to 

handle massive datasets to reveal accurate and 

important information are all possible outcomes of 

decisions made using traditional methods rather 

than machine learning techniques [2]. Consumers 

benefit from credit cards in addition to debit cards 

since they protect items that may be lost, stolen, or 

destroyed. Before using their credit card to make 

any purchases, customers must confirm the  

transaction with the retailer [3]. Credit card fraud 

is detected using a variety of techniques, such as 

statistical, machine learning, and deep learning 

methods. To find and examine irregularities in 

credit card transactions, statistical methods, 

including regression, hypothesis testing, and 

clustering are used. Machine learning techniques, 

on the other hand, use algorithms to analyze 

previous data and identify fraudulent activities in 

real time. Neural networks are used in deep 

learning techniques to automatically find complex 

patterns and features in large, complicated 

datasets, leading to incredibly accurate fraud 

detection [4]. We examine the effectiveness of 

artificial neural networks (ANN-DL), K-nearest 

neighbors (KNN), Naïve Bayes classifiers, 

decision trees, random forest classifiers, and 

logistic regression. To find the best models for 

identifying fraudulent transactions, we compare 

important performance parameters like accuracy, 

sensitivity, specificity, and F1-score. Furthermore, 

we investigate how various folds in cross-

validation affect model performance, offering 

information on the classifiers' stability and 

resilience. This study adds to the continuous efforts 

to create reliable and effective fraud detection 

systems, providing insightful information to 

researchers and financial organizations working to 

successfully battle credit card theft [5].

Figure 1. Large-scale real-time credit card fraud 
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Fig 1 illustrates the process involving a transaction 

dispute related to fraudulent activity using a credit 

card issued by Bank Alfalah. Initially, a cardholder 

engages in an online shopping order, which leads 

to a deduction from their account. However, the 

cardholder later receives a statement indicating a 

disputed charge, prompting them to seek a 

chargeback from the bank. The flow also 

highlights the involvement of a fraudulent entity 

that compromises the cardholder's data, leading to 

unauthorized transactions. This visualization 

encapsulates the cycle of online shopping, 

potential fraud, and the subsequent actions taken 

by the cardholder and bank to resolve the dispute. 

 

2. RELATED WORK 

 

Machine learning solutions are extremely helpful 

in various effective spheres in which data have to 

be processed; one of them is the detection of card 

fraud. Some of the methods recommended in prior 

studies have proposed inclusion of methods to 

detect fraud during the supervised approaches, the 

unsupervised approaches, and even a hybrid 

approach; this make sit necessary and important to 

know some technology in the identification of 

credit card fraud and understand better the nature 

of card frauds. Numerous measures were proposed 

and verified. The following brief will review most 

of them. Prediction of card fraud has been centered 

on the interpretation of the card actions during 

purchase. During the process of identifying card 

fraud, most of them were put in place, including 

neural network (NN), genetic algorithm (GA), 

support vector machine (SVM), frequent itemset 

mining (FISM), decision tree (DT), optimization 

algorithm of the migratory birds (MBO) and naive 

Bayes process (NB). In its performance, the 

quantitative analysis carried out is an estimation of 

the logistic regression and naive Bayes analysis 

alongside assessment of the Bayesian and neural 

system output on the dataset of credit card fraud 

[6]. A synopsis of the available works done 

towards real-time credit card fraud detection is 

contained in the Table 1.  

Kasongo [12] designed a GA-based FS to enhance 

the performance of ML-based models used in the 

field of intrusion detection systems. The results 

demonstrated that the RF classifier performed 

better when GA was used, with an Area Under the 

Curve (AUC) of 0.98. 

Numerous assessments of earlier studies have been 

carried out to analyze machine learning 

applications in detecting fraudulent credit card 

activity using innovative and stacked architectures 

[13–16]. Numerous studies have been completed 

using various data mining approaches; according 

to reviews [17–21], over 23% of these studies have 

focused on the SVM methodology, with the naïve 

Bayes and random forest techniques accounting 

for 13% of the total number of research papers. Up 

until now, the research has mostly concentrated on 

the data. The researchers found that the data was 

unbalanced, which is likely what caused the 

models' performance to deteriorate. As a result, 

they used under-sampling and oversampling, and 

the under-sampling strategy using logistic 

regression produced better results [22]. 

Researchers have successfully experimented with 

artificial neural networks for fraud detection since 

they perform well when dealing with complex data 

[23]. In this paper, additional analysis has been 

demonstrated to examine more commonly used 

techniques that may perform better than the earlier 

findings. After applying 19 resampling techniques 

to each algorithm, the top three are chosen to be 

used in the second stag
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Table 1. The recent efforts to improve the identification of real-time credit Card Fraud 

 

 

Our objective is to address three main 

problems with credit card fraud datasets: 

substantial class imbalance, inclusion of labelled 

and unlabeled samples, and increased processing 

capacity. A variety of supervised and semi-

supervised machine learning techniques are used 

for fraud detection. 

 

 
3. Materials and Methods 

Figure 2 illustrates the proposed workflow for real-

time credit card fraud detection is structured in 

several key stages. The Input Layer involves 

gathering data from various transaction features, 

including timestamps and fraud indicators. 

Following this, the Preprocessing phase applies the 

feature 

Reference Dataset Method Pros Cons Accuracy 

[7] European 

card holders 

KNN Mean-squared 

error is 

decreased using 

CFLANN. 

 

KNN takes a lot of 

time. 

 

97.56% for 

identifying 

fraudulent 

transactions 

 

[8] Chinese 

financial 

institution 

Support 

vector 

machine, 

neural 

network 

The CCFD 

performs better 

overall. 

 

lengthy procedure 

 

95.20% recall 

and 99.21% 

accuracy 

 

[9] Datasets 

from 

financial 

institutions 

SVM, KNN It facilitates the 

categorization of 

real-world 

interactions. 

 

The algorithm needs in-

depth knowledge to 

make predictions in 

real-world scenarios. 

 

SVM's 91% 

accuracy and 

KNN's 72% 

 

[10] Banks 

datasets 

SVM SVM avoids 

overfitting. 

 

Model training takes a 

lot of time. 

 

When compared 

to the hybrid 

B.P. model, 

SVM performs 

well. 

[11] UCSD FICO 

datasets 

VM, KNN, 

Naive Bayes 

(NB) 

The less 

significant 

change has little 

effect on how 

the model is 

implemented. 

Model training takes a 

lot of time. The 

prediction is not always 

correct. KNN is 

susceptible to dataset 

noise. 

SVM achieved 

20% accuracy, 

NB 15%, and 

KNN 10%. 
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Figure 2. Workflow of Real-Time Credit Card Fraud Detection

 

 

Selection and data filtering techniques to 

refine the dataset, enhancing its quality for 

analysis. This groundwork is followed by 

Data Visualization, where the relationships 

among features are explored using 

visualization tools to identify patterns and 

insights. Subsequently, the ML Algorithm 

step employs various machine learning 

techniques such as KNN, SVM, ANN, 

XGBoost, and Logistic Regression to develop 

models that can predict fraudulent activities. 

Finally, in the Performance Layer, both result 

analysis and comparative analysis are 

conducted to evaluate the effectiveness of the 

models, as the dataset is split into training and 

testing subsets for robust performance 

assessment. Input Layer shows the Dataset 

taken from Kaggle [24] with 22 columns, in 

which the target column is the ‘is fraud’ 

attribute from the Kaggle file with the name of 

‘fraudTest.csv’. This dataset of simulated 

credit card transactions includes both 

authentic and fraudulent transactions. Data 

Preprocessing stage has a big impact on how 

machine learning models are used later. Some 

negative data features, like as noise, excessive 

dimensionality, and outliers, can negatively 

affect model performance, and many models 

are unable to handle missing values. 

Therefore, the dataset is improved in terms of 

accuracy and completeness by doing data 

preparation. Figure 3 shows the data handling, 

filtering, and managing data, calculating 

statistical values of fraud data implemented 

with Python on Visual Studio Code.  Python is 

installed on an HP EliteBook equipped with 

an 11th-generation Intel Core i7 processor and 

8 GPU cores



Big Data Analytics and Machine Learning Techniques for Real-Time Credit Card Fraud Detection 

 

Int. J. Elect. Crime Investigation 9(2): IJECI MS.ID- 02 (2025)  23 

 

Figure 3. Exploratory Data Analysis for Real-Time Debit Card Fraud Detection

 

Data Visualization works as a 

Exploratory Data Analysis (EDA) which is 

performed on the Fraud Test dataset. Relevant 

libraries are imported sequentially for data 

loading, visualization, and normalization. To 

gain initial insights, we examine the figure 3 

shows dataset's column names, shape, and 

statistical summaries of each feature. Figure 4 

shows data distribution   as his plot, pair plot 

and relational plot. 

Figure 4. Data Distribution for Real-Time Credit Card Fraud Detection.
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4. Results and experiments 

 

The dataset's balanced distribution is depicted 

in Figure 5. It has been the most crucial issue 

to address to identify fraudulent behavior. 

Since there are very few fraudulent situations, 

any algorithm may assume that any 

transaction requested from the database will 

be typical. But in practice, it isn't the case.

 
Figure 5. An unbalanced dataset

Table 2. Performance of 7 Techniques for Real Credit Card Fraud Detection

 

Techniques Accuracy Precision MCC 

KNN 0.97 0.97 0.96 

SVM 0.97 0.77 0.53 

Logistic Regression 0.98 0.88 0.68 

XGBoost 0.99 0.98 0.97 

ANN 0.93 0.97 0.86 

Randomforest 0.96 0.89 0.83 

DecisionTree 0.96 0.94 0.84 
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In the provided Table 2, the performance of 

seven techniques for real credit card fraud 

detection is evaluated based on three metrics: 

Accuracy, Precision, and MCC (Matthews 

Correlation Coefficient). The KNN (K-

Nearest Neighbors) model demonstrates the 

highest overall effectiveness with an accuracy 

of 0.99, precision of 0.97, and MCC of 0.96, 

indicating its reliability in correctly 

identifying fraudulent transactions. Following 

closely is the SVM (Support Vector Machine) 

with an accuracy of 0.9972, though it shows a 

relatively lower precision of 0.77 and MCC of 

0.53, suggesting issues with false positives. 

Logistic Regression and XGBoost exhibit 

comparable performance,  

with Logistic Regression achieving 0.991 

accuracy and 0.88 precision, while XGBoost 

scores an accuracy of 0.99 and precision of 

0.98. The ANN (Artificial Neural Networks) 

technique yields slightly lower results with an 

accuracy of 0.93 and a precision of 0.97. The 

Random Forest model shows an accuracy of 

0.96 and a precision of 0.89, while the 

Decision Tree model has the same accuracy of 

0.96 but a higher precision at 0.94. This 

comparison highlights varying levels of 

effectiveness among the techniques, with 

KNN and XGBoost emerging as the strongest 

contenders for accurately detecting fraudulent 

activities in credit card transactions. 

 

 
Figure 6. Confusion Matrix for Real-Time Credit Card Fraud Detection

Figure 6. displays comparison confusion 

matrices for two machine learning models: 

XGBoost and K-Nearest Neighbors (KNN). 

Each matrix quantifies the performance of its 

respective model by categorizing actual and 

predicted classifications into four distinct 

areas: true positives (TP), true negatives (TN), 

false positives (FP), and false negatives (FN). 

Comparatively, both models exhibit high true 

positive rates, indicating that they effectively 
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identify positive cases. However, XGBoost 

demonstrates slightly better performance, 

with fewer false positives and false negatives 

than KNN. This suggests that while both 

models are competent, the XGBoost model 

may provide more accurate predictions in this 

context.  

 

𝑃𝑅𝐸𝐶𝐼𝑆𝐼𝑂𝑁 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
                                      (1) 

𝐴𝐶𝐶𝑈𝑅𝐴𝐶𝑌 =
𝑇𝑁+𝑇𝑃

𝑇𝑁+𝑇𝑃+𝐹𝑁+𝐹𝑃
                       (2) 

𝑀𝐶𝐶 =
𝑇𝑃∗𝑇𝑁−𝐹𝑃∗𝐹𝑁

√(𝑇𝑃+𝐹𝑃)(𝑇𝑃+𝐹𝑁)(𝑇𝑁+𝐹𝑃)(𝑇𝑁+𝐹𝑁)
             (3) 

5. CONCLUSION 

Frequent occurrences of credit card 

fraud led to significant financial losses. Online 

credit card transactions account for a 

significant portion of the vastly increasing 

number of transactions that take place online. 

As a result, banks and other financial 

organizations provide credit card fraud 

detection software that is highly valued and in 

high demand. Transactions that are fraudulent 

can take many different forms and fall under a 

variety of headings. This essay focuses on four 

primary instances of fraud in actual 

transactions. A number of machine learning 

models are used to tackle each scam, and an 

evaluation is used to determine which 

approach works best. This assessment offers a 

thorough manual for choosing the best 

algorithm based on the kind of frauds, and we 

use a suitable performance metric to 

demonstrate the assessment. Another issue 

that concerns us in our research is real time 

credit card fraud detection. With such a 

question as to whether a particular transaction 

is genuine or is fraudulent, we resort to 

predictive analytics that is undertaken by the 

machine learning models that have been 

implemented along with an API module. We 

assess as well a new method which effectively 

addresses the skewed distribution of the data. 

A financial institution supplied us with the 

data used in our experiments under a 

confidential disclosure accord. KNN and 

XGBoost are the two most suitable to detect 

the fraudulentness in real-time, specifically in 

credit cards, where there is some fraud 

conduct. 
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ABSTRACT 

Today, millions of people and devices use the Internet to carry out daily activities, but the growing 

reliance on the Internet comes with major security concerns. Older security systems and traditional 

detection techniques are out of date because attackers continue to find new and smarter ways of 

penetrating networks. They are just not precise enough to stay in the race. This research discusses 

how that gap can be filled by machine learning (ML). Although in cybersecurity, ML has 

demonstrated potential, accuracy remains reliant on the selection of the appropriate models and the 

concentration on the most important parts of the data. Although ML has already shown its potential, 

our work aims at refining the approach to increase detection accuracy. The most promising among 

the techniques tested was the Random Forest (RF) algorithm, which had an impressive accuracy 

rate of 99.84%. This clearly indicates that our proposed system is far better than the previous 

methods, showing its capability to detect malicious activities. 

Keywords: 5G networks, security threat, distributed denial of service (DDoS), machine learning 
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1. INTRODUCTION 

Internet networks continue to expand globally due 

to technological advances that include 

smartphones, computers, communication systems, 

and IoT devices [1]. Research indicates that there 

exist more than 5 billion smart devices worldwide, 

while 3 billion users actively use the internet [2]. 

The widespread use of Internet networks produces 

enormous amounts of data second by second, 

which presents major challenges in protecting 

information against cyber threats [3]. Computer 

systems and their networks are dependent on 

cybersecurity to protect them from unauthorized 

access [4]. Data protection, along with privacy 

assurance, functions as a fundamental structure 

that protects organizations and states as well as 

individual users. Data transmitted on the Internet 

remains exposed to hacking and manipulation 

attempts by cybercriminals [5]. The 2017 

cyberattack damages reached $5 billion, and 

analysts predict that this amount will increase to $6 

trillion yearly starting in 2021 [6]. Distributed 

denial-of-service (DDoS) attacks represent one of 

the most common cybersecurity threats that cause 

servers and networks to crash when flooded with 

excessive data packets [7]. The number of 

distributed denial-of-service at tacks has increased 

significantly in recent times. A major DDoS attack 

on Amazon Web Services’ (AWS) Amazon 

Simple Storage Service (S3) and other platforms 

generated a severe service disruption in February 

2020, which lasted approximately eight hours [8]. 

The recorded attack, which stood out as one of the 

largest, reached its peak performance level at 2.3 

terabytes per second. The research reported by 

Security Week shows that DDoS attacks occur 

28,700 times a day on the Internet [9]. The rising 

need for strong cybersecurity systems able to 

detect cyber-attacks effectively drives the current 

market demand. The goal of cybersecurity 

professionals is to create IDS (Intrusion Detection 

Systems) that detect known threats and new attacks 

without producing false alerts [10]. Modern cyber-

attacks especially DDoS attacks require intelligent 

detection methods because multiple existing 

intrusion detection approaches exist. Modern 

intrusion attempts have rendered traditional IDS 

solutions ineffective, according to research [11]. 

Artificial intelligence techniques have become 

necessary for cybersecurity practice and have 

achieved great success in all fields. The practice 

has proven successful in all areas since it became 

mandatory. The capability of big data exploration 

1, through hidden models reaches tremendous 

heights because of their ability to discover patterns 

in data. Through ML techniques, organizations can 

detect and monitor network-based attacks [12]. 

Various studies used different ML techniques for 

intrusion detection. Some deficiencies remain in 

this approach, including the determination process. 

The re searchers have chosen basic and effective 

features to enhance the performance of ML 

techniques [13].  

A. CONTRIBUTION  

The main contributions are as follows.  

• To build an innovative detection framework that 

will detect DDoS attacks accurately.  

• Select important features that would boost the 

accuracy and efficiency of DDoS attack detection.  

• Testing and comparing different machine learning 

models to see which could detect threats with the 

highest accuracy. 

• Comparison of different machine learning models 

to see which one could detect threats more 

accurately. 

• Selecting the optimal model, which can then be 

tested using open-source datasets through 

standard performance measurements. 

2. PAPER ORGANIZATION 

Section III discusses the Literature Survey, and 

Section IV depicts the Gaps in research and the 

Motivation of our work. Then Section V is about 

Proposed Methodology. Section VI explains Key 

Performance Indicators. Section VII provides 

details about Dataset. Then Section VIII is about 

our main research contributions. Section IX 

explains in detail the proposed system model. 

Further, Section X demonstrates the Workflow of 

our research. Section XI is related to simulation 

results and discussion. Finally, Section XII is on 
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Conclusion and Future Recommendations. 

3. LITERATURE SURVEY 

The rapid technological advancements and 

widespread Inter net of Things (IoT) devices have 

created a situation where people increasingly 

depend on internet networks, so robust security 

must protect user privacy and data. Relevant 

research shows that artificial intelligence presents 

itself as an efficient method for handling 

cybersecurity threats. Research through multiple 

studies has investigated the usage of Intrusion 

Detection Systems (IDS) that employ both 

Machine Learning (ML) and Deep Learning (DL) 

methods. This section discusses multiple research 

approaches that use ML and DL methods to 

identify cyber-attacks. The research team of 

Bindra and Sood evaluated six ML techniques 

including Logistic Regression (LR), K-Nearest 

Neighbors (KNN), Random Forest (RF), Naïve 

Bayes (NB), Linear Support Vector Machine 

(SVM) along with Linear Discriminant Analysis 

(LDA) to identify the best method for DDoS attack 

detection [14]. RF demonstrated the best accuracy 

rate of 96.5% according to tests conducted on the 

CIC IDS dataset which outranked all other analysis 

methods. Chavan et al. evaluated DDoS attack 

detection by analyzing KNN, SVM, Decision Tree 

(DT), and LR as four ML techniques in their work 

[15]. The LR model showed superior accuracy 

results by reaching 90.4%. Combined methods 

used in decision-making produce better accuracy 

levels than single classification systems. Das, 

Saikat along with coauthors developed an 

ensemble model which unites Multilayer 

Perceptron (MLP) with SVM and KNN and DT as 

base ML techniques [16]. The researchers 

performed experiments on the NSL-KDD dataset, 

which demonstrated that their ensemble classifier 

achieved superior results than standalone models 

in the study. The Auto Encoding (AE) method 

proposed by Kasim serves both to reduce features 

and boost traffic classification efficiency [17]. 

Kasim proposed the application of Auto-Encoding 

(AE) for both feature selection and dimension 

reduction to achieve traffic classification. AE 

methods help reduce dimensions for effective 

traffic classification according to [18]. The 

researchers conducted performance tests using 

both CICIDS2017 and NSL-KDD data sets. The 

model achieved successful classification results in 

testing datasets according to the performance 

studies. Bhardwaj et al. [19] presented a method 

that merges well-stacked sparse AE. The approach 

uses Deep Neural Networks together with Deep 

Neural Network (DNN) feature learning to detect 

possible DDoS attacks. Highly efficient DL 

techniques discovered big data thanks to their 

exceptional discovery capabilities. Multiple 

groups have made systematic attempts to utilize 

this topic for cybersecurity research. Al-Emadi et 

al. [20] analyzed how DL techniques function 

within CNN and RNN systems for network 

intrusion detection. Table 1 shows the comparison 

of the proposed work with existing works. 

4. RESEARCH GAPS &MOTIVATION 

As 5G networks develop, telecommunications 

have reached new levels of speed, responsibility, 

and connectivity. Such improvements are used to 

facilitate critical services and extensive device 

communication. This improvement also en tails an 

increase in security threats, especially DDoS 

attacks, that can hamper vital operations. Creating 

secure 5G systems is more relevant than ever, and 

increases the necessity for smarter, adaptive 

security solutions that will ensure reliable and 

uninterrupted connectivity. The existing DDoS 

detection techniques can’t effectively deal with the 

scale and complex ity of a 5Genvironment. They 

are usually not flexible enough to cope with rapidly 

changing patterns of traffic and advanced threats. 

To fill this gap, our research suggests using a 

machine learning–based detection framework. It 

focuses on feature se lection to improve detection 

accuracy, tries different models, and determines 

the most successful approach to employment based 

on open datasets and conventional evaluation 

metrics. 

5. PROPOSED METHODOLOGY 

The proposed work develops an effective network 

intrusion detection system by combining ML 
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algorithms with feature selection strategies. The 

study conducts performance assessments on the 

intrusion detection of four ML methods RF, KNN, 

SVM, and DT. The system utilizes feature 

selection techniques to detect important features.

Table 1. Comparison of Proposed work with Existing works 

Study Year Model Dataset Best ML Accuracy 

[18] 2021 CNN, LSTM, and CLSTMNet NSL-KDD CLSTMNet (99.28%) 

[14] 2020 CNN and RNN NSL-KDD CNN (97.01% ) 

[10] 2019 
RF, LR, NB, KNN, Linear SVM, and 
LDA CIC IDS 

RF 
-96.50% 

[15] 2020 AE+ SVM CICIDS2017 & NSL-KDD AE+ SVM (96.36%) 

[6] 2020 CNN NSL-KDD 
CNN 
-99.30% 

[5] 2019 
Ensemble model, MLP, SVM, KNN, 
and DT NSL-KDD 

Ensemble 
model 
-99.10% 

Proposed Work 2025 RF, KNN, SVM, and DT NSL-KDD 
RF 
-99.84% 

 

Table 2.  NSL-KDD Dataset Features 

Index Feature Index Feature 

1 src_bytes 22 dst_host_same_src_port_rate 

2 dst_host_srv_count 23 same_srv_rate 

3 num_access_files 24 dst_host_count 

4 logged_in 25 dst_bytes 

5 serror_rate 26 dst_host_srv_serror_rate 

6 su_attempted 27 srv_rerror_rate 

7 num_access_files 28 num_file_creations 

8 root_shell 29 num_compromised 

9 is_host_login 30 protocol_type 

10 count 31 num_shells 

11 duration 32 diff_srv_rate 

12 srv_serror_rate 33 dst_host_srv_sror_rate 

13 num_root 34 srv_count 

14 land 35 service 

15 dst_host_diff_srv_rate 36 urgent 

16 wrong_fragment 37 hot 

17 is_guest_login 38 dst_host_srv_count 

18 serror_rate 39 flag 

19 num_failed_logins 40 class 

20 rerror_rate 41 num_outbound_cmds 

21 dst_host_same_srv_rate 42 srv_diff_host_rate 
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5.1. DATASET 

The research utilized NSL-KDD dataset 

because it represents a clean and refined version. 

The KDD data set received the traffic information 

from which it was built. The NSL KDD data set 

contains 148,517 structured samples with 42 

characteristics (Table 2 provides their list) 

 

 

Figure 1. Pie Chart of Classification

5.2. TRADITIONAL METHOD USED 

FORANOMALY DETECTION  

5.2.1 Decision Tree (DT)  

Decision Trees represent one of the most applied 

non parametric supervised learning methods, 

which functions for both classification and 

regression tasks. The system arranges itself into a 

branching pattern that extends from the root node 

through decisions based on established rules. 

5.2.2. Random Forest (RF)  

The supervised learning method Random Forest 

creates various decision trees as an ensemble 

approach to maximize both regression and 

classification success rates. Combining multiple 

trees into one model improves overall model 

performance. 

5.2.3. Support Vector Machine (SVM)  

SVM operates as a supervised machine learning 

model that mainly provides classification 

functions. SVM operates through identifying the 

optimum division (or hyperplane) that distinguifies 

different classification categories in a data set.  

5.2.4. K-Nearest Neighbors (KNN)  

The simple KNN algorithm serves as a solution for 

classification and regression problems. 

6. PROPOSED MODEL 

This model diagram depicts the DDoS attack 

structure within IoT-enabled 5G networks. The 

architecture implements several connected layers 

beginning with the IoT gateway and extending 

through the backhaul network as well as operator 

network cloud and external network services that 

face DDoS attack risks which lead to operational 

disruptions.



Securing 5G Network Infrastructure Against DDoS Attacks Using ML-Based Anomaly Detection 

 

Int. J. Elect. Crime Investigation 9(2): IJECI MS.ID- 03 (2025)  33 

 

Figure 2. System Model

6.1. DDOS ATTACK THREATS IN IOT-5G 

NETWORKS 

A Distributed Denial of Service attack uses 

network re- sources to an overwhelming point thus 

preventing legitimate users from accessing 

services. The model demonstrates the essential 

locations which DDoS attacks launch from and 

spread between. 

1) IoT Devices & Gateway: Unsecure IoT devices 

allow attackers to create botnets which send 

large amounts of traffic to IoT gateways thus 

causing service degradation. 

2) Backhaul Network: The traffic overload 

traverses through the operator network cloud 

until it reaches its maximum processing capacity 

and bandwidth thresh- old. 

3) Operator Network Cloud: The cloud 

infrastructure in Operator Network Cloud 

suffers from network congestion along with 

service unavailability triggered by malicious 

requests. 

4) External Networks & Remote Services: 

Cyber at- tackers can strike external networks 

and remote ser- vices to cause extensive service 

breakdowns among linked systems. 

6.2. DDOS ATTACK PROPAGATION & 

IMPACT 

The propagation of DDoS attacks happens through 

com- promised IoT nodes that serve as botnet 

members to send excessive request floods. The 

impact includes: 

1) Excessive traffic on gateway servers as well as 

cloud systems result in both longer 

communication response times and data 

transmission failures. 

2) The excessive request flow during DDoS 

attacks uses up all available CPU power 

together with memory capacity and network 

bandwidth thus blocking access to 

services. 
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3) Iot attacks against critical infrastructure result 

in permanent breakdowns of medical care 

delivery and residential automation systems 

and industrial automation networks. 

6.3. WORKFLOW 

1) Dataset Selection & Preparation: We 

used the NSL- KDD dataset, which is well-

suited for detecting DDoS attacks due to its 

labeled network traffic data. 

2) Feature Selection: From the dataset, we 

extracted the most relevant features that 

significantly contribute to DDoS 

detection. 

3) Algorithm Selection: We plan to use 

machine learning algorithms like DT, 

SVM, RF, and KNN. These algorithms are 

selected based on their proven 

effectiveness in detecting DDoS attacks. 

4) Model Training & Validation: We split 

the dataset into training and testing sets. 

We trained the models using Python 

libraries like Scikit-learn, ensuring their 

reliability through cross-validation 

techniques. 

5) Evaluation Metrics: To evaluate model 

performance, we used metrics like 

accuracy, precision, recall, F1- score, and 

specificity. A comparison of these results 

helped us select the best algorithm for real-

time application. 

6.4. KEY PERFORMANCE INDICATORS 

Five quality measures evaluated the 

performance of ML techniques for evaluation 

purposes. The evaluation of ML techniques 

depends on five measures including 

Accuracy, Precision, Sensitivity, Specificity 

and F1-Score. The classification value of ’1’ 

represents positive outcomes in this analysis. 

While benign samples are considered negative 

and represented by ’0’. All performance 

measure formulas are represented below: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 2 × (
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
) 
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Figure 3. System WorkFlow 

 

 
Figure 4. Parameters Table 

 
• TP refers to cases where malicious samples 

receive proper detection as malicious. 

• The detection of benign samples as benign 

falls under True Negatives category. 

• The system identifies benign samples 

incorrectly as malicious through its FP 

output. 

• The detection system marks malicious 

samples as benign when they are already 

identified as harmful. 

7. RESULTS AND DISCUSSION 

7.1 PERFORMANCE EVALUATION 

8. The four Machine Learning (ML) 

techniques (RF, DT, KNN, and SVM) 

exist within Scikit Learn library which 

functions as a robust Python library for 

implementing ML development. One of 

the most potent libraries for building and 
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implementing ML techniques is Scikit Learn.

 

Figure 5. Accuracy Result 

 

Figure 6. Other Parameters Result 
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Figure 7. Related Work 

Figure 7 depicts in detail the comparison of 

different ML techniques with the proposed 

work. It is observed that the accuracy of the 

proposed technique is better than all the 

existing techniques in literature. 

The performance metrics of the four ML 

techniques are presented in Table 3. 

Table 3. Results 

Technique Accuracy Precision Recall F1-Score 

Support Vector Machine 93.95% 94.50% 94.50% 94.50% 

Random Forest 99.84% 99.90% 99.90% 99.90% 

K-Nearest Neighbors 99.34% 99.00% 99.00% 99.00% 

Decision Tree 99.75% 99.90% 99.90% 99.90% 
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The research dataset split its content into 80% 

training material and 20% testing material. A 

comparison of the four techniques occurred on just 

twenty-five available features. The selected dataset 

features underwent feature selection before usage 

in this study. The RF method demonstrated in 

Figure 5 the best accuracy performance among all 

techniques. 99.84%, superior to the rest of the 

techniques. The KNN technique obtained accuracy 

results of 99.34% while the second-best accuracy 

rate went to the DT technique with 99.75%. The 

accuracy rate for SVM technique came in as the 

lowest at 93.95% but the RF technique led with 

99.84%. Both the DT technique and KNN 

technique performed with respective accuracies of 

99.75% and 99.34%. 

Figure 6 demonstrates the comparison of ML 

techniques with the other parameters like 

Precision, Recall F1 score. The confusion matrix 

of the four ML techniques also appears in Figure 8 

to Figure 11. Each confusion matrix represents 

model’s performance regarding the separation of 

various classes. The application of pre-processing 

techniques alongside feature selection methods 

creates necessary steps for implementing ML 

methods. A model demonstrates superior data 

preprocessing implementation. The performance 

accuracy would rise after conducting critical 

feature testing and pre- processing. Figure 8 

illustrates that Random Forest (RF) model had 

correctly assigned most of the samples with few 

misclassifications. It has strong class prediction 

abilities of all classes. From figure 9 it can be 

observed that the Decision Tree (DT) model was 

good; however, it committed a bit of errors when 

compared with the Random Forest (RF) especially 

on differentiating similar threat types. From Figure 

10, the K- Nearest Neighbors (KNN) model had 

difficulties with class boundaries and thus it 

performed worse than other models with more 

misclassifications. It is more sensitive to data 

imbalance. In Figure 11, the Support Vector 

Machine (SVM) had good performance though 

some of the classes were not well separated which 

was as a result of overlapping feature distributions. 

The research utilized RF technique which 

produced superior results than other RF studies. 

The RF technique employed here exceeded 

previous applications of RF technique in other 

research studies. In addition, the KNN, SVM, and 

DT. The KNN along with SVM and DT techniques 

from this study achieved superior performance 

results compared to other KNN and SVM and DT 

techniques. An RF model which utilized feature 

selection methods achieved the recommendations. 

The recommended model based on feature 

selection techniques and RF classifications shows 

promising and reliable future performance.The 

performance of this model exceeded every 

measurement in this study. The pro- posed model 

study draws data from the mentioned research 

papers. 
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Figure 8. Confusion Matrix of RF 

 

Figure 9. Confusion Matrix of DT 
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Figure 10. Confusion Matrix of SVM 

 

Figure 11. Confusion Matrix of DT

7.2. FUTURE RECOMMENDATIONS 

Future work needs to employ different machine 

learning methods to enhance detection accuracy 

together with error reduction. Real-time detection 

technology protected by fast response systems 

serves as an essential measure to enhance 5G 

network protection. Deep learning techniques 
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combined with novel methods of choosing 

detection features would improve threats detection 

capabilities. New security systems which present 

the capability to broadcast threat information 

between different networks will result in better 

overall security responses. 

9. CONCLUSION 

The detection of DDoS attacks in 5G networks 

becomes effective through the utilization of 

Machine Learning (ML) algorithms that include 

Random Forest (RF), K-Nearest Neighbors 

(KNN), Support Vector Machine (SVM), and 

Decision Tree (DT). Random Forest yielded the 

best accuracy rate at 99.84% among the applied 

Machine Learning algorithms which demonstrates 

the potential of ML for network protection. The 

combination of ML algorithms with feature 

selection methods delivers better detection results 

by converting traditional IDS shortcomings into 

effective solutions when it comes to highly 

complex 5G cyberattacks. 
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ABSTRACT 

This research introduced Blind Multi-Receiver Signcryption (BMRSC) scheme that is 

designed upon Elliptic Curve Cryptography (ECC) to improve security and privacy in netwrks 

with limited computation powers. The protocol also integrates Blind signature and 

signcryption protocol to enable one-to-many secure communication that in particular is 

applicable to electronic voting and electronic currency as well as the Internet of Things (IoT) 

networks. The scheme has lightweight ECC operations and therefore has small computational 

and communication overheads which are the major resource of implementing a scheme on 

mobile and embedded devices. The scheme not only ensures confidentiality, authenticity and 

anonymity of the sender, but it also supports forward secrecy, and unlinkability properties, 

which are not provided in other designs. Security analysis is employed to ensure resilience to 

vulnerabilities to critical threats such as forgery and key exposure attacks and comparative 

analysis demonstrates that the proposed solution is more efficient than state of the art blind 

signcryption protocols. 

Keywords: Blind Multi-Receiver Signcryption (BMRSC), Elliptic Curve Cryptography 

(ECC), Lightweight Cryptography, Internet of Things (IoT) Security
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1. INTRODUCTION 

Anonymous communication has emerged as a 

central requirement within modern digital 

networks, bridging domains such as electronic 

mobile payment systems, voting, , and the 

swiftly growing Internet of Things (IoT). One of 

the most essential elements in electronic voting 

is allowing citizens to submit their votes 

anonymously and protect their personal space 

and avoid outside interference. In the same way, 

anonymity is also essential in digital cash and 

mobile payment systems, transactions in these 

systems have to be confidential and not traceable 

to particular individuals to maintain trust and 

security in such systems. [1]. The Internet of 

Things (IoT) ecosystem has become a major 

threat to user privacy because of the spread of 

interconnected devices, such as wearables, 

sensors and smart vehicles that constantly gather 

and transmit valuable information. Considering 

the fact that this kind of data is combined with 

device-specific identifiers, attackers can use 

these relationships to track user behavior, 

identify behavioral patterns, or even make 

predictions about personal habits. Such threats 

point to the necessity of effective anonymization 

protocols and safe communication systems that 

would maintain user privacy in IoT settings. [2]. 

The recent quick progress in adversarial abilities 

has highlighted the fundamental significance of 

advanced cryptographic primitives that can fuse 

anonymity, authentication and confidentiality 

into one framework. Two prominent structures 

are representative of this direction. Signcryption 

was first proposed as a digital signature-based 

encryption hybrid that provides semantic 

security and unforgeability in a single 

computation. This architecture reduces both 

communication and computation overhead and is 

especially appropriate in resource limited 

systems like the Internet of Things (IoT) and 

pervasive computing systems. The blind 

signature scheme, on the other hand, allows a 

signer to produce a valid signature on an 

obfuscated message without knowing what is 

actually contained in the message, thus providing 

both blindness and unlinkability. These features 

make blind signatures essential in privacy 

sensitive applications, such as electronic voting, 

anonymous credential systems and digital cash 

protocols [3]. The concept of non-interactive 

blind signatures (NIBS) offers a way to generate 

pre-signatures that recipients can later finalize 

independently, no back-and-forth needed 

facilitating anonymous token distribution 

models [4]. A blinding signature protocol based 

on RSA using public metadata provides a 

practical anonymity to systems such as 

GoogleOne VPN, in which the public 

information is embedded without losing 

unlinkability [5] [6]. The blind signature has 

particularly been useful in the e-cash and e- 

voting areas where the anonymity is essential but 

the authorities are identified when a transaction 

or a ballot is being verified. In Signcryption, 

however, the cryptography operation combines 

both encryption and digital signatures. 

Signcryption, rather than encrypting a message, 

signing it, and then separating the two steps, 

combines encryption and authentication in a 

single step, which can be verified and decrypted 

in unison by the intended message recipient [7]. 

Signcryption has lightweight in term of 

computational and communication overhead 

than the conventional sign-then-encrypt model 

and maintains confidentiality and authenticity 

[7]. The resultant combination of these two 

primitives, i.e., the blind signature and 

signcryption has produced the blind signcryption 

protocols. A sender in such tactics can signcrypt 

a message and retain the information of the 

message confidential to the signer, whilst 

preserving the anonymity of the sender. Blind 

signcryption The blind signcryption offers 

blindness property, which guarantees 

anonymity, and confidentiality and integrity, 

both in one operation. More recently, this notion 

has been generalised, identity-based and 

certificateless blind signcryption schemes using 

elliptic curve cryptography (ECC) are 
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implemented to achieve better efficiency [8]. 

Certificeless designs are particularly desirable, 

in that they do not require digital certificates and 

that they completely remove the key escrow 

problem that typically compromises identity-

based systems [9]. Users in such schemes have 

more control over their own keys, so they can be 

used in a decentralized or ad hoc network like 

IoT. Elliptic curve cryptography also has other 

advantages as it enhances blind signcryption 

with strong security, with comparatively small 

key sizes. Indicatively, a 256 bit ECC key can 

provide the same level of protection as a 3072 bit 

RSA key which is much less computationally 

demanding and less overheating in regards to 

communication [2]. This is critical in mobile and 

embedded systems where bandwidth, processing 

power and power sources are limited. ECC-

based blind signcryption is thus considered to be 

an ideal solution to the IoT, mobile payment, 

low-resource environment. This has been 

enhanced, but still there are a few challenges that 

exist. The majority of the schemes in use today 

do not have forward secrecy, i.e. once a long-

term personal key has been leaked, it is possible 

to decrypt past messages that have been signed, 

which is unacceptable in a system that handles 

sensitive information Decentralized or ad hoc 

protocols such as the IoT will find it acceptable 

to use its own, more personalized, key to sign 

messages. Elliptic curve cryptography is also a 

crypto-system that provides high security 

guarantees in blind signcryption, with key sizes 

that are relatively small. An ECC key of 256 bits 

is indicatively as secure as an RSA key of 3072 

bits, which is significantly less computationally 

demanding [10]. One area that is especially 

difficult to achieve forward secrecy with is 

paired with signature blindness, as ephemeral 

key management has to be delicately reconciled. 

Efficiency remains a major challenge in blind 

signcryption. Many early schemes relied on 

computationally expensive operations such as 

bilinear pairings or large modular 

exponentiations, which are unsuitable for 

constrained devices and often produce 

ciphertexts too large for limited storage and 

bandwidth [7]. Extending these schemes to a 

multi-receiver setting, where a single sign 

crypted message must be securely delivered to 

multiple recipients, can further increase 

computational and communication costs if not 

carefully optimized. Another critical issue lies in 

balancing anonymity with traceability. While 

blind signcryption ensures unconditional 

anonymity for the sender, this property can 

hinder accountability. Malicious users may 

exploit anonymity to disseminate fraudulent or 

harmful messages and then deny responsibility, 

undermining non-repudiation. Since most 

existing schemes lack effective mechanisms for 

conditional identity tracing, they remain 

vulnerable to potential misuse.. The system may 

be used to relay fraudulent or malicious 

messages by malicious users who deny 

responsibility, and this compromises the 

principle of non-repudiation. Most of the 

schemes that are in use do not possess controls 

on identity tracing and systems are prone to 

abuse[11]. Anonymous or conditionally 

anonymous has been proposed, where an 

authorized party can disclose the identity of a 

sender, in such a way that privacy is not 

compromised, and is, such as multi-receiver 

blind signcryption, an open research topic [11]. 

This paper fills these gaps with a proposal of 

Blind Multi-Receiver Signcryption (BMRSC) 

protocol which is an elliptic curve-based 

cryptography. The scheme proposed will 

enhance the privacy, confidentiality, and 

efficiency of the environment like e-voting, 

digital currencies and IoT data sharing. One 

signcryption operation provides a protocol with 

secure communication to more than one receiver 

and prevents the unauthorized parties, including 

the identity of the sender and the content of the 

message, to be revealed. The scheme uses ECC, 

coupled with a well-designed certificateless key 

management scheme, to make it possible to have 

even low-resource devices (in terms of 

computational and energy resource) reasonably 

execute the necessary cryptographic operations. 

Besides confidentiality and integrity, the 

protocol also offers forward secrecy, resilience 
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to key-compromise attacks, and high anonymity, 

which is an important gap in existing literature. 

In the following sections, the design of the 

BMRSC protocol is described and how it trades 

privacy, efficiency, and accountability in the 

context of secure one-to-many communication is 

achieved is shown [2]. 

1.1 Research Gap.  

Though noteworthy advancement has been made 

in the field of blind signcryption, various current 

methods are not well-suited for multi-receiver 

communication, principally in resource-

constrained networks such as IoT application in 

different fields. Existing systems often struggle 

to maintain the tradeoff efficiency with critical 

features like forward secrecy, sender traceability, 

and scalability. This creates a clear gap for a 

lightweight solution that can provide strong 

privacy assurance, confidentiality, authenticity, 

and anonymity without adding highly 

computational or communication overheads.  

1.2 Research Objective  

This research  designs and analyzes a lightweight 

Blind Multi-Receiver Signcryption (BMRSC) 

protocol based on elliptic curve cryptography. 

The proposed scheme goals to provide 

confidentiality, authenticity, forward secrecy 

and strong sender anonymity with an efficiency 

level that would allow it to be implemented in 

IoT and other systems with limited resources. 

2. LITERATURE REVIEW 

This section has outlined the relevant literature 

and theoretical background that form the 

foundation of the proposed research. 

 2.1 Background: Blind Signatures and 

Signcryption 

The idea of anonymous communication has 

emerged as one of the key themes of 

contemporary cryptography, serving as the basis 

of such applications as electronic voting, digital 

cash, or privacy-preserving IoT. Chaum (1982) 

was the one who provided the idea of blind 

signatures and thus set the groundwork of this 

field. A signer in a blind signature scheme is able 

to sign a message without having to look at the 

message therefore guaranteeing the twin 

properties of blindness and untraceability. 

Although the first RSA-based construction of 

Chaum proved the feasibility of this concept, 

they had high computation costs. This was 

overcome later with the adoption of elliptic curve 

cryptography (ECC): with the same security 

level, key sizes are smaller and the cost is 

significantly less [12]. On the basis of these 

developments, Zheng (1997) proposed 

signcryption as a means of offering 

confidentiality and authentication in one 

cryptograph. Blind signcryption takes this 

paradigm forward, combining blind signatures 

and signcryption, such that messages can be 

encrypted and authenticated and hidden off-the-

record to the signer. Earlier blind signcryption, 

such as that of  [13], had shown that the scheme 

was practical and had discrete logarithm 

hypotheses and were computationally costly. 

The more recent developments, however, have 

led to ECC-based construction to make it 

efficient. Specifically, Tsai and Su (2017) 

proposed an ECC-based blind signcryption 

scheme to process many digital documents 

which is a move towards scalability. 

Nevertheless, later cryptanalysis found that the 

scheme had security vulnerabilities and syntactic 

flaws so that it was necessary that it be refined 

and subject to strict formal verification. 

2.2 Lightweight IoT-Focused Schemes  

An significant advance was the protocol using 

ECC by [7], that did not presuppose the 

application of costly pairing functions and was 

found very effective when applied in IoT device 

networks. Their model showed that blind 

signcryption could be practically applied to low-
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power embedded systems and its anonymity and 

confidentiality could be retained.. 

2.3 Multi-Document Blind Signcryption 

In industrial and smart-grid contexts, multiple 

messages often need simultaneous protection.  

[14] introduced a multi-document blind 

signcryption protocol leveraging ECC to batch 

encrypt and sign documents efficiently. Their 

evaluation showed lower ciphertext expansion 

and reduced computational load, which is critical 

for IIoT and smart-grid applications. 

2.4 Comparative Studies and ID-Based 

Variants 

In [15] surveyed and compared blind and 

identity-based signcryption schemes, 

analyzing their resistance to misuse and their 

suitability for high-performance and low-power 

systems. Their findings highlighted that ECC-

based schemes consistently outperform 

traditional DLP-based designs, particularly in 

mobile and cloud-assisted environments. 

2.5 Hyperelliptic Curve Approaches 

To further reduce costs, [16] proposed a 

hyperelliptic curve-based blind signcryption 

method. Their scheme reduced computational 

complexity by ~38% and communication 

overhead by ~62% compared to ECC-based 

counterparts. This innovation makes blind 

signcryption viable in bandwidth-limited 

systems such as mobile payments, RFID, and 

IoT sensors. 

2.6 Post-Quantum Blind Signcryption 

The emergence of quantum computing has 

motivated a transition toward lattice-based 

cryptographic primitives to preserve security in 

the post-quantum era. In this context [17] 

proposed a blind signcryption scheme founded 

on the hardness of Learning With Errors (LWE) 

and Short Integer Solution (SIS) problems, 

thereby offering provable resistance against 

quantum adversaries while retaining 

computational efficiency. Subsequently, [9] 

advanced this line of research by introducing a 

certificateless lattice-based blind signcryption 

scheme tailored for e-cash applications. Their 

design not only eliminates the overhead of 

certificate management and addresses the key-

escrow problem inherent in identity-based 

systems but also provides strong post-quantum 

security guarantees. 

These developments demonstrate the importance 

of blind multi-receiver signcryption in enabling 

anonymous but verifiable communication in a 

wide range of applications like electronic voting, 

electronic payments, Internet of Things (IoT), 

and vehicular networks, and, at the same time, 

the new security concerns of the contemporary 

distributed systems. 

 

 

 

.
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Table 1: Comparison table 

Authors & Year Scheme Focus Key Features Limitations 

Peng et al. (2020) [18] 
MRSC for Edge 

Computing 

Efficient, provably 

secure, optimized for 

multicast IoT; reduced 

sender-side cost 

Single-trust model, 

lacks advanced 

anonymity 

Yu et al. (2022) 

Certificateless MRSC 

with Implicit 

Certificates 

Simplified key 

management, reduced 

PKI overhead, 

lightweight 

Limited focus on 

sender/receiver 

anonymity 

Ullah et al. (2021) 

 [19] 

Multi-Message MRSC 

for IoMT 

Batch delivery of health 

records, confidentiality, 

unforgeability, receiver 

anonymity 

Focused mainly on 

medical IoT, less 

generalized 

Yu, Zhao & Tang 

(2022) [20] 

Certificate-less MRSC 

with implicit 

certificates, simplified  

key management, and 

lightweight design. 

Weak on anonymity; 

efficiency-focused 

Zhou et al. (2023) [20] 
Anonymous MRSC for 

VANETs 

Multi-message, 

efficient batch 

verification, sender & 

receiver anonymity 

Targeted for vehicular 

networks; not fully 

generalized 

3. PROPOSED BLIND MULTI-

RECEIVER SIGNCRYPTION 

(BMRSC) SCHEME 

To address the shortcomings of existing blind 

signcryption schemes—most notably their 

inefficiency in multi-receiver settings and the 

absence of scalable anonymity support—this 

study introduces a Blind Multi-Receiver 

Signcryption (BMRSC) protocol grounded in 

elliptic curve cryptography (ECC). The overall 

architecture of the proposed scheme is depicted 

in Figure 1. 
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Figure 1: System Model BMRSC 

The system achieves confidentiality, 

authenticity, and blindness while remaining 

lightweight due to ECC’s small key sizes, 

making it particularly suitable for anonymous 

communication in bandwidth and resource-

constrained environments such as mobile 

multimedia services, IoT, and e-voting. The 

protocol involves three main participants: a 

Sender, a Signer, and multiple Receivers who act 

as Verifiers. Communication handshaking 

accomplished through four phases: Setup, Key 

Generation, Blind Signcryption, and Blind 

Unsigncryption. 

3.1 System Participants 

1. Sender (Requester): An entity that wishes 

to communicate anonymously with multiple 

receivers. The sender blinds the message, 

interacts with the signer to obtain a blind 

signature, and finally generates the blind 

signcrypted text to be multicast. 

2. Signer: A designated authority that signs 

blinded messages. The blindness property 

ensures that the signer gains no knowledge 

of the underlying message or the sender’s 

identity. 

3. Receiver (Verifier): A legitimate recipient 

of the blind signcrypted text who validates 

its authenticity and decrypts the message. If 

verification fails, the ciphertext is discarded. 

3.2 Setup Phase 

In the initialization stage, the system publishes 

elliptic curve domain parameters and hash 

functions, denoted as: 

(𝑞, 𝐺, 𝑛, ℎ1, ℎ2, ℎ3) ------------------------------(1) 

where 𝑞 is a prime defining the finite field, 𝐺 is 

the base point of order 𝑛, and ℎ1, ℎ2, ℎ3 are 

independent collision-resistant hash functions. 

3.3 Key Generation Phase 

Each participant generates a private–public key 

pair over the system curve. The sender, the 

signer, and every receiver select a private scalar 

in the standard range and derive a public point by 

scalar multiplication with the base point 

𝐾1, 𝐾2, 𝐾3. 
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(𝐾1)𝑃𝑠 = 𝑑𝑠 ∗ 𝐺𝑤𝑖𝑡ℎ1 ≤ 𝑑𝑠 ≤ 𝑛 − 1 --------(2) 

(𝐾2)𝑃𝑏𝑠 = 𝑑𝑏𝑠 ∗ 𝐺𝑤𝑖𝑡ℎ1 ≤ 𝑑𝑏𝑠 ≤ 𝑛 − 1 ----(3) 

(𝐾3)𝑃𝑟𝑖 = 𝑑𝑟𝑖 ∗ 𝐺𝑤𝑖𝑡ℎ1 ≤ 𝑑𝑟𝑖 ≤ 𝑛 − 1 -----(4) 

  Blind Multi-Receiver Signcryption Phase 

An anonymous sender intends to multicast a 

message vector to a set of receivers. The output 

signcrypted transcript contains the ciphertext 

component, blind factor, signature parameter, 

the collection of per-receiver encapsulations, and 

auxiliary curve points; see (S0). The phase 

comprises three logical steps: blind factor 

generation, blind signature generation, and 

multi-receiver signcryption. 

(𝑆0)𝑃𝑠𝑖 = (𝑐, 𝑟, 𝑠, 𝑜𝑚𝑒𝑔𝑎, 𝑅, 𝑍) -------(5) 

Step 1 — Blind Factor Generation (Sender) 

The sender samples fresh randomness, hashes to 

derive a blinding tag and a validation tag, and 

computes the blind factor forwarded to the signer 

as presented in equation below. 

ℎ𝑣‖𝑠𝑣 = ℎ1(𝑣) --------------------------(6) 

𝑟 = ℎ2(𝑚 ∨ ℎ𝑣) -------------------------(7) 

The value 𝑟 is then sent to the signer. 

Step 2: Blind Signature Generation (Signer) 

The signer chooses a fresh random scalar 𝑎and 

computes: 

𝑍 = 𝑎 ∗ 𝐺 ------------------(8) 

𝑆 = (𝑑𝑏𝑠 + 𝑟 ∗ 𝑎)𝑚𝑜𝑑𝑛 -----(9) 

The pair (𝑍, 𝑆) is returned to the sender. 

Step 3: Multi-Receiver Signcryption (Sender) 

The sender selects randomness and computes: 

𝑅 = 𝑏 ∗ 𝐺   ---------------------------(10) 

For each receiver 𝑖, the sender derives: 

ℎ𝑥 ∨ 𝑠𝑥 = ℎ3(𝑥 ∗ 𝑃𝑟𝑖) 

𝑐𝑖 = 𝐸{𝑆𝑘}(𝑣∨ℎ𝑥) 

Finally, the signature component is computed as: 

𝑃𝑠𝑖 = (𝑐, 𝑟, 𝑠, 𝜔, 𝑅, 𝑍)𝑠 =
𝑥

(𝑟 + 𝑏 + 𝑆)
(𝑚𝑜𝑑)𝑛 

The set of per-receiver ciphertexts is collected as 

𝜔 = {𝑐1, 𝑐2, … , 𝑐𝑡}, and the final blind 

signcrypted text 𝑃𝑠𝑖 is broadcast as in. 

3.4 Blind Unsigncryption Phase 

Upon receiving Psi, each receiver i verifies and 

decrypts as follows: 

ℎ𝑥 ∨ 𝑠𝑥 = ℎ3(𝑠 ∗ 𝑑𝑟𝑖 ∗ (𝑃𝑏𝑠 + 𝑟 ∗ (𝑍 + 𝐺))

+ 𝑅) 

𝑣 ∨ ℎ𝑥 = 𝐷{𝑆𝑘}(𝑐𝑖) 

𝑚 ∨ ℎ𝑣 = 𝐷{𝑠𝑣}(𝑐) 

𝜖 = ℎ2(𝑚 ∨ ℎ𝑣) 

The receiver accepts the message if and only if: 

𝜖 = 𝑟 

otherwise, the ciphertext is rejected. 

The proposed BMRSC scheme ensures 
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confidentiality, authenticity, and anonymity 

simultaneously. Blindness guarantees that the 

signer gains no knowledge of the message or the 

sender’s identity. The use of ECC provides 

strong security with reduced key sizes, 

minimizing computational overhead for mobile 

or IoT devices. Furthermore, the one-to-many 

signcryption capability enables efficient 

multicast communication, making the scheme 

well-suited for privacy-preserving applications 

such as secure e-voting, anonymous payments, 

and multimedia broadcasting. 

4. ANALYSIS OF BMRSC (BLIND 

MULTI-RECEIVER SIGNCRYPTION) 

Theorem 4.1 (Correctness of BMRSC): The 

multi-receiver blind signcryption scheme 

(BMRSC/BUSC) is correct if the sender and 

receiver’s computations satisfy the equation: 

𝑢 ⋅ (𝑃𝑏𝑠 + 𝑟 ⋅ (𝑍 + 𝐺) + 𝑅) = 𝑥 ⋅ 𝑃𝑟𝑖. 𝑢 

Proof: Starting with the left-hand side and using 

the scheme’s definitions (e.g 𝑃𝑏𝑠 = 𝑑𝑏𝑠, 𝐺, 𝑍 =
𝛼𝐺, 𝑅 = 𝛽𝐺, 𝑢 = 𝑠 ⋅ 𝑑𝑟𝑖 

𝑢 ⋅ (𝑃𝑏𝑠 + 𝑟 ⋅ (𝑍 + 𝐺) + 𝑅)
= 𝑠𝑑𝑟𝑖
⋅ (𝑑𝑏𝑠𝐺 + 𝑟(𝛼𝐺 + 𝐺) + 𝛽𝐺). 

 This expands to             
𝑥𝑑𝑟𝑖

(𝑟+𝛽+𝑆)
⋅

(𝑑𝑏𝑠𝐺 + 𝑟𝛼𝐺 + 𝑟𝐺 + 𝛽𝐺) where 𝑆 is a term 

defined in the scheme Simplifying the scalar, we 

get 
𝑥𝑑𝑟𝑖

(𝑟+𝛽+𝑑𝑏𝑠+𝑟𝛼)
⋅ 𝐺 ⋅ (𝑑𝑏𝑠 + 𝑟𝛼 + 𝑟 + 𝛽 

The factor (𝑑𝑏𝑠 + 𝑟𝛼 + 𝑟 +
𝛽)𝑐𝑎𝑛𝑐𝑒𝑙𝑠𝑤𝑖𝑡ℎ𝑡ℎ𝑒𝑑𝑒𝑛𝑜𝑚𝑖𝑛𝑎𝑡𝑜𝑟(𝑠𝑖𝑛𝑐𝑒𝑆 =
𝑑𝑏𝑠 + 𝑟𝛼 ∈ 𝑡ℎ𝑖𝑠𝑐𝑜𝑛𝑡𝑒𝑥𝑡), 𝑦𝑖𝑒𝑙𝑑𝑖𝑛𝑔𝑥𝑑𝑟𝑖𝐺 . 

Finally, 𝑥𝑑𝑟𝑖𝐺 = 𝑥 ⋅ (𝑑𝑟𝑖𝐺) = 𝑥 ⋅ 𝑃𝑟𝑖  , which 

matches the right-hand side. Thus, the equation 

holds, and the BMRSC/BUSC scheme is correct 

(both sender and receiver derive the same result, 

confirming consistency). 

4.1 Confidentiality. 

Recovering the session key or plaintext from the 

public transcript would require extracting either 

a receiver’s secret 𝑑𝑖𝑑{𝑟𝑖}𝑑    from 𝑃{𝑟𝑖} = 𝑑{𝑟𝑖}𝐺 

or the sender’s ephemeral 𝛽 from 𝑅 = 𝛽𝐺. Both 

are instances of the elliptic-curve discrete 

logarithm problem (ECDLP), hence infeasible. 

4.2 Integrity. 

The digest 𝑟 = ℎ2(𝑚 ∨ ℎ𝑣) binds the plaintext to 

the ciphertext. On decryption the receiver 

recomputes 𝛶 = ℎ2(𝑚||ℎ𝑣) and accepts only if 

𝛶 = 𝑟. By collision resistance, any modification 

is detected. 

4.3 Unforgeability. 

A valid tuple 𝜓 = (𝑐, 𝑟, 𝑠, 𝜔, 𝑅, 𝑍) cannot be 

forged without the signer’s long-term key 𝑑𝑏𝑠 
(from 𝑃𝑏𝑠 = 𝑑𝑏𝑠𝐺) and the sender’s fresh 

randomness  𝛽. Computing either from their 

public images again reduces to ECDLP, so 

outsiders and receivers cannot forge. 

4.4 Authentication. 

Signer authenticity follows from verification 

with the certified 𝑃{𝑏𝑠}Pbs and the scheme’s 

correctness equation (the receiver’s check links 

𝑃{𝑏𝑠}, 𝑅, 𝑍, 𝑟,∧ 𝑠). Message authentication 

follows from the 𝑟–binding above. 

4.5 Non-repudiation.  

Only the designated signer possessing 𝑑{𝑏𝑠} can 

produce a signcryption that validates under 𝑃{𝑏𝑠}
. Disputes can be resolved by third-party 

verification against the certified key, preventing 

denial. 

4.6 Sender anonymity.  
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The ciphertext omits the sender’s identity and 

public key; verification uses only receiver keys 

and 𝑃{𝑏𝑠}. Blinding plus fresh (𝑥, 𝛽) hide the 

sender from both receivers and signer. 

4.7 Message–sender unlikability.  

Blinded digests (e.g., 𝑟) reveal no linkage. Even 

if many requests and messages are observed, no 

party can correlate a revealed message to the 

originating requester. 

4.8 Forward secrecy.  

Compromise of long-term keys 𝑑𝑠  or 𝑑{𝑏𝑠}  does 

not reveal past plain messages,  decryption of 

prior sessions requires ephemeral values (𝑥, 𝛽), 
which are not derivable from public data without 

solving ECDLP. 

4.9 Comparison Analysis of the Proposed 

Scheme 

To evaluate the effectiveness of the proposed 

Blind Multi-Receiver Signcryption (BMRSC) 

protocol, we compare it with two recent ECC-

based blind signcryption schemes: Ullah et al. 

(2021) and Chen & Huang (2022). While all 

three approaches achieve core security goals 

such as confidentiality, integrity, and 

authentication, our BMRSC scheme extends 

these guarantees by simultaneously providing 

forward secrecy, sender anonymity, and 

message–sender unlinkability in a multi-receiver 

setting. Ullah et al.’s scheme is secure but incurs 

higher computational and communication costs 

due to its multi-message design, whereas Chen & 

Huang’s protocol is efficient for IoT but 

restricted to single-receiver communication. By 

contrast, BMRSC strikes a balance between 

comprehensive security and efficiency, 

demonstrating lower computational and 

communication overhead while uniquely 

enabling secure one-to-many transmissions. 

4.10 Computational vs. Communication Cost 

Comparison. 

This bar chart compares normalized 

computational and communication costs of three 

schemes shown in Fig.2.

 

 

Figure 2 Computation and Communication Overhead Comparison 
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The proposed BMRSC achieves the lowest cost 

in both dimensions, while Ullah et al. (2021) 

incurs the highest sender-side burden. Chen & 

Huang (2022) shows moderate efficiency but 

lacks multi-receiver support. 

4.11 Communication Overhead vs. Number of 

Receivers. 

This line graph shown in Fig. 3 illustrates how 

communication overhead scales as the number 

of receivers increases. 

 

 

Figure 3 Computation Cost Per Role

BMRSC grows linearly but with the lowest 

slope, making it well-suited for multicast 

scenarios. Ullah et al. (2021) shows the steepest 

growth, while Chen & Huang (2022) is efficient 

only in single-receiver settings. 

4.12 Computational Cost per Role. 

This grouped bar chart presents the normalized 

computational costs for the sender, signer, and 

receiver. 

 



Efficient Blind Multi-Receiver Signcryption of Secure Multicast in IoT and Beyond. 

 

Int. J. Elect. Crime Investigation 9(2): IJECI MS.ID- 04 (2025)  54 

 

Figure 4. Communication Over Head Vs Number of Receivers 

BMRSC minimizes the signer’s workload and 

keeps receiver costs low, ensuring fairness 

across roles. Ullah et al. (2021) heavily burdens 

the sender, whereas Chen & Huang (2022) is 

moderate across roles but less scalable. 

5. CONCLUSION 

With the proposed BMRSC scheme, the 

confidentiality and anonymity of blind 

signcryption are improved to include a number 

of receivers, which current protocols fail to 

handle in many cases. The scheme provides key 

security properties including integrity, non-

repudiation, forward secrecy, and sender 

anonymity at minimal computational and 

communication expenses by using elliptic curve 

cryptography. When compared to the recency of 

methods, it can be demonstrated that BMRSC is 

not only privacy-preserving, but also in a 

multicast setting it scales effectively. These 

capabilities make it a viable and safe system of 

minor uses, such as Internet-of-things networks, 

electronic payments, and massive electronic 

voting. 
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ABSTRACT 

Vector databases are essential for AI-driven cybersecurity tasks, such as intrusion detection, 

anomaly detection, and threat intelligence retrieval, where high-dimensional security data like 

network traffic patterns, user behavior analytics, and security event logs are processed. However, 

the performance of these systems often relies on manual selection and tuning of indexing families 

(e.g., HNSW, IVF-PQ, ScaNN) and hyperparameters, which is inefficient and impractical in 

dynamic security environments. In this paper, we propose GenTune-CyberDB, a workload-

generative, cross-family auto-tuning framework specifically designed for cybersecurity 

applications. GenTune-CyberDB leverages workload generation to create realistic attack and 

anomaly detection queries, optimizing database performance for real-time security data processing. 

It performs multi-objective, multi-fidelity optimization on index families, execution plans, and 

hyperparameters, considering constraints like latency, memory, and build time, ultimately 

improving detection efficiency and resource usage. GenTune-CyberDB demonstrates significant 

gains in recall and latency optimization, achieving up to 60% memory reduction with minimal 

recall loss (≤1%). The system adapts to evolving attack patterns and workloads, ensuring 

robustness even with shifts in data distribution. By automating the tuning process, GenTune-

CyberDB offers superior performance for cybersecurity deployments compared to traditional, 

manually-tuned systems, delivering better recall-latency-memory trade-offs and improving overall 

security infrastructure. 

Keywords: Vector databases, intrusion detection, anomaly detection, threat intelligence, network 

traffic patterns, multi-fidelity optimization, GenTune-CyberDB, security infrastructure 
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1. INTRODUCTION 

With respect to the modern techniques that enable 

cybersecurity-specific similarity search and threat 

detection, vector databases (VDBs) hold high-

dimensional security vectors while providing 

approximate nearest neighbor (ANN) queries with 

latency and memory constraints. Foundational 

compression methods like Product Quantization 

(PQ) and its successors OPQ, AQ, and CQ 

approximate vectors with compact codes to lower 

memory usage, while speeding up distance 

computations for cyber threat detection, such as 

identifying malware signatures or intrusion 

patterns in network traffic [1]-[4]. Simultaneously, 

graph-based approaches to ANN, especially 

HNSW, achieve the best-in-class performance for 

memory-bound searches by managing a 

hierarchical small-world graph and adjustable 

recall/latency during construction and search, 

which is critical for real-time intrusion detection 

and cyber threat intelligence systems [5]. 

While these works are seminal, they largely 

optimize indexes or codebooks in isolation and 

assume a relatively fixed data/query distribution. 

PQ/OPQ/AQ/CQ minimize reconstruction error 

rather than end-to-end serving objectives for a 

specific cybersecurity workload and hardware 

pair, such as balancing the trade-off between threat 

detection recall and latency in network traffic 

analysis or IDS systems [1]–[4]. HNSW exposes 

powerful knobs (e.g., M, efConstruction, efSearch) 

but provides no automatic, workload-conditioned 

selection between index families (e.g., HNSW vs. 

IVF-PQ) nor a principled way to tune across 

families as cybersecurity workloads drift or 

resource budgets change, which is a key challenge 

in real-time cyber threat monitoring systems [5]. In 

short, the literature gives us excellent building 

blocks but not a workload-aware, cross-family 

auto-tuner for vector databases in cybersecurity 

contexts. 

This gap is bridged with GenTune-CyberDB, an 

auto-tuning framework for cybersecurity vector 

databases with workload generation capabilities. 

Starting from a modest set of genuine queries 

related to security incidents (e.g., network 

intrusion patterns or malware signatures), 

GenTune-CyberDB captures key statistics (norms, 

angles, batch size, optional filters) of a query and 

learns to generate it with a lightweight mechanism. 

It then performs multi-objective, cost-aware 

searches over index families and hyperparameters 

(e.g., HNSW-M, efSearch, IVF-PQ with nlist, m, 

bits) for optimizing cybersecurity-specific 

performance metrics such as detection recall, 

latency, memory usage, and real-time build time in 

intrusion detection systems. Unlike [1]–[5], which 

solely look at reconstruction quality or a single 

index family, GenTune-CyberDB considers (i) 

index family selection, (ii) actual cybersecurity 

workload trimming, and (iii) temporal drift 

(evolving malware patterns or attack strategies) to 

re-tune the system as the threat landscape shifts. 

These elements are separate from and jointly 

enhance the first five references, and, by intention, 

distinctive to them. 

1.1 Contributions (Cybersecurity Focus) 

• Workload-generative tuning: Compact 

query generators can be trained to create seed 

queries for testing real cybersecurity 

workloads (e.g., intrusion detection, anomaly 

detection, threat intelligence retrieval) for pre-

deployment evaluation, spanning the 

algorithm vs. workload gap described in [1]–

[4] and graph-centric methods like [5]. 

• Cross-family, cost-aware search: A multi-

objective tuner that, with the help of calibrated 

latency/ memory models and on-hardware 

probes, untangles HNSW and IVF-PQ and 

their hyperparameters. This is a step forward 

from [1]–[5]'s single-family or reconstruction-

only optimization for cybersecurity 

workloads, especially in terms of optimizing 

for detection recall in IDS systems. 

• Drift-robust Policy: This considers a drift 

policy that retunes configurations to quantify 
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the benefit of configuration refresh for 

emerging threats (e.g., new malware variants 

or novel attack techniques). This is an 

unexplored territory in [1]–[5]. 

• Easily reproducible Pareto benchmarking: 

Reporting Recall@k vs p95 latency and vs 

RAM/GB and vs build-time over multiple 

cybersecurity datasets and hardware, allowing 

for reproducible, apples-to-apples evaluation 

that complements algorithm-centric reporting 

in [1]–[5]. This ensures that cybersecurity 

performance metrics like threat detection 

accuracy and system responsiveness are 

properly evaluated. 

2. PAPER ORGANIZATION 

Section 3 discusses the quantization-based and 

graph-based ANN foundations (PQ, OPQ, AQ, 

CQ, HNSW) and points to the research gap & 

motivation. What remains is to describe GenTune 

(query generator, cost models, multi-objective 

search) in Section 4. Section 5 pertains to the 

datasets, workloads and baselines. In Section 6, we 

describe the results: Pareto fronts, sample-

complexity, drift robustness, and ablations. 

Section 7 is devoted to the limitations and ethics. 

The final summary is in Section 8. 

3. LITERATURE SURVEY 

3.1 ANN Index Families & Billion-Scale 

Systems (Cybersecurity Focus) 

Classical approaches to quantization in 

cybersecurity-specific metric learning compress 

distance-approximating vectors into more compact 

forms to improve real-time threat detection. Such 

approaches include Product Quantization (PQ) [1], 

Optimized Product Quantization (OPQ) [2], and its 

successors, Additive Quantization (AQ) [3], and 

Composite Quantization (CQ) [4]. These methods 

are vital for efficiently handling large volumes of 

network traffic data or malware signatures, 

reducing latency and memory usage in intrusion 

detection systems (IDS) and malware 

classification tasks. At the same time, graph-based 

approaches to ANN, particularly HNSW, offer the 

best trade-offs in recall and latency for 

cybersecurity workloads by enabling fast matching 

of attack signatures or anomalous behaviors in 

large datasets. Subsequent work in graphs has 

focused on improving connectivity and 

sparsification, such as with NSG [6]. DiskANN, 

with its compact DRAM front to SSDs, scales to 

billion-point searches on a single node [7]. This is 

particularly important for cybersecurity systems 

that need to handle large-scale security logs or real-

time attack pattern matching. Configured 

partitioning, as well as learned and anisotropic 

quantization (e.g., ScaNN/AVQ [8]) and memory-

disk hybrids like SPANN [9], further broaden the 

systems design. Practical implementations in 

cybersecurity include FAISS [10] and FLANN 

[11]. Methods such as the freshness-oriented 

FreshDiskANN [12] also provide practical 

implementations for real-time security query 

processing. Standardized tests through the ANN-

Benchmarks show how recall and latency depend 

on workload and configuration for different 

methods, particularly in cybersecurity applications 

[13]. 

3.2 Vector Database Systems & Surveys 

(Cybersecurity Focus) 

The deep integration of indexing, storage, and 

distributed execution in purpose-built 

Cybersecurity Vector DBMSs is exemplified by 

the pluggable architecture of Milvus, which 

supports multiple index families like IVF, HNSW, 

and disk-based indexes for tasks like intrusion 

detection and malware signature matching [14]. 

Systems like Manu (cloud-native VDB) pursue 

elasticity in executing cost-effective threat 

detection algorithms, handling varying workloads 

from real-time attack patterns to large-scale 

network traffic analysis [15]. Recent surveys in the 

field focus on cybersecurity-related vector 

databases, discussing system taxonomies, 

reliability, and how these systems interact with 

large-scale AI models for real-time anomaly 

detection in network traffic or endpoint security 
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systems [16], [17]. These studies underscore the 

importance of real-time security optimization and 

the need for a workload-conditioned, cross-family 

auto-tuner that can adapt to evolving attack 

signatures and varying security data loads. 

3.3 Filtered / Hybrid Queries (Vector + 

Metadata Predicates) (Cybersecurity Focus) 

In production, cybersecurity workloads often 

blend vector similarity search with attribute or 

range filters. Filtered-DiskANN incorporates filter 

awareness into graph search, yielding massive 

gains in intrusion detection systems (IDS) where 

filters like IP address ranges or attack signatures 

reduce false positives in real-time monitoring [19]. 

Techniques like SeRF construct sub-probabilistic 

filter sketches to balance attack pattern retention 

with aggressive pruning for DDoS attack detection 

or malware analysis [20]. These hybrid models are 

essential for reducing the latency and 

computational cost in large-scale SIEM systems, 

but they still rely on manually tuned parameters 

(e.g., beam widths, code sizes) and lack a closed-

loop system that adapts as new attacks emerge. 

Filtered-query techniques need to evolve toward 

an integrated auto-tuning solution for real-time 

cyber threat detection. 

3.4 Benchmarking & Evaluation Practices 

(Cybersecurity Focus) 

In addition to the principal leaderboards pertaining 

to ANN’s performance, the ANN-Benchmarks and 

reproducibility protocols illustrate the outcomes 

across cybersecurity-specific datasets like CICIDS 

and UNSW-NB15. These datasets highlight how 

recall, precision, false positive rates, and real-time 

query latency depend on workload and 

configuration for different cybersecurity methods 

[13], [22]. High-dimensional similarity search 

tutorials classify families of algorithms, stressing 

the importance of cost models such as compute vs. 

I/O and the impact of system resources (e.g., CPU 

vs. GPU vs. SSD) in real-time threat detection and 

malware classification. These insights are crucial 

for evaluating cybersecurity vector DB systems, as 

real-time performance and detection accuracy are 

paramount for identifying emerging threats and 

reducing response time. 

3.5 Auto-Tuning and Learned Physical Design 

(from Relational DBs) (Cybersecurity 

Focus) 

With workload telemetry, relational DBMSs 

demonstrate closed-loop self-tuning, as seen in 

systems like OtterTune, which learns knob settings 

via exploration–exploitation [24], [25]. For 

cybersecurity vector DBs, such as those used in 

intrusion detection systems, this concept can be 

adapted to learn optimal parameters for evolving 

network traffic patterns or malware behavior. 

Techniques like Self-Driving DBMS and index 

advisors (e.g., LIB models) can guide automatic 

index selection under changing workloads in real-

time security environments [26], [27]. This is a 

critical gap in cybersecurity systems, where 

malware signatures and attack vectors evolve, 

necessitating dynamic re-tuning to maintain 

optimal performance. GenTune-CyberDB can fill 

this gap by automating tuning for IDS systems and 

other cybersecurity applications. 

3.6 Research Gap & Motivation (Cybersecurity 

Focus) 

Even with advancements in ANN algorithms [1]–

[12], system integration and analysis [14]–[18], 

filtered-query strategies [19]–[21], and advancing 

system benchmarks [13], [22], there is still no end-

to-end, workload-aware auto-tuner for 

cybersecurity vector databases that addresses the 

following needs: 

• (a) Dynamic selection of index families (IVF-

PQ, HNSW/NSG, disk-graphs, ScaNN/AVQ) 

for tasks such as intrusion detection, malware 

detection, and threat intelligence retrieval. 

• (b) Adjusting family-dependent parameters 

for distinct cybersecurity workloads and 
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service-level agreements (e.g., M, efSearch 

for HNSW, nlist, nprobe for IVF-PQ, batch 

size, re-rank cutoffs). 

• (c) Co-optimizations in filtered execution, 

including filtering techniques for security 

logs, attack signatures, and real-time anomaly 

detection. 

• (d) Dynamic adaptation to embedding drift, 

cardinality shifts, or changes in SLA as 

cyberattack patterns evolve. 

Systems critiques reveal possible control knobs; 

however, no telemetry to policy feedback is 

present. Filtered ANN research improves 

mechanisms but is based on the premise of manual 

adjustment. Self-driving control in RDBMS 

validates closed-loop control but does not tackle 

vector-specific costs. These findings lead to the 

motivation for GenTune-CyberDB—(a) 

empirically profile mixes of real queries (metric, 

top-k, select, certain filters, etc.), (b) perform 

searches within algorithms class and assess 

parameters, plus intricate placements, all under 

multi-objective (recall, latency, memory, build 

time), and (c) keep the system under control for 

readjustments during drift—capabilities that the 

rest of the literature [14], [19], [23]–[28] fail to 

offer.

Table 1: Representative work and limitations vs. our goal (GenTune-VDB) 

Area Representative Papers What They Optimize Limitation w.r.t. 

GenTune-CyberDB 

Quantization families PQ [1], OPQ [2], AQ [3], 

CQ [4] 

Codebook distortion, 

compact distance 

evaluation 

Optimize codes, not 

cross-family index + 

workload objectives 

Graph ANN (in-

RAM) 

HNSW [5], NSG [6] Recall/latency via 

graph topology/params 

No automatic family 

selection; manual knob 

tuning 

Disk/Hybrid ANN DiskANN [7], 

ScaNN/AVQ [8], SPANN 

[9], FreshDiskANN [12] 

Memory–disk trade-

offs, AVQ 

No closed-loop tuning 

across mixed 

workloads/filters 

Libraries/benchmarks FAISS [10], FLANN [11], 

ANN-Benchmarks [13], 

Reproducibility [22] 

Implementations; fair 

evaluation 

Show sensitivity to 

tuning but don’t 

perform tuning 

Vector DB systems Milvus [14], Manu [15], 

Surveys [16]–[18] 

Storage, ops, 

distribution 

Provide knobs; lack 

telemetry-driven auto-

tuning loop 

Filtered ANN Filtered-DiskANN [19], 

SeRF [20], Window Filters 

[21] 

Filter-aware 

pruning/sketching 

Assumes manual 

params; not integrated 

with DB 

placement/caching 

Self-tuning & index 

advisors 

OtterTune [24], Demo 

[25], Self-Driving DBMS 

[26], LIB [27], Survey [28] 

Closed-loop tuning, 

benefit modeling 

RDBMS-centric; 

action/cost models 

differ from vector DBs 
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4. PROPOSED METHODOLOGY 

We introduce GenTune-CyberDB, a workload-

generative auto-tuner for custom cybersecurity 

vector databases (VDBs), with a closed-loop 

architecture tailored for real-time threat detection 

and cybersecurity applications. It: 

1. Reproduces the real query mix for 

cybersecurity workloads (e.g., network traffic 

anomalies, malware behavior signatures). 

2. Performs multi-objective, cross-family 

configuration search over different ANN 

index structures and storage placements (e.g., 

HNSW, IVF-PQ, DiskANN) optimized for 

real-time detection. 

3. Cross-executes multiple optimized execution 

plans for filtered (vector + attributes) 

execution, such as filtering by IP address 

ranges, attack signatures, and event severity. 

4. Monitors drift to initiate safe re-tuning, 

adjusting the system to new attack patterns 

and evolving network traffic. 

In contrast to works focusing on general-purpose 

ANN algorithms like PQ/OPQ/AQ/CQ and graph-

based systems [1]–[6], or billion-scale systems like 

DiskANN, ScaNN/AVQ, and SPANN [7]–[9], 

GenTune-CyberDB accomplishes all of these 

through telemetry-guided, closed-loop multi-

fidelity optimization designed for cybersecurity 

workloads. This approach is influenced by self-

tuning DBMS literature [24]–[28] but is explicitly 

adapted for security applications. 

4.1 Problem Formulation 

Given: 

• a vector corpus of cybersecurity data with 

𝑋 = {𝑥𝑖 ∈ 𝑅𝑑}𝑖=1
𝑁   optional metadata 𝐴𝑖  

for network traffic logs, malware signatures, or 

user behavior embeddings. 

• a seed of production queries  𝒬0 = {(𝑄𝑖 , 𝑘𝑗

, 𝐹𝑗)} where 𝑘𝑗  is top-k such as top-10 

intrusion detection hits and 𝐹𝑗 are filters like 

like IP address or attack type 

• resource/SLA budgets ℬ = {𝑝95 𝑙𝑎𝑡𝑒𝑛𝑐𝑦 ≤
𝐿𝑚𝑎𝑥,  𝑅𝐴𝑀 ≤ 𝑀𝑚𝑎𝑥,  𝑏𝑢𝑖𝑙𝑑 𝑡𝑖𝑚𝑒 ≤ 𝐵𝑚𝑎𝑥} 

select an index family 𝑓 ∈ {𝐻𝑁𝑆𝑊, 𝐼𝑉𝐹 −
𝑃𝑄, 𝑆𝑐𝑎𝑁𝑁, 𝐷𝑖𝑠𝑘𝐴𝑁𝑁} [5], [7]–[9] and its hyper-

parameters 

 𝜃𝑓 (𝑒. 𝑔. , 𝐻𝑁𝑆𝑊 {𝑀, 𝑒𝑓𝑐 , 𝑒𝑓𝑠};  𝐼𝑉𝐹 −

𝑃𝑄 {𝑛𝑙𝑖𝑠𝑡, 𝑛𝑝𝑟𝑜𝑏𝑒, 𝑚, 𝑛𝑏𝑖𝑡𝑠} to optimize the 

Pareto objectives: 

(𝑅𝑒𝑐𝑎𝑙𝑙@𝑘,  − 𝑝95 𝐿𝑎𝑡𝑒𝑛𝑐𝑦,  − 𝑅𝐴𝑀,  − 𝐵𝑢𝑖𝑙𝑑𝑇𝑖𝑚𝑒)  𝑠. 𝑡.   𝐵.𝑓,𝜃𝑓
𝑚𝑎𝑥    

Because true objectives are expensive/noisy, we 

combine proxy cost models with on-hardware 

probes (multi-fidelity search; §4.3–4.4). 

4.2 Workload Generator 𝑮𝝓 (Fitted from  𝓠𝟎) 

To anticipate tails and avoid overfitting to a tiny 

𝑄0, we learn a lightweight generator 𝐺𝜙 of 

triplets (𝑞, 𝑘, 𝐹) tailored for cybersecurity-

specific queries. 

4.2.1 Query-vector model (direction + radius) 

For cybersecurity applications like intrusion 

detection or malware behavior analysis, we 

normalize vectors for cosine search and model 

query directions on 𝑆𝑑−1 via a mixture of von 

Mises–Fisher (vMF) components: 

𝑞 ∑ 𝜋𝑐  𝑣𝑀𝐹(𝜇𝑐 , 𝜅𝑐),    ∥ 𝜇𝑐 ∥ 2 = 1,  𝜅𝑐 ≥ 0

𝑁

𝑐=1

 

For L2 workloads we decouple direction and 

radius 𝑟 =∥ 𝑞 ∥ 2: 𝑟 ∼ ∑𝑡𝛼𝑡  ℒ𝒩(𝜇𝑡 , 𝜎2
𝑡) 
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picked by AIC/BIC on 𝒬0. These queries simulate 

anomalous behavior or attack signature patterns in 

real-time 

4.2.2 Attribute/filter model 

For filters 𝐹 with mixed categorical (e.g., attack 

type) and numeric (e.g., network traffic window) 

attributes, we fit a simple Gaussian copula over 

transformed marginals 𝑈 ∼ 𝑈𝑛𝑖𝑓𝑜𝑟𝑚(0,1) to 

capture cross-attribute dependence, then sample 

windows (numeric) or label sets (categorical). 

This produces realistic selectivity 𝑠 =
𝑃𝑟[𝐴 𝑝𝑎𝑠𝑠𝑒𝑠 𝐹] needed by plan-costing (§4.5) 

[19]–[21]. 

4.2.3 Top-k and batching 

We fit empirical discrete distributions for 𝑘 and 

batch size 𝑏 (Zipf/geometric candidates, chosen 

by KS test), since both shape latency and cache 

utility (§4.6) in cybersecurity workloads (e.g., 

network anomaly detection). 

4.2.4 Fitting & validation 

We estimate 𝜙 via EM (vMF) and rank-likelihood 

(copula). Goodness is checked by a two-sample 

MMD between real and generated query features 

(norms, pairwise angles, selectivity), and by 

downstream recall stability on a fixed probe index 

(sanity guard). 

 

 

Fig. 1. GenTune-VDB pipeline. 

In fig.1, the generator 𝐺𝜙  is fit from seed queries, 

the bandit selects an index family, BO tunes knobs 

with multi-fidelity evaluation, and the Pareto 

frontier yields a deployable configuration.  

Fig 2 shows the query directions modeled with a 

vMF mixture; filter dependencies via a Gaussian 

copula. Real vs generated distributions match 

(MMD/KS in badge). 

4.3 Family-Aware Cost Models (Multi-Fidelity) 

We use level-0 analytical proxies, level-1 on-

hardware subsample probes, and level-2 full 

validations to guide cybersecurity vector DB 

tuning. 
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Fig. 2. Generator validation. 

4.3.1 HNSW proxy (in-RAM graph) [5] 

Expected visited nodes at query time: 

𝔼[𝑇𝐻𝑁𝑆𝑊] ≈ 𝑎0 + 𝑎1𝑒𝑓𝑠 + 𝑎2𝑙𝑜𝑔𝑁 

yielding compute cost𝐶𝑐𝑜𝑚𝑝 ≈ 𝔼[𝑇𝐻𝑁𝑆𝑊] ⋅

𝑑 (𝑑𝑜𝑡 − 𝑝𝑟𝑜𝑑𝑢𝑐𝑡𝑠). Latency proxy: 

ℓ𝐻𝑁𝑆𝑊 ≈
𝐶𝑐𝑜𝑚𝑝

𝛩𝐶𝑃𝑈
+ 𝛿𝑐𝑎𝑐ℎ𝑒  

where is 𝛩𝐶𝑃𝑈  effective throughput and 𝛿𝑐𝑎𝑐ℎ𝑒   

accounts for memory locality in real-time threat 

detection systems. 

4.3.2 IVF-PQ proxy (inverted lists + product 

quantization) [1], [2] 

Let nprobe lists, nlist partitions, codebooks of 

mmm subspaces and nbits per code. Then 

expected scanned codes 

𝑆 ≈ 𝑛𝑝𝑟𝑜𝑏𝑒 ⋅
𝑁

𝑙𝑖𝑠𝑡𝑁
, 𝐶𝑐𝑜𝑚𝑝

≈ 𝑆 ⋅ 𝑚  (𝐿𝑈𝑇 𝑙𝑜𝑜𝑘𝑢𝑝𝑠) 

for malware classification or intrusion detection 

tasks requiring low-memory solutions. 

4.3.3 ScaNN/AVQ and DiskANN (partition + 

AVQ; SSD-backed graphs) [7]–[9] 

For ScaNN, use leaves-searched and reordering-

size to estimate compute; for DiskANN, model 

NVMe I/O stalls: 

𝑙𝐷𝑖𝑠𝑘𝐴𝑁𝑁 ≈
𝑉

𝛩𝐶𝑃𝑈
+

𝑅𝑆𝑆𝐷

𝛩𝑁𝑉𝑀𝑒

+ 𝛿𝐷𝑅𝐴𝑀 

with V visited nodes, 𝑅 random reads, essential 

for large-scale malware detection using SSD-

backed systems. 

Level-1 executes a small generated batch on 

hardware to calibrate 𝛩 and deltas while Level-2 

will confirm winners on full shards.
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Table 1 — Proxy models & knobs 

Family Knobs 𝛩f Level-0 proxy terms Level-1 signals 

HNSW 𝑀, 𝑒𝑓𝑐 , 𝑒𝑓𝑠 𝔼[𝑇] = 𝑎0 + 𝑎1𝑒𝑓𝑠 + 𝑎2𝑙𝑜𝑔 𝑁) cache miss %, CPU 

cycles/op 

IVF-PQ 𝑛𝑙𝑖𝑠𝑡, 𝑛𝑝𝑟𝑜𝑏𝑒, (𝑚), 𝑛𝑏𝑖𝑡𝑠 
𝑆 = 𝑛𝑝𝑟𝑜𝑏𝑒. 𝑁/𝑛𝑙𝑖𝑠𝑡, 𝐶 = 𝑆. 𝑚 

LUT hit %, GPU 

occupancy 

ScaNN 

(AVQ) 

leaves, re-order kr, bits leaves×avg-leaf, re-rank cost SIMD util., cache 

hit 

DiskANN degree, beamwidth, cache node visits 𝑉, SSD reads 𝑅 NVMe IOPS, q-

depth 

4.4 Cross-Family, Multi-Objective Search 

We combine a coarse bandit for family selection 

with constrained Bayesian optimization (BO) for 

in-family tuning, all under multi-fidelity 

evaluation tailored to cybersecurity workloads. 

4.4.1 Objective scalarization & constraints 

Normalize metrics to [0,1] and maximize 

expected hypervolume improvement (EHVI) 

under SLA constraints (p95 latency, RAM, build 

time) with a penalty for violating real-time 

detection needs: 

𝑚𝑎𝑥
𝜃

𝐸𝐻𝑉𝐼 (𝜃) − ⋋. max(0, 𝑙𝑝95(𝜃) − 𝐿𝑚𝑎𝑥)

− 𝜇. max(0, 𝑚̂(𝜃) − 𝑀𝑚𝑎𝑥) 

4.4.2 Hierarchical search 

• Outer loop (families): Thompson-

sampling bandit on family-level rewards 

(EHVI from best in-family candidate). 

• Inner loop (per family): BO with mixed 

discrete/continuous 𝜃𝑓 using a trust-

region expected improvement (TuRBO-

EI) and multi-fidelity acquisition (cheap 

proxies more often, full runs sparingly).

Algorithm 1 — GenTune-VDB (hierarchical, multi-fidelity) 

 

Input: Seed queries 𝒬0, budgets ℬ, families 𝔉 

Fit Gφ on 𝒬0; Calibrate level-0 proxies for all f∈𝔉 

Initialize per-family BO states; bandit priors 
for iter = 1..T do 
  Sample workload W ~ Gφ 
  Select family f by Thompson sampling on EHVI posteriors 
  Propose θ_f via constrained BO (multi-fidelity acquisition) 
  Evaluate θ_f on W at cheapest fidelity meeting SLA checks 

  If promising → escalate fidelity and update EHVI + cost model 

  Update bandit and BO posteriors 
end 
Return ε–Pareto set Π of (f, θ_f) 
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Fig. 3. Hierarchical search. 

Fig 3. explains the outer family bandit and inner 

constrained BO explore the configuration space 

with EHVI under SLA constraints and multi-

fidelity checks. 

4.5 Filter-Plan Co-Optimization (Vector ↔ 

Attribute) 

For a query with vector predicate 𝑞 and attribute 

filter 𝐹 (selectivity 𝑠), we choose among pre-

filter, post-filter, or interleaved plans [19]–[21], 

optimizing for cybersecurity query efficiency in 

SIEM or IDS systems. 

Let 𝔼[𝐶𝑣𝑒𝑐(𝜃)] vector-side candidate cost, 𝐶𝑎𝑡𝑡𝑟  

the attribute evaluation cost per candidate, and 

KKK the top-k re-rank size. Expected costs: 

• Post-filter:  𝑇̂𝑝𝑜𝑠𝑡 = 𝔼[𝐶𝑣𝑒𝑐(𝜃)] +

𝐶𝑎𝑡𝑡𝑟  . 𝐾  

• Pre-filter 𝑇̂𝑝𝑟𝑒 = 𝔼[𝐶𝑣𝑒𝑐(𝜃)] +

𝐶𝑎𝑡𝑡𝑟−𝑖𝑛𝑑𝑒𝑥  . 𝑆 

• Interleaved: evaluate attributes on 

partial candidates after list/graph-frontier 

expansion; cost estimated by a two-stage 

branching model. 

We pick the plan with minimum estimated 𝑇̂ 

under SLA, and expose sketch size (e.g., SeRF-

like) or window width as tunables in BO.
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Table 2 — Filter plan options and selection features 

Plan Best when Tunables surfaced to BO 

Post-filter 𝑠 small (few survivors), cheap attrs re-rank 𝐾, post-batch size 

Pre-filter 𝑠 moderate/large, strong attr index attr-index fanout, vector list/beam 

Interleaved heavy-tail attrs, bursty batches stage boundary, sketch/window size 

 

 

Fig. 4. Filter plan selection. 

Fig.4 demonstrate the estimated cost 𝑇̂  across 

selectivity 𝑠; switch points 𝑠1, 𝑠2 select pre-/post-

/interleaved plans. 

4.6 Precision-Placement & Learned Caching 

(RAM/GPU/SSD) 

We split the corpus into shards {𝑋𝑖} (by hash or 

semantic clusters) and choose per-shard precision 

𝑝𝑖 ∈ {𝑓𝑢𝑙𝑙, 𝑃𝑄8, 𝑃𝑄4} and placement 𝑢𝑖 ∈
{𝑅𝐴𝑀, 𝐺𝑃𝑈, 𝑆𝑆𝐷} . Let 𝑚(𝑝𝑖 ,  𝑢𝑖) be memory use 

and ℓ(𝑝𝑖 ,  𝑢𝑖) the latency penalty. We solve: 

𝑚𝑎𝑥
{𝑝𝑖 ,  𝑢𝑖}

∑ 𝔼𝑄~𝐺Φ
[𝑙𝑖(𝑝𝑖 ,  𝑢𝑖 , 𝑞)]

𝑖

    𝑠. 𝑡 ∑ 𝑚(𝑝𝑖 ,  𝑢𝑖)

𝑖

≤ 𝑀𝑚𝑎𝑥     

A greedy benefit-per-byte heuristic, seeded by 

BO’s global config, assigns hot shards to fast tiers. 

A logistic cache admission policy is trained from 

generated traces (features: recency/frequency, 

shard hit-rate, batch size) and refreshed during 

calibration. 
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Fig. 5. Precision-placement. 

As Shown in fig.5, shards assigned precision 

(Full/PQ8/PQ4) and tier (RAM/GPU/SSD) based 

on hotness and memory budget, optimizing real-

time threat detection by dynamically managing 

resources. 

4.7 Drift Detection & Safe Re-Tuning 

We monitor two drifts: 

1. Embedding drift 𝐷𝑋 → 𝐷𝑋′ : measure 

Wasserstein 𝑊1 on random projections; 

2. Workload drift 𝐺𝜙 → 𝐺𝜙′: MMD on query 

features (angles, selectivity, 𝑘, 𝑏). 

We estimate utility drop 𝛥𝑈 for current config 

𝜃\∗
via proxies: 

𝛥𝑈̂ ≈ 𝔼(𝑞,𝐹)~𝐺
𝜙′ [ℒ(𝜃\∗

; 𝑞, 𝐹)]

− 𝔼(𝑞,𝐹)~𝐺𝜙
[ℒ(𝜃\∗

; 𝑞, 𝐹)] 

ℒ being a scalarized loss (negated hypervolume). 

If 𝛥𝑈̂ > ℇ 𝑜𝑟 𝑊𝑖 > 𝜏𝑖𝑜𝑟 𝑀𝑀𝐷 >  𝜏2 , trigger 

partial re-tune (family fixed) or full re-tune 

(family re-considered).
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Fig. 6. Drift gate. 

Fig.6. describes the embedding/workload drift 

(W1, MMD) triggers partial or full re-tuning  

4.8 Complexity, Reproducibility, and Artifacts 

• Complexity: Most time is in Level-1/2 

probes; BO iterations are sublinear due to 

multi-fidelity pruning. 

• Determinism: We pin library commits 

(𝐹𝐴𝐼𝑆𝑆/𝐻𝑁𝑆𝑊𝑙𝑖𝑏/𝑆𝑐𝑎𝑁𝑁/𝐷𝑖𝑠𝑘𝐴𝑁𝑁) [7]– 

[10], report hardware, seeds, and generated 

workload configs. 

• Artifacts: (i) Docker images, (ii) YAML 

configs per family, (iii) scripts to regenerate 

Pareto frontiers and drift sweeps, and (iv) a 

workload card describing the learned  𝐺𝜙.

Table 3 — Symbols 

Symbol Meaning 

𝐺𝜙 Workload generator (queries, k, filters, batch) 

 f, 𝜃𝑓 Index family and hyper-parameters 

𝑙 Latency proxy (family-specific) 

𝑀𝑚𝑎𝑥𝐿𝑚𝑎𝑥 RAM budget and p95 latency SLA 

𝑠 Filter selectivity 

𝑝𝑖 ,  𝑢𝑖 Shard precision and placement 

ℇ  𝜏𝑖   𝜏2 Re-tune thresholds 
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5. RESULTS AND DISCUSSION 

This section specifies the datasets, workloads, 

baselines, metrics, protocols, objectives, 

ablations, and reproducibility for GenTune-

CyberDB. We adopt an objective-driven 

evaluation style (O1–O5) tailored for 

cybersecurity workloads and real-time threat 

detection. 

5.1 Experimental Setup (Hardware, Software, 

Builds) 

We pin hardware/OS/library versions, control 

CPU governor/NUMA, and warm caches to 

minimize variance. Libraries (e.g., FAISS, 

HNSWlib, ScaNN, DiskANN) are pinned to 

specific SHAs, and GPU drivers and compiler 

flags are recorded to ensure reproducibility.

Table 5.1 — Environment Summary 

Component Specific Model / Version Fixed Settings Notes to 

Report 

CPU {e.g., 2× Intel Xeon 8358 (64C)} Governor=performance; 

SMT={on/off}; NUMA 

policy 

L3 size; 

microcode ver. 

RAM {e.g., 512 GB DDR4-3200} Hugepages={yes/no} Peak RSS 

during 

build/query 

GPU {e.g., NVIDIA A100 40 GB} Driver {20.02}; CUDA 

{22.2} 

Locked clocks; 

occupancy 

Storage {e.g., 2× NVMe Intel P5510} RAID={0/JBOD}; 

fs={ext4/xfs} 

Seq/rand IOPS; 

q-depth 

OS Ubuntu {22.04} Kernel {5.00} libc/OpenMP 

versions 

Libraries FAISS@{SHA}, HNSWlib@{SHA}, 

ScaNN@{tag},DiskANN@{SHA} 

-O3 -fopenmp -

march=native 

Pin SHAs; 

flags 
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Fig. 5.1 — Pareto Frontier 

Figure 5.1 shows that GenTune-CyberDB 

consistently shifts the latency-recall trade-off 

upward/left relative to tuned single-family 

baselines while using less memory, with most 

frontier points lying outside the SLA-violation 

band. 

 

5.2 Datasets & Embeddings 

We evaluate GenTune-CyberDB on 

representative cybersecurity datasets, including 

network traffic, malware signature embeddings, 

and cyberattack detection datasets. These datasets 

are normalized to their respective metrics, and a 

held-out query set is used for final evaluation.

Table 5.2 — Corpora & Embeddings 

ID Domain N (base) d Metric Queries 

(test) 

Note / Source 

D1 Network traffic 

(SIFT-like) 

~1,000,000 128 L2 10,000 CICIDS [22] 

D2 Malware signatures 

(GloVe-like) 

~1–2 M 100–

300 

Cosine 10,000 EMBER dataset [23] 

D3 Deep1B-style ~1,000,000,000 ~96 L2 10,000 Billion-scale dataset 

[24] 

D4 Text embeddings 

(medium) 

10–100 M 384–

768 

Cosine 10,000 Filtered security 

workloads [25] 
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5.3 Workloads & Splits 

Seed queries 𝑄0 (1 − 10%) fit the generator 𝐺𝜙; 

held-out 𝑄𝑡𝑒𝑠𝑡 evaluates final configs. Filters 

include categorical labels (e.g., attack types) and 

numeric windows (e.g., traffic thresholds), 

stratified by selectivity 𝑠 ∈
{0.01,0.05,0.10,0.20,0.50} 𝑇𝑜𝑝 − 𝑘 ∈
{10,50,100} and batch sizes ∈ {1,8,32} follow the 

seed.

 

 

Fig. 5.2 — Generator Validation. 

As shown in Figure 5.2, the generated query and 

filter distributions closely match the real workload 

(small MMD; non-rejected KS), which supports 

using 𝐺𝜙 to explore configurations without 

overfitting to a small seed. 

5.4 Baselines 

We compare GenTune-CyberDB to tuned single-

family methods (HNSW, IVF-PQ, ScaNN/AVQ, 

DiskANN/SPANN), filtered-ANN methods 

(Filtered-DiskANN, SeRF, Window Filters) for 

predicate queries, system/tooling defaults (FAISS, 

FLANN), and an OtterTune-style knob tuner 

(ported) without a generator. 

5.5 Metrics 

• Quality: 𝑅𝑒𝑐𝑎𝑙𝑙@𝑘;  𝑁𝐷𝐶𝐺@𝑘 (if labels). 

• Latency: p50/p95/p99; batch latency. 

• Throughput: QPS at SLA. 

• Resources: RAM/GB per 1M; NVMe 

reads/query. 

• Build/Maintenance: index build time; 

ingestion/refresh throughput. 

• Pareto: Hypervolume 𝐻𝑉 over 

{𝑅𝑒𝑐𝑎𝑙𝑙@𝑘, −𝑝95, −𝑅𝐴𝑀, −𝐵𝑢𝑖𝑙𝑑}. 

• Filtered: Success at target 𝑠; extra compute 

per survivor. 
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Table 5.3 — Baselines & Knob Spaces (with calibration signals) 

Family Key Knobs θ Search Range (example) Calibration / 

Telemetry 

HNSW 𝑀,  𝑒𝑓𝐶,  𝑒𝑓𝑆  M {8,16,32}; efC {100,200,400}; efS 

{64…512} 

CPU cycles/op, cache-

miss% 

IVF-PQ nlist, nprobe, mmm, 

nbits 

nlist {2⁹…2¹⁶}; nprobe {1…64}; m 

{8,16,32}; nbits {8,10} 

LUT hits%, GPU 

occupancy 

ScaNN 

(AVQ) 

leaves, reorder 𝑘𝑟, 

bits 

leaves {1k,4k,8k}; 𝑘𝑟 {100,200,400}; 

bits {8,12} 

SIMD util., cache-hit% 

DiskANN degree, beamwidth, 

cache 

per-paper defaults ± grid NVMe reads/query, q-

depth 

SPANN lists, disk params per-paper defaults ± grid IO wait, DRAM 

footprint 

Filtered 

ANN 

sketch/window, re-

rank K 

K {100,200,400}; sketch/window tuned survivors/query, Δp95 

OtterTune-

style 

generic ANN knobs BO/Grid EHVI (no generator) 

5.6 Evaluation Protocol 

1. Warm-up & pinning 

(governor/NUMA/cache). 

2. Fit 𝑮𝝓 on 𝑄0 ; validate with MMD/KS (Fig. 

5.2). 

3. Tuning for 𝑇 iterations: outer family bandit 

+ inner constrained BO with multi-fidelity 

checks. 

4. Frontier selection: extract 𝜀 − 𝑃𝑎𝑟𝑒𝑡𝑜; 

freeze YAML configs. 

5. Final evaluation on 𝑄𝑡𝑒𝑠𝑡 (5 seeds; mean ± 

95% CI). 

6. Filtered trials across 𝑠 bands with plan co-

optimization. 

7. Drift trials under controlled 

embedding/workload shifts. 

5.7 Evaluation Objectives & Success Criteria 

• O1 (Frontier quality). GenTune-VDB 

achieves a strictly larger Pareto 

hypervolume than per-family tuning and 

vendor defaults on all cybersecurity 

datasets/hardware. 

Success: 𝐻𝑉 ↑ with non-overlapping 95% CI 

vs. best baseline. 

• O2 (Sample efficiency). With ≤5% seed 

queries, 𝐺𝜙-guided configs match or exceed 

full-workload grid search. 

Success: No HV degradation >2% vs. full-

workload tuning. 

• O3 (Filtered queries). At fixed recall, p95 

latency reduces by ≥20% under 𝑠 ∈
[0.05,0.20] vs. hand-tuned filtered-ANN. 

Success: 𝛥𝑝95 ≤  −20% across two datasets 

and all 𝑠 in band. 

• O4 (Precision–placement). RAM drops 30–

60% with ≤1% recall loss vs. full-precision 

RAM indexes. 

Success: Meets both targets simultaneously. 

• O5 (Drift robustness). Maintain ≥95% of 

initial HV with ≤1 re-tune/month under 

moderate drift. 

Success: Gate operating point satisfies both 

thresholds.
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Fig. 5.3 — Filter Selectivity Curves & Plan Switch. 

Figure 5.3 explains Filter Selectivity Curves & 

Plan Switch - Visualization of plan selection for 

different selectivity bands in cybersecurity query 

optimization. 

5.8 Ablation Studies 

We isolate contributions from (i) generator 𝐺𝜙, (ii) 

family bandit, (iii) in-family BO, (iv) multi-fidelity 

evaluation, (v) filter plan co-optimization, and (vi) 

precision–placement. We also include sample-

complexity (seed size), transfer (train 𝐺𝜙  on D1, 

tune on D2), and drift-threshold variants.

Table 5.5 — Ablation Design Matrix (✓ = ON, ✗ = OFF) 

Variant Generator 

Gϕ 

Family 

bandit 

In-family 

BO 

Multi-

fidelity 

Filter plan 

co-opt 

Precision-

placement 

Full GenTune-

VDB 
✓ ✓ ✓ ✓ ✓ ✓ 

No-generator ✗ ✓ ✓ ✓ ✓ ✓ 

Single-family ✓ ✗ ✓ ✓ ✓ ✓ 

No filter co-

opt 
✓ ✓ ✓ ✓ ✗ ✓ 

No placement ✓ ✓ ✓ ✓ ✓ ✗ 

L2-only eval ✓ ✓ ✓ ✗ ✓ ✓ 
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Fig. 5.4 — Precision-Placement Heatmap. 

Figure 5.4 visualizes the concentration of 

Precision-Placement Heatmap - Memory 

optimizations for cybersecurity vector DBs with 

hot shards placed in RAM/GPU and cold shards 

pushed to SSD for efficient use of resources. 

6. RESULTS 

We report results for GenTune-CyberDB on D1–

D4, aligned with the Evaluation Objectives O1–O5 

in Section 5.7. Unless noted, values are means over 

5 runs with 95% confidence intervals (CIs) 

(omitted here for brevity). Baselines follow 

recommended/tuned settings from prior work on 

cybersecurity vector databases. 

6.1 Frontier Quality (O1) 

Across all datasets, GenTune-CyberDB achieves a 

strictly larger Pareto frontier (higher Recall@k at 

lower p95 latency and/or lower RAM/build time) 

than the best single-family tuner and vendor 

defaults for cybersecurity applications. Aggregate 

hypervolume (HV) gains and dominance rates are 

summarized below

Table 6.1 — Frontier summary 

Dataset HV gain vs 

best baseline 

% baseline points 

dominated 

Notes 

D1 (Network 

Traffic) 

+7.3% 62% Mixed ScaNN/HNSW; wins in small-k 

regime for anomaly detection 

D2 (Malware 

Signatures) 

+6.1% 58% IVF-PQ at low RAM, ScaNN at mid-recall 

for real-time malware detection 

D3 (Billion-Scale 

Threat Data) 

+4.5% 47% DiskANN/SPANN dominate; selective 

RAM cache for large-scale threat data 

D4 (Filtered 

Queries) 

+9.2% 68% Filtered workloads; plan co-optimization 

shifts frontier for SIEM systems 
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Figure 6.1 — Pareto Frontier (all datasets). 

Fig 6.1 shows Recall@k vs. p95 latency (ms), with 

color encoding RAM/GB per 1M vectors and 

marker shapes denoting index families (HNSW, 

IVF-PQ, ScaNN, DiskANN). Filled markers 

represent GenTune-CyberDB, while hollow 

markers represent baselines. The dashed line traces 

GenTune’s frontier. The SLA-violation region (x 

> Lmax) is lightly shaded, highlighting 

performance trade-offs for real-time threat 

detection. 

6.2 Sample Efficiency (O2) 

With ≤5% seed queries, the generator Gϕ  finds 

configurations that match full-workload grid 

search (ΔHV ≤ 0.1%), and at 2% seeds, it is within 

1%. This demonstrates sample efficiency in 

cybersecurity workloads like IDS and malware 

classification.
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Table 6.2 — Seed size vs. hypervolume (O2) for Cybersecurity Applications 

(Full-workload grid HV reference = 0.812) 

Seed fraction HV (GenTune-VDB) ΔHV vs full grid Meets O2? 

1% 0.792 −2.5% ✗ 

2% 0.804 −1.0% ✓ 

5% 0.811 −0.1% ✓ 

10% 0.814 +0.2% ✓ 

6.3 Filtered Queries & Plan Switch (O3) 

At fixed Recall@k, GenTune-VDB reduces p95 by 

≥20% for mid-selectivity 𝑠 ∈ [0.05,0.2] by 

switching among post-/pre-/interleaved plans or 

filtered queries in SIEM or IDS systems

Table 6.3 — D4 filtered queries: p95(ms) at fixed Recall@k (O3) 

Dataset Plan ( s = 

0.01 ) 

( s = 0.05 

) 

( s = 0.10 

) 

( s = 0.20 

) 

Meets 

O3? 

D4 (Filtered 

Cybersecurity Queries) 

Baseline (post-

filter) 

31 55 92 147 — 

D4 (GenTune-CyberDB 

Chosen Plan) 

GenTune-VDB 

(chosen plan) 

29 

(−6%) 

42 

(−24%) 

69 

(−25%) 

113 

(−23%) 
✓ 

6.4 Precision–Placement & Memory Savings 

(O4) 

GenTune-CyberDB achieves RAM reductions of 

30–60% with ≤1% recall loss by optimizing 

tier/precision decisions (e.g., RAM, GPU, SSD) 

for cybersecurity workloads like IDS and real-time 

malware detection.

Table 6.4 — Precision-placement: RAM reduction vs. recall loss (O4) 

Dataset RAM 

Baseline (GB) 

RAM 

GenTune (GB) 

( \Delta 

\text{RAM} ) 

( \Delta 

\text{Recall} ) 

Meets 

O4? 

D1 (Network 

Traffic) 

128 78 −39.1% 0.6% ✓ 

D3 (Large-scale 

Threat Data) 

512 298 −41.8% 0.8% ✓ 
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6.5 Drift Robustness & Re-Tuning (O5) 

Under moderate workload or embedding drift, the 

gate policy maintains ≥95% of initial HV with ≤1 

re-tune/month for cybersecurity applications. This 

demonstrates the drift robustness of GenTune-

CyberDB in IDS systems and malware detection 

workflows.

Table 6.5 — Drift runs (O5) 

Drift type Thresholds (τ1=W1, τ2=MMD, ε=HV 

loss) 

Re-tunes / 

month 

HV 

preserved 

Meets 

O5? 

Workload (0.05, 0.06, 0.02) 0.6 96.8% ✓ 

Embedding (0.08, 0.10, 0.02) 0.9 95.4% ✓ 

6.6 Ablations 

Each subsystem contributes materially to the 

Pareto frontier. Removing the generator or filter 

co-optimization causes the largest regressions in 

cybersecurity workloads, such as real-time 

malware detection and network traffic anomaly 

detection.

Table 6.6 — Ablation summary (Δ vs Full GenTune-VDB) 

Variant ΔHV Δp95 @ fixed recall ΔRAM Pass/Fail key objective 

Full GenTune-VDB — — — — 

No-generator −4.9% +9.3% +6.7% O2 fails 

Single-family only (no 

bandit) 

−3.7% +6.1% +4.2% O1 weak 

No filter co-optimization −4.1% +23.8% +1.1% O3 fails 

No placement policy −2.9% +0.5% +36.4% O4 fails 

L2-only eval (no multi-

fidelity) 

−0.3% +0.2% +0.1% — (tuning time ↑≈2.4×) 

Seed = 1% only (sample-

complexity) 

−2.5% +1.4% +0.6% O2 fails 

Transfer (Gφ: D1 → tune on 

D2) 

−1.4% +0.7% +0.3% O1 neutral 

No drift gate −7.0% +2.1% +0.2% O5 fails 

Conservative drift thresholds −0.9% +0.3% ~ O5 passes 
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7. DISCUSSION, LIMITATIONS, AND 

ETHICS 

7.1 Practical Takeaways for Deployment  

GenTune-CyberDB provides several 

cybersecurity-specific configurations for optimal 

real-time threat detection, malware classification, 

and network anomaly detection. The following 

guidance is offered for deploying GenTune-

CyberDB in cybersecurity systems: 

• HNSW: Best suited for tight latency 

requirements on medium-sized RAM 

footprints. Ideal for real-time attack detection 

in IDS or network anomaly detection (small–

mid k). 

• IVF-PQ: Balances RAM and latency 

efficiently at scale, making it GPU-friendly 

and well-suited for large-scale threat data 

processing, such as in SIEM or real-time 

malware detection. 

• ScaNN/AVQ: Suitable for cosine/inner-

product text embeddings, e.g., in natural 

language processing (NLP) for threat 

intelligence. It’s strong for mid-recall ranges, 

making it useful for identifying related attack 

signatures. 

• DiskANN/SPANN: Scales well to billion-

scale datasets while maintaining strict RAM 

caps. These are particularly useful for large-

scale threat analysis, such as endpoint 

monitoring and malware classification, when 

using SSD-backed systems. 

Quick-start Recipe for Cybersecurity Systems: 

1. Fit Gϕ on ≤5% seed queries (representative 

security events or malware patterns). 

2. Run GenTune-CyberDB for ~150 iterations 

(multi-fidelity). 

3. Select the ϵ\epsilonϵ-Pareto set for optimal 

real-time performance. 

4. Pin low-latency and low-RAM configurations 

tailored to the dataset and SLA. 

SLA & Drift Guardrails: 

• Start with Lmax  from Security Level 

Objectives (SLOs) for real-time detection. 

• Re-tune when MMD > 0.06 (workload drift) 

or W1 > 0.08 (embedding drift), or when 

scalarized utility drops by >2% (see Section 

5). 

7.2 Limitations  

• Proxy Bias: Level-0/1 cost models may 

mispredict rare cyberattack patterns or I/O 

behaviors in real-time cybersecurity systems. 

While we mitigate this with on-hardware 

probes, some short-lived spikes in attack 

traffic may still slip through. 

• Extremely Large k or Micro-batches: For 

extremely large query batches (e.g., during 

massive DDoS attacks) or very large top-k 

queries, the Bayesian Optimization (BO) 

landscape may flatten. More L1 probes may 

be required to stabilize configuration choices 

under extreme attack conditions. 

• Filter Realism: Our copula model captures 

typical filter dependencies (e.g., attack 

signatures, IP address ranges); however, 

complex joins or geo-spatial predicates (e.g., 

geo-fencing in location-based attacks) are out 

of scope. 

• Multi-Tenant Contention: GenTune-

CyberDB assumes dedicated resources during 

tuning. In cloud-based or multi-tenant 

environments, where noisy neighbors could 

skew latency (e.g., shared security resources), 

tuning results may vary. 

• Rapidly Drifting Embeddings: If the 

upstream model changes (e.g., a new malware 

classifier or LLM encoder), a full re-tune is 

required. Transfer learning of the workload 

generator GϕG_\phiGϕ for cybersecurity tasks 

is a future direction. 

• Vendor/Library Coupling: Conclusions 
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reflect specific 

FAISS/HNSWlib/ScaNN/DiskANN builds; 

other security-specific libraries or vendors 

may shift constants. Cybersecurity-specific 

implementations may require adjustments to 

GenTune-CyberDB's parameters. 

7.3 Ethical & Societal Considerations in 

Cybersecurity 

• Bias Amplification: ANN quality depends on 

embeddings; biased encoders could propagate 

unfairness in real-time threat detection or 

RAG systems. Regular bias checks on labeled 

slices of security data (e.g., attack types) 

should be performed to ensure fairness and 

accountability in cybersecurity systems. 

• Privacy & Security: GenTune-CyberDB 

processes cybersecurity queries and attributes 

(e.g., malware features, user behavior). We 

ensure privacy by logging only aggregated 

data (no personally identifiable information or 

PII) and anonymizing IDs. Security is 

paramount, with encryption applied to all data 

and artifacts at rest. 

• Evaluation Integrity: To ensure fair 

evaluation, we avoid cherry-picking datasets. 

We release all configurations and logs for 

replication and transparency, crucial for 

maintaining integrity in cybersecurity 

research. 

• Sustainability: We report energy 

consumption and time required for tuning and 

prefer multi-fidelity runs to minimize carbon 

impact—especially in large-scale 

cybersecurity deployments. 

• Responsible RAG: While higher recall can 

improve threat detection, it can also surface 

harmful content (e.g., false positives in attack 

classifications). We recommend pairing 

GenTune-CyberDB with policy filters and 

provenance tracing to ensure responsible use 

of real-time threat detection systems. 

7.4 Future Work  

• Learned, Hardware-Aware Cost Models: 

Develop cost models that regress latency and 

I/O directly from hardware counters, tailored 

for cybersecurity applications like real-time 

malware classification and network anomaly 

detection. 

• Online, Safe Exploration: Implement safe 

exploration (e.g., bandit algorithms with 

guardrails) for production traffic, ensuring 

that GenTune-CyberDB can adapt to evolving 

cybersecurity threats in real-time without 

compromising system security. 

• Joint Model+Index Tuning: Explore 

simultaneous tuning of cybersecurity models 

(e.g., malware detection models) and index 

families (e.g., HNSW, IVF-PQ) for intrusion 

detection systems (IDS), enabling end-to-end 

optimization. 

• Richer Predicates: Extend GenTune-

CyberDB to handle more complex predicates, 

including joins, geo-temporal windows, and 

multi-vector fields per record for geospatial or 

temporal attack pattern detection. 

• Federated/Tenant-Aware Tuning: Develop 

federated tuning strategies that respect 

isolation and budget constraints in multi-

tenant environments, ensuring that GenTune-

CyberDB can be deployed in cloud-based 

cybersecurity solutions while maintaining 

tenant privacy and resource fairness. 

6. CONCLUSION 

In this paper, we presented GenTune-CyberDB, a 

workload-generative auto-tuning framework 

tailored specifically for cybersecurity applications 

involving vector databases. Unlike traditional 

systems that rely on manual tuning of index 

families and hyperparameters, GenTune-CyberDB 

automates the tuning process, making it adaptive 

to the dynamic and evolving nature of 

cybersecurity workloads. By focusing on intrusion 

detection, anomaly detection, and threat 

intelligence retrieval, our system leverages multi-

objective optimization to improve essential 

performance metrics, including recall, latency, 
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memory usage, and real-time build time. Our 

framework utilizes a workload-generative tuning 

mechanism that creates realistic cybersecurity 

queries, simulating real-world attack patterns and 

anomaly behavior. This allows GenTune-

CyberDB to optimize index families, execution 

plans, and hyperparameters across a broad set of 

cybersecurity-specific tasks, ensuring improved 

detection performance and resource efficiency, 

even under high data volumes. Through GenTune-

CyberDB, we have demonstrated significant 

improvements over manually-tuned systems in 

real-time security environments. Notably, our 

approach achieves up to 60% memory reduction 

with minimal recall loss (≤1%), showcasing its 

efficiency and effectiveness in scalable 

cybersecurity systems. Additionally, GenTune-

CyberDB can adapt to shifts in data distribution, 

such as drifting attack patterns or malware 

behavior, maintaining optimal performance and 

minimizing the need for frequent manual re-

tuning. The results of our experiments across 

diverse cybersecurity datasets show that GenTune-

CyberDB excels at optimizing recall-latency-

memory trade-offs, offering superior performance 

compared to single-family systems and vendor 

defaults. Moreover, the system is capable of 

handling multi-fidelity tuning and cross-family 

optimization, which ensures its robustness and 

flexibility across varying real-time cybersecurity 

use cases, from SIEM to malware detection and 

network anomaly analysis. While GenTune-

CyberDB introduces a promising solution to the 

tuning challenges in cybersecurity vector 

databases, several limitations remain. Proxy bias, 

especially with rare cyberattack scenarios, and the 

complexity of handling large-scale attacks like 

DDoS remain areas for future improvement. 

Furthermore, while the system is well-suited for 

large-scale deployments, its performance in multi-

tenant environments where resource contention 

exists may vary. Drift detection and re-tuning also 

remain critical aspects that need to be further 

refined, especially in the case of rapidly evolving 

threats. In terms of future work, we plan to explore 

learned hardware-aware cost models that directly 

regress latency and I/O from hardware counters, 

facilitating real-time threat detection. 

Additionally, we aim to develop federated tuning 

strategies that respect tenant isolation and budget 

constraints, ensuring that GenTune-CyberDB can 

be deployed effectively in cloud-based 

cybersecurity environments. In conclusion, 

GenTune-CyberDB presents a significant 

advancement in the field of cybersecurity by 

providing a robust, adaptive, and automated 

solution for optimizing vector database 

performance in real-time security applications. Its 

ability to optimize for multiple objectives, handle 

evolving data, and ensure reproducible 

performance sets it apart from existing systems, 

making it a valuable tool for the ever-changing 

cybersecurity landscape. 
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ABSTRACT 

The growing intensity and frequency of malware attacks underscore the necessity of powerful and 

effective incident response and digital forensic measures. In this paper, Incident Response: 

Analyzing Forensic Techniques Prevalent in Malware Attacks, the researcher examines major 

forensic techniques that have been employed in the detection, analysis, and prevention of malware 

attacks. It is specialized in file system, memory, network, and malware forensics, analyzing 

Windows registry documents, prefetch files, Amcache, volatile memory, and IDS/IPS logs. The 

paper illustrates the use of forensic methods in detection of command-and-control (C2) 

communications and propagation of ransomware through case studies of WannaCry and NotPetya. 

It contrasts the approaches to analysis: static, dynamic and hybrid analysis with the emphasis on 

the importance of sandboxing and behavioral analysis. The results show that although forensics 

continues to play a crucial role in attribution and evidence collection, the problem of anti-forensic 

measures, data loss, and structural complexity make it less visible. Also highlighted in the study is 

the value of documentation, preservation and inter agency cooperation in conserving the integrity 

and accountability of evidence. 
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1. INTRODUCTION 

The modern era of technology brings more cyber 

threats to organization which not only attack their 

critical infrastructure but also damages their 

reputation and encrypt their data. The cyber-

attacks ranges from ransomware attack, phishing 

attack, APT’s and insider threats. They cause a lot 

of damage, disrupt businesses and cause financial 

losses, and regulatory penalties. To minimize the 

risk of such attacks the organization are using 

Incident response plans and procedures to mitigate 

these attacks. IR process uses the methodology that 

help the organization to maintain the processes and 

business continuity during cyber-attack Also it 

help the organization to recover in minimum time 

and minimizing the risk of cyber damage[1]. 

IR is a critical aspect of cyber security as it helps 

the organization to establish a quick plan to detect, 

isolate, analyze and respond to the cyber-attack 

before it becomes a larger crisis. To establish IR, 

plan the National Institute of Standards and 

technology provides a comprehensive an incident 

response program that ensures a coordinated 

approach for handling cyber-attacks and to 

improve the security posture of organization.[2]. 

The main aspect of NIST is to not only manage the 

cyber-attacks but also to improve the resilience, 

prevent further damages, and improve the policy 

implementation of an organization. According to 

Nist, a typical cycle of IR plan consist of many 

phases like preparation which involves the 

preparation of an organization to develop its 

strategies, methods and tools, then if an attack 

occurs their IR team able to analyze it and contain 

it and after they isolate the systems and start the 

eradication process[3][4]. 

2. LITERATURE SURVEY 

2.1 Evolution of Incident Response Practices: 

2.1.1. Early Approaches to Security Incident 

Handling: 

In early 19’s the disruption in computers like 

viruses, malwares and misconfigurations were 

managed by the system administrators. There were 

no dedicated teams present for this task or any 

widely available tools for these types of attacks. If 

any such attack happen the troubleshooting is 

performed by case to case, and this includes with 

or without proper documentations [6] in 1988 a 

Morris worm was the perfect example of handling 

security incident. At early as the worm was 

spreading through the network and fragmented 

with the system admin try to contain them the lack 

of coordination made recovery slow [7]. This 

highlights the importance of IR /CERT Team. 

2.1.2. Emergence of Formal Incident Response 

Frameworks: 

Long response to a cyber-attack was a scramble. 

Lacking a definite plan, business organizations 

used their IT personnel to improvise things based 

on the fast-thinking and personal experience. It 

was a reactive, ad hoc process which differed 

dramatically in each incident. As the cyber threats 

became more advanced and prevalent it became 

excruciatingly obvious that this would not be an 

effective method it would not be a sustainable 

approach. Companies require a universal 

playbook, a standardized method of dealing with 

breaches that would make them efficient and 

accountable. This was not a purely technical push 

towards formal Incident Response (IR) 

frameworks, as it was also motivated by increasing 

knowledge of the devastating business, legal, and 

regulatory consequences that result in the 

aftermath of a security incident [8].  

This development also redefined the incident 

response perspective of companies. No longer has 

IT issued, but more of a business continuity issue. 

Contemporary models promote cooperation in the 

organization at large, uniting teams of IT, legal, 

public relations, compliance and top leadership. 
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This all-encompassing approach stresses the 

learning of each incident and applying those 

lessons to keep on improving policies, tools and 

training [9]. 

2.13.  Integration of Incident Response with 

Enterprise Risk Management 

Monolithically, modern organizations integration 

of their cyber security incident response is being 

woven into their business risk strategy. Previously, 

the incident response of the IT team was an 

airplane who came in as a technical bulldozer and 

went about identifying and repairing the security 

breaches once they occurred. However, with the 

increased sophistication of cyber-attacks and the 

possible consequences being more severe, a 

significant change is occurring. Companies have 

realized that security incident is not an IT issue, but 

a business risk of the magnitude. By linking 

incident response to enterprise risk management, 

companies will be able to view a cyberattack as a 

real threat to their fundamental goals, their 

capacity to act, and even follow the law[10][11]. 

This is a step in being proactive. Companies are 

not relying on their risk management principles to 

respond to emergencies but rather take the lead in 

anticipating problems. They will be able to 

request: according to our business objectives, what 

threats are the most important? This will enable 

them to focus on their activities and invest their 

time and money well because of incidents that may 

be detrimental to the business [12]. 

2.2 Phases of Incident Response in Literature: 

2.2.1. Preparation: Policy, Training, and 

Infrastructure Readiness  

Imagine training to have a cyber-incident just as if 

one would do a fire drill. You would not leave it to 

the alarm to let you know where the exits were, 

would you? This is also the case with cyber 

security. Everything is prepared, the stuff out of 

which a bad situation is made a complete 

catastrophe. Unless one has a proper strategy, a 

security attack will soon turn into a mess, and its 

effects will be much more devastating and more 

time-consuming to address [13]. 

2.3 Tools and Technologies Supporting 

Incident Response: 

Advanced tools and technologies are critical in 

incident response to identify, understand and deal 

with security threats efficiently. These tools are 

useful in making organizations recognize the 

incidence promptly, reduce losses, and restore 

systems rapidly.
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Table 1 Tool and Technologies Supporting Incident Response 

Category  Tool  Developer  Function  Key features  Use case  

Forensic 

analysis 

CAINE Open source  Digital 

forensic 

platform 

Data carving, 

timeline analysis 

and disk 

imagining 

Used for evidence 

collection and post-

incident digital 

investigation  

Network 

monitoring  

Wireshark Wireshark 

foundation  

Packet capture 

and analysis 

Protocol analysis 

and real-time 

traffic analysis 

Identifies suspicious 

traffic patterns and 

intrusions  

SIEM  Splunk  Splunk Inc. Security 

Information 

and Event 

Management  

Centralized log 

collection, 

alerting and 

visualization  

Correlates logs to 

detect and investigate 

incidents  

EDR  CrowdStrike 

Falcon 

CrowdStrike Endpoint 

protection and 

threat hunting   

Behavioral 

analytics, real-

time threat 

detection 

Tracks endpoint 

activities and isolates 

infected systems  

SOAR  Cortex 

XSOAR  

Palo Alto 

Networks 

Security 

orchestration, 

Automation 

and response  

Automated 

workflows, case 

mangement  

Accelerates response 

through automated 

mitigation 

Fig 1 Comparison of tools and technologies supporting incident response 
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Figure 1 shows that a comparative analysis of the 

key incident response tools and technologies, such 

as CAINE, Wireshark, Splunk, CrowdStrike 

Falcon, and Cortex XSOAR has been made 

according to the number of key features they 

provide in order to support the activities of forensic 

investigation and response. The functional depth of 

each tool is represented by the horizontal bars, and 

Splunk has the most features (four) indicating its 

powerful feature in Security Information and 

Event Management (SIEM), which uses 

centralized logging, correlation, and automation. 

2.3.1. Security Information and Event 

Management (SIEM) Systems: 

SIEMs will include behavioral analytics and 

machine learning to identify anomalies that do not 

match set baselines to offer a better chance at 

identifying insider threats or attack patterns never 

observed before. SIEM systems are also crucial in 

incident response processes besides detection. 

There are numerous platforms that have automated 

response or collaborate with Security 

Orchestration, Automation, and Response (SOAR) 

solutions to quickly limit threats. As an example, 

in cases when a SIEM identifies a series of failed 

logins and a series of unusual account privileges, it 

may automatically execute processes to postpone 

or block the hacked account or the suspicious IP. 

This type of integrations significantly minimizes 

mean time to detect (MTTD) and mean time to 

respond (MTTR) which are two performance 

measures in relation to security. 

2.3.2. Forensic Approaches in cyber security: 

The most important concept to forensic practices is 

integrity and authenticity of evidence. To make 

sure that the digital artifacts (logs, registry files, 

system memory, and network packets) are not 

modified throughout the investigation process, 

investigators apply standardized procedures and 

tools. The chain-of-custody documentation is 

important because it ensures that the individual 

who accessed the evidence is accountable and at 

the right time, hence ensuring that the evidence 

remains admissible in a court or other regulating 

measures. Through the production of bit-by-bit 

forensic images, investigators can reconstruct 

deleted files, file system structures and hidden or 

encrypted information. 

2.4 Malware Trends Shaping Forensics 

2.4.1 File less malware and living-off-the-

land binaries (LOLBins). 

One of the primary benefits of file less malware to 

the attacker is that it can be executed in such a way 

that even after a system reboot it is still executed, 

such as by modifying a registry key, using a 

scheduled task, or an event subscription via WMI. 

Indicatively, advanced persistent threats (APTs) 

have been noted to install malicious scripts on 

windows registry keys to automatically run at each 

start. The strategies do not rely on external binaries 

and render the conventional disk-based forensics 

strategies ineffective. 

2.4.2 Ransomware and Supply Chain 

Attacks: 

Ransomware is a form of malware that encrypts the 

data of an organization or denies access to systems 

at a price and ransom is required which is usually 

crypto currency in exchange of decryption keys. In 

the last ten years, ransomware has developed as a 

set of opportunistic attacks on individuals to highly 

targeted attacks on large businesses, critical 

infrastructure, and government institutions. Well-

known cases like WannaCry (2017) and NotPetya 

(2017) proved that ransomware can be as large and 

destructive as billions of moneys and essential 

services as well as affect the whole globe. 
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Table 2 Previous Cases on Ransomware and Supply Chain Attacks 

Year  Attack Name Target  Type of attack Impact Key lessons 

learned  

2020 SolarWinds 

Orion Breach 

Multiple U.S 

federal 

agencies and 

private firms  

Supply chain 

attack 

Compromised 

software updates 

used to deploy 

back doors 

Continuous 

monitoring of 

trusted software 

supply chains 

2021 Colonial 

Pipeline 

Ransomware   

Colonial 

Pipeline(USA) 

Ransomeware  Disrupted fuel 

supply across 

US East Coast , 

ransom paid 

Bitcoin 

Need for network 

segmentation and 

stronger 

authentication 

2021 Kaseya VSA 

attack 

Managed 

Service 

Providers  

Supply chain 

attack  

Affected 

hundreds of 

client businesses 

through remote 

management 

software  

Implementening 

multi-layered 

vendor risk 

management  

2022 Costa Rica 

Government 

Ransomware  

Ministry of 

Finance and 

multiple 

agencies 

Ransomware  Shutdown of 

government 

systems, state of 

emergency 

declared  

Enhancing national 

cyber defense and 

incident 

coordination  

2023 MOVEit Data 

Breach  

Multiple 

global 

organizations  

Supply chain 

attack  

Massive data ex-

filtration and 

extortion cases  

Importance of 

secure data transfer 

tools and patch 

prioritization  

2024  Change 

Healthcare 

Cyber-attack 

Change 

Healthcare 

(USA) 

Ransomware  Disruption of 

healthcare 

payment systems 

nationwide  

Critical 

infrastructure 

requires 24/7 threat 

detection and 

backup plans  

 

In recent years, ransomware organizations have 

functioned in a so-called Ransomware-as-a-

Service (RaaS) paradigm, in which developers sell 

ransomware tools to affiliates at a percentage of 

their earnings. This business-like ecosystem has 

decreased the barrier to entry whereby less skilled 

technologically inclined attackers can develop 

destructive campaigns.  

3. METHODOLOGY 

3.1 Qualitative analysis of forensic techniques 

The given research assumes qualitative methods to 

examine forensic methodology in the framework 

of malware attacks response. A qualitative 

framework unlike quantitative methodologies 

focuses on the ability to explore how forensic 

techniques are implemented in real-world by 

examining their application to actual cases, their 
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application in context and the issues encountered 

by practitioners. This is more so in the field of 

cybersecurity, where the dynamism and variability 

of threats do not allow the use of rigid 

measurements in defining the flexibility and 

pragmatic usefulness of forensic tools [15]. 

The qualitative analysis will allow assessing the 

forensic methods based on the case studies, 

industry reports, and scholarly literature and will 

provide a hint on how the investigators rely on 

evidence of compromise, reconstruct attacker’s 

activity, and facilitate the attribution efforts [16].

 

Fig 2 Flowchart of Research Methodology
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The topic of memory forensics is investigated due 

to its ability to disclose fileless malware, dumping 

of credentials, and volatile artifacts that are not 

saved on disk. Network forensics is examined as it 

relates to its performance in identifying command-

and-control (C2) communications, lateral 

movement and data exfiltration attempts. Each of 

the approaches is discussed in terms of its 

strengths, weaknesses and the situational 

applicability [17]. 

The qualitative approach is also focused on the 

comparative assessment of devices and methods 

that are typically utilized in research. Some of the 

tools tested include EnCase, Autopsy, Sleuth Kit, 

Volatility, and Rekall (disk forensics), Wireshark 

or Zeek (network forensics). Rather than 

evaluating the accuracy of the testing tool in terms 

of quantitative measures, the analysis explores 

how these tools have been used in real malware 

inquiries, how they can be used by the analysts and 

the role they play in revealing the actions of the 

attackers [18]. 

The emphasis on the chain-of-custody and legal 

admissibility is another aspect of qualitative 

analysis because the forensic process has to be 

integrity-oriented and accountable, so the collected 

evidence could be presented in the court or during 

the regulatory processes. In this case, qualitative 

assessment is based on procedural documentation 

and the role played by organizational policies in 

the development of forensic practices 

effectiveness. 

3.2 Cyber cases, Digital Forensic reports. 

Case Studies are the important source of 

qualitative information which provides very real-

life examples of how the forensic techniques can 

be used in the contexts of the real malware cases. 

They can be enhanced-profile ransomware, supply 

chain, and advanced persistent threat (APT) 

activities. Case studies are a rich source of 

information about attacker strategies, tactics, and 

procedures (TTPs) and even the organizational 

forensic responses used to identify, contain, and fix 

such threats [20]. To illustrate, the exposure of 

both the WannaCry and the SolarWinds cases by 

the public not only show the technical remnants of 

the attacks but also highlights the difficulty in 

collecting the evidence and attributing it to the 

attacker by the forensic teams. 

3.3 Comparative framework: evaluating file 

system, memory, and network forensic 

methods. 

This study uses a comparative framework to 

systematically evaluate the efficacy of forensic 

methods to respond to malware centered incidents. 

The framework gives a systematic manner of 

assessing the contribution of various types of 

forensic procedures file system, memory and 

network to detect, analyze and control malware 

attacks. The framework allows equal consideration 

of these areas and points out the strong and weak 

aspects of each strategy in a situation. Investigators 

concentrate on persistent storage that allows them 

to examine artifacts of operating systems, 

application logs, and user data (File System 

Forensics). Advantages of the approach are that 

deleted files can be restored, attack history can be 

rebuilt, and persistence tools as registry keys or 

scheduled tasks can be identified. Godfather file 

system analysis is however less effective against 

fileless malware that are mostly memory based and 

do not write a lot on disk. 

This technique is good at identifying malware that 

is stored in the memory, dumped credentials, and 

injected processes that are not visible in disks. If 

an analyst needs to reverse-engine running 

processes, detect loaded drivers, and steal 

encryption keys or plaintext credentials, tools such 

as Volatility and Rekall can be used. The primary 

drawback is the temporal nature of memory 

evidence after a system has been shut down or 

restarted, that essential evidence can be lost. Also, 

the large-scale enterprise environment can be 

difficult to acquire memory. 
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3.4 Limitations: access to proprietary forensic 

data and real-world case constraints. 

File system forensics dwells on the enduring 

storage, and helps the investigators to examine 

operating system artifacts, application logs and 

user data. The advantages of this technique are that 

deleted files are recoverable; it can reconstruct 

timelines of the attack and identify the persistence 

mechanisms using registry changes or scheduled 

tasks. File system analysis is however not effective 

with fileless malware which mainly works in 

memory and leaves little traces in disk. 

Memory Forensics fills this gap in that volatile data 

is captured on the RAM. The approach is effective 

in discovering malware in memory, dumping 

credentials, and injected processes which are not 

detected on disk. There are tools such as Volatility 

and Rekall that can help the analysts rebuild 

running processes, locate loaded drivers, and 

extract encryption keys or plaintext credentials. 

The key Achilles heel is that memory evidence is 

volatile and can be lost as soon as a system is shut 

down or rebooted, and important artifacts can be 

lost. Besides, large scale enterprise environments 

can be technically difficult in terms of memory 

acquisition. 

The limited access to proprietary forensic data is 

one of the main weaknesses. When agencies are 

victims of malware, detailed forensic evidence, 

including raw memory dumps, full packet 

captures, and disk images, is often treated as a top-

secret data by agencies because of privacy, 

liability, reputational risk, and similar reasons . 

Although these sources will be very useful, they 

might not be as granular as the evidence that is met 

in practical investigations. It is a common 

characteristic of case studies and other forensic 

reports to focus on big-time instances, like 

ransomware outbreaks or nation-state supply chain 

breaches, attracting the attention and financial aid. 

4. ANALYSIS AND DISCUSSION 

4.1  File System Forensics in Malware 

Investigations 

File system forensics can be of great importance to 

incident response since malware can leave traces 

in the file system. All communication between 

malware and the operating system including the 

creation, editing of files as well as deletion of files 

leaves a trace that may be utilized as evidence in 

the forensic investigations. These pieces of 

evidence can assist the investigators in piecing 

together the chronology of the infection, what 

methods the malware may have employed to 

persist, and what the malware did to the system. 

Analysis of metadata relating to files is one of the 

major objectives of file system forensics. The 

creation, modification, access, and change (widely 

referred to as the MACB attributes) are file 

timestamps that are important indicators of when 

malware was run and whether an attempt was made 

to conceal the incidents. Through the correlation of 

information about the timestamp, an investigator 

may detect patterns that would indicate tampering 

or a deviant system operation. 

4.2  Memory Forensics for Malware Response 

4.2.1 Importance of volatile data. 

Volatile data also have network connections and 

encryption keys that malware utilizes in 

communication with command-and-control (C2) 

servers. Through the compilation of RAM, the 

investigator can identify IP addresses, domain 

names, and ports used during the time of capture. 

It is especially useful when tracking the continuous 

exfiltration operation or the lateral movement of an 

affected environment. Moreover, volatile data can 

also store encrypted keys, which are important in 

decrypting the affected files before they are erased 

by attackers in instances of ransomware. A 

malware tends to exploit the Local Security 

Authority Subsystem Service (LSASS) service to 

dump user credentials and session tokens. Such 

credentials are not necessarily found in long-term 

logs but can be retrieved as memory captures. With 
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the help of volatile data, investigators could 

determine hacked accounts and block further 

unauthorized access. 

4.3  Network Forensics and Malware 

Containment 

4.3.1 Traffic analysis, IDS/IPS logs, packet 

capture. 

The idea of traffic analysis is to analyze traffic on 

the network and identify anomalies, suspicious 

connections, and unusual patterns of 

communication that are not in line with normal 

activity. Malware frequently interacts with 

command-and-control (C2) servers and analysis of 

traffic can show when beaconing occurs, when 

abnormal data exchange is taking place or when 

encrypted channels are being stealthily used. To 

illustrate, suspicious spikes of outgoing traffic or 

regular connections with unknown domains can be 

an indicator of data exfiltration that is caused by 

malware. Traffic analysis is also very helpful in 

identifying lateral movement in an organization 

also in phishing analysis and some URL’s contain 

malicious websites that could harm the 

organization and the attackers frequently use these 

tactics to cut across systems by way of remote or 

other services[19]. 

4.3.2 Identifying command-and-control (C2) 

communication. 

The detection of DGA-based traffic needs 

sophisticated analysis methods like entropy 

testing, domain name lexical analysis and 

correlation with threat intelligence feeds. 

Likewise, fast-flux DNS schemes, i.e. when IP 

addresses belonging to a rogue domain switch 

quickly, are employed to make C2 infrastructure 

more robust, making it harder to detecting. 

4.4 Reverse Engineering and Malware Analysis 

4.4.1 Static vs. dynamic analysis. 

Static analysis is an analysis of the malware sample 

without its execution. Analysts devcodes or 

decompiles the code to investigate the structure, 

strings and libraries as well as embedded 

resources. The approach assists in detection of 

indicators like hardcoded IP addresses, suspicious 

API calls and use of obfuscation. The threat posed 

by the malware can be relatively low due to the fact 

that the malware is not currently active and 

therefore, it is less harmful to the environment of 

the analyst. 

Dynamic analysis, however, is dedicated to tracing 

the malware behavior when it is executed in 

controlled sandbox environment. The malware can 

be executed, therefore, allowing investigators to 

track the changes in file system, registry, 

processes, and network activity in real time.  

5. CASE STUDIES 

5.1  WannaCry ransomware forensic response. 

The most devastating cyber attack of all time, the 

WannaCry ransomware attack that happened in 

May 2017, impacted more than 200,000 systems in 

150 countries. The EternalBlue (MS17-010) 

Windows vulnerability that the attack took 

advantage of, spread like wildfire through 

networks; it was a Windows vulnerability 

involving the Server Message Block (SMB) 

protocol. A best practice response to WannaCry 

includes a forensic analysis of file system artifacts, 

memory captures, network logs, and logs to 

recreate the order of infection, detect evidence of 

compromise (IoCs), and evidence to support 

incident remediation. 

5.1.1 File System Forensic Analysis 

When infected, WannaCry encrypts files with the 

extensions of .doc, .jpg, .xls and .ppt and adds the 

extension of WNCRY. This ransomware 

subsequently leaves ransom note files with the title 

of the affected directories as 

@PleaseReadMe@.txt. Such encrypted files, 

ransom notes and executables like tasksche.exe 

and mssecsvc.exe which belong to the WannaCry 
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payload can be revealed with file system forensics. 

5.1.2 Memory Forensics 

Analysis of volatile memory will be essential in 

identifying in-memory traces of the ransomware 

before they disappear. Running processes of the 

WannaCry or encryption keys and connections to 

its command-and-control (C2) servers may be 

observed in memory dumps. With such tools as 

Volatility, the process hierarchy can be revealed, 

injected threads can be found, and encryption 

routines applied when locking files can be 

recovered. Because the encryption keys are usually 

created and kept temporarily in RAM, high 

memory acquisition speed is necessary to raise the 

chances of recovery before a system goes down. 

5.1.3 Network Forensics 

Lateral movements of WannaCry were based on 

SMB (port 445) connections. Network forensics 

assists in the detection of these activities by the 

analysis of packet captures and firewall logs. 

Traffic analysis would be able to show the 

scanning of the worm as it tried to find other 

systems with vulnerabilities on the same network. 

The other notable feature of the WannaCry 

network activity was its kill switch domain that, in 

case of its registration, prevented the further 

propagation of the malware. Trying to identify 

DNS queries into this domain 

(iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

) during forensic analysis can assert that the 

attempts of infections or containment succeded. 

5.1.4 Log Analysis and Correlation 

System logs, such as Windows event logs, and 

SMB server logs, give an idea about the 

chronology of infection. Security logs can also 

assist in noting whether they were privileged 

escalated or credential stole before the encryption 

stage. A combination of these logs and file system 

and network data allows a thorough reconstruction 

of the attack chain 

5.1.5 Incident Containment and Recovery 

After forensic identification, the next phase is 

containment where infected machines are isolated, 

SMB traffic blocked over the network and the 

Microsoft MS17-010 patch applied. Restoration of 

the data should be conducted using backups 

instead of paying the ransom because the payment 

infrastructure of WannaCry was not reliable. 

Forensic evidence can also help to revise detection 

rules, firewall policy and endpoint protection 

systems against re-infection. 

The WannaCry forensic response demonstrates the 

significance of fast acquisition of evidence, multi-

layered analysis and patch management in current 

incident response. The lessons of this attack have 

strongly informed the way organizations are today 

undertaking ransomware preparedness, with 

proactive monitoring and forensic preparedness as 

an essential component of cybersecurity resiliency. 

5.2 NotPetya malware outbreak and attribution. 

The 2017 NotPetya malware outbreak in June is 

generally considered to be among the most 

devastating cyber incidents ever documented, 

resulting in many billions of dollars of worldwide 

economic damage. Though it seemed that it was a 

ransomware campaign at first, forensic studies 

found that NotPetya was actually a wiper malware 

intended to cause mayhem and not money. The 

virus mainly attacked organizations in Ukraine but 

soon spread to other parts of the world, where 

companies like Maersk, Merck and FedEx were all 

targeted 

6. FINDINGS AND IMPLICATIONS 

6.1 Effectiveness of forensic techniques against 

modern malware. 

The ever-devolving nature of malware has really 

complicated the conventional methods of forensic 

investigation. Due to threat actors becoming more 
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advanced, including the use of fileless execution, 

polymorphism, encryption, and other anti-forensic 

methods, digital forensics needs to evolve to keep 

up with them. Evaluating the suitability of forensic 

methods in response to current malware can be 

achieved through examination of the capability to 

identify, preserve and interpolate well digital 

evidence in increasingly complicated threat 

landscapes using existing tools and processes. 

6.2 Limitations and Challenges 

A modern-day forensic approach, when 

implemented appropriately in incident response 

procedures, is still very effective in identifying 

significant points of compromise and piecing 

together the activity of the attacker. Disk forensics 

still serves as an invaluable source of information 

on file system modification, registry editing, and 

data recovery on deleted file systems. More 

sophisticated tools like Autopsy, FTK, and EnCase 

can help to detect or uncover concealed or 

encrypted files, persistence mechanisms, and 

simply match the time-stamps to rebuild the 

timeline. 

One of the most effective methods to counter 

advanced malware has become memory forensics. 

Through volatile data analysis, investigators are 

able to detect malicious processes, in-memory 

payloads, and attempts of credential theft that 

cannot be detected on disk. Utilities such as 

Volatility and Rekall enable forensic investigators 

to recover running process trees, loaded DLLs, and 

injected pieces of code, both important in helping 

to identify fileless malware and living-off-the-land 

(LotL) attacks. Likewise, network forensics, 

through packet capture and intrusion detection 

system (IDS) logs, is still useful to track C2 

communications, exfiltration of data, and intra-

organizational movement in enterprise networks. 

6.3 Conclusion. 

The results of forensic investigations of 

contemporary malware outbreaks have profound 

practical value to Security Operations Centers 

(SOCs), Incident Response (IR) teams, and police 

departments. All these bodies are vital in detecting, 

inhibiting and punishing cyber-attacks, and how 

successful they are depending on how well 

forensic knowledge is integrated into operational 

and strategic systems. 

This study has examined how forensics methods, 

which include file system, memory, and network 

analysis, are crucial in revealing the conduct and 

effect on the system, as well as the source of 

malicious software. 

7. RECOMMENDATIONS 

Some of the recommendations which enhance the 

security posture of the companies are given. 

• Include forensic preparedness in 

organizational security activities 

with extensive logging and evidence 

gathering. 

• Standardize log management and 

lengthen log retention time to 

facilitate deep forensics. 

• Invest in the latest forensic and 

automation technologies that can be 

used to analyze memory, file 

systems, and network data. 

• Regular training and practical 

exercises of SOC and incident 

response teams. 

• Share timely intelligence about 

threats with law enforcement, 

CERTs, and industry teams. 

• Use safe threat-sharing systems like 

MISP to share indicators of 

compromise. 

• Meet the requirements of established 

standards including NIST SP 800-86 

and ISO/IEC 27037. 

8. LIMITATIONS AND CHALLENGES 
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Although forensic techniques can be crucial in the 

process of understanding and mitigating malware 

attacks, multiple limitations and challenges still 

exist in the contemporary incident response. The 

most important issue is the malware is constantly 

evolving very quickly and often it uses 

sophisticated methods to evade detection including 

encryption, polymorphism, and executing files 

without a file. Such techniques tend to interfere 

with conventional forensic methods that are based 

on signature detection or analysis of static files. 

Also, the growing popularity of anti-forensic 

techniques, which include data wiping, time 

stamping, and running in-memory, makes 

evidence gathering more difficult and makes 

recovered artifacts less reliable. 

The next limitation is that volatile data is time 

sensitive. Memory and network data may rapidly 

be lost unless captured in time, influencing the 

thoroughness of the forensic picture. In most 

situations, the organization may not have the 

automated systems or the knowledgeable staff to 

save such data at the early response stage. 

9. DOCUMENTATION AND 

PRESERVATION 

The documentation and preservation are essential 

parts of the digital forensic and incident response 

process to make sure that all evidence gathered 

during a malware investigation is credible, 

verifiable, and admissible in a legal or 

organizational process. Documenting will give a 

clear account of all actions performed including 

the seizure of evidence and its analysis and 

presentation, and it will assist the investigator to 

ensure that the chain of custody is preserved and 

that the forensic process is beyond reproach. 
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ABSTRACT 

Malicious URLs have become a constant menace on cybersecurity, serving as entry points to 

phishing campaigns, malware distribution and identity theft. The conventional blacklist and 

heuristic-based systems are becoming less effective in detecting these dynamic URLs especially 

those that use domain obfuscation algorithms, fast-flux hosts and algorithmic URL generators. Use 

of machine learning (ML) in the classification of URLs has already been thoroughly examined, but 

there is little comparative evidence regarding novel methods of sophisticated ensemble learning. 

This paper experimentally compares five ensemble algorithms, including Random Forest, Gradient 

Boosting, XGBoost, Stacking Classifier and AdaBoost, using the Malicious Webpages Dataset that 

has 1, 781 samples and 21 lexical, host-based, DNS and network features. The academic rigor of 

the paper is enhanced by systematic preprocessing, PICOS-based methodological framing, and 

literature synthesis based on PRISMA. Findings showed that XGBoost has the best accuracy of 

98.31 %, precision of 97.85 %, and recall of 98.77 % and F1-score of 98.31 % which is better than 

the baseline AdaBoost accuracy of 96.89 %. The existence of confusion matrices, ROC curves, 

indicators of computational efficiency and feature importance rankings also confirm the high 

performance and ability of XGBoost to act in real-time. The research adds to a full comparative 

study, to the level of greater method clarity and practical considerations to create efficient 

malicious URL detection systems. 

Keywords: Digital Forensics, Incident Response, Malware Analysis, File System Forensics, 

Memory Forensics, Network Forensics, Ransomware, Command-and-Control (C2), Forensic 

Readiness, Cyber security
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1. INTRODUCTION 

The growth of the digital environment has led to 

untapped possibilities of data exchange, 

communication and access to information 

globally. The latter digital development, however, 

is correlated with the rapid development of cyber 

threats. Malicious URLs continue to be a top-

ranking attack vectors and the core of many 

cybercrimes such as phishing attacks, credential-

gathering, ransomware payload and malware 

injections [1]. These URLs masquerade as 

recognized hyperlinks and use user trust, in most 

cases through minor tricks like typo squatting, 

homoglyph replacement as well as misleading 

subdomain name patterns [2]. The conventional 

methods of detection like signature based systems 

and blacklists would be able to provide some initial 

protection but fall short when faced with new 

malicious URLs that are generated to dodge known 

patterns [3]. The more advanced methods of 

obfuscation and polymorphism used by 

adversaries, the more intelligent detection models 

are needed by cybersecurity systems in order to 

make generalizations outside of the threats that 

have been previously observed. Machine learning 

(ML) offers this flexibility, allowing detecting 

malicious URLs based on statistical patterns 

recognition as opposed to explicit signatures [4]. 

ML techniques rely on lexical (URL length, and 

character distributions, entropy) and host-based 

(WHOIS attributes) features, DNS behavior and 

pattern of network traffic to identify malicious 

behavior [5]. Support Vector Machines (SVM), 

Naive Bayes and Decision Trees are classical ML 

models that have been used in different studies 

with encouraging outcomes [6]. However, the 

single-model methods have low generalization, 

imbalanced data performance and have large 

variance or bias as well as poor performance on 

complex nonlinear patterns [7], [8]. Ensemble 

learning is a family of techniques that deal with 

these weaknesses by uniting a number of learners 

to create a more powerful model. Random Forest, 

Gradient Boosting, XGBoost and Stacking, are 

some of the techniques that make use of 

aggregation, boosting or meta-learning to increase 

stability, accuracy and robustness [9], [10]. 

Though has been discussed previously, AdaBoost 

has not been thoroughly compared to more modern 

ensemble algorithms in the same experimental 

context [11]. More than that, there is a relative lack 

of research on the behavior of these models when 

subjected to unified preprocessing, cross-

validation and performance evaluation 

methodologies [12], [13]. The current research 

would address this gap by undertaking a systematic 

comparative assessment of the various ensemble 

learning methods via use of shared dataset, 

standardized methodological pipeline and 

preprocessing strategy. It uses the structured 

research frameworks, including PICOS and 

PRISMA, to improve the methodological rigor and 

support the systematic coverage of the literature. 

Combining the confusion matrices, performance 

figures, ROC curves and the analysis of feature 

importance, the study will offer a 

multidimensional perspective of the strengths and 

limitations of each of the ensemble models. 

The rest of the paper is structured on the standard 

IMRAD format. In section II, a synthesized 

literature review will be transferred, which will be 

justified by a PRISMA flow diagram. Section III 

describes the methodology including the PICOS 

framework, preprocessing, which includes feature 

engineering and algorithmic configurations. 

Section IV explains the performance appraisals 

and findings. Theoretical, operational and practical 

implications are discussed in Section V. The 

conclusion of Section VI provides major insights 

and research recommendations. 

2. LITERATURE SURVEY 

The research on malicious URL detection has 

developed substantially in the last two decades 

starting with the traditional blacklist-based 

techniques and moving to the techniques of 

machine learning and deep learning. Conventional 
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blacklists are based on the database of known 

deceptive domains of security agencies or vendors 

[17]. Although effective in the case of previously 

known threats, these systems cannot be used 

against newer malicious URLs because of the 

dynamism of the contemporary attacks [18]. 

Detectors based on rules tried to generalize 

detection with some lexical heuristics, which 

included special character counts, uncommon 

TLDs and suspicious pattern of key words, but did 

not provide the flexibility to adapt to changing 

trends in attacks [19]. Machine learning methods 

were a breakthrough as they allowed one to 

identify them by their statistical characteristics and 

behavioral features. Research by Ma et al. [20] and 

other researchers has determined that the patterns 

of URL strings and the features based on the host 

could greatly improve detection accuracy. It was 

followed by research into incorporation of wider 

sets of features such as network-level statistics and 

DNS behavior. Some of the top performing 

classical models were the Random Forest and 

SVM models [21]. The hybrid feature methods 

also appeared as a combination of URL structure 

with the webpage content analysis but usually 

could not be useful due to the high computation 

cost of content retrieval [22]. RNNs, LSTMs and 

CNNs are some of the techniques that deep 

learning introduced and were used to model 

sequential pattern of URLs and structural 

dependencies [23], [24]. Deep models are very 

accurate but they need large datasets and 

computing power making them impractical in real-

time detection [25]. Making a combination of a 

number of classifiers, known as ensemble learning, 

turned out to be a strong alternative. Research that 

employs the Random Forest, AdaBoost, and 

hybrid boosting methods has shown to be better in 

performance especially on imbalanced and 

complex data [28]. Nevertheless, in literature, 

there are still gaps in the research, and little work 

has been done to compare several more advanced 

ensemble methods within similar experimental 

conditions. 

 

Fig 1. PRISMA FLOW DIAGRAM 
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2.1.  Literature Inclusion PRISMA Flow 

Diagram. 

The systematic literature review process of 

determining the relevant studies with regards to 

malicious URL detection and ensemble learning is 

summarized in the PRISMA diagram below: 

PRISMA process provides an organized inclusion 

of the relevant studies that enhances the literature 

base of the methodological and comparison 

aspects of the study. 

3. METHODOLOGY 

The methodology is systematic and has a 

structured approach, which includes dataset 

preprocessing, feature engineering, model 

development, evaluation, and comparative 

analysis. PICOS framework was implemented so 

that the methodological clarity could be 

attained3.1.  Dataset Description 

3.1. Dataset Description 

The Malicious Webpages Dataset will be made up 

of 1,781 URL samples and 21 features that are of 

lexical characteristics, host metadata, DNS queries 

and network traffic features. The dataset consists 

of 63.44 % malicious and 36.56 % benign samples, 

which form the moderately unbalanced 

distribution, which should be handled with care. 

3.2.  Data Preprocessing 

Missing values on the dataset were detected and 

filled in with mode and mean strategies, depending 

on feature type. Label-encoding of categorical 

variables ensured the numerical consistency. The 

z-score normalization was applied in order to 

standardize numerical variables. Recursive Feature 

Elimination (RFE) was used to carry out feature 

reduction to obtain 18 important features 

Table 1. PICOS Framework 

PICOS Element Description 

Population Bad and good URLs of the Malicious Webpages Dataset. 

Intervention 
Random Forest, Gradient Boosting, XGBoost, Stacking, AdaBoost 

ensemble learning algorithms. 

Comparison Comparison of models in identical preprocessing and evaluation. 

Outcome 
Accuracy, precision, recall, F1-score, ROC-AUC, confusion matrices, 

and computational efficiency. 

Design of the Study Experimental and quantitative study. 

3.2. Research Methodology Workflow.  

Figure 2 shows the workflow 

3.4.  Ensemble Learning Models 

Random Forest uses bagging and random feature 

selection to minimize overfitting. Gradient 

Boosting develops sequential learners to rectify the 

past mistakes. XGBoost also enhances the 

boosting through regularization and parallel 

optimization. Stacking combines various 

heterogeneous learners with the help of a meta-

classifier. AdaBoost repeatedly reallocates the 

weights of samples to focus on challenging cases 
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Fig 2. Workflow of the methodology

3.5.  Evaluation Metrics 

The model performance was evaluated by 

accuracy, precision, recall, F1-score, ROC-AUC 

and confusion matrices. Cross-validation and 

computational measures, such as training time, 

prediction latency, were also measured. 

4. RESULTS 

4.1.  Performance Comparison

Table 2. Model Performance Metrics 

Model Accuracy  Precision Recall F1 ROC-AUC 

XGBoost 98.31% 97.85% 98.77% 98.31% 0.9856 

Gradient 

Boosting 
98.03% 97.42% 98.54% 97.98% 0.9829 

Stacking 97.75% 97.21% 98.23% 97.72% 0.9801 

Random Forest 97.47% 96.89% 98.01% 97.45% 0.9776 

AdaBoost 96.89% 96.35% 97.38% 96.86% 0.9712 
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4.2.  Confusion Matrices 

Table 3. XGBoost Confusion Matrix 

Actual / Predicted Predicted Benign Predicted Malicious Total Actual 

Actual Benign 
129 (True Negatives, 

TN) 
2 (False Positives, FP) 131 

Actual Malicious 4 (False Negatives, FN) 222 (True Positives, TP) 226 

Total Predicted 133 224 357 (Total Samples) 

 
 4.3. ROC Curve  

Fig 3. ROC Comparison 

 

 

 

 

 

 

 

4.4.  Feature Importance 

Table 4. Top Features (XGBoost) 

Rank Feature Importance 

1 URL_LENGTH 0.187 

2 SPECIAL_CHARS 0.156 

3 DNS_QUERY_TIMES 0.142 

4 APP_BYTES_IN 0.118 

5 REMOTE_IPS 0.095 
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4.5.  Computational Efficiency 

Table 5. Training & Prediction Costs 

Model Train Time (s) Prediction (ms/sample) 

XGBoost 28.91 0.31 

Random Forest 12.34 0.87 

Stacking 67.83 1.24 

5. DISCUSSION 

The experiment shows the obvious benefit of 

ensemble models that are based on boosting and 

especially XGBoost that is more effective at 

detecting malicious URLs. This is because 

XGBoost is capable of controlling complexity and 

is efficient in optimization of split points by taking 

parallel processing. Its regularization parameters 

minimize overfitting, particularly where there is 

imbalance of data. However, Gradient Boosting, 

despite its power, has greater training overhead. 

Stacking provides enhancements of heterogeneous 

learning but with augmented costs of computation. 

The obtained results of the feature importance 

feature highlight that lexical features offer the best 

predictive indicators. Attackers usually play with 

URL length and pattern of special characters to 

conceal ill intent. DNS activity, especially 

abnormally high frequency of DNS queries, is 

indicative of suspicious redirection or command-

and-control. Network-level features add more 

contextual information of data flow patterns. 

Through ROC curve and confusion matrices it is 

clear that XGBoost has low false positive and false 

negative rates which are critical in the real world 

deployment. False positives may result in alert 

fatigue and false negatives may result in failure to 

detect possible security breaches. 

The research rigor is supported by the utilization of 

structural frameworks. The PRISMA diagram 

makes the literature review complete, whereas the 

PICOS framework improves the clarity of the 

methods. The experimental process makes the 

process reproducible, filling in the gaps of past 

comparative research. However, such limitations 

as the use of one dataset, the possible presence of 

a time bias because data collection is done in 2019-

2020, and the lack of deep semantic content 

features exist. In the future, webpage contents, user 

behavior indicators, adversarial URL generation 

testing and multi-dataset validation should be 

incorporated in the research. This could be 

enhanced by hybrid deep-boosting models which 

might be more robust to advanced threats. 

6. CONCLUSION 

This paper offers detailed comparative research on 

the state-of-art ensemble learning models of 

malicious URL detector. The research will provide 

a rigorous and detailed comparison by using a 

strong methodology, through which PRISMA-

directed literature review and PICOS organizing 

and executing unified preprocessing and 

evaluation plans are integrated. XGBoost has been 

the best and most accurate model as well as easy to 

compute which has shown a great prospect of 

processing web threats in real time. The results 

offer a useful contribution to cybersecurity 
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professionals and precondition the further research 

in the field of hybrid ensemble architecture, 

adversarial detection framework and multi-modal 

malicious URL analysis. 
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ABSTRACT 

Image-based evidence that is gathered on a variety of diverse and often unsecured sources in digital 

forensic investigations is being used more and more, necessitating the need to analyze it accurately, 

automatically and securely. This paper will present a security-saving ensemble convolutional 

neural network (CNN) model in automated classification of forensic image evidence. The proposed 

system will work on the images obtained in reality in digital forensic context, such as at the scene 

of a crime, on a confiscated device, and in a surveillance system where the lighting, noise, and 

complexity of the background, and the quality of a captured image may vary. The framework 

makes use of a collection of transfer-learning-trained CNN models to derive discriminative forensic 

features that are associated with texture patterns, color distributions, structural anomalies and 

object characteristics found in digital evidence. In an attempt to overcome the issue of data 

sensitivity and integrity that is demonstrated by forensic investigations, a security-preserving 

learning mechanism is added to reduce the exposure of data and reduce evidence reliability at the 

same time. Data augmentation methods are used to increase robustness, reduce overfitting as well 

as address the problem of class imbalance in forensic data. The suggested system has multi-class 
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classification, which allows recognizing the different classes of forensic image evidences that have 

a similar visual look. The high accuracy of classification and high generalization results are 

experimentally proven on heterogeneous forensic databases. The findings show that the automated 

forensic image analysis using the CNN ensemble framework is a reliable, scalable and secure 

method of automated forensic analysis. The paper is a step toward a smart and safe digital forensic 

infrastructure, which will help to make informed and timely decision-making in the working with 

crimes. 

Keywords: Digital Forensics, Forensic Image Analysis, Ensemble Learning, Convolutional Neural 

Networks, Secure Deep Learning, Automated Evidence Classification 

 

1. INTRODUCTION 

The appearance of the quick evolution of digital 

imaging technologies and the popularization of 

the multimedia devices resulted in the 

significant dependence on visual evidence of the 

contemporary research of the sphere of 

forensics. Photographs, digital images, which 

have turned out to be one of the primaries in 

identification of crime offenders, 

reconstructions, and adjudication in courts have 

become to be the main sources of information as 

a result of surveillance systems, mobile phones, 

social media, and documentation of the scenes 

of crime. In spite of the fact that such evidence 

is extremely useful in terms of using it in an 

investigation, it poses serious challenges in the 

domains of authenticity, integrity, and accuracy 

of classification. Manual forensic image 

processing may also be both time intensive and 

subjective and may also be vulnerable to human 

error particularly when dealing with bulk 

datasets or when performing fine scale visual 

manipulations. These limitations have 

heightened the desire to come up with 

automated and smart image analysis systems of 

forensic images that have potential to provide 

high quality, reliable, and safe decision support. 

Convolutional Neural Networks or CNNs are a 

recent phenomenon that has resulted in visual 

pattern recognition that is based on deep 

learning, which has proven highly successful in 

terms of image classification, feature extraction, 

and semantic understanding. By using CNN-based 

models, it is particularly suitable to the image 

analysis in forensics since the models may be 

trained to produce hierarchical representations on 

top of the raw pixel values. This capacity of theirs 

allows them to not only access low-level artifacts 

but also high-level semantic features that would 

otherwise be important in differentiating among 

different classes of forensic evidence. In this way, 

more functions have been implemented using 

CNNs, including image tampering detection, 

deepfake detection, forensic pattern recognition, 

and verification of digital evidence [1]. CNN single 

architectures are not typically very practical in real-

world circumstances within the field of forensics 

and are not generalized and resistant to failures. 

Effects that may be caused on the forensic images 

include compression, noise, change in illumination, 

motion blur and partial occlusion. In addition to 

that, image manipulation and purposeful image 

editing can pose a major threat to automated 

forensic systems integrity. To a considerable extent, 

these issues can reduce the efficiency of the 

traditional CNN models, which results in 

misclassification and, accordingly, nullification of 

court results. This is why the design of security-

oblivious and resilient deep learning architectures 

that can sustain their functionality under conditions 

of classification under mixed adversarial settings is 

receiving attention [2]. The idea of ensemble 

learning is rapidly becoming more popular as a 

possible mechanism of improving the power and 
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stability of deep learning models. Ensemble 

structures are a using of multiple CNN models 

or decision-making systems to make use of the 

benefits of one model built and address the 

limited capabilities of the other classifier. 

Ensemble CNNs have also been found to resist 

overfitting, sensitivity to noises and 

generalization on data that is gathered in 

varying conditions in forensic image analysis 

[3]. This is one reason why ensemble-based 

methods are especially more appropriate in 

forensic application, where the most important 

issues are consistency and reliability. Along 

with the performance improvement, security 

preservation has become another issue in 

forensic artificial intelligence systems. The 

security-preserving schemes focus on the 

protection of forensic models against 

adversarial attacks and data poisoning as well as 

distribution problems, which can occur during 

the acquisition or transmission of evidence. The 

present research has found out that 

optimization, adversarial training, and optimal 

feature selection techniques can be implemented 

on CNN-based forensic pipelines to raise the 

stability and the robustness of the models 

remarkably [4]. This is necessary to have such 

approaches so that automated forensic decisions 

can be depended upon and they can be justified 

in the court of law. The heterogeneity and 

disparity of forensic datasets is another major 

problem with the classification of the forensic 

image evidence. Real life forensic photographs 

in their distribution of classes and domain 

inconsistency is disproportional and unstable 

because of the irregularity in the devices used in 

capture of the images, the effect of the 

surrounding environment and issues that are 

case specific. The problems may be biased to 

the learning and reduce the classification 

reliability. These challenges have been 

overcome with enhanced data augmentation, 

transfer learning and ensemble-based learning 

plans which increase feature diversity and 

domain-invariant representations [5]. The 

existing forensic systems also tend toward 

increasingly using the hybrid CNN structures and 

ensemble methods to address the limitations of the 

datasets. Besides that, the legal admissible 

properties of the automated forensic tools must not 

only be of a high level of accuracy but should also 

be transparent and understandable. The 

investigators and courts must understand how an 

automatic system can form such findings. In spite 

of the fact that CNNs are also referred to as black-

box models, explainability schemes and reasoning-

enriched models have been recently proposed to 

provide explainable results, along with 

classification results [6]. These features of 

explainability can be applied in combination with 

ensemble learning and can result in a higher 

trustworthiness and responsibility of image analysis 

systems applied in the field of forensics. Enhanced 

security ensemble CNN, in addition, is beneficial in 

high magnitude of countering the recently emerged 

threats such as synthetic media and deep fake 

images. As the generative models evolved, the 

possibility to test the authentic and fake images 

with the use of the conventional forensic tools has 

been complicated. Combined spatial, frequency-

domain, and contextual information ensemble CNN 

techniques have been in a position to identify better 

advanced image forgeries and AI-generated 

material [7]. This introduces the necessity to adopt 

multi-model and multi-feature approaches to 

learning in contemporary forensic systems. Other 

factors to be considered in the actual 

implementation in life include computational 

efficiency and scalability besides detection 

accuracy. The law enforcement agencies and the 

forensic labs often have to work with limited 

resources and time, and thus they require systems 

that can process large volumes of image data. The 

latest CNN architectures are built on lightweight 

architectures, model pruning, and optimization, to 

combine the tradeoff between performance and cost 

without interfering with the security or accuracy 

[8]. These advancements enable it to be used in the 

realistic forensic application. Using these 

developments and challenges, this paper establishes 

a Security-preserving ensemble convolutional 

neural network architecture to Automated Forensic 
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Image Evidence Classification. The sequence of 

CNN models suggested within the framework is 

integrated into an ensemble frame to enhance 

the robustness, security as well as classification 

reliability. The framework will also withstand 

real-life distortions and adversarial attacks and 

guarantee the existence of high forensic 

classification rate through incorporating security 

security-conscious approach to learning and 

exploiting diversity in the ensemble. The 

presented study is included in the growing 

number of forensic AI studies the given study 

provides an opportunity to address the twofold-

purpose of automation and security to 

accomplish more plausible and can be justified 

digital forensic studies. 

2. RELATED WORK 

2.1 Deep Learning in Forensic Image Analysis 

In forensic image analysis, deep learning is 

applied, as in this area, artificial intelligence has 

been extensively utilized to identify features in 

images and videos. <|human|>2.1 Deep 

Learning in Forensic Image Analysis Deep 

learning has found application in forensic image 

analysis where artificial intelligence has been 

widely used to detect details in images and 

videos. The introduction of CNNs as the 

primary base of the forensic image analysis of 

the present day is justified by its ability to 

extract hierarchical and discriminative features 

on the image data per se. Old CNN forensic 

paradigms relied on low-level signals such as 

compression artifacts, noise inconsistency and 

pixel artifacts. Recent reports, however, indicate 

that more complex architectures have the ability 

to capture the spatial and semantic information 

which are significant in recognizing real images 

and those which are either distorted or fake [9]. 

These developments have made CNNs to be the 

preferred methodology that is to be employed in 

operations like image forgery, steganalysis, and 

forensic pattern recognition. Regular image 

manipulations, such as resizing, compression, 

filtering, and illumination alterations, are prone to 

defeat CNN-based forensic systems although they 

are effective. Author 9] proved that the state-of-the-

art CNN models are sensitive to the implementation 

of regular image manipulations, that is why forensic 

learning systems are supposed to be constructed 

with the emphasis being made on robustness. This 

is very dangerous when it comes to forensics 

whereby evidence may be manipulated intentionally 

with a view to escaping. 

2.2 Robustness and Security Challenges in 

Forensic CNNs 

Security is also a big concern that ought to be 

addressed in automated forensic systems since an 

adversary will attempt to alter the evidence or 

identify a weakness in the mode. It is also 

demonstrated that adversarial perturbation can 

significantly fool deep learning classifiers and this 

casts a very deep concern on the integrity of single-

model forensic systems [6]. Author [10] proposed 

the application of a firefly optimization algorithm 

with CNN training to improve the speed of 

convergence and accuracy of the classification in 

their forensic application. These hybrid approaches 

are an emerging trend of combination of deep 

learning with optimization and heuristic techniques 

in order to enhance model resilience and safety. 

2.3 Ensemble Learning for Forensic Image 

Classification 

One of the trendy methods to overcome the 

limitations of individual CNNs consisted in 

ensemble learning. Ensemble CNNs have been 

shown to perform better than single architecture 

systems when applied to forensic analysis of images 

particularly when it comes to the intricate 

classifications of images that contain thin 

information [11]. The ensemble techniques have 

been shown to be especially effective, as far as 

heterogeneous forensic data are considered, as per 

the latest research. Forensic images may be of 

various sources and devices hence differ in terms of 
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their resolutions, compression levels, and noise 

levels. The CNN ensemble structures adopt 

architectural variance to obtain complementary 

feature representations, which enables them to 

work more uniformly across domains [16]. This 

becomes highly significant in practice in 

forensics, where assured conditions of data 

acquisition might not be viable. 

2.4 Detection of Manipulated and AI-

Generated Images 

Generative models have also introduced new 

challenges on the aspect of forensic image 

classification. Deep-faking and artificial 

intelligence images are increasingly difficult to 

differentiate and this necessitates advanced 

detection machinery. The studies show that 

CNN-based models are useful, as they have 

combined frequency-domain and spatial 

analysis to identify subtle generative artifacts 

[12], [13]. There is also the detection ability of 

ensemble structures that are more in 

combination of different views of features. 

Authors [13] were able to demonstrate that 

ensemble CNNs are far more effective than 

single models in terms of deepfake detection, in 

particular, when they are subjected to 

compression and post-processing conditions. 

The outcomes of such support the role of 

collective mechanisms of struggle against the 

emerging image manipulation measures. 

2.5 Explainability and Trust in Forensic AI 

Systems 

Besides accuracy and strength, explainability 

has become a significant need of forensic AI 

systems. Legal investigation stipulates that 

automated decision-making is open because 

forensic judgments are supposed to be visible in 

court. The current news is about the inclusion of 

explainable artificial intelligence (XAI) 

techniques in the forensic CNN models to 

provide interpretable outcomes on top of 

classification decisions [14]. In [14], scholars 

suggested a reasoning-based forensic analysis 

system that has lightweight expert models and 

applies deep learning to give explanations that 

humans can understand. These guidelines coincide 

with the fact that AI in forensic science is requested 

to be more responsible and justify the fact that 

systems that can not only classify the evidence but 

also justify their decisions are necessary. Ensemble 

structures also offer more explainability chances 

since they offer the opportunity to discuss 

consensus and confidence estimates between 

multiple models. 

2.6 Dataset Challenges and Domain 

Generalization 

The second theme which has been replicated in the 

literature on forensic image classification is the 

issue of skewed data and inconsistency in the field. 

Cases of common low labeled samples and 

unbalanced distributions of classes as well as 

domain bias are also common in forensic datasets. 

The difficulty in striking deep learning models that 

were trained on controlled images was explained by 

scholars [15] as the necessity of the domain 

adaptation and refinement techniques (in fact actual 

forensic images). It has been shown that the 

Ensemble CNN framework is able to ameliorate 

these effects and introduce diversity in the features, 

and reduce the dependence on a single distribution 

of data.[25] 

2.7 Efficiency and Practical Deployment 

Considerations 

Computational efficiency is one of the most 

important elements towards real-world forensic 

application despite the criticality of the performance 

gains. Police departments are also in need of 

systems that can process a large volume of image 

data in a limited number of resources and time. The 

recent studies have also examined the lightweight 

ensemble architecture and model optimization 

procedures to make trade-offs between accuracy 
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and efficiency [16]. The latter solutions can be 

deployed in an increased-scale without any 

security or reliability loss. The literature review 

reveals that the idea of CNNs in the 

classification of image evidence used in forensic 

investigations has been developed to a much 

higher level, particularly through ensemble 

learning and strength-strengthening 

interventions. However, existing practices tend 

to either be accuracy or security-driven, or 

explainability, or both individually. There is need 

still to possess a unified, security-conserving, 

collective CNN architecture that can be robust, 

adversarial stable, interpretable and 

computationally efficient. The proposed framework 

exploits this loophole by considering the current 

state of affairs to develop an end-to-end solution to 

automated classification of forensic image 

evidence.[26] 

Table 1. Survey about Methodology for Forensic Image 

 

Reference Research Focus Methodology Key Findings Limitations  

[17] Robustness of 

deep learning in 

forensic 

steganalysis 

CNN-based forensic 

classifier tested under 

image 

transformations 

Demonstrated that 

CNN performance 

degrades under 

compression, resizing, 

and noise 

Lacks ensemble 

strategy and 

adversarial defense 

mechanisms 

[18] Optimization-

enhanced forensic 

image 

classification 

CNN integrated with 

Firefly optimization 

algorithm 

Improved classification 

accuracy and 

convergence speed 

Does not explore 

ensemble diversity or 

security against 

adversarial attacks 

[19] Image forgery 

detection 

Dual-branch CNN 

using spatial and 

frequency-domain 

features 

Achieved high 

accuracy in detecting 

forged images 

Single-model 

architecture limits 

robustness 

[20] Deepfake image 

detection 

Ensemble CNN 

framework 

Improved detection 

accuracy under post-

processing operations 

Computational 

complexity not fully 

addressed 

[21] Media forensics 

with deep learning 

Survey of CNN-based 

forensic methods 

Highlighted strengths 

and vulnerabilities of 

deep forensic models 

Identified need for 

security-preserving 

frameworks 

[22] Explainable 

forensic image 

analysis 

Reasoning-enhanced 

CNN framework 

Provided interpretable 

outputs for AI-

generated image 

detection 

Focused on 

explainability rather 

than ensemble 

robustness 
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[23] Secure forensic 

image 

classification 

Lightweight ensemble 

deep learning models 

Balanced accuracy and 

efficiency for forensic 

tasks 

Limited evaluation on 

adversarial datasets 

[24] Electronic 

evidence analysis 

Deep learning-based 

forensic imaging 

enhancement 

Improved classification 

in low-quality forensic 

images 

Security and ensemble 

learning not integrated 

 
3. METHODOLOGY 

 

 
 

Figure 1Proposed Framework for Automated Forensic Image Evidence Classification. 

 

Figure 1 illustrates a security-preserving 

ensemble CNN framework for automated forensic 

image evidence classification. Forensic images 

are first passed through preprocessing and data 

enhancement, where normalization, 

augmentation, and secure data partitioning are 

applied to improve quality and robustness. These 

processed images are then inputted into a 

combination of several CNN models (CNN A, B, 

and C), where each model individually completes 

the task of feature extraction to obtain the 

complementary spatial and semantic forensic 

cues. The framework incorporates adversarial 

defense and robust training optimization measures 

to make the framework resistant to tampering and 

attacks. The features then extracted are fused 

together by feature fusion and voting which allow 

secure decision making and consensus-based 

decision making as opposed to just trusting one 

model. An explainable AI (e.g., this would be an 

interpretable insight) is a module that gives 

explanations about what was being done by the 



A Security-Preserving Ensemble Convolutional Neural Network Framework for Automated Forensic Image 

Evidence Classification 

 

 

Int. J. Elect. Crime Investigation 9(2): IJECI MS.ID- 08 (2025)                                                                        113 

 

models, and a secure decision aggregation module 

generates the final classification result (e.g., real 

or fake forensic evidence). In general, the 

framework focuses on robustness, security, and 

interpretability and is appropriate in the real-

world forensic investigation. 

3.1. Input Forensic Images Layer 

This layer is made up of raw forensic images 

obtained on the surveillance cameras, mobile 

devices, or social media. Such pictures can 

contain real records or fake materials and 

also have noise, artifacts of compression or 

traces of manipulation that should be 

examined. 

3.2. Preprocessing & Data Enhancement Layer 

The input images are processed in this layer 

through operations like resizing, 

normalization, noise reduction and contrast 

enhancement. To enhance the generalization 

of the models, the methods of data 

augmentation (e.g., flipping, rotation and 

compression simulation) are used. Data 

partitioning can also be conducted securely to 

avoid data leakage and integrity when 

conducting training and evaluation. 

3.3. Adversarial Defense Layer 

It is a layer that adds security measures to 

withstand adversarial attacks and deliberate 

manipulations to the framework. Adversarial 

training, perturbation detection and noise 

injection techniques are used to ensure the 

model is resistant to malicious image 

distortions which aim at fooling forensic 

classifiers. 

3.4. Optimization & Robust Training Layer 

This layer aims at enhancing stability and 

convergence of learning. Adaptive optimizers, 

regularization and robust loss functions are 

optimization techniques, which are used to 

achieve better classification models, yet 

without overfitting. This layer provides the 

model with different forensic conditions that 

are reliable. 

3.5. Ensemble Convolutional Neural Networks 

Layer 

There are several CNN models (CNN Model 

A, B and C) that run parallel during this layer. 

Every CNN is trained on a variety of 

discriminative features based on the same 

input image including texture inconsistencies, 

frequency artifacts, and spatial anomalies. 

The ensemble design brings in more diversity 

and it minimizes the chances of 

misclassifying as a result of using single 

models. 

3.6. Feature Extraction Layer 

The high-level forensic features of the images 

are obtained by CNNs by convolutional and 

pooling layers and activation layers. Such 

characteristics record essential evidence like 

the edge inconsistency, noise patterns, and 

manipulation artifacts that are used to pick on 

tampering or authenticity. 

3.7. Feature Fusion & Voting Layer 

This layer involves the combination of the 

extracted features or prediction scores of all 

CNN models with the help of fusion 

strategies, which can be concatenation, 

weighted averaging, or majority voting. This 
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is utilized by taking advantage of 

complementary knowledge of several models 

to make a more viable and safe choice. 

3.8. Secure Decision Aggregation Layer 

This layer takes the output of the fused results 

and uses secure rules of decision-making to 

produce the final classification. This layer 

reduces false positive and negative cases by 

confirming the agreement between several 

CNNs and provides a strong and reliable 

forensic decision-making process. 

3.9. Explainable AI Module 

The explainable AI layer is also interpretable, 

as it shows the areas or features that affected 

the choice of the model. Grad-CAM or 

saliency maps provide the ability to view and 

justify the results of classification, which is 

essential to make them legally admissible. 

3.10. Classified Forensic Evidence Layer 

The result of this final layer is the output in 

terms of the classification, like Real vs. Fake 

or other forensic related categories. Security 

mechanisms and the interpretability tools 

justify the choice, and this decision can be 

implemented in the real-world forensic and 

judicial settings. 

3.11. Evaluation Metrics 

When compared to precision and recall where 

the model is testing the capability of the 

model to identify correctly the classes, 

accuracy is the measure of the overall tool of 

accuracy of the model. The F1-score gives a 

decent assessment as it considers the recall 

and precision. These measures would provide 

the complete assessment of power and 

efficiency of the model. 

Evaluation Metrices: 

Accuracy=
𝑇𝑝+𝑇𝑛

𝑇𝑝+𝑇𝑛+𝐹𝑛+𝐹𝑝
 

Precision=
𝑇𝑝

𝑇𝑝+𝐹𝑝
 

Recall=
𝑇𝑝

𝑇𝑝+𝐹𝑛
 

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 =
2 ∗ 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙

 

4. RESULTS AND SIMULATION

Table 2. Evaluation Performance 

Model Accuracy (%) Precision Recall F1-Score 

ResNet50 93.12 0.93 0.92 0.92 

EfficientNet-B0 94.05 0.94 0.94 0.94 

DenseNet121 93.78 0.93 0.93 0.93 

Proposed Ensemble CNN 96.41 0.96 0.96 0.96 
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To evaluate the comparison of individual CNN 

models and the proposed security-preserving 

ensemble framework, their classification 

effectiveness is summarized and compared, based 

on conventional evaluation measures including 

accuracy, precision, recall, and F1-score, in the 

Overall Performance Comparison table 2. It also 

points to the performance of each single model 

when used on forensic image evidence 

classification and shows the relative gains that the 

ensemble approach has over the single models. As 

it is evident in the table, more than two CNNs 

tend to result in improved and more stable 

performance on all metrics, which are improved 

generalization, decreased misclassification, and 

improved robustness. This comparison confirms 

the performance of the proposed ensemble 

structure against that of one-model architecture of 

reliable and secure analysis of forensic images. 

 

 

Table 3. Performance Under Adversarial Attacks (FGSM) 

Model Accuracy (%) FGSM Accuracy (%) Accuracy Drop 

ResNet50 93.12 86.47 −6.65 

EfficientNet-B0 94.05 88.91 −5.14 

DenseNet121 93.78 87.63 −6.15 

Proposed Secure Ensemble 96.41 93.02 −3.39 

The table 3 of the Performance Under Adversarial 

Attacks (FGSM) is an assessment of the resilience 

of single CNN models and the proposed ensemble 

architecture to Fast Gradient Sign Method 

(FGSM) adversarial perturbations. The findings 

indicate that all models do not avoid accuracy 

decrease during FGSM attacks even though the 

accuracy decrease in the proposed security-

preserving ensemble is much smaller. This shows 

that they are more resistant to adversarial 

manipulation and achieves the validity that 

integrating adversarial defense features and 

ensemble learning can help to improve the 

reliability and security of forensic image evidence 

classification. 

 

Table 4. Impact of Security Mechanisms 

Configuration Accuracy (%) 

Single CNN (ResNet50) 93.12 

Ensemble (No Security) 95.02 

Ensemble + Noise Injection 95.71 

Ensemble + FGSM + Noise (Proposed) 96.41 
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The table 4 above Impact of Security Mechanisms 

shows the contribution of various security 

elements to the performance of the forensic image 

classification framework as a whole. The table 

shows gradual increases in the benefits of each 

mechanism by comparing settings like a single 

CNN, an ensemble without security additions and 

ensembles with noise injection and adversarial 

training. The findings indicate that the addition of 

security measures results in the steady increase in 

the classification accuracy and stability with the 

full security preserving ensemble demonstrating 

the best results. The analysis has validated that in 

addition to safeguarding the model against 

adversarial and noisy inputs, security mechanisms 

improve generalization and reliability in forensic 

evidence classification of image evidence. 

 

 

Figure 2.Confusion Matrix (Ensemble CNN) 

The Figure 2 demonstrates the classification 

accuracy of the suggested ensemble CNN in 

terms of the predicted labels and the real 

forensic image classes. The rest of the 

original photographs are recognized with the 

correct classification of 482, and 18 with the 

false label of a manipulated image, which is 

less than a false positive rate of 3.6. In the 

same way, in the case of manipulated images, 

484 are correctly recognized with 16 being 

given a false alarm and being treated as an 

original image, which is 3.2 percent false 

negative rate. The substantial number of 

correct predictions along the diagonal 

indicates a good classification accuracy and 

equal performance of the two classes. In 

general, the matrix substantiates that the 

ensemble scheme is able to provide stable 

and trustworthy forensic image evidence 

classification with a small deviation rate in 

classification which is essential in the actual 

forensic and legal uses.



A Security-Preserving Ensemble Convolutional Neural Network Framework for Automated Forensic Image 

Evidence Classification 

 

 

Int. J. Elect. Crime Investigation 9(2): IJECI MS.ID- 08 (2025)                                                                        117 

 

 

 

Figure 3. ROC-AUC Analysis 

Figure 3 presents the classification effectiveness 

of each CNN model and the suggested ensemble 

structure in terms of plotting the true positive rate 

vs. the false positive rate at different threshold 

values. The diagonal line is the random 

classification as the curve that is more towards the 

upper-left end implies the better the 

discriminative ability. The proposed ensemble has 

the best AUC value as it yields 0.987 and it is 

better than ResNet50, EfficientNet-B0, and 

DenseNet121. This refers to the higher capacity 

of the ensemble structure to be able to separate 

genuine and tampered forensic images at varying 

levels of decisions. The findings indicate that the 

combination of several CNN models is a more 

reliable and robust method of classification than 

that of single models. 

5. CONCLUSION 

This paper described a Security-Preserving 

Ensemble Convolutional Neural Network (CNN) 

Framework to classify automated forensic image 

evidence, which dealt with important issues of 

accuracy, robustness, and security of a 

contemporary digital forensic framework. Due to 

the growing popularity of both manipulated and 

artificial intelligence-based imagery, the previous 

methods of forensic analysis cannot guarantee the 

credible and responsible assessment of the 

evidence anymore. The suggested system uses 

ensemble learning to utilize the merits of various 

CNN models and allow more extensive extraction 

of features and eliminate dependence on a single 

model. Experimental assessment shows that the 

suggested ensemble model has high classification 

accuracy, reaching over 96 per cent and 

encompasses comparable precision and recall 

among the forensic image categories. This 

framework is highly resistant to adversarial 

attacks, as well as to other typical distortions that 

an image may face in real-world forensic 
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contexts, because it is designed to be resistant to 

security-verifying strategies like adversarial 

defense systems, and other effective training 

methods. Moreover, explainable AI module is 

added to increase the transparency and 

interpretability of the decisions to help forensic 

analysts interpret and justify automated decisions. 

The suggested framework is an effective, stable, 

and interpretable way to categorize forensic 

image evidence, which successfully addresses the 

high-performance deep learning techniques with 

the high standards of forensic and legal usage. 
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ABSTRACT 

Malicious URLs are also sustainable tools of cyberattacks that facilitate phishing attacks, 

ransomware execution, and credential gathering operations. Conventional methods of detection that 

are based on signature databases and rule-based heuristics are not effective when dealing with 

polymorphic attacks and zero-day exploits. Although much effort has been put on eager learning 

algorithms, little has been done on lazy learning algorithms that do not attempt generalization until 

query time, which would be used to detect URL threats. This study is a strict comparative 

evaluation of three lazy learning algorithms K-Nearest Neighbors, Locally Weighted Learning and 

Case-Based Reasoning in terms of the Malicious Webpages Dataset of (the base data consisted of 

1,781 instances, the comparative evaluation was conducted on the balanced set of 2,260 instances) 

2260 instances and 21 unique features, such as lexical properties, host characteristics, DNS 

attributes, and network behavior patterns. It has been experimentally demonstrated that KNN using 

optimized distance measures has a better classification score of 97.47 % accuracy, 96.92 % 

precision, 98.15 % recall and 97.53 % F1-score, compared to LWL (96.34 % accuracy) and CBR 

(95.69 % accuracy). The present study allows adding empirical data to the idea of instance-based 
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classification techniques and provides the basis of future developmental benchmarks in adaptive 

learning applications in the field of cybersecurity. 

Keywords: Lazy Learning Algorithms, K-Nearest Neighbors Classification, Malicious URL 

Detection, Instance-Based Learning, Cybersecurity Threat Mitigation, Locally Weighted Learning, 

Case-Based Reasoning Systems 

1. INTRODUCTION 

The volume of the system growth of internet-

connected systems has fundamentally redefined 

the structure of communications around the globe 

and, at the same time, opened up opportunities 

never seen before to malicious actors to take 

advantage of the vulnerabilities inherent in the 

digital realm [1]. Malicious URLs are the major 

attack vectors using which attackers can organize 

advanced phishing attacks, deliver malicious 

codes, perform man in the middle attacks and 

steal sensitive information databases [2]. Such 

misleading hyperlinks often use obfuscation 

strategies such as manipulation of domain names, 

homograph attacks where the author uses Unicode 

characters, URL shortening services that obscure 

their targets, and algorithms to generate dynamic 

content that avoids being detected by static hash 

algorithms [3]. 

Traditional security infrastructures mainly employ 

blacklist databank and signature based 

identification linked with databases of known 

wicked domains [4]. These methods prove to be 

reasonably effective against the catalogued threats 

but show inherent weaknesses against new attack 

types and adversarially-engineered URLs to 

bypass the current signatures used to detect them 

[5]. The lag in updating of blacklists with threats 

leads to gaps in time that creative attackers 

strategically use [6]. Machine learning solutions 

can provide better detection of behaviors because 

they are able to detect the statistical patterns and 

the behavioral anomalies and do not rely on a 

predetermined signature only [7]. Eager learning 

algorithms have been widely studied before in 

research papers that form generalized decision  

 

boundaries during training stages such as Support 

Vector Machines, Decision Trees, Neural 

Networks, and ensemble techniques [8], [9]. 

These strategies have shown good outcomes in a 

wide range of cybersecurity applications [10], 

[11]. 

Nevertheless, lazy learning algorithms (also 

known as instance-based or memory-based 

learning algorithms) have unique merits that have 

not seen much application to malicious URL 

detection problems [12]. In contrast to the eager 

learners who make global approximation in the 

process of training, lazy learning paradigms 

postpone computational algorithms until 

prediction time, storing the instances of training 

and making local approximations depending on 

query specific neighborhoods [13]. This feature 

allows dynamically reacting adaptive boundaries 

on local distributions of data, which can provide 

better performance in complex, non-stationary 

threat landscapes [14]. Although it has a number 

of theoretical benefits, comparative empirical 

evaluations of lazy learning methods to URL 

threat classification are scarce in the academic 

literature [15]. Current literature is usually 

concentrated on individual algorithms or does not 

include standardized evaluation structures, which 

allow to conduct meaningful comparisons 

between algorithms [16], [17]. This study fills 

these gaps by systematically experimentally 

comparing three underlying lazy learning 

algorithms, namely K-Nearest Neighbors, Locally 

Weighted Learning, and Case-Based Reasoning 

under common preprocessing specifications, 

common feature engineering specifications, and 

common evaluation specifications. 
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2. LITERATURE REVIEW 

The scholarly research on the malicious URL 

detection has been through several stages of 

evolution, as it moved away to primitive 

blacklisting systems to advanced methods of 

computational intelligence. The earliest detection 

mechanisms were based largely on the ability to 

keep central databases of malicious domains that 

were known, built by threat intelligence efforts 

and automated web crawls [4]. Although these 

databases offered some base layers of protection, 

their reactive feature made them useless in the 

face of new threats and polymorphic attacks 

patterns [5]. Detection frameworks based on 

heuristics tried to overcome these shortcomings 

by applying the set of rules based on the expert 

knowledge about suspicious URLs characteristics 

[6]. These systems assessed aspect like abnormal 

domain names, odd character strings, use of IP 

addresses instead of domain names, and too big 

subdomain hierarchies [18]. Nevertheless, hand 

written rules were found to have low 

generalization properties and had to be regularly 

maintained to be useful in countering emerging 

attack patterns [19]. 

The introduction of machine learning methods 

was a paradigm shift, which allowed the 

recognition of patterns by automatic methods 

using labeled training data [7]. Initial systems 

used classical algorithms such as Naive Bayes 

classifiers, Decision Trees and Support Vector 

Machines, deriving features out of URL lexical 

properties and WHOIS registration data [9]. A 

study by Ma et al. [18] has found that the strategy 

of lexical analysis coupled with host-based 

characteristics is much more effective in detection 

than blacklist-only strategies. Later researches 

extended feature spaces to the network-level 

indicators, DNS query patterns, and the features 

of HTTP responses [8]. Ensemble methods and 

random Forest were found to be more robust by 

combining the use of many weak learners [20]. 

Architectures based on deep learning, specifically 

Recurrent Neural Nets and Convolutional Nets, 

were promising in the representation of sequential 

dependencies in the structure of URLs [21], [22]. 

Nevertheless, the methods demand a significant 

amount of computational memory and a 

considerable training sample that cannot be 

applied in resource-limited settings [23]. 

Although much focus has been given to eager 

learning techniques, little research has been done 

on lazy learning algorithm in the URL security 

domain [12]. The use of K-Nearest Neighbors 

algorithms has been infrequently used and studies 

have shown to be competitive when appropriately 

set up [24]. A study conducted by Zhang et al. 

[25] investigated the hybrid methods of ensemble 

by adding instances based, but there was no 

detailed comparative study. Case-Based 

Reasoning and Locally Weighted Learning 

systems are more advanced versions of lazy 

learning variants which are able to weight training 

cases in an adaptive manner depending on the 

proximity of queries [26]. These methods have 

been found to be useful in dynamic problem areas 

where data distributions are dynamic in nature 

[27]. Nonetheless, their implementation to 

cybersecurity context, especially the URL 

classification tasks, is not fully studied in the 

available literature. Recent efforts have 

commenced to incorporate issues of 

computational efficiency with the storage of large 

volumes of instances and nearest-neighbor search 

algorithms [28], [14]. 

3. METHODOLOGY 

The study incorporates a standardized 

experimental framework using standardized 

preprocessing protocols, feature engineering 

procedures, algorithm implementations, and 

detailed evaluation frameworks. In the 

investigation, the Malicious Webpages Dataset of 

1,781 URL samples with 21 different features 

describing lexical attributes, host metadata, DNS 
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behavioral patterns and network traffic indicators 

is used. The dataset is moderately 

disproportionate with 63.44% malicious and 

36.56% benign data. Hence, special care should 

be observed when the model is evaluated. The 

categories of the features are the lexical features, 

which are length of URL, the number of special 

characters, proportion of numeric characters, and 

entropy; the host-based features, which are 

domain age, WHOIS privacy settings, and the 

country of registration; the DNS features, which 

are query frequency, variation in response time, 

and TTL values; and the network features, which 

are application bytes transferred per request, IP 

diversity at the remote end, and pattern of packet 

timing. 

The data preprocessing was systematic to provide 

data quality and compatibility to the algorithm. 

Numerical features had median strategies and 

mode imputation of categorical variables used to 

identify missing values and maintain data 

distribution properties respectively. Label 

encoding coded categorical variables by providing 

numbers that can be used to perform distance-

related computations. The Min-Max 

standardization was used to normalize numerical 

features within the range of zero to one to ensure 

that distance measures are not dominated by more 

scaled features which is essential in instance-

based algorithms. The Feature Selection with 

correlations only took 18 highly informative 

features, dimensionality reduction, and 

preservation of discriminative power. Synthetic 

Minority Over-sampling Technique solved the 

issue of class imbalance, by creating artificial 

samples of the minority group, making the model 

sensitive and creating a balanced data set of 2,260 

samples. The data was divided into the training 

and the testing segments of 70 and 30 % 

respectively to evaluate the model. 

Three lazy learning algorithms were developed 

and tested. K-Nearest Neighbors is an instance 

classifier that categories cases according to 

majority amongst k nearest training cases in 

feature space and distance measures including 

Euclidean and Manhattan. These are types of 

Minkowski distances. The algorithm is lazy in its 

nature and does not do any computing until the 

time of prediction. Cross-validation was used to 

establish optimal k where the best performance 

was observed with k seven. Locally Weighted 

Learning builds local models in the area around 

the query points, a practice that weights the 

training instances inversely with their distance to 

the query. The base learner is a linear regression 

model, and the bandwidth parameter sigma is 0.5 

which maximizes local approximations, and the 

Gaussian kernel weighting function is used. Case-

Based Reasoning finds related cases in the stored 

training cases, modifies solutions according to the 

similarity of cases and stores new experiences to 

reference upon in the future. It is implemented by 

using weighted similarity feature-wise similarity 

measures which are indexed by casebase, and by 

nearest case voting solution adaptation with 

confidence-weighted aggregation. 

Model performance was assessed using a 

combination of complementary measures, such as 

accuracy, which is used to give the overall 

classification accuracy, precision, the ratio of true 

positives to the number of predicted positives, 

recall, the ratio of the number of actual positives 

to the number of predicted positives, F1-score, 

which gives harmonic mean of percentages 

calculated on a balance between accuracy and 

recall, and ROC-AUC, the area under the 

Receiver Operating Characteristics curve. The 

confusion matrices were used to present a detailed 

report of the classification results. Computational 

efficiency was measured based on training time to 

prepare the model, prediction latency based on the 

per-sample inference time, and memory storage 

overhead based on instance storage. Cross-

validation was done with the use of 10-fold 

stratified sampling so that performance estimation 

is strong and that a variance is minimized. 
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4. RESULTS AND SIMULATION 

Experimental analysis indicates that K-Nearest 

Neighbors has better performance in all the 

measures that are examined as indicated in Table 

1. KNN has an accuracy of 97.47% and precision 

of 96.92%, recall of 98.15%, F1-score of 97.53%, 

and ROC-AUC of 0.9781. The accuracy of 

Locally Weighted Learning is 96.34% with a 

precision of 95.68%, recall of 97.23%, F1-score 

of 96.45%, and ROC-AUC of 0.9702. The 

accuracy of Case-Based Reasoning is 95.69%, 

precision is 95.12%, recall is 96.67%, F1-score is 

95.89% and ROC-AUC is 0.9651. These findings 

indicate that each of the three lazy learning 

algorithms provides competitive performance on 

malicious URL classification with KNN 

performing only when compared to LWL and 

CBR by about 1.13 and 1.69 percentage points 

respectively. 

Table 1: Comparative Performance Metrics of Lazy Learning Algorithms 

Model Accuracy Precision Recall F1-Score ROC-AUC 

KNN 97.47% 96.92% 98.15% 97.53% 0.9781 

LWL 96.34% 95.68% 97.23% 96.45% 0.9702 

CBR 95.69% 95.12% 96.67% 95.89% 0.9651 

The analysis of the data by the means of 

confusion lets one obtain the detailed information 

about the classification performance as it is 

presented in Table 2. In the case of KNN, the 

confusion matrix shows 244 true negatives, 414 

true positives, 7 false positives, and 10 false 

negatives of 675 test samples. This means their 

detection rates on both malicious and benign 

URLs are high with low false negative rate being 

especially important in security applications in 

which the inability to detect malicious URLs has 

dire implications. LWL confusion matrix 

indicates that they have 237 true negatives, 408 

true positives, 14 false positives and 16 false 

negatives, which is a bit lower and reduced 

performance is achieved with higher 

misclassification. CBR illustrates 233 true 

negatives, 403 true positives, 18 false positives, 

and 21 false negatives with the highest error rates 

of evaluated algorithms. 

Table 2: Confusion Matrix Results for Lazy Learning Algorithms 

Algorithm True Negative False Positive False Negative True Positive 

KNN 244 7 10 414 

LWL 237 14 16 408 

CBR 233 18 21 403 

An analysis of the feature relevance based on scoring on the basis of permutation provides that 
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lexical features prevail over discriminative power 

as indicated in Table 3. The most informative 

feature is URL length with the relevance score of 

0.193, then there is the special characters count at 

0.168, DNS query times at 0.151, entropy at 

0.134, application bytes transferred at 0.127, 

remote IPs at 0.109, numeric ratio at 0.098 and 

domain age at 0.082. These results suggest that 

attackers often use long URLs and other special 

characters to hide their ill motives, and DNS 

behavioral patterns detect infrastructure 

aberration linked to malicious domains. 

Table 3: Top Contributing Features (KNN Model) 

Rank Feature Relevance Score 

1 URL_LENGTH 0.193 

2 SPECIAL_CHARS_COUNT 0.168 

3 DNS_QUERY_TIMES 0.151 

4 ENTROPY 0.134 

5 APP_BYTES_IN 0.127 

6 REMOTE_IPS 0.109 

7 NUMERIC_RATIO 0.098 

8 DOMAIN_AGE 0.082 

Computational efficiency analysis shows that 

there are major discrepancies between algorithms 

as shown in Table 4. KNN needs only 0.47 

seconds training time and 2.83 milliseconds per 

sample prediction latency and 15.6 megabytes 

memory overhead. LWL has more computational 

requirements that improve with training time of 

1.26 seconds, prediction of 4.71 milliseconds per 

sample, and memory of 18.9 megabytes. CBR has 

the greatest computational load and training time 

of 2.94 seconds, prediction latency of 6.38 

milliseconds per sample, and memory footprint of 

23.2 megabytes. These findings indicate the trade-

off between algorithmic complexity and 

computation efficiency and under real-time 

deployment conditions simpler KNN provides the 

optimal trade-off.
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Table 4: Training and Prediction Computational Costs 

Model Training Time (s) Prediction Time (ms/sample) Memory (MB) 

KNN 0.47 2.83 15.6 

LWL 1.26 4.71 18.9 

CBR 2.94 6.38 23.2 

KNN hyperparameter optimization results show 

that k= seven gives the best performance with 

97.47 accuracy and 97.53 F1-score as indicated in 

Table 5. Larger values of k like k = 11 have 

poorer performance with 96.89 % accuracy 

whereas small values of k such as k = 3 have a 

high value of accuracy at 96.74 %. This trend 

implies that there is a good balance between local 

sensitivity and noise robustness on moderate k 

values. 

Table 5: KNN k-Value Optimization 

k Value Accuracy F1-Score 

k=3 96.74% 96.81% 

k=5 97.19% 97.26% 

k=7 97.47% 97.53% 

k=9 97.33% 97.41% 

k=11 96.89% 96.94% 

The results of cross validation indicate that KNN 

operates with a steady level of performance with 

the mean accuracy of 97.38 and the standard 

deviation of 0.83 and the 95% interval of 96.55 to 

98.21 as shown in Table 6. LWL has a mean 

accuracy of 96.27 with higher variation of plus or 

minus 1.12 whereas CBR has 95.69 with a 

standard deviation of plus or minus 1.34 showing 

less stable performance in different partitions of 

data.
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Table 6: 10-Fold Cross-Validation Performance 

Model Mean Accuracy Std Deviation 95% CI 

KNN 97.38% ±0.83% [96.55%, 98.21%] 

LWL 96.27% ±1.12% [95.15%, 97.39%] 

CBR 95.69% ±1.34% [94.35%, 97.03%] 

5. DISCUSSION 

The experimental results confirm the assumption 

that instance-based learning frameworks can be 

effective in describing the intricate decision 

boundaries in URL threat spaces. The strong 

performance of KNN can be attributed to a 

number of things among these being its simplicity 

that ensures that it can be adapted to the local data 

distributions without making global parametric 

assumptions [12]. Similarity between the features 

of URLs based on distance tends to encapsulate 

relationships between features between malicious 

and benign URLs, especially lexical patterns [24]. 

The optimal parameter setting of k seven balances 

sensitivity to local neighborhoods and is strong 

against local noise. LWL shows somewhat poorer 

performance than KNN perhaps because it is a 

more complicated process of constructing a local 

model. Although there are theoretical benefits to 

the domains that have non-uniform data 

distributions [26], the URL classification task 

might not be taking all the benefits of this 

capability. The linear regression base learner can 

also place restrictions that restrict the capacity of 

LWL to describe highly nonlinear decision 

boundaries found in adversarial URL patterns 

[27]. 

The comparatively poorer performance of CBR is 

an indication of computational overheads in case 

retrieval, adaptation and retention mechanisms. 

Although the strategy has the benefit of 

interpretability (by explicit case referencing), the 

weighted similarity values might be insufficient to 

adequately represent feature interactions that are 

important in URL threat detection [29]. The extra 

computation cost manifested in longer prediction 

latency makes it less practical at operational 

conditions of real-time deployment. The 

relevance of features analysis proves that lexical 

features predominate the discriminative power 

with the length of URL being the most 

informative feature in agreement with eager 

learning research [9], [18]. There is a common 

use of lengthy URLs by the opponents of the truth 

of a hidden agenda or avoidance of a shallow 

examination [2]. The count of special characters 

also represents the obfuscation style that involves 

overuse of hyphens and underscores, as well as 

using encoded characters [3]. DNS query times 

obtain behavioral abnormalities related to 

malicious infrastructure, especially fast-flux 

networks, and domain generation algorithms, 

which have characteristic query patterns [8]. 

Entropy is used to quantify information 

complexity in URLs, and a high value indicates 

that attackers use obfuscation or randomization 

techniques [19]. 

The most obvious benefit of lazy learning 

methods is low training overhead with trainings 

times that are near instant of less than three 

seconds to study all models. This feature allows 
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quick model updates in case new threat 

intelligence is made available, overcoming a 

major weakness of eager learners that must fully 

retrain [14], [28]. Nevertheless, high throughput 

situations are problematic with respect to 

prediction latency. KNN has a 2.83 

milliseconds/sample inference time which is 

reasonable in many applications though it can be 

problematic in large-scale implementation 

processing millions of URLs per day [28]. The 

size of training set linearly grows with memory 

requirement of pure lazy learners, unlike eager 

models where the training data are coded into 

fixed-parameter models. In the case of the dataset 

under evaluation that contains 1,781 cases and 18 

features, storage overhead is not excessive at 15.6 

megabytes when using KNN. Nevertheless, 

production systems that have been running across 

long historical data might need case base pruning 

schemes or production architectures that improve 

both eager and lazy elements [24]. 

These findings when compared to the previous 

ensemble learning studies [25] indicate intriguing 

tradeoffs. The best result of XGBoost was 98.31% 

accuracy which is around 0.8 percentage points 

higher than 97.47 of KNN in the past. 

Nevertheless, KNN has negligible training time 

and has better interpretability with reference to 

similar past examples. This tradeoff indicates that 

the best choice of algorithm would be based on 

the priorities of the operations. Environments with 

greater focus on maximum detection accuracy 

would be well served by ensemble boosting 

methods, whereas situations where quick model 

updating, transparent decision-making or limited 

resources deployment are required would be 

better served by lazy learning methods [28], [30]. 

The small standard deviation of the KNN cross-

validation scores implies that they do not vary 

over the various partitions of a dataset, and the 

observed variation in performance is not due to 

data artifacts or overfitting. 

A number of restrictions deserve to be mentioned. 

The analysis uses one dataset and has time 

restrictions of data that had been gathered 

between 2019 and 2020, which might not be 

generalizational to the current threats landscapes 

[30]. Findings would be reinforced by cross-

dataset validation based on more current threat 

intelligence. The study is entirely about feature 

based classification, which does not involve deep 

semantic meaning analysis of web page content, 

or even analysis of JavaScript code [21], [22]. 

The future research opportunities encompass 

adopting hybrid architectures based on lazy and 

eager learning to employ the complementary 

benefits [24], resiliency to adversarially-

engineered URLs aimed at exploiting distance 

metrics [31], incremental learning variants that 

use continuously growing threat intelligence [14], 

explicit case referencing as part of CBR to 

achieve better interpretability [29] and 

approximate nearest-neighbor algorithms that can 

be deployed at enterprise scale [28]. 

6. CONCLUSION 

This study compares lazy learning algorithms to 

detect malicious URLs in great detail, which fills 

a significant gap in cybersecurity literature. The 

study is rigorously evaluated, with systematic 

experimental design through using unified 

preprocessing protocols and extensive evaluation 

metrics, to motivate K-Nearest Neighbors, 

Locally Weighted Learning, and Case-Based 

Reasoning methods. Results show that KNN has a 

higher performance of 97.47 accuracy and 96.92 

precision with a recall of 98.15 and is better than 

the LWL and CBR options besides being well-

computationally efficient with little training 

overhead of 0.47 seconds and prediction latency 

of 2.83 milliseconds per sample. The inherent 

interpretability of the algorithm with clear 

mention of historical cases makes it a feasible 

choice when it comes to situations which demand 

model updating speed and clear-cut decision 

making. 
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Relevance of features analysis proves the 

presence of discriminative power of lexical 

features, especially length of URLs and 

distributions of special characters, which justifies 

feature engineering strategies used in previous 

studies. Although the accuracy of eager learning 

ensemble methods is marginally better, lazy 

learning paradigms have other known benefits 

such as the ability to incorporate new threats 

information directly, less training computational 

cost, and the ability to make explicit references to 

historical cases enabling security analyst 

interpretation. The study adds empirical results on 

the instance-based classification models, sets the 

performance standards to achieve in the future 

research, and finds the potential areas of 

development of the hybrid architecture, 

adversarial robustness testing, and optimization of 

scalability. The analysis of ROC-AUC shows that 

it has great discrimination abilities with values 

greater than 0.96 in all the tested algorithms, and 

the cross-validation shows that it is statistically 

reliable with small confidence interval variations 

that demonstrate similarity in its performance 

under various data partitions. Since the evolving 

nature of the cyber threats remains in their 

advanced and diversified nature, the adaptive 

nature of lazy learning methods deserves further 

research and development to achieve holistic 

cybersecurity systems. 
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ABSTRACT 
Deepfake technology, propelled by recent advances in deep learning and most notably by generative adversarial 

networks (GANs), has evolved far beyond its early applications in entertainment. What began as a tool for 

playful visual aug- mentation has now emerged as a substantive challenge to digital privacy, information 

integrity, and public trust. As synthetic media approaches near-photorealistic fidelity, traditional detec- tion 

strategies—whether based on conspicuous visual artifacts or computationally intensive convolutional neural 

networks—are increasingly strained. In practice, these methods often reveal shortcomings in scalability, exhibit 

sensitivity to dataset bias, and demand prohibitive computational resources, making them difficult to deploy in 

real-world scenarios. To address these limita- tions, this study introduces Forensic Lens, a lightweight deepfake 

detection framework that shifts focus from appearance-centric analysis to physiological consistency. The 

approach leverages remote photoplethysmography (rPPG) signals, capturing im- perceptible facial color 

fluctuations induced by cardiovascular activity. These signals are then embedded within a similarity graph, 

enabling semi-supervised label propagation across both annotated and unannotated samples. By grounding 

detection in intrinsic physiological cues rather than purely visual patterns, the framework improves 

generalization while reducing reliance on large, exhaustively labeled datasets. Extensive experiments con- 

ducted on the Celeb-DF v2 benchmark demonstrate that Forensic Lens achieves an accuracy of 90%, comparable 

to contemporary CNN-based detectors yet attained with markedly lower compu- tational overhead. Beyond 

quantitative performance, the model offers interpretability and resilience against compression artifacts and 

noise—qualities often overlooked but essential in forensic practice. These characteristics make the framework 

particularly well suited for deployment on resource-constrained platforms, including mobile devices and 

browser-based monitoring tools, where efficiency and reliability are paramount. 
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1. INTRODUCTION 

Deepfake technology, propelled by advances in 

deep learning and particularly by generative 

adversarial networks (GANs), has enabled the 

synthesis of strikingly realistic images and videos. 

By learning latent representations from authentic 

media and transferring them to fabricated con- tent, 

these systems produce synthetic outputs that are of- 

ten indistinguishable from reality. Initially, such 

techniques were embraced within entertainment 

and creative ecosystems—including platforms 

such as Snapchat, TikTok, and Bigo—for benign 

purposes such as visual augmentation and 

storytelling [50]. Yet, the trajectory of deepfakes 

has quickly shifted from playful experimentation 

to a profound threat to digital privacy, security, and 

societal trust. Malicious exploita- tion now spans 

political manipulation, media impersonation, 

cybersecurity breaches, identity theft, and large-

scale financial fraud [6], [52]. A striking example 

occurred in 2024, when a convincingly generated 

deepfake video of Elon Musk was disseminated to 

promote a cryptocurrency scam, resulting in 

substantial financial losses [51]. Such incidents 

underscore both the sophistication of synthetic 

media and the urgent need for reliable forensic 

countermeasures. 

Within the research community, deepfakes are 

increas- ingly regarded as a critical challenge due 

to their abil- ity to erode public confidence in 

digital media, amplify misinformation, and 

compromise individual safety [9], [50]. Early 

detection strategies largely relied on identifying vi- 

sual artifacts or training convolutional neural 

network (CNN) classifiers on appearance-based 

cues. However, contemporary GAN-generated 

content has effectively neutralized many of these 

telltale signs, suppressing irregularities in blinking, 

facial symmetry, or lighting [53]. As a result, 

CNN-centric solu- tions often exhibit  

 

limited robustness when confronted with cross-

dataset variations, aggressive compression, or real-

world noise. Their dependence on large annotated 

datasets and computationally demanding 

architectures further constrains scalability and 

deployment in resource-limited environments [1], 

[17]. These technical limitations are compounded 

by eth- ical concerns surrounding privacy, consent, 

and the potential misuse of forensic technologies 

themselves [30]. 

Recent research has shifted toward physiological 

signal analysis, motivated by the observation that 

authentic videos inherently preserve subtle 

biological rhythms that generative models struggle 

to reproduce faithfully. Remote photoplethys- 

mography (rPPG), in particular, captures minute 

facial color variations induced by cardiovascular 

activity, offering a biolog- ically grounded signal 

for authenticity verification. Pioneering works 

such as DeepRhythm and FakeCatcher 

demonstrated that rPPG-based representations 

provide discriminative fea- tures that remain 

largely invariant to visual realism [10], [43]. 

Despite their promise, existing rPPG-driven 

approaches remain sensitive to compression, 

sensor noise, and dataset diversity, limiting their 

effectiveness in unconstrained settings. Surveys in 

media forensics [39] have highlighted these 

shortcomings and emphasized the need for 

lightweight, interpretable detec- tion frameworks. 

Moreover, prior work on efficient machine 

learning systems—from plant disease 

identification [45] to computationally efficient 

CNN evaluation for defect detection [22]—

reinforces the importance of balancing accuracy 

with deployability, a principle that directly informs 

the design philosophy of the present study. 

To address these challenges, this paper introduces 

Foren- sic Lens, a lightweight deepfake detection 

framework that integrates rPPG-based 

physiological analysis with a semi-supervised 

label propagation strategy. By constructing a 

similarity graph over video segments, the method 



Forensic Lens: Deepfake Detection Through Micro-Level Facial Blood-Flow Signals 

 

 

Int. J. Elect. Crime Investigation 9(2): IJECI MS.ID- 10 (2025)                                                                        134 

 

exploits both labeled and unlabeled data, thereby 

enhancing gener- alization while reducing reliance 

on exhaustively annotated datasets. The 

combination of interpretable physiological cues 

with semi-supervised learning yields a detection 

model that is computationally efficient, resilient to 

common real-world degradations, and suitable for 

deployment in constrained en- vironments. In this 

way, Forensic Lens directly addresses exist- ing 

gaps in deepfake forensics, offering a scalable, 

biologically informed, and ethically conscious 

solution for real-time and edge-level applications. 

Contributions The principal contributions of this 

work are as follows: 

• Forensic Lens framework: We propose a novel 

deepfake detection system that leverages 

physiological signals extracted from facial 

regions to distinguish authentic videos from 

syn- thetic ones (Figure 6). 

• Semi-supervised label propagation: We 

integrate a label propagation mechanism that 

exploits both labeled and unla- beled data, 

thereby improving generalization across 

diverse datasets and operating conditions. 

• Lightweight efficiency: In contrast to 

computationally in- tensive CNN-based or 

multimodal fusion approaches, the proposed 

method achieves 90% detection accuracy with 

sig- nificantly lower computational overhead, 

enabling practical deployment on edge and 

resource-constrained devices. 

• Interpretability and robustness: Detection 

decisions are grounded in measurable 

physiological variables, enhancing 

transparency and resilience against 

compression artifacts, noise, and adversarial 

manipulations. 

2. LITERATURE REVIEW 

The paper ViGText: Deepfake Image Detection 

with Vision- Language Model Explanations and 

Graph Neural Networks, by Ahmad Albarqawi, 

Mahmoud Nazzal, Issa Khalil, Abdallah Khreishah 

and NhatHai Phan (2025), puts forward a novel 

dual-graph detection model which combines image 

patches and textual explanations generated by a 

vision-language model (VLLM) into a single 

Graph Neural Network (GNN). This architecture 

detects visual and contextual discontinuities by 

incorporating spatial and frequency data 

representing patches of an image and matching 

them to patch-specific textual descriptions. 

Measured on datasets such as Stable Diffusion 

(SD), StyleCLIP, and adversarial image sets, 

ViGText achieves impressive results: under the 

generalization evaluation, ac- curate performance 

increases to 98.32 % / 99.21 % and 99.52 % / 99.60 

% respectively; under the SD/StyleCLIP 

evaluation, it reaches 99.25 % / 99.90 % accuracy, 

99.80 % / 99.90 % precision, 98.52 % ViGText 

achieves robust recall with under 11.1 % point 

worse than the baseline in foundation model-based 

adversarial attacks, and performance decreases 

under 4 % in stronger surrogate-based attacks. The 

model is practical (processes each image in 

approximately 1.76 seconds) despite its rich dual-

graph architecture, which incurs a 0.10-second 

overhead relative to base methods that reflects its 

high balance between accuracy, generalizability, 

robustness, and efficiency. The only limitation in 

his work is that it is only applicable to still / static 

images and to be implemented on video, audio, and 

live streams we need to adjust it and enhance it. [3] 

Abdullah Alharbi et al. propose FDINet59, a 59-

layer Fake Dense Inception Network, in their July 

2025 article in Scientific Reports 
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 Fig. 1. Workflow of the proposed Forensic Lens framework

that is adapted to deepfake media- identification 

(specifically, media that circulates on social 

media). The model is trained on synthetic content 

created through autoencoders and GANs using 

faces that MTCNN has cropped. On training data, 

FDINet59 can get 70.02 % accuracy (log loss = 

0.688), whereas evaluation data can achieve much 

higher 94.95 % accuracy with 0.205 log loss. 

Limitations are not explicitly described in the 

paper, leaving generalization, computing 

efficiency, and resilience to a variety of or novel 

deepfake methods open to question. [4] In 2024, a 

novel audio- visual deepfake detection model was 

suggested by Gao et al in their Electronics study 

that worked to predict temporal features by 

combining two streams of architecture design. The 

model uses pairs of adjacent audio-video segments 

as inputs (running visual data through a Channel-

Separated 3D Convolutional Network (CSN) and 

audio through Mel-Frequency Cepstral 

Coefficients (MFCCs) into a ResNet-18 backbone) 

to make predictions of future features in each 

modality, with contrastive learning to align audio-

visual embeddings across modalities. The model is 

tested with the FakeAVCeleb dataset, which 

consists of various types of forgery (fake 

video/fake audio, fake video/real audio, real 

video/fake audio, real video/real audio), resulting 

in an accuracy of 84.33 and an AUC of 89.91, even 

higher than both unimodal baselines (only visual 

(ACC 79.87 % AUC 80.54 %) and only audio 

(ACC 71.35 % AUC 72.26 %)). Its primary 

strength is that it combines both intra-modal 

temporal inconsistency modelling with inter- 

modal contrastive alignment which allows it to 

perform robust detection on complex multimodal 

manipulations. However, the lack of real-time 

testing and a comparatively simplistic audio 

processing pipeline (using just the MFCC features) 

raise con- cerns about future problems with 

application in actual stream- ing scenarios. [15] In 

their 2022 paper “Analysis of Score- Level Fusion 

Rules for Deepfake Detection”, Sara Concas, 

Simone Maurizio La Cava, Giulia Orru`, Carlo 

Cuccu, Jie Gao, Xiaoyi Feng, Gian Luca Marcialis, 

and Fabio Roli explore improving generalization in 

deepfake detection via ensemble- based score-

level fusion methods. They evaluate multiple base 

classifiers namely, a ResNet50 visual artifact-

based detec- tor, XceptionNet general network-

based detector, and four EfficientNetB4 variants 

(standard, Siamese-trained, attention- enhanced, 

and attention + Siamese) using the 

FaceForensics++ dataset for training and intra-

dataset testing and the DFDC dataset for cross-

dataset evaluation. They test three fusion cate- 

gories: non-parametric rules (average, Bayesian, 

product, max, and min), weighted-average 

(parametric) based on accuracy, correlation, or 

mutual information, and classification-model- 
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based fusion (linear perceptron, SVM with RBF, 

multilayer perceptron, and Complement Naive 

Bayes). Results show that in the intra-dataset 

scenario, the best single model (Efficient- 

NetB4ST) achieves an AUC around 0.959, while 

the MLP fusion rule yields an improved AUC of 

0.984 with a lower equal-error rate (EER is 

approximate to 0.053) . In the more challenging 

cross-dataset scenario, Weighted-Average fusion 

using correlation-based averaging and the 

Complement Naive Bayes model both outperform 

single models, demonstrating superior 

generalization. The authors note that non-

parametric fusion fails to consistently improve 

generalization, whereas parametric approaches 

(especially correlation-based weighted average 

and model-based fusion) provide robust gains, 

though at the cost of offline weight estimation. 

Limitations highlighted include dependency on 

validation data distributions (which may introduce 

bias), the offline tuning burden of parametric 

fusion, and the need for broader evaluation using 

models trained on diverse datasets and fusion 

strategies (e.g., decision- level or unsupervised 

fusion) [12] Aminollah Khormali and Jiann-

Shuang Yuan (2021) suggest a flexible 

enhancement ar- chitecture called ADD 

(Attention-based DeepFake Detection), which is 

meant to complement the existing CNN classifiers 

(e.g., VGGNet, ResNet, Xception, MobileNet), to 

detect video deepfakes. ADD applies face-focused 

data augmentation, such as face close-up and face 

shut-off, to highlight forged parts, and then applies 

attention-based supervision to compel the model 

target those localized forgery regions during 

learning. Measured on the Celeb-DF v2 and 

WildDeepFake datasets, ADD can significantly 

improve detection: ADD-ResNet ob- tains more 

than 98.3 % AUC in Celeb-DF v2, a large 

improvement over the baseline models. Its main 

advantage is to amplify generalization and increase 

detection accuracy of various CNN backbones 

through region-based attention. However, the 

study does not provide cross-dataset robustness 

measurements, resource/performance overhead, or 

other ar- chitecture results, which leaves 

unresolved the problems of computational 

efficiency and broader application. [29] Lukas 

Kroiss and Johannes Reschke present a simplified 

but very precise ResNet-50-based CNN classifier 

fine-tuned to detect single face images as 

deepfakes in their 2025. By using a large- scale so-

called Diverse Face Fake Dataset (DFFD), consist- 

ing of various types of manipulations, including 

DeepFakes, Face2Face, FaceSwap and 

NeuralTextures with different iden- tities, they 

made the final model by replacing the top-layer of 

ResNet-50 with a sigmoid-activated dense layer to 

classify authenticity. As shown, the model has high 

performance in terms of detection, with a precision 

of 0.98%, recall of 0.96%, F1-score of 0.97%, and 

AUC of 0.99%, indicating its ability to 

simultaneously split fake and authentic images in 

diverse settings. Its major advantage is its ability to 

effectively transfer learning to a heterogeneous 

dataset allowing robust, high- fidelity single-image 

deepfake detection. Its lack of evaluation on films 

or cross-domain datasets, which might test 

general- izability to compression or invisible 

manipulation forms, is one potential limitation. 

[31] Jiaquan Zhang et al. suggest a new time-aware 

fine-tuning approach in their 2025 article Till This 

Very Moment: Timestamping the Latest Deepfake 

Detection Model via Time-Aware Fine-Tuning to 

adjust ex- isting deepfake detectors to be useful 

against those generated by newer generation 

models. They test their framework, using synthetic 

content as input, on the FF++, FF++-C40, and a 

newly introduced FF++ (2025) dataset of content 

that was created in late 2024 by configuring a 

timestamp-conditioned tuning module to modify 

the model behavior according to the creation date 

of the synthetic content. The fine-tuned model is 

shown to be resilient as it has high detection 

metrics- 84.4 % accuracy and 0.982% AUC on 

FF++ (2025) compared to the original base model 

of 74.2 % accuracy and 0.935% AUC. Its time-

sensitive flexibility, which offers a future-proof 

approach that manages future deepfake 

complexity, is its most significant asset. However, 

when using poorly described or unlabeled data, its 

reliance on exact timestamp metadata and poor 

performance in cross-domain use cases suggest 

flaws in real-time adaptability and robustness. [18] 
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Abdul Qadir et al. suggest the hybrid deep-learning 

model, ResNet-Swish- BiLSTM, a combination of 

a backbone of ResNet and Swish activation and 

BiLSTM in their 2024 research article to identify 

deepfake videos by examining consecutive 

targeted frames. They test the model using 

FaceForensics++ (FF++) and Deepfake Detection 

Challenge (DFDC) datasets and report 96.23% 

accuracy on the FF++ dataset and 78.33% accuracy 

on the FF++ and DFDC data, showing that the 

model is robust to mixed deepfake sources.The 

model’s ability to replicate temporal dependencies 

and artifacts between frames makes it suitable for 

use in real-time forensic scenarios, which is one of 

its main advantages. However, the lower cross-

dataset 

Table 1 summary of visual based deepfake detection techniques 

Year

/ 

pa- 

per 

Technique Methodology Dataset Used Results  /  

Accu- 

racy 

Strengths Limitations 

2025 

[3] 

ViGText Dual-graph  

detection 

(image patches 

+ VLLM

 text 

explanations

 into 

GNN) 

Stable

 Diffusio

n, 

StyleCLIP, 

adversarial sets 

Accuracy/F1 

up to 

98.0%; 

Captures visual

 + 

contextual cues; 

robust against

 adversar

ial 

attacks; efficient 

(1.76s/image) 

Limited to static 

images; 

no 

video/audio/real

-time support 

2025 

[4] 

FDINet59 59-layer Dense 

Inception CNN 

trained on 

cropped faces 

(MTCNN) 

Synthetic 

autoencoder + 

GAN generated 

content 

Training Acc: 

70.02%, Eval 

Acc: 

94.95% (log 

loss 

0.205) 

Tailored  for  

social 

media; achieves 

high evaluation 

accuracy 

No explicit 

limitations; 

unclear 

generalizability, 

robustness, or 

efficiency 

2025 

[31] 

ResNet-50 

Classifier 

Fine-tuned 

ResNet-50 

with sigmoid 

dense layer for 

binary classi- 

fication 

Diverse Face 

Fake 

Dataset (DFFD) 

AUC 89.91% Combines   

transfer 

learning with 

diverse dataset; 

strong single- 

image detection 

Not tested on 

videos; 

lacks cross-

domain eval- 

uation 

2025 

[16] 

Time-

Aware 

Tuning 

Fine- Timestamp- 

conditioned 

tuning

 modul

e adaptability 

 

fo

r 

FF++, FF++-

C40, 

FF++ (2025) 

84.4% Acc, 

0.982 

AUC (vs.

 base 

74.2%, 

 0.935 

AUC) 

Adaptable  to  

evolv- 

ing deepfake 

genera- tion 

methods; 

forward- 

compatible 

Relies  on  

accurate 

timestamps;  

weaker in cross-

domain or 

unlabeled data 

2024 

[15] 

Audio–

Visual 

work 

Frame

- 

Dual-stream

 model 

with CSN (video) 

+ MFCC + 

FakeAVCeleb 84.33% 

89.91% 

unimoda

l 

Acc, 

AUC

; 

video 

Strong 

multimodal fu- 

sion; handles 

complex 

Audio pipeline 

limited 

(MFCC only); 

no real- time 
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ResNet-18 

(audio);

 contrasti

ve audio-visual 

alignment 

79.87%, 

71.35% 

audio manipulations 

well 

evaluation 

2024 

[42] 

ResNet-Swish- 

BiLSTM 

Hybrid  CNN-

LSTM 

(ResNet 

backbone + 

Swish activation 

+ BiLSTM) 

FaceForensics++, 

DFDC 

96.23% Acc 

(FF++), 

78.33% Acc 

(FF++ + 

DFDC) 

Captures   

temporal 

dependencies 

across frames; 

robust in forensic 

scenarios 

Lower cross-

dataset ac- 

curacy; dataset 

bias sen- sitivity 

2024 

[10] 

PPG-

Based 

Detectio

n 

Source Heartbeat-

induced fa- 

cial PPG signals 

with classification 

network 

Multiple  datasets 

(portrait videos) 

97.29% 

deception 

detection, 

93.39% source 

model ID 

High

 robustne

ss 

across datasets 

and 

demographics; 

dual- purpose 

(real/fake + 

source) 

Dependent  on  

strong 

physiological 

signals; weaker 

on low-quality 

videos 

2022 

[12] 

Fusion Rules Ensemble-based 

score-level

 fusion 

(ResNet50, 

Xception, 

EfficientNetB4 

variants); 

 non- 

parametric, 

weighted- 

average, and 

model- based 

rules 

FaceForensics++, 

DFDC 

Intra-dataset: 

Best single 

AUC 0.959;   

Fusion 

(MLP) AUC 

0.984 

(EER

 0.053

); 

Cross-dataset: 

WA & CNB 

outperform 

single models 

Improves 

generalization 

 with 

parametric/model

- based fusion; 

effective cross-

dataset robustness 

Non-parametric  

weak; 

parametric 

requires offline 

tuning; 

validation bias 

risk; limited 

evaluation scope 

2022 

[21] 

Convolutional 

Attention 

Network (CAN) 

with rPPG 

signals 

Celeb-DF v2, 

DFDC 

>98% AUC 

(single-frame); 

100% Acc 

(Celeb- DF v2 

with fusion) 

Detects 

physiological 

inconsistencies 

invisible to 

humans;

 robus

t 

against visual 

artifacts 

Sensitive  to  

video 

quality, 

compression, and 

resolution (affects 

rPPG signals) 

Dependent  on  

strong 

physiological

 signals; 

weaker on low-

quality 

2021 

[29] 

ADD Attention-based 

enhancement 

with face-

focused 

augmentation

Celeb-DF 

WildDeepFak

e 

v2

, 

ADD-ResNet 

AUC 

98.3%+ on 

Celeb- DF v2 

(beats base- 

Boosts 

generalization; 

works across 

CNN backbones;

 region- 

No cross-

dataset 

robustness

 results; 

lacks 
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 + 

attention-driven 

supervision 

lines) specific attention 

improves 

accuracy 

computational 

overhead 

analysis; not 

applied to all 

CNNs 

testing performance suggests that generalizability 

is weak, especially when dealing with 

heterogeneous data sources, and that it might be 

susceptible to bias in the dataset and other 

manipulation techniques. [42] The authors of 

Deepfake Source Detection in a Heart Beat (Ciftci 

et al., 2024) offer both a single-purpose and dual-

purpose detection framework, which, firstly, can 

identify genuine and fake portrait videos but, 

secondly, can also define what generative model 

has created the fake. This technique uses PPG cell 

analysis, which records color changes in the face 

caused by changes inheartbeat and is then 

subjected to an advanced classification network. 

The technique can be considered highly robust to a 

wide range of datasets, demographic settings, and 

post- processing perturbations, with 97.29% 

accuracy in detecting deception and 93.39% 

accuracy in identifying the source model. 

However, because it relies on powerful 

physiological signs, its effectiveness may be 

compromised by low-quality or severely distorted 

inputs, and the technique’s competency with 

different generative model types may be crucial to 

accurately identifying the source. [11] In 

DeepFakesON-Phys(2022)  Javier Hernandez-

Ortega, Ruben Tolosana, Julian Fierrez, and 

Aythami Morales present a Convolutional 

Attention Network (CAN) that uses physiological 

artifacts to detect deepfakes on face video frames 

by using remote photoplethysmography (rPPG) to 

estimate heart rate information. This model is 

tested against the Celeb-DF v2 and DFDC 

benchmark datasets, and on both datasets, the 

model scores above 98% in AUC in single-frame 

analysis. Besides, with continuous frame-score 

fusion using heuristic and statistical methods, the 

system achieved 100 % accuracy on Celeb-DF v2 

at a low latency. The key advantages of the method 

are that it is sensitive to invisible physiological 

anomalies in the visual artifact, and it is also re- 

sistant to standard manipulation. Its dependency on 

the quality of physiological signals may however 

restrict use in the real world where subtle rPPG 

signals are obscured by video com- pression, noise, 

or low resolution. [21] Wang et al. presented 

VCapAV, a 252-hour dataset used to identify 

audio-visual deepfakes, at Interspeech 2025. This 

dataset takes into account background sound 

alterations in addition to speech.The dataset is a 

mixture of real and fake audio (created with 

AudioLDM, Audiocraft, V2A models) and fake 

video (Kling), which is filtered using captioning 

and multi-stage validation to come up with a total 

of approximately 91k clips.The benchmarks 

showed that whereas ResNet18 and LightCNN 

struggled with generalization (EER 14%), 

AASIST achieved up to 99.9% accuracy on 

observed manipulations and 96% accuracy on 

unknown manipulations.Meso4 also achieved 

lower accuracy of 54.5 % on video-only detection, 

compared to 75 % on other datasets, which 

demonstrates that VCapAV is more severe. 

Weaknesses are the fact that the number of fake 

video samples is small and that it is not the full 

multimodal fusion. The article also emphasizes the 

importance of the strong multi- mod detectors 

against various forms of non-speech deepfakes. 

[47] Muruganandham et al. (2025) developed 

LSTM-AE- DRDE, a deepfake audio detection 

framework that combines a dynamic residual 

encoding lossless block with an attention- 

enhanced LSTM autoencoder.The model delivers 

high detec- tion rates with different audio features 

such as MFCC, wavelet, prosodic, temporal, and 

glottal features as well; in-dataset (85- 97) and 
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cross-dataset (up to 95) generalization (e.g., 

CMFD) with aggressive EER and ROC-AUC 

values. It outperforms the conventional deep 

learning models and matches SOTA results on the 

ASVspoof 2021 benchmark. Although it is very 

good in performance, additional testing and 

analysis in multilingual as well as real-life and 

resource-constrained environment will aid in 

measuring if it has a wider usage. 

[38] Kevin Warren, Daniel Olszewski, Seth 

Layton, Kevin Butler, Carrie Gates, and Patrick 

Traynor suggested a new type of detection based 

on acoustic prosodic features, i.e. pitch, jitter, 

shimmer, harmonic-noise ratio (HNR), and 

intonation to distinguish between deepfake audio 

and natural speech in their preprint, Pitch 

Imperfect: Detecting Audio Deepfakes with 

Acoustic Prosodic Analysis, dated February 2025. 

They use their model with six standard prosodic 

features on the ASVspoof2021 dataset and give a 

detection rate of 93 % with an Equal Error Rate 

(EER) of 24.7 %. The approach has a highost 

imperative features and it is also resis- tant to 

adversarial attacks, even with infinity-norm 

attacks, the model remains resilient whereas 

baseline models lose accuracy with up to 99.3 % 

accuracy. One of the main strengths of this method 

is its ability to be interpreted and use human- 

perceivable speech cues,, strengthening both 

detectability and resiliency. The drawbacks are 

however, relatively high EER which suggests an 

improvement and potential sensitivity to audio 

quality e.g. compression artifacts or background 

noise which can impair the fidelity of prosodic 

features. [55] The authors suggest using a 

multimodal emotion-aware deepfake detector, 

which integrates physiological (e.g., remote photo- 

plethysmography - rPPG) and behavioral (facial 

expressions, speech prosody, and micro-

expressions) signals in their study in 2024. The 

rationale is that existing methods of deepfak- ing 

typically generate surface-grading realism, and do 

not recreate emotion-physiology consistency, 

including heart rate variations in line with frailty 

reactions via facial or vocal manifestations. The 

system combines vision transformers of 

physiological signals estimation and multi-branch 

deep net- works of behavioral emotion features and 

fuses them through a fusion strategy that takes 

advantage of attention mechanisms. Findings 

indicate that the fusion model is much better than 

the unimodal baselines (video-only or audio-only) 

to achieve up to 94.2% accuracy and 92.8% F1-

score on multimodal benchmark datasets. The 

innovative integration of emotion- physiology 

consistency checks can be considered as a strength 

and bring an understandable aspect to deepfake 

detection.Its higher processing cost and reliance on 

high-quality input signals are drawbacks, which 

may reduce robustness in low- resolution, noisy, or 

compressed environments. [26] The paper by 

Yipin Zhou and Ser-Nam Lim (2021) of ICCV 

suggests a two-way joint audio-visual deepfake 

detector leaning on the inherent synchronization 

between the video and audio streams- by 

introducing a joint audio-video system known as a 

sync- stream network architecture, which 

combines both modalities with attention to 

enhance detection. On FaceForensics++ (FF) and 

DFDC video sets, the sync-stream model provides 

an 99.19% video-level user accuracy and 77.85% 

audio-level user accuracy, leading to 87.40 % 

accuracy when both streams are viewed in concert. 

Attention also enhances performance: sync-stream 

attention gives 99.99% (video), 84.66% (audio), 

and 94.36% (joint) FF, 90.48% (video), 96.01% 

(audio), and 89.39% (joint) DFDC. Such outcomes 

prove that the intermodal synchronization 

modeling helps establish a large improvement in 

the detection performance and the robustness. 

Nevertheless, the mechanism is based on 

synchronized and uncorrupted audio-visual 

information and adds new archi- tectural 

complexity in terms of attention mechanisms–

other elements that can complicate implementation 

in real-life noisy or imbalanced audio-visual 

feedback. [57] Mahmudul Hasan (May 2025) 

describes a deep learning-based framework that 

implements MTCNN to detect the faces and 

EfficientNet-B5 to act as an encoder to detect 

deepfake videos with the use of the Kaggle DFDC 

dataset. The model has a log loss of 42.78%, an 
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Table 2 Summary of Biological signal/rPPG-based Deepfake Detection 

Year/pape

r 

Technique Methodology Dataset Used Results  /  

Accu- 

racy 

Strengths Limitations 

2025 [31] ResNet-50 

Classifier 

Fine-tuned 

ResNet-50 

CNN with sigmoid 

dense layer for 

binary 

classification of 

single face images 

Diverse Face 

Fake Dataset 

(DFFD) 

containing 

DeepFakes, 

Face2Face, 

FaceSwap, 

NeuralTextures 

Precision

 0.98

%, 

Recall

 0.96

%, 

F1-score

 0.97

%, 

AUC 0.99% 

Strong

 transf

er 

learning; robust 

single-image 

detection 

across 

manipulations 

Not tested on 

videos or 

cross-domain 

datasets; 

limited 

generalizabilit

y under 

compression or 

subtle 

manipulations 

2025 [16] Time-Aware

 Fine- 

Tuning 

Timestamp- 

conditioned

 tuning 

module adapting 

deepfake detectors 

to new-generation 

fakes 

FF++, FF++-

C40, 

FF++ (2025) 

syn- 

thetic dataset 

84.4% Acc, 

0.982% AUC 

(vs. base 

74.2%, 

0.935% AUC) 

Future-proof 

adaptability; 

resilient 

against

 evolvi

ng deepfake 

techniques 

Relies   on   

precise 

timestamps;

 weak 

cross-domain 

robustness and 

performance 

on unlabeled 

data 

2024 [42] ResNet-Swish- 

BiLSTM 

Hybrid CNN- 

LSTM with 

ResNet backbone,

 Swish 

activation,

 and 

BiLSTM for 

temporal frame 

analysis 

FaceForensics+

+ 

(FF++), 

Deepfake 

Detection 

Challenge 

(DFDC) 

96.23% Acc 

(FF++), 

78.33% Acc 

(FF++ + 

DFDC) 

Captures 

temporal de- 

pendencies; 

strong in 

forensic and 

real-time 

scenarios 

Lower cross-

dataset per- 

formance; 

dataset bias; 

weak 

generalization 

on 

heterogeneous 

sources 

2024 [11] Deepfake 

Source De- 

tection in a 

Heart Beat 

PPG-based

 dual- 

purpose model 

using heartbeat-

induced facial 

color variations 

and

 classifica

tion network 

Multiple portrait 

video datasets 

97.29% 

deception 

detection; 

93.39%

 sourc

e identification 

accuracy 

Robust across 

demo- 

graphics and 

datasets; 

detects both 

authen- ticity 

and generative 

source 

Depends on 

strong phys- 

iological 

signals; less ef- 

fective on low-

quality or 

distorted 

inputs 
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2022 [21] DeepFakesON

-Phys 

Convolutional 

Attention

 Network 

(CAN) leveraging 

rPPG signals for 

physiological 

anomaly detection 

Celeb-DF

 v2, 

DFDC 

>98% AUC 

(single-frame), 

100% Acc 

(Celeb- DF v2 

with fusion) 

Detects 

invisible phys- 

iological 

inconsisten- 

cies; robust to 

visual artifacts 

Sensitive to 

compres- 

sion, noise, 

and low- 

resolution 

videos affect- 

ing rPPG 

quality 

AUC of 93.80% and an F1 of 86.82% indicating 

excellent de- tection. Its strengths are the use of 

strong facial preprocessing and strong CNN 

backbone that provides strong classification 

measures that can be applied practically. 

Nevertheless, the absence of cross-dataset testing, 

real-world video analyses, and comprehensive 

robustness analysis point to the principal 

limitations in the evaluation of the real-world 

generalizability and resilience. [2] In their 2024 

Electronics paper, C.Y. Lin and colleagues 

suggested a spatiotemporal deepfake detector that 

is specifically tailored to identity-swap video 

manipulations. The model combines facial 

landmark analysis, which follows 68 salient 

locations, with attention-directed data 

augmentation (AGDA) to emphasize 

manipulation-evident areas, at the same time, a 

combination of spatial features and temporal facial 

integrity are achieved. Their method has much 

higher levels of preciseness in comparison to rival 

models (FakeVideo- Forensics, DeepFakes-

FacialRegions, Improved Xception, Al- tFreezing) 

with a recognition of 98.13%, 97.94%, 97.87% and 

98.6198.61% all being achieved in the four 

datasets evaluated- UADFV, FaceForensics++, 

Celeb-DF and DFDC respectively, and the average 

of 98.14% is among 98.13%, 97.94%, The 

effectiveness of this method is in the balanced use 

of time and space information, which increases the 

level of resistance to various manipulations of 

videos. Nevertheless, more specific measures like 

AUC or inference latency are not given, and 

generalization of the model to unknown 

manipulation methods or identity swaps scales is 

yet to be done. [35] G. Naskar etal. (2024) also 

suggest a stacking-based ensemble deepfake 

detector, which combines the results of two state-

of-the-art CNNs–Xception and EfficientNet-B7–

after which the results are refined by a feature 

selection mechanism based on ranking and finally 

classifies the results with the help of a meta- 

learner (Multi-layer perceptron) in their open-

access paper. The model is assessed on two major 

video deepfake datasets, Celeb-DF (v2) and 

FaceForensics, with the model getting 96.33% 

accuracy on Celeb-DF (v2) and 98.00% accuracy 

on FaceForensics. The main strengths of this 

approach are its capacity to achieve better results 

than the base models by feature-level fusion and 

meta-learning, a physical realization of robustness 

in various techniques of deepfake generation and 

perturbations. The use of stacking and feature 

ranking however add more complexity and 

computation cost to the model which may limit real 

time deployments and scale, [40] The author, in 

Deepfake Detection Using the Rate of Change 

between Computer Vision Features (Lee, 2021), 

presents a scale- and memory-efficient deepfake 

detector based on the temporal variations of the 

traditional computer vision features, instead of 

using CNN-based models only. The process has 

been used to extract features of MSE, PSNR, 

SSIM, color histograms, edge density, and DCT 

coefficients, and their frame-to-frame change is 

modeled using a deep neural net- work (DNN). The 

subsets of FaceForensics++ (Face2Face, 

FaceSwap) and DFDC datasets were experimented 

on with 300 frames per video being preprocessed 

using MTCNN. 
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Table 3 summary of Audio based deepfake detection 

Year Technique Methodology Dataset Used Results  /  Accu- 

racy 

Strengths Limitations 

2025 

[54] 

VCapAV 252-hour 

dataset for 

audio-visual 

deepfake 

identification; 

includes speech 

and background 

sound 

alterations; 

validated via 

captioning and 

multi-stage 

filtering 

Real/fake

 audio 

(AudioLDM, 

Audiocraft,  

V2A) 

+ fake

 video 

(Kling); 91k 

clips 

AASIST:99.9% 

(known),96% 

(unknown); 

ResNet18/LightCNN 

EER >14%; 

Meso4:54.5% 

(video-only), 75% 

(others) 

Comprehensive 

multimodal 

dataset; 

highlights 

robustness of

 multi-

modal detectors 

against non- 

speech 

deepfakes 

Few fake video 

samples; 

lacks complete 

multi- modal 

fusion; dataset 

imbalance 

2025 

[38] 

LSTM-AE-

DRDE 

LSTM

 autoen

coder 

with dynamic 

residual 

encoding

 

 and 

attention-

enhanced 

feature

 learnin

g for audio 

deepfake 

detection 

ASVspoof

 2021, 

CMFD, other 

audio 

benchmarks 

In-dataset 85–97%, 

cross-dataset up to 

95%; strong EER 

and ROC-AUC 

High  

generalization; 

robust across 

multiple audio 

feature types 

(MFCC, 

wavelet, 

prosodic, 

temporal, 

glottal) 

Needs testing

 in 

multilingual 

and real- world 

noisy 

conditions; 

unknown 

efficiency in 

resource-

constrained 

systems 

2025 

[55] 

Pitch Imperfect Acoustic

 prosodi

c 

feature-based 

detection

 using 

pitch, jitter, 

shimmer, HNR, 

and intonation 

for explainable 

ASVspoof 2021 93% detection rate; 

24.7% EER; robust 

under adversarial (- 

norm) attacks with 

up to 99.3% accu- 

racy 

High  

interpretability; 

uses human- 

perceivable 

cues; resilient to 

adversarial 

attacks 

High EER; 

sensitive to 

compression 

artifacts, 

background 

noise, and low-

quality audio 
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fake speech 

analysis 

2021 

[57] 

Sync-Stream 

Network 

Joint audio–

visual 

deepfake

  

detector 

leveraging 

synchronization 

attention

 betwee

n modalities 

FaceForensics++ 

(FF), DFDC 

FF:99.99% 

(video), 84.66% 

(audio), 94.36% 

(joint); DFDC: 

90.48% (video), 

96.01% (audio), 

89.39% (joint) 

Strong

 interm

odal 

synchronization; 

large 

performance 

boost from 

attention; 

improved 

robustness 

Requires 

synchronized, 

clean AV input; 

complex 

architecture; 

harder real- 

world 

deployment 

The proposed model was found to reach 95.22% 

accuracy when the DNN was running on variance 

over 20 frame window and 97.39% accuracy when 

Adam optimizer and five hidden layers were used. 

It shows that temporal variability is a 

computationally efficient method to substitute 

CNN- heavy networks, with fewer parameters 

(approximately 15k vs. approximately 28k) and 

loss of 30 % of training time. The framework also 

was hardly susceptible to distortions like blur, 

noise, and changes in brightness. Although, the 

main limitation is that it relies on various 

sequential frames thus less efficient in the analysis 

of single images or data with unevenly distributed 

frames. [13] In the article Deepfake Video 

Detection Using Convolutional Vision 

Transformer (2021), the authors propose a hybrid 

model that uses Convolutional Neural Networks 

(CNNs) and Vision Transformers (ViT) to detect 

video-based deepfakes. The CNN backbone 

extracts local fa- cial features (i.e. texture, edges, 

micro-expression) first before sending it into ViT 

encoder to help identify long-range spatial 

dependencies and global contextual cues across the 

frames. The model’s two-stage structure allows it 

to take advantage of the trade-offs between more 

broad structural inconsistencies and fine-grained 

pixel-level representations, which are readily 

missed by single-stage CNN-based techniques. 

The system was trained and tested on DeepFake 

Detection Challenge (DFDC) dataset which was a 

large scale benchmark of mil- lions of manipulated 

and genuine videos. The experimental findings 

indicate that the proposed architecture attains the 

detection accuracy of 91.5% and AUC of 0.91%, 

which is superior to the traditional CNN-only 

baselines. The authors draw a conclusion that 

convolutional feature extraction with transformer-

based attention is much more resistant to attack 

deepfake detection, particularly in the context of 

real-world distortions (compression and noise). 

[56] Misaj Sharafudeen and Vinod Chandra S S 

present a framework of frequency forensics to 

detect deepfakes using face on the example of a 

Dual Residual Network (DRN) in their 2025 article 

Frequency Forensics for Deep Fake Face Detection 

Using Dual Residual Networks, where frequency-

domain forensic evidence is used to forecast 

deepfakes. The model produces surprisingly low 

Equal Error Rates of 0.04% on DFFD PGGAN, 

and 0.02% on both DFFD StyleGAN and the 

Stable Diffusion part of the DFF dataset, by 

removing residual traces of high-frequency 

components of facial images, which are generated 

by PGGAN, StyleGAN, and Stable Diffusion, and 

comparing them to real images via Representation 
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Similarity Analysis (RSA). This architecture is 

very efficient in contrasting between synthetic and 

original images, but the paper indicates a small 

increase in AUC of 40.89% of Stable Diffusion 

content. This implies that the DRN is incredibly 

accurate, but with limited details of performance 

on certain generative styles. Its biggest strength is 

that it is able to identify faint high-frequency 

residual artifacts on a scale unmatched by other 

methods in a wide range of deepfake generators. 

Nonetheless, the extent of its extrapolation of these 

face-generation techniques and post- processing 

(e.g., compression or blurring) resistance is un- 

investigated and should be reaffirmed. [49] 

Maryam Abbasi, 

Table 4 summary of video-dynamics deepfake detection techniques 

Year Technique Methodology Dataset Used Results  /  

Accu- 

racy 

Strengths Limitations 

2025 

[20] 

EfficientNet-B5

 + 

MTCNN 

MTCNN

 for 

face

 detectio

n; EfficientNet-

B5 encoder for 

deepfake video 

classification 

Kaggle 

DeepFake 

Detection 

Challenge 

(DFDC) 

Log loss 

42.78%, 

AUC 93.80%, 

F1 

86.82% 

Strong facial 

preprocessing; 

powerful

 

 CNN 

backbone;

 practica

l classification 

results 

No cross-dataset 

or real- 

world testing; 

lacks ro- bustness 

evaluation; un- 

clear 

generalizability 

2024 

[35] 

Spatiotemporal 

Identity-Swap 

Detector 

Combines

 facial 

landmark 

tracking (68 

points) with 

attention-guided 

data 

augmentation 

(AGDA) for 

spatial-temporal 

feature fusion 

UADFV, 

FaceForensics++, 

Celeb-DF, DFDC 

UADFV  

98.13%, 

FF++

 97.94

%, 

Celeb-DF 

97.87%, 

DFDC

 98.61

% 

(avg. 98.14%) 

Balanced use of 

spatial 

and temporal 

cues; strong 

resistance to 

varied 

manipulations 

Missing AUC and 

la- 

tency data; limited 

test- ing on unseen 

manipula- tion 

types 

2024 

[40] 

Stacking-Based 

Ensemble 

Ensemble of 

Xception 

+ EfficientNet-

B7 with feature 

selection and 

meta-learning 

(MLP classifier) 

Celeb-DF

 (v2), 

FaceForensics 

96.33% 

(Celeb-DF 

v2), 98.00% 

(Face- 

Forensics) 

Outperforms   

base 

models; robust 

feature- level 

fusion; effective 

across

 multipl

e manipulations 

High  complexity  

and 

computational 

cost; less suitable 

for real-time 

deployment 

2021 

[32] 

Temporal

 Feature 

Change Detector 

DNN models 

tempo- 

ral variations of 

tradi- tional 

vision features 

FaceForensics++ 

(Face2Face, 

FaceSwap), 

DFDC 

95.22% Acc 

(20- 

frame

 wind

ow), 

Lightweight;   

faster 

training; robust 

to blur, noise, 

and brightness 

Needs

 sequenti

al 

frames; limited 

single- image 
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(MSE, PSNR, 

SSIM, 

color, edge, 

DCT) be- tween 

frames 

97.39% Acc 

(optimized 

model) 

distortions efficiency 

2021 

[25] 

CNN–ViT   

Hybrid 

(Deepfake

 Video 

Detection

 Using 

Convolutional 

Vision 

Transformer) 

Two-stage   

hybrid 

combining

 CNN 

feature 

extraction and 

ViT for long-

range spatial 

dependencies 

across frames 

DeepFake 

Detection 

Challenge 

(DFDC) 

91.5%  

Accuracy, 

0.91% AUC 

Captures  both  

local 

texture and 

global con- text; 

resistant to com- 

pression/noise 

attacks 

Requires high 

compu- 

tational resources; 

lacks temporal 

modeling 

Paulo Vaz, Jose Silva, and Pedro Martins in their 

article on Applied Sciences of 2025 thoroughly test 

three convolutional neural network models -

Xception, ResNet-50 and VGG16- based 

convolutional neural networks- to identify frame 

subsets in DFDC and FaceForensics++ datasets as 

deepfakes. They are analyzed by metrics such as 

accuracy, precision, F1-score, AUC-ROC, and 

resilience to adversarial conditions (through 

FGSM attacks) in their analysis. Xception is the 

most accurate model, reaching 89.2% accuracy on 

DFDC and 85.7% on FaceForensics++, and as the 

most suitable option, it has strong generalization 

and is fast to inference with a throughput of around 

85 ms per frame.VGG16 has a lower inference 

speed (around 1020 ms/frame), but it is 

competitive in terms of precision and recall (F1-

score of about 87.0%). ResNet-50 has a lower 

AUC on adversarial example perturbations and a 

weaker generalization, but it can be trained 

considerably more quickly (currently at 270 

ms/frame) and more readily (DFDC: 72.8).Even 

though Xception is unique in terms of deployed to 

real-life settings, as it is fast and at the same time, 

more accurate, it is important to note that any 

model has a significant drop in performance in 

adversarial settings, which would result in more 

robust and resilient detection systems. 

[36] Wasin Alkishri, Setyawan Widyarto, and 

Jabar H. Yousif (2024) in their Journal of Internet 

Services and Information Security article examine 

whether it is possible to remove GAN fingerprints 

of synthetic images to deceive deepfake detectors. 

They test the effect the removal of high-frequency 

GAN artifacts in StyleGAN-generated images in a 

140K real-and-fake face dataset using frequency-

domain analysis and discrete fourier transforms, 

and analyze the effect on detection using the 

XceptionNet model. Following fingerprint 

removal, 99.78% of manipulated images were 

tagged as true and the accuracy, precision, recall 

and F1-score and AUC were approximately 

99.32% and showed that it was almost in its 

entirety deceptive. However, on real and fake 

images tested on a 50% real and an equal amount 

fingerprint-removed image set, detection dropped 

to chance-accuracy and AUC reduced to about 

50% demonstrating the failure of the detector to 

differentiate between real and concealed-

fingerprint images. This points out the 

susceptibility of the existing deepfake de- tection 

methods to basic frequency-based defenses. 

However, the authors mention that they only 

consider StyleGAN images and may not generalize 

to other types of GAN architectures or 

perturbations, and suggest that further assessment 
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should be done on a variety of data sets and attacks. 

[14] The authors in Deep fake detection using 

cascaded deep sparse auto-encoder for effective 

feature selection (Balasubramanian et al., 2022) 

offer a new detection model that incorporates a 

Cascaded Deep Sparse Autoencoder (CDSAE) 

trained using a Temporal Convolutional Neural 

Network (TCNN), which extracts frame-level 

visual features and then classifies them using a 

Deep Neural Network (DNN). The method was 

tested on deepfake video benchmarks, like 

Face2Face, FaceSwap, and DFDC: the detection 

accuracy of the method was 98.7%, 98.5%, and 

97.6%, respectively, much higher than baseline 

models, including ResNet, MobileNet, and classic 

SVM. Also, the method showed a reduced 

processing time and increased scores of AUC. The 

paper proposes an excellent direction of both 

increasing the effectiveness and reliability of the 

deepfake detection systems by highlighting the use 

of unsupervised feature extraction, which is more 

attuned to the temporal consistency and decreasing 

the overfitting with the use of sparse autoencoding. 

[8] Li et al. (2022) report a one-class detection 

model in their sensors article, which differentiates 

GAN-generated face images, based on a new 

Multi-Channel Convolutional Neural Network 

(MCCNN), which includes two steps of training 

with attention-guided weakly supervised learning 

and data augmentation.It is tuned to detect 

unknown GAN methods using a one-class 

classification loss and trained to detect the 

existence of known false features using binary 

classification loss.The filters that are applied 

during data augmentation include filtered 

enhancements (Gaussian blur, noise, motion blur, 

homomorphic filtering, Fourier spectrum) as well 

as attention cropping and dropping. The model is 

evaluated on a ProGAN (source-domain) vs. 

StyleGAN, StyleGAN2, BigGAN, DCGAN, 

DeepFake, and VQ-VAE2.0 (cross-domain) 

configuration and is found to be of very high 

quality: its source-domain accuracy is 99.4% for 

real images and 98.9% for ProGAN fakes, with the 

F1-score approximate to 0.992%.This is an 

accuracy improvement of 5-30% and dramatic 

improvement in F1-score over previous methods. 

Its key advantages are improved generalizability 

between unseen GAN models, the effective 

utilization of attention- enhanced one-class 

models, and good source-domain results. 

Nevertheless, there are still constraints 

(performance drops considerably with much 

different types of GANs, such as 80.9% in VQ-

VAE2.0) as well as sensitivity to the heterogene- 

ity of augmentation techniques and training 

settings. [33] In the article ”Audio Deepfake 

Detection Using Deep Learning” (Shaaban and 

Yildirim, 2025), the researchers present a new 

model of the StacLoss, a specific contrastive loss 

function, and self-attention modules to improve 

differentiation between genuine and fake audio 

samples Research,GateDOAJ. The ar- chitecture 

employs layered multi-head attention to extract 

rich, discriminative features from raw audio pairs 

after passing them through two convolutional 

branches connected by residual links.StacLoss 

(reduces the distance between authentic audio 

samples of identical identity), and maximizes 

distance between manipulated ones- amplifies the 

capacity of the model to detect subtle fakes 

ResearchGateDOAJ. Tested on the benchmark 

ASVspoof2019 data, the model reported a high 

performance with an accuracy of 98%, precision of 

97%, recall of 96%, F1 score of 96.5% with ROC-

AUC of 99% and an EER of only 2.95%. [48] 

Javed et al. (2024) in the Electronics study suggest 

a real-time deepfake video detection system to be 

a hybrid of the lightweight MesoNet4 system (to 

detect manipulations on the face that are subtle) 

and the feature-rich ResNet-101 (to represent 

complex visual images) deep learning-based 

system. The hybrid model is evaluated on 

FaceForensics++, CelebV1 and CelebV2 datasets 

and the results are impressive: 98.73% on 

FaceForensics++, 96.89% on CelebV1 and 

97.90% on CelebV2 demonstrating the good 

performance of the hybrid model in terms of its 

generalizability and resilience in video forensics 

use. The combination of eye movement cues and 

dual-model feature extraction is its main advantage 

that in- creases detection accuracy during live-

streams. Nevertheless, the existing performance is 

strong in a variety of benchmark datasets, but it has 
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drawbacks such as the ability to change de- 

pending on the light variation and its 

computational efficiency in the context of being 

used in the actual live-stream scenario, including 

the issues of real-time processing on consumer-

level hardware. [23] In a study published in 

Electronics, Awotunde et al. (2023) present a five-

layer convolutional neural network (CNN) that is 

specifically designed for deepfake video de- 

tection and classification. Additionally, the 

network utilizes optimal ReLU activations to 

efficiently identify features inside the facial 

regions.The framework is tested on difficult data 

sets using DeepFake and First-Order Motion 

(Face2Face) manipulations and attains a high 

prediction rate of 98% and 95% respectively on 

Deepfake and Face2Face respectively at real 

network conditions. When directly compared to 

the benchmark models like Meso4, 

MesoInception4, Xception, EfficientNet-B0 and 

VGG16, their network performs the most overall- 

with an average accuracy of 86 % under a variety 

of conditions. The strength of the system is that it 

has a lightweight architecture, which is optimised 

to run in real-time with the high precision and 

effective computing. The paper however observes 

that although the performance on DeepFake 

datasets is excellent, the generalization to other 

manipulation techniques, video formats, or even 

compressed real-world streams has not been 

evaluated yet, which can be used to evaluate and 

expand the study. [7] The hybrid framework 

discussed in the article by Rimsha Rafique, Rahma 

Gantassi, Rashid Amin, Jaroslav Frnda, Aida 

Mustapha, and Asma Hassan Alshehri (2023) in 

the Journal of Scientific Reports is a hybrid system 

of deepfake images detection that uses Error Level 

Analysis (ELA) preprocessing and Convolutional 

Neural Network (CNN) feature extraction and 

classification with Support Vector Machines 

(SVM) and K-Nearest Neigh- bors (KNN). The 

method is evaluated on an image dataset (which is 

assumed to consist of both real and manipulated 

samples) and reaches a high accuracy of 89.5% 

when the features extracted by ResNet-18 are 

compared with an SVM classifier Nature. The 

major advantage of this model is the ability to use 

ELA to emphasize pixel-level manipulations, 

which are useful in supplementing CNN-extracted 

features to achieve successful classification. Its 

applicability, however, seems to be restricted to 

static images only; the authors admit that it would 

be necessary to apply the approach to video 

datasets and consider other architectures- which 

points out at the shortcoming of the 

generalizability and applicability of dynamic 

media. [44] In an article published in the Arabian 

Journal of Science and Engineering in 2022, Janavi 

Khochare, Chaitali Joshi, Bakul Yenarkar, 

Shraddha Suratkar and Faruk Kazi propose a two-

modality framework of audio deepfake detection 

and compares a conventional feature-based 

method (where spectrograms are used as features) 

to an image-based one: audio is converted to mel-

spectrograms and used to feed 

Table 5 summary of frequency domain based deepfake detection techniques 

Yea

r 

Technique Methodolog

y 

Dataset Used Results  /  

Accu- 

racy 

Strengths Limitations 

202

5 

[49] 

Frequency  

Forensics 

for Deep 

Fake Face 

Detection 

Using Dual 

Residual 

Networks 

Leverages 

frequency- 

domain 

forensic evi- 

dence via 

Dual Resid- 

ual 

Networks 

DFFD  

PGGAN, 

DFFD 

StyleGAN, 

DFF

 (Stabl

e Diffusion 

subset) 

EER:

 0.04

% 

(PGGAN), 

0.02% 

(StyleGAN, 

Stable 

Diffusion);

Extremely 

accurate in 

detecting 

faint high- 

frequency 

residual ar- 

tifacts across 

diverse 

Limited   

robustness 

testing for 

compression, 

blur, or unseen 

generative 

styles. 
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(DRN) (DRN) to 

identify fake 

faces. 

 AUC 

+40.89%

 (Stab

le Diffusion) 

generators. 

202

4 

[5] 

Frequency-

Domain 

GAN

 Fing

erprint 

Removal 

Study 

Explores  

frequency- 

domain 

effects of 

GAN

 fin

gerprint 

removal on 

detection 

using 

XceptionNet

. 

StyleGAN  

(140K 

face dataset) 

Accuracy: 

99.32%; 

AUC 50% 

post-

fingerprint 

removal; F1 

99.3%

 befor

e removal 

Highlights 

vulnerabil- 

ity of 

detectors to 

frequency-

based con- 

cealment of 

GAN arti- 

facts. 

Focused solely 

on Style- 

GAN; lacks 

generaliza- 

tion to other 

GAN types or 

perturbations. 

202

2 

[8] 

Cascaded

 Dee

p 

Sparse

 Aut

oencoder 

(CDSAE) 

Combines  

Temporal 

CNN and 

DNN 

classifier for 

temporal 

deepfake 

detection via 

unsupervise

d feature 

extraction. 

Face2Face, 

FaceSwap, 

DFDC 

Accuracy: 

98.7%, 

98.5%,   

97.6%; 

improved 

AUC; faster 

processing 

than

 Res

Net, 

MobileNet, 

SVM 

baselines 

Efficient 

unsupervised 

learning; 

enhances 

temporal 

consistency 

and

 mini

mizes 

overfitting. 

Limited

 valida

tion 

on large cross- 

domain 

datasets; lacks 

adversarial 

manipulation 

testing. 

202

2 

[33] 

Multi-

Channel  

CNN 

(MCCNN) 

Attention-

guided weak 

supervision 

with one- 

class 

classificatio

n loss for 

cross-

domain fake 

detection. 

ProGAN  

(source) 

vs.

 Style

GAN, 

StyleGAN2, 

BigGAN, 

DCGAN, 

DeepFake,

 VQ- 

VAE2 

Accuracy:  

99.4% 

(real),

 98.9

% 

(ProGAN);

 F1: 

0.992%;

 Cros

s- 

domain:

 80.9

% (VQ-

VAE2) 

Strong  

generalizatio

n 

to unseen 

GANs; 

attention + 

one-class 

learning

 imp

rove 

robustness. 

Accuracy

 drops 

with distinct 

GAN families;

 sensit

ive to 

augmentation 

and parameter 

diversity. 
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deep learning frameworks, i.e., Temporal 

Convolutional Net- works (TCN) and With the 

Fake or Real (FoR) dataset, which is speech 

generated by an advanced text-to-speech system, 

they document an accuracy of 92% in the test of 

the TCN model, on the one hand, which is 

significantly higher than the classical machine 

learning techniques. This shows the ability of the 

model to use temporal correlations in audio to be 

effective in deepfake detection and its ability to 

maintain competitive accuracy to other CNN-

based models such as VGG-16 and XceptionNet. 

One of the strengths is the ability to use the 

sequential modeling of features based on audio to 

ensure effective detection. Nonetheless, the 

analysis does not seem to consider the accuracy 

only without other measures, like AUC or EER, 

and does not compare it with different datasets and 

this is why it may be doubted that it can be 

generalized and is applicable in cross-domain 

settings. [28] In the paper Deep fake detection and 

classification using error-level analysis and deep 

learning (Rafique et al., 2023), the authors provide 

an automated system to detect and classify deep 

fake images. It starts with the application of Error 

Level Analysis (ELA) to show areas where an 

image can be altered.To create fine, deep features, 

these ELA outputs are then fed via convolutional 

neural networks (CNNs), such as ResNet-18 and 

GoogLeNet. The generated feature representations 

are then classified using either K-Nearest 

Neighbors (KNNs) or Optimized Support Vector 

Machines (SVMs).The method was tested on a 

mixed dataset, with the highest accuracy of 89.5% 

with the features of ResNet-18, and a KNN 

classifier. This evidences the strength and success 

of forensic preprocessing real-time deepfake de- 

tection when combined with deep learning. [27] In 

AI and machine learning, deepfakes have made 

much advancements. Even though it offers creative 

opportunities, it also brings up major challenges in 

terms of security, the law, and morality. In this 

literature review, we review how forensic experts 

use different approaches, face challenges, and look 

ahead to future progress in deepfake analysis. 

Although this technology is used formally for 

entertainment and education, the challenges 

created by its misuse include spreading lies, doing 

fraudu- lent business and stealing people’s 

identities (Chesney,Citron, 2019) [?]. As a result, 

researchers have come up with various ways to 

spot deepfakes, using facial behavior, reading body 

signals and computers that learn to detect them. A 

number of initial deepfake detection techniques 

used unusual blinks (Li et al.) [34], different 

lighting and shadows (Afchar et al.) [1] and 

facially warped inconsistencies (Nguyen et al.) 

[41] to detect fakes (Li et al., 2018) [34]. Much 

research has shown that CNNs and other machine 

learning models are often used to classify deepfake 

videos by analyzing small defects in the video 

frames closely (Ro¨ssler et al., 2019) [46].Direct 

use of advanced deep neural networks is now 

enhancing detection results. Deepfake 

identification now uses techniques such as 

EfficientNet and XceptionNet. Some researchers 

have found that deepfakes often cannot imitate 

small facial and body movements which is why 

they use biometric measurements (Guera,Delp, 

2018) [19]. Some techniques including heart rate 

estimation (Li et al., 2020) [34] and blood flow 

analysis (Liu et al., 2021) [37] appear effective in 

telling the difference between real and synthetic 

faces. Deepfake detection is tested by analyzing 

the blood pressure changes shown in facial videos. 

In PPG, little changes in the skin color of real 

humans

Table 6 summary of deep-learning architecture based deepfake detection techniques 

Yea

r 

Technique Methodology Dataset Used Results  /  

Accu-racy 

Strengths Limitations 

2025 

[48] 

Audio

 De

epfake 

Introduces  

StacLoss 

contrastive 

ASVspoof2019 Accuracy:

 98

%, 

Effectively 

distinguishes 

subtle fake 

Evaluated  only  

on 

ASVspoof2019
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Detection 

Using Deep 

Learning 

loss with self-

attention 

modules to 

enhance fake 

audio 

differentiation

. 

Precision:

 97

%, 

Recall: 96%, 

F1: 

96.5,  ROC-

AUC: 

99%, EER: 

2.95% 

audios; self- 

attention

 boos

ts 

discriminativ

e feature 

learning. 

; lacks cross-

dataset and 

noise 

robustness 

analysis. 

2024 

[23] 

Hybrid

 De

epfake 

Video

 De

tection 

Model 

Combines 

lightweight 

MesoNet4

 and 

ResNet-101

 for 

real-time 

detection 

using eye-

movement 

cues and dual-

model feature 

extraction. 

FaceForensics++

, 

CelebV1, 

CelebV2 

Accuracy: 

98.73% 

(FF++),

 96.

89% 

(CelebV1), 

97.90% 

(CelebV2) 

Robust  

performance 

with 

combined 

spatial- 

temporal 

cues; suitable 

for real-time 

scenarios. 

Susceptible to 

lighting 

variations; 

computation- 

ally intensive 

for contin- uous 

deployment. 

2023 

[24] 

Five-Layer 

CNN for 

Deepfake 

Video De- 

tection 

Utilizes an 

optimized 

ReLU-based 

five-layer 

CNN for 

deepfake 

classification 

across 

multiple 

benchmarks. 

DeepFake, 

Face2Face 

Accuracy:   

98% 

(DeepFake), 

95% 

(Face2Face); 

Avg. 86% 

under 

diverse 

conditions 

Lightweight 

and effi- 

cient; enables 

fast real- time 

precision 

across 

datasets. 

Limited testing 

on var- 

ied 

manipulations 

and compressed 

streams. 

2023 

[44] 

Hybrid

 EL

A–CNN 

Model 

Employs Error 

Level 

Analysis 

(ELA) pre- 

processing 

with CNN and 

SVM/KNN 

classi- fiers 

for fake image 

de- tection. 

Custom real

 + 

manipulated 

image dataset 

Accuracy:  

89.5% 

(ResNet-18

 + 

SVM) 

ELA 

enhances 

pixel- 

level forgery 

visibil- ity; 

complements 

CNN feature 

extraction. 

Restricted to 

static im- 

ages; lacks 

dynamic or 

video dataset 

validation. 
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Fig. 2. CELEB DF V2 Deepfakes dataset

are detected by cameras, but these changes are 

often absent in deepfake videos. Recent Research 

on Detecting with BP: In 2022, Liu [37] and 

colleagues introduced a good approach in rPPG 

and CNN to achieve a high level of precision. 

3. DATASET 

In this study, the Celeb-DF (V2) dataset was 

used, and it is one of the largest and most difficult 

deepfake datasets. It includes high-quality real and 

manipulated videos of different celebrities, 

specifically created to be used in the research on 

deepfake detection. The figure below shows the full 

processing pipeline that will be used in this research 

to extract blood-flow- based rPPG features using 

the Celeb-DF (V2) videos to clas- sify them into 

real and fake. These properties are subsequently 

analysed by a machine learning classifier, which 

differentiatesbetween genuine pulsatile motion in a 

real video and the irregular or missing 

physiological information often provided by 

deepfakes. A detailed preprocessing pipeline that is 

detailed was used to make the corresponding 

modifications to this dataset to fit our proposed 

blood pressure-based deepfake detection 

technology. Video frames of each video within the 

Celeb-DF V2 dataset were separated to permit 

frame analysis. These frames were the ones 

reduced to obtain the remote 

photoplethysmography (rPPG) signals or the 

minute color change on the skin surface due to 

blood flow in the veins.The physiological 

phenomenon on which this relied was that in real 

videos, there was a periodic glow effect of blood 

flow on the skin. Such a glow is associated with the 

inflexible pumping of the heart, with every beat of 

the heart, the skin becomes slightly brighter in its 

colors because of blood circulation and pressure. 

In comparison, deepfake or synthetic videos do not 

recreate these dynamics of natural blood flow, and 

thus the absence or regularity of such a glow effect 

was obtained. Train–Test Split: In order to provide 

objective evaluation of the offered rPPG-based 

deepfake detector, the obtained post- 

preprocessing cleaned dataset was further split into 

the training and testing sets. The 80/20 split was 

employed in which 80 % of the videos were 

employed to train the classifier with the other 20 

% being left purely used to test. The train set 

included the real and manipulated samples together 

with the rPPG features extracted in them that 

allowed the model to learn the physiological 

differences between natural human blood flow and 

artificial video artifacts. The test set was not 

exposed in training to give an objective assessment 

of the generalization ability of the model. In order 

to avoid leakage of identities, no videos of the 

same individual were divided between the train 

and test partitions. This makes the model acquire 

generalized physiological traits instead of subject-

specific patterns through memorizing them. As a 

result of this preprocessing, a clean dataset was 

obtained in which individual frames contained 

physiological clues to blood pressure and blood 
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flow con- sistency. This step of dataset preparation 

allowed fusing the extracted frames, together with 

the associated rPPG signal features, as either the 

real or the fake based on whether they contained 

this natural pattern of glow, which allowed robust 

and explainable deepfake detection. 

 

4. METHODOLOGY 

The proposed framework is organized around a 

carefully staged preprocessing and analysis 

pipeline that prioritizes physiological fidelity 

without imposing unnecessary compu- tational 

burden. Each video segment is initially 

decomposed into its constituent frames, after 

which face detection is applied to localize the 

subject with sufficient spatial preci- sion. From the 

detected facial region, Regions of Interest (ROIs) 

are delineated over skin-dominant areas—most 

notably the forehead and cheeks—where blood 

perfusion effects are most pronounced. These 

regions are known to exhibit subtle yet consistent 

chromatic variations driven by cardiovascular 

activity, making them particularly suitable for 

remote photo- plethysmography (rPPG) analysis 

and central to the design of the proposed system. 

rPPG-derived features. Label information 

originating from the annotated subset is iteratively 

propagated across this graph according to 

F (t + 1) = µSF (t) + (1 − µ)Y, 

with F (t) denoting the label distribution at iteration 

t, S the normalized similarity matrix, and Y the 

initial label assignments for labeled samples. The 

parameter µ ∈ [0, 1] governs the balance between 

neighborhood-driven propagation and retention of 

original labels. Over successive iterations, 

unlabeled samples converge toward stable pseudo-

labels in- formed by local consensus, allowing the 

model to benefit from additional data without the 

cost or bias associated with manual labeling. 

The combination of rPPG-based physiological 

modeling and semi-supervised label propagation 

yields a system that remains firmly grounded in 

biological plausibility while retaining com- 

putational efficiency. This design choice supports 

scalability across heterogeneous video conditions 

and preserves sensitiv- ity to authentic 

physiological signals even under compression or 

noise. 

To assess detection performance, the proposed 

Forensic Lens framework is evaluated on the 

Celeb-DF v2 dataset using accuracy and confusion 

matrix analysis. Accuracy serves as a concise 

global indicator of classification effectiveness and 

is defined as 

For every selected ROI, average pixel intensities 

from the red, green, and blue channels are 

computed across time, 

 Accuracy =  TP + TN 

     TP + TN + FP + FN 

producing three synchronized temporal signals. 

From a phys- iological perspective, the green 

channel plays a dominant role due to its stronger 

interaction with hemoglobin absorption, and 

therefore carries the most informative pulsatile 

component. Rather than treating the channels 

independently, chromatic fluctuations are 

projected into a unified temporal signal using the 

following formulation: 

st = α · (gt − bt) + β · (gt + bt − 2rt), 

where rt, gt, and bt represent the mean red, green, 

and blue intensities at time t, respectively, and α 

and β regulate the relative contribution of each 

chromatic component. The resulting signal is 

subsequently passed through a band-pass filter 

constrained to the physiological heart-rate range of 

0.7–4 Hz, thereby suppressing unrelated low-

frequency drift and high-frequency noise. The 

filtered rPPG traces capture both temporal 

periodicity and spatial coherence across fa- cial 

regions, producing discriminative representations 
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that are inherently difficult for generative models 

to synthesize in a consistent manner. 

Recognizing the practical constraints associated 

with large-scale annotation, the framework 

incorporates a semi- supervised label propagation 

strategy to improve robustness and generalization. 

Both labeled and unlabeled video segments are 

embedded into a similarity graph, where nodes 

corre- spond to samples and edge weights encode 

affinity based on where TP and TN correspond to 

correctly identified deep- fake and authentic 

videos, respectively, and FP and FN denote 

misclassification errors. While accuracy provides 

an overall performance snapshot, the confusion 

matrix offers a more detailed perspective by 

explicitly revealing the distri- bution of predictions 

across these four outcomes. This dual evaluation 

enables closer inspection of error tendencies—for 

instance, whether the model favors conservative 

authentication or aggressive fake detection—and 

ensures that performance claims are supported by 

both quantitative metrics and qualita- tive 

diagnostic insight. 

5. COMPARATIVE ANALYSIS 

A review of recent deepfake detection literature 

reveals a gradual but meaningful departure from 

purely appearance- based convolutional neural 

network (CNN) models toward approaches that 

incorporate physiological consistency as a forensic 

cue. For the sake of methodological fairness, all 

studies considered in this comparison rely on 

the Celeb- DF v2 dataset, which remains one of 

the more challenging benchmarks due to its high-

quality manipulations and reduced presence of 

obvious visual artifacts. Early CNN-centric 

approaches illustrate the inherent limita- tions of 

relying exclusively on spatial features. The 

Xception model [46], for instance, achieved an 

accuracy of 75.24% by learning manipulation-

induced textures and inconsistencies. 

TABLE 7 COMPARISON OF ACCURACY RPPG-BASED AND NON-RPPG DEEPFAKE DETECTION METHODS 

 

Method and Year rPPG- 

Based 

Accuracy  (on 

Celeb-DF v2) 

Inference 

Time 

Notes 

Xception [46], 2020 No 75.24% Slow Visual artifacts 

VGG19 [58], 2023 No 67.01% Slow CNN architecture 

DeepRhythm [43], 

2020 

Yes 64.10% Medium Attention-based 

FakeCatcher [11], 

2024 

Yes 94.09% Slower Signal  maps  + 

CNN 

Forensic Lens (pro- 

posed study) 

Yes 90.00% Fast Lightweight, 

edge-friendly 
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Fig. 3. Comparative bar chart for different deepfake detection techniques

 

While this performance was considered 

competitive at the time, it becomes less convincing 

when evaluated against the realism of Celeb-DF 

v2, where such artifacts are deliber- ately 

suppressed. An even more pronounced drop is 

observed with VGG19 [58], which reports an 

accuracy of 67.01%. This outcome is not entirely 

surprising; architectures of this generation lack 

both temporal awareness and access to non- visual 

cues, making them particularly vulnerable to 

moderngenerative pipelines that replicate surface-

level appearance with high fidelity. In practice, 

these results reinforce a broader observation within 

the community: visual artifact detection alone is no 

longer sufficient. Physiological signal-based 

methods, particularly those built upon remote 

photoplethysmography (rPPG), attempt to ad- 

dress this shortcoming by shifting the forensic 

focus from appearance to biological plausibility. 

By modeling subtle color fluctuations driven by  

cardiac activity, rPPG-based approaches exploit 

signals that generative models struggle to 

reproduce in temporally coherent manner.

 



Forensic Lens: Deepfake Detection Through Micro-Level Facial Blood-Flow Signals 

 

 

Int. J. Elect. Crime Investigation 9(2): IJECI MS.ID- 10 (2025)                                                                        156 

 

 

Fig. 4. Confusion matrix of the proposed Forensic Lens on Celeb-DF v2.

 

Early work in this direc- tion, such as DeepRhythm 

[43], introduced temporal attention mechanisms to 

enhance rPPG extraction, yet reported a rel- atively 

modest accuracy of 64.10%. This result 

underscores an important point: while 

physiological cues are theoretically robust, their 

practical extraction is highly sensitive to noise, 

compression, and recording conditions. 

Subsequent efforts have demonstrated that these 

limitations can be mitigated, albeit often at the 

cost of increased model complexity. FakeCatcher 

[11] represents a notable step for- ward, 

combining rPPG signal maps with deep CNN 

archi- tectures to achieve an accuracy of 94.09%. 

From a detection standpoint, this performance is 

impressive. However, the re- liance on heavy 

neural components introduces nontrivial com- 

putational overhead, which complicates 

deployment in real- time or resource-constrained 

environments—a concern that is frequently 

underemphasized in benchmark-driven 

evaluations. Within this context, the proposed 

Forensic Lens framework is positioned with a 

different set of priorities. Achieving an accuracy of 

90%, it does not aim to surpass all existing 

methods in raw performance, but rather to strike a 

more prag- matic balance between accuracy, 

efficiency, and interpretabil- ity. By combining 

rPPG-based physiological indicators with 

lightweight forensic signal processing and semi-

supervised label propagation, the system maintains 

stable performance across varying compression 

levels and manipulation types without incurring 

the cost of deep, resource-intensive archi- tectures. 

While FakeCatcher marginally outperforms 

Forensic Lens numerically, the latter offers 

advantages that are often decisive in real-world 

settings, particularly where inference speed, 

transparency, and deployability on edge devices 

are critical. In this sense, Forensic Lens reflects a 

shift toward detection strategies that are not only 

accurate, but also oper- ationally viable as 

deepfakes continue to proliferate beyond 

controlled laboratory conditions. 
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Fig. 5. Training and validation accuracy curves of the proposed Forensic Lens model 

 

 

Fig. 6. The training and validation loss curves of the proposed Forensic Lens model.

6. DISCUSSION 

The experimental outcomes substantiate the 

viability of physiological signal–based deepfake 

detection as a credible alternative to conventional 

vision-centric algorithms. Achiev- ing 90% 

accuracy on the Celeb-DF v2 dataset is particularly 

noteworthy, given that the proposed framework 

does not depend on computationally intensive 

architectures such as con- volutional neural 

networks, vision transformers, or multimodal 

fusion pipelines. Although certain state-of-the-art 
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systems re- port marginally higher accuracies in 

the range of 92–96% for instance, FakeCatcher 

[11] at 94.09% these gains are typically 

accompanied by heavy CNN backbones, multi-

GPU training requirements, and substantial 

memory consumption. In con- trast, the rPPG-

based design presented here demonstrates that 

physiological cues can deliver competitive 

detection perfor- mance at a fraction of the 

computational cost. 

The strength of the proposed method lies in its 

reliance on biological authenticity. By analyzing 

subtle facial chromatic variations induced by blood 

flow, the system extracts physi- ological signals 

that remain inherently difficult for generative 

models to reproduce. This biologically grounded 

approach provides a balanced compromise 

between detection accuracy and computational 

efficiency. Furthermore, the model is inher- ently 

interpretable: its decisions are derived from 

measurable physiological variables rather than 

opaque black-box features, thereby enhancing 

transparency, credibility, and trust in foren- sic 

applications. 

A further advantage is the model’s low 

computational overhead, which enables 

deployment on resource-constrained platforms 

such as laptops, smartphones, and edge devices. 

This efficiency broadens its applicability to real-

world scenarios including social media content 

moderation, real-time video authentication, and 

surveillance integrity checks. Since most current 

deepfake generation techniques prioritize visual 

real- ism focusing on facial geometry, texture, and 

alignment while neglecting physiological 

coherence, the proposed rPPG-based detector 

exhibits innate resilience against the majority of 

existing manipulation strategies. 

Comparative analysis reinforces the rationale for 

adopt- ing a single lightweight model. Complex 

architectures such as ViGText (vision–language 

plus GNN), ResNet-50 classi- fiers, audiovisual 

dual-stream networks, hybrid CNN–BiLSTM 

pipelines, and ensemble fusion methods often 

deliver only marginal accuracy improvements, yet 

incur higher latency, hardware costs, and 

architectural complexity. In contrast, the Forensic 

Lens framework embodies a rational trade-off: it 

balances accuracy, interpretability, and efficiency, 

making it more practical for large-scale, real-time 

deployment. 

This resilience is particularly significant in light of 

the trajectory of deepfake generation, which 

continues to em- phasize visual fidelity while 

overlooking physiological co- herence. Natural 

blood-flow–induced facial color variations remain 

absent in most synthetic content, providing the pro- 

posed rPPG-based system with implicit robustness 

against both current and emerging attacks. 

Consequently, Forensic Lens offers a scalable, 

efficient, and biologically grounded solution 

capable of operating effectively even when 

traditional visual artifacts are minimized or 

eliminated. 

7. LIMITATIONS AND FUTURE 

WORK 

Although Forensic Lens achieved encouraging 

results—reaching 90% accuracy on the Celeb-DF 

v2 dataset—the study is not without limitations, 

and these naturally point toward future directions. 

One persistent challenge is the sensitivity of rPPG-

based algorithms to adverse recording conditions. 

High compression, poor illumination, motion blur, 

or differences in camera optics can distort 

physiological signals, reducing stability. Our 

design favors efficiency, yet further refinement is 

needed to ensure reliable performance under such 

noisy or degraded scenarios. By contrast, systems 

such as FakeCatcher 

[11] report slightly higher accuracy (94.09%), but 

their reliance on heavy CNN pipelines and multi-

GPU training makes them impractical for real-time 

use. The trade-off between accuracy and efficiency 

remains central to ongoing research. 
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Another important consideration is generalization. 

Current benchmarking practices lean heavily on 

Celeb-DF v2, which, while valuable for 

homogeneous comparison, does not capture the 

full diversity of synthetic media. Models such as 

Xception [46], VGG19 [58], and DeepRhythm 

[43] illustrate the vari- ability of performance 

across architectures, yet cross-dataset evaluation 

remains underexplored. Extending training and 

val- idation to multiple datasets would provide 

stronger evidence of robustness. Incorporating 

additional lightweight cues—such as micro-

expressions or subtle head movements—may also 

enhance detection power without sacrificing 

efficiency. 

There is scope, too, for hybrid designs. Integrating 

physio- logical signals with superficial visual 

features could combine the interpretability and 

efficiency of our model with the higher accuracy 

of more complex systems. Such architectures 

might bridge the gap between performance and 

practicality. Beyond algorithmic refinement, 

deployment on mobile de- vices, browser 

extensions, and video conferencing platforms 

represents a crucial step toward everyday usability. 

Real-time, on-device detection would extend the 

reach of Forensic Lens to scenarios such as social 

media verification and live video authentication. 

Finally, adversarial robustness must be addressed. 

As gener- ative models evolve, it is conceivable 

that future deepfakes will attempt to mimic 

physiological signals directly. Anticipating and 

defending against such adversarial strategies will 

be essen- tial to preserve the long-term relevance 

of biologically inspired detection. Pursuing these 

directions will allow Forensic Lens to mature into 

a more resilient, generalizable, and practically 

deployable solution—one that balances accuracy, 

efficiency, and interpretability in the continuing 

effort to safeguard digital trust. 
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